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MpunoxeHwue Ne1.7

TexHuuecka cneundukauma no obocobeHa nosnums Ne 7

»JOCTaBKa Ha cUCTeMa 3a 3aluTa OT U3TUYaHe/3aryba Ha AaHHM OT KPaWHMTE TOYKN M OT
mpexara“

Mnatdopma 3a 3awmra oT U3TM4aHe/3aryba Ha JaHHU OT KpanHUTE TOYKKU U OT MpeXxarta

O6wWwu usncksaHus

REQ.1.

Tun nuueHs: aboHameHT (subscription), ¢ BknoyeHn 60 Mecela nogapbKKka OT NPOU3BOANTEN

REQ.2.

Bpon nuueHsu: 8000

REQ.3.

PelenneTo TpsbBa ga pasnonara C eduHHa LeHTpanusupaHa koHsona (ye6-6asvpaHa koH3ona,
[ocTbnHa npes yeb 6paysbp, 6€3 Aa N3ncKkBa MHCTANMPaHETO Ha AOMbIHATENEH COdTYep), OT KOSTO
[a MoraT fja ce ynpaBnsiBaT BCUYKM KOMMOHEHTU Ha DLP: 3a 3acuyaHe u cnupaHe Ha u3TMyaHe Ha
[aHHM Ha MPEXOBO HUBO U Ype3 enekTpoHHU CbobLyeHns (Mpexoso DLP); 3a 3acuyaHe v cnvpaHe Ha
U3TYaHe Ha JaHHW Ha HWMBO KparHa Touka (Endpoint DLP); 3a oTkpuBaHe v kKnacuulmpaHe Ha AaHH!
(Discover).

REQ4.

PelueHneTo fa no3sonsea LEeHTPann3nMpaHo ynpaeneHne n KOHd)VIprI/IpaHe Ha NONNTUKMUTE 3a BCUYKN
NPOAYKTH (33 HabnogeHve v 3a npeseHUus, Ha MpexoBo HNBO U Ha HNBO Kpa|7|Ha TO‘-IKa) npes ye6-
633|/|paHaTa KOH30/J1a 3a ynpaBeHKe, W3MOs3Bankn eHaKBa Noruka 3a M3rpaxaaHeTo Ha NOMNTUKUTE
M.

REQ.5.

OTKbM CKanMpyemocT, peLLeHneTo TpsibBa Aa Noaabpxa HaarpaxaaHe B Gbaelle, koeTo Aa BKIYBa
YNPaBNIEHMETO Ha PelLeHNs 3a yeb 3alymTa v 3alluTa Ha enekTPOHHa NoLLYa, KakTo 1 Ha peLleHs 3a
3aLMTa Ha 06nayHN NPUNOXEHMS.

REQ.6.

PelueH1eTo Aa nogabpxa uHTerpaums cbe cnegHute obnaynm cpeau: Office365, OneDrive, Box.

REQ.7.

Pelwenneto Tpsbea fa no3BonsiBa pasnoriaraHe Ha areHT! No KpamHUTE TOYKW, 3@ 3acuyaHe M
CrMpaHe Ha U3TW4YaHe Ha AaHHM Ha HWUBO KpaiHa TOYKa, AMPEKTHO OT LeHTpanuanpaHaTa KoH3ona 3a
ynpasreHue, u3nonaeanku codtyepHn metoam kato GPO, SCCM unm gpyru.

REQ.8.

PelweHuneTo TpsibBa Aa NpenocTaBs MHOPMaLMs B LiEHTpanu3vpaHaTa koH30ma 3a CbCTOSIHUETO Ha
UMMNIEMEHTUPAHUTE areHTU MO KpalHUTE TOYKW, KaTo Aa MHGOpMMPa aKko [JafeH areHT He
(hYHKLMOHMpa NPaBuIHO.

REQ.9.

PelueHneTo aa nogabpxa UMNIeMeHTaums Ha komnoHeHTute B Hyper-V unu VMware cpefa.

REQ.10.

[la moraT fja ce cb3gaeat noTpeduUTenckn akayHTV 3a JOCTHN A0 PELLUEHMETO, KaTo Aa MoraT Aa UM ce
3afasaT pasnuyHu npasa 3a AOCTbN (HanpuMmep AadeH noTpebuTen camo Aa MOxe Aa npernexaa
WHLMAEHTM OT KOHKPETHM CUCTEMM, HO He U Aa N3BBPLLBA AencTaus ¢ TaX). [la ce nogabpxa poneso-
6asnpaHa agMuHUCTpaums.

REQ.11.

PelueHneTo fa MOXe [a Ce MHTerpupa C akTMBHA AMPEKTOpWS M [da nopgabpxa ABYGhaKTOpHa
aBTEHTMKaLKS.

REQ.12.

BCWYki KOMMOHEHTW Ha PELLEHMEeTO Aa MoraT Aa Cce KOHuUrypupaT u OOHOBSIBAT AMPEKTHO OT
LieHTpanu3anpaHaTta KoH30ma 3a ynpaemneHue.
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REQ.13.

PeLueHneTo fja MOXe Aia Ce MHTerpupa CbC CKayeHo xpaHunuie 3a aaHHu (SAN), KoeTo [a no3sonssa
ObArOTPaHO CbXpaHeHe Ha cbbpaHuTe CypoBM AaHHU U MeTafaHHK, 3a MOKpUBaHE Ha U3NCKBaHWS
OT pas3mnuyHn perynavuu.

REQ.14.

PelleHneTo TpsibBa [a npenoctaBs obL| rpaduyeH w3rmen B LiEHTpanuaMpaHaTa KoH3ona 3a
yrpaBrieHue, KOUTO Aa MoKa3Ba BCUYKM WHUMOEHTU C JaHHW, pasfenieHn no CTeneH Ha puck, Tun
cbOuTIS 1 T.H. MHUMOeHTUTe Ja MoraT Aa ce pascrnefsaT AMPEKTHO OT KOH3onaTa 3a yrnpasrieHue.

REQ.15.

PelueHneTo fa no3sonsea eCKannpaHeTo Ha UHUNOEHTU OT KPUTUYHA BaXXHOCT 3a OpraHi3alnAaTa KbM
onpefenedn eknnu nnu OTroBOpHU Na, AUPEKTHO OT LeHTpanu3mMpaHata KOH30na 3a yrnpaBsneHue.

REQ.16.

Bcuuku genHocTm, CBbp3aHu C pa60TaTa Ha aAMWUHUCTPATOPUTE C Bb3HUKHANNTE MHUWAEHTU, Aa Ce
oT4yuTaT 1 Aa Ca BMAUMU B LEHTPAlTU3NPaHaTa KOH30/1a 3a yrnpasneHue.

REQ.17.

PelweHuneTo TpFI6Ba [a no3BoJisiBa U3BJIN4AHETO Ha CbaVIﬂOBeTe C JlornpaHnTe aaHHK 3a pa60TaTa My
B pas3fin4yHn (bopmam, 3a JonmbnHUTEneH oaut. daitnoseTe C JIornpaHn faHHK da ca 3aluTeHn ot
HenpaBoOMepHO NoaMeHAHe Ha I/IH(i)OpMaU'I/Iﬂ.

REQ.18.

PelwenneTo Tpsbea aa Moxe Aa Tbpcu Knacudmumpanu gasHu (Discover) no 3agafeHu Kputepuu,
kaTo TpsibBa Aa Ce 3anOMHSAT OTKPUTUTE AOCEera AaHHW W Npu NocneaBallo ckaHupaHe Aa ce TbpcaT
CaMO HOBW [aHHW, KOUTO He Ca MHAEKCUPaHW.

REQ.19.

Pelwenneto ga moxe Aa noctass npbctoBu oTnevatsuy (fingerprint) Ha 3acevenn cpainose c
Knacuduumpanu JaHHW. XeL CyMUTe Ha 0TnevaTbLuTe Aa ce CbXpaHsaBaT B 6a3a 0T fJaHHW 1 fa morar
[a ce 13non3BaT 3a TbPCEHe U 3a U3rpaxgaHe Ha NONUTUKN 3a CUTYPHOCT.

REQ.20.

PelueHneTo fJa MOXe [a M3Mon3Ba eanHHa NOnMTIKA 3a CKAaHWpaHe Ha JaHHM, He3aBMCMMO OT TOBa
Kbe ce Hamupar (data-at-rest), kbae ce TpaHchepupat (data-in-motion) unm kak ce nsnonsear (data-
in-use), KaKTO Ha MPEXOBO HWBO, Taka W Ha HWBO KpaitHa Touka. CucTemaTa aBTOMaTUYHO Ja MOXe Aa
npeanpuema CbOTBETHM LENCTBUS, CNOPES 3aceyeHata 3annaxa oT U3ThYaHe Ha AaHHU.

REQ.21.

PelleHneTo Aa Mo3BoMnsiBa NOCTABAHETO Ha OLEHKA Ha pucka OT AafleH MHLMAEHT, cropeq
KONM4YeCTBOTO KnacuuLMpaHn [aHHW, C KOUTO ce paboTu HenpaBoMepHo, Gasupaiikm ce Ha
MONUTUKATE Ha OpraHu3aLusTa.

REQ.22.

PelueHreTo aa pasnonara ¢ npeaapuTenHO 3aaafieHn NONMUTUKK, 33 3aci4aHe Ha HenpaBoOMEpHMU
[EeiACTBMS C KNacuduLMpaHi AaHHKU, KOUTO [1a OTFOBAPSAT Ha U3NCKBAHMATA Ha Pa3NNYHN PernameHT
3a 06paboTka Ha JaHHW. [peaBapuTeNHO 3afafeHnTe NONUTUKA Aa ca No KaTeropuu, Cropes PeroH
W TN UHAYCTPYS.,

REQ.23.

PelweHneTo fa pasnonara C npenBapuUTenHO 3adafeHn MONUTWKM, KOWTO [a WHAMKMpaT 3a
HenpaBOMEPHM AEACTBUS C [aHHW OT NOTpebUTEnUTe Ha opraHusauusiTa, BOAEWM 4O PUCK OT
N3TUYaHe Ha JaHHUTE.

REQ.24.

[a ce npegoctaBsaT noHe 1500 npeaBapuTenHO 3adafeHy MONMWUTUKK, 3a Aa He € Heobxoaumo
OTAENSHETO Ha MHOTO BpeMe OT aAMUHUCTPATOPUTE B Cb3aaBaHe Ha COBCTBEHM MOMMUTHK.

REQ.25.

PelueHneTo TpsibBa [a No3BOMsiBa 3aaBaHETO Ha M3KIKOYEHUs B MOMUTUKUTE, 33 Ja MOXe [a ce
W3KNIYaT AafeHn 0beKTM OT CkaHupaHe M BrokMpaHe W 3a [Ja ce CBedaT rpelHUTE NokasaHus o
MUHUMYM. [la MOXe [1a ce n36upa Ha Kou NpUMOoXeHUst UM Ce Ma [JoBepie a AOCTbMBAT JaHHU.

REQ.26.

PelueHneTo Tpsibea [a No3BoNsiBa 3afaBaHe B MOMUTUKATE 3a CUTYPHOCT Ha AbpXaB, KbM KOUTO
BMHaru f1a e 3abpaHeH M3HOCa Ha JaHHM Mo Mpexara, OCBEH ako He Ca KOHUrypypaHU U3KIIOYEHIS.
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REQ.27.

Cb3gaBaHeTo 1 yNpaBeHneTo Ha NonuTUKIUTe TpsibBa 4a cTaBa NecHo, Npe3 rpaduyHns uHTepdeNnc
3a LeHTpanuaunpaHo ynpasneHue Ha pelueHneTo, 6e3 aa e Heo6XOAMMO U3MON3BAHETO Ha COXHU
CKpUMTOBE.

REQ.28.

PeLweHuneTo TpHGBa Aa No3BoJiABa NECHO Aa Ce u3rpaxiar npasuiiata B NOJIMTUKUTE 3a CUTYPHOCT,
KaTo da Morat fda Ce WU3NoN3BaT KMW4oBuM OyMU WUNK peryndapHu uU3pasu (regular expressions),
13non3Banku CTaHdapTHa 6yneBa JIOrnKa.

REQ.29.

PelueH1eTO fa MOXe Aa 13Buya 1 MHCMNEKTNPA TEKCTOBOTO CbAbpPXaHNE OT ¢)a|7|n0|3e 1 OT NPUKaYeHN
cba|7|nose B €JIEKTPOHHU C'b06LIJ|eHI/IFI. [a ce NnpegocTaBun MbJieH CNUCHK Ha NoAabpKaHNTEe (baﬂnosm
TUNoBe.

REQ.30.

PelueHreTo aa Moxe fa 06paboTBa CbabpKaHWe Ha Knpunuua.

REQ.31.

PelueHneTo ga Moxe [a CkaHupa cbabpxaHueTto Ha apxuem (ZIP, TAR, RAR dainosu opmatn), Ha
[0 16 HMBa HaBBLTPE NMPU BIIOXKEHW apXvBM, KaTo Aa MOXe [Ja 3acuhya HanWuMeTo Ha KrnacupaHa
WH(OpMaLKS B TSX.

REQ.32.

PelwenveTto ga moxe fa 0bpabotsa MHoro ronemu annose (o1 20MB Harope) npu ckaHpaHeTo 3a
KnacuuumMpaHi AaHHW.

REQ.33.

PellieHneTo ja MoXe [1a 3acu4a MHOXECTBO Cry4au Ha U3TUYaHe Ha jaHHU BbB BPEMETO, NOPOaAeHN
OT €/I1H 1 CbLL NOTpebuTEN, KaTo Aa MOXeE [a Ch3aaae oOLL MHLMAEHT NP IOCTUraHe Ha onpeaeneHo,
3a7aieHo Konm4yecTBo CbOMUTMA. Mo TO3M HaYMH pelleHneTo TpsOBa Aa MOXe Ja 3acvya onuTy 3a
YaCTUYHO U3HACAHe Ha MHAOpPMAaLMS OT AaieHN NOTPeOUTENM 3a AbMb Nepuos OT BpeMme.

REQ.34.

PeLueHreTo Ja MOXe [ja 3achya U3TuyaHe Ha faHHU OT CTPYKTYpUpaHK CUCTEMM, KOETO BKITloYBa Basu
naHHm ot Trna Microsoft SQL Server, Oracle, IBM DB2, kakTo 1 fja BCU4Ku Apyri TURoBe 6asn JaHHu,
moxewwm ga msnonssat ODBC unu OLE koHekTopu 3a cBBbp3BaHe C TPETU CUCTEMU.

REQ.35.

PelueHneTo Ja MoXe fa npasu pasnuka Mexay pasnuyuu tunose PlI niv PHI yncna npu sacuyaHeTo
Ha KnacuuumMpanmn aaHHU. Hanpumep, peLleHreTo Aa MOXe [a NpaBu pasnuka Mexay AeBeTumndpeH
HOMep 3a CoLMarHo ocurypsisaHe oT AeBeTUMdpeH TeneoHeH Homep, 6e3 ga e Heobxoaumo npes,
4nCroTO Aa MMa KNKYoBa Ayma, nog hopmara Ha TeKCT, KoiTo fa ro obocobsea (Hanpumep TekcTa
,Ten. Homep®).

REQ.36.

PelwenneTo aa pasnonara ¢ machine-learning TexHonorus (4a ©3nonasa anroputMm 1 TEXHWKW, 3a 4a
MOXe aBTOMAaTUYHO Aa Ce Y4u OT NPeauLIHN MHLMAEHTH)

REQ.37.

PeLlieH1eTo Ja MOXe Aa 13non3sa 6enu CinchbLy Cbe 3aaAeH0 TEKCTOBO ChabpXaHue, KOeTo fia ce
UrHOpMpPa Ny CKaHUPaHETO 3a 3anmnaxu.

REQ.38.

PelueHneTo fa MOXe Aa ckaHupa 3a MpexoBu 3annaxu 3a aaHHute B Microsoft Exchange 2013 cpega
VI Aa MOXE Aa v npegoTBpaTsiBa.

REQ.39.

PeleHneTto aa Moxe ga paboTu ¢ KnacuuumpaHu JaHHW, CbabpXaHu BbB (hannoseTe, CbXpaHeHH
B SharePoint 2013 cpeau.

REQ.40.

PelueHreTo fa moxe [ha OTKpuBa KnacuduumpaHu gaHHn no mpexara 3a Exchange Online w
SharePoint Online (Office 365) cpean. PelwenneTo fa Moxe fa ce uHterpupa ypes APl uHtepdeiica
Ha Microsoft 3a Office 365.

REQ.41.

PelueHneTo fa Moxe Aa paboTi C ONMCaHO ChabpxaHue noa dopmaTa Ha KrioyoBi Aymn 1 dpasm,
KaKTO M M3pa3n OT TuMa regular expressions.
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REQ.42.

PelueH1eTo fa MOXe da 3acu4a u 6n0|<14pa KpuntpaH NpeHoC Ha AaHHMN. [la ce onuwart Kakem TUNoBe
KpUnTupaHa KOMyHUKaUna ce noaabpxar.

REQ.43.

PelueHreTo aa Moxe ga ussnmya 1 06paboTea ChabPXaHWUETO OT rpachnyHu hainnosm opmati,
nsnonagaikn OCR TexHonorus, kato Hanpumep Abbyy FineReader unu Nuance. OCR TexHonorusTa
TpsbBa fJa e BrpageHa B pelleHneTo, 6e3 Aa e Heobxoaumo 3aKynyBaHeTO Ha AOMbAHUTENHM
NMLEH3M.

REQ.44.

PelieHneto TpsAbBa [a MOXe Aa CbXpaHsBa WHGOPMALMS 33 3aCEYEeHWUTE [aHHU 3aedHO C
npunexallute UM MeTafaHHW (BpeMe W [aTa Ha WHUWMAEHTa, NoTpebuTen npeamasukan MHUMAOEHTa,
W3MOMN3BaHN NPOTOKOMNM 32 NMPEHOC Ha JaHHW U T.H.)

REQ.45.

PelweHreTo ga moxe ga narpatla aBToMaTl4Hu anapmu noa cbopmaTa Ha €JTIEKTPOHHU C'bO6LIJ,GHVIF|.

REQ.46.

PelweHeTo Aa MOXe aBTOMATWYHO Aa 3aBWlaBa CTeneHTa Ha pucKk Ha fageH WHUMOEHT (I/I
CbOTBETHUTE anapMM) ako Tow ce NnoBTOPW 3adafeH 6p0|7| MbTW B 3afjafeH Nnepnuo ot Bpeme.

REQ.47.

PelueH1eTO Aa MOXe aBTOMATUYHO a U3BECTSBa I'IOTpe6VITeJ'IMTe W TEXHUTE PbKOBOAUTEIN, KOraTto
Hapywart gafaeHa nonnTuka.

REQ.48.

PelleHneTo fa MOoxe [fa nMpefocTaBs W3BECTWE HA ekpaHa Ha paboTHaTta CTaHUWs Ha JageH
notpebuTen, korato TOW HapyLK NONNTUKA, OTHacsLaTa ce 3a paboTata ¢ Knacuguumpani faHH 3a
KpanHW TOYKN.

REQ.49.

[la moraT fia ce 3aaaBaT aBTOMaTUYHW AECTBUS OT CUCTEMATA MO PasnuyH1 NapameTpu, Hanpumep
KOSt NONIUTUKA e HapyLUeHa, CTENeHTa Ha pucka Ha HUmMaeHTa, 6posi CbBUTMS, M3MON3BaHNs NPOTOKON
3a KOMYHUKaLMS W T.H.

REQ.50.

PelueHreTo fa MOXe aBTOMATMYHO Ja MOXe [a Konupa (painoBeTe B KapaHTWHa, Ja Kpuntupa
thannoseTe (gonycka ce n3non3saHeTo U Ha third-party MHCTPYMEHTW 3a KpunTUpaHe) unu ga Tpue
(hannioBeTe, KOUTO Ca 3aCe4eH NpK HenpaBoOMEPHU JeiCTBMS.

REQ.51.

WNHUmMoeHTUTe UPEeKTHO Aa MoraT [ja ce pa3criedBaT OT LieHTpanuampaHaTta koH3ona 3a ynpasrieHue.

REQ.52.

WMHumaeHTUTe SiCHO @ MoraT Aa nokaseaT MpUYMHAaTa U KOHKPETHWUTE [aHHM, KOUTO ca A0Benu [0
HapylLaBaHe Ha NonuTKKaTa, a He camo KOsl MOMMTUKA e HapyLUeHa.

REQ.53.

PelieHneTo aa AaBa Bb3MOXHOCT da ce 0CBOBGOAAT (MapkvpaT KaTo rpeLlHM nokasaHusi) rpyna
WHUMOEHTN HAaBEOHBXK OT 3aCeYEHNTE 3annaxu, HanpuMep La ce 0CBOOOAAT MHOXECTBO €MEKTPOHHM
CbOOLLEHNS OT KapaHTMHATa HaBEaHDBX.

REQ.54.

PelueHreTo Ja MOXe Aa AaBa MHGOpMauus M Aa W3roTBS OTYETH, KOMTO Aa MHGopMUpaT Kou
WHLMOEHTU 1 KoM NOTPeBMTENN HOCST Hali-roNsIM PUCK 3a OpraH13aLmMsiTa U Kou MHUMAEHTW TpsibBa aa
ce pa3rneaaTt MbPBM, C NO-roNsiM MPUOPHUTET.

REQ.55.

OtyeTtnTe ga mMoraT fa ce M3BnmMYaT OT cUcTEMATa B pasnuyHi dannosm hopmartu, Hanpumep PDF u
CSV.

REQ.56.

[apenn notpebutenn wnu rpyna ot noTpebutenn ga morat ga ce aboHupart 3a aBTOMAaTUYHO
noslyyaBaHe Ha faleHn OTYETU OT cUCTEMaTa, KOMTO fa ce u3npallat no email. [la moxe aa ce 3agage
rpacdovik (GHEBHO, CEAMWUYHO, MECEYHO U T.H.)

REQ.57.

Bcuuku oT4eTW Aa ca BMAMMW MA@ MoraT [a ce ynpaBnsiBaT OT LieHTpanusupaHaTa KoH3ora 3a
yrpaBneHue.
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REQ.58.

PelueHreTo fa pasnonara ¢ MHOXECTBO OT4eTH no nogpasbupare (out-of-box), kouto ga nokpusat
Han-4eCTo cpeLlaHuTe NoTpebHOCTL.

REQ.59.

PelweHuneTo Tpﬂ6Ba [a no3BondBa Ha adMWUHUCTPATOPUTE Cb3aBaHETO Ha COOCTBEHM OTYETH.

REQ.60.

PelueH1eTo aa MOXe Aa CkaHupa v Briokupa (unv Lpyro 3aaafeHo aBTOMATUYHO AECTBUE) N3XOASILL
yeb Tpaduk, KOITO HapyLIaBa NONUTUKUTE 3@ CUIYPHOCT.

REQ.61.

PelueHneTo ga Moxe Aa ckaHupa yeb-Tpadvk 3a 3annaxu, BkouuTenHo yeb-6asmpana nowa, yeb-
nybnvkauum, opyryi npoTokonu, kouto usnonasat HTTP n HTTPS, BkntounTenHo npukavenu daiinose.

REQ.62.

PelueHneTo fa Moxe fa Habnogasa v NpefoTBpaTsBa ONuUTH 3a yeb-npuHTUpaHe Ha knacudguumpaqa
UH(opmaLms.

REQ.63.

PelueHneTo aa npenocTass AetannHa uHgopmaums 3a yeb-ctpanuuynte (He camo IP agpec), kbm
KOMTO € HanpaBeH ONUT 3a U3HaCcsHE Ha KnacuduuypaHa HopMaLms, BKIOYUTENHO MHEOPMaLMS
3a reorpadCckoTo UM pasnosioXeHue, kato NnapameTpuTe aa Morat fa 6baaT n3nonasaqu 3a uHHa
HaCTpOWKa Ha MOMMUTUKMTE 3a CUTYPHOCT.

REQ.64.

Pelwenneto no nogpasbupaHe Aa MOXe Aa MHCNeKTMpa kpuntupaHa SSL komyHukauus, 6e3 tasm
(yHKLMS @ M3MCKBA 3aKyMyBaHETO Ha JOMbIHUTENHM MOLYM UNK [ja € 3aBKCKMA OT M3MON3BaHETO
Ha ICAP npotokon.

REQ.65.

PeleHneTo ga moxe aa Habnogasa yeb-Tpadmka, MOPoAEH OT MPUMNOXEHUS 32 KOMYHUKALMS Ha
notpebutenuTe (instant messaging), Aopw korato T03u Tpadmk npemmHasa no nopt 80.

REQ.66.

PelweHneTo Tpsibea fa MOXe Aa CkaHupa u 6rokupa (Unu apyro 3agafeHo aBTOMAaTUYHO OECTBUE):
YyBTCTBMTENHW AaHHM B SMTP Tpaduk, npukayeHa YyBCTBUTENHA WHGOpMaLUMs KbM yeb Tpadmk,
MPEHOC Ha YyCTBUTENHU JaHHW OT (annoB CbpBbp KbM paboTHa cTaHums (LAN Tpadmk), npeHoc Ha
yyBCTBUTENHA UHOopMaLmsa B PDF opmar.

REQ.67.

PelLeHNeTo ja MOXe a CkaHupa 1 Brokupa (Mnu apyro 3agaaeHo aBTOMaTUYHO AENCTBIE) M3XOASLLUM
eneKTPOHHM email CboBLLEHNS, KOUTO HapyLLABAaT NOMUTUKUTE 3a CUTYPHOCT.

REQ.68.

PeleHneTto ga Moxe ga Habntoaaea v Hanara nonuTUKK Ha email Tpaduka, SBSBaLL, Ce BbTPELLEH 3a
opraHusaumaTa (Mexay ChyXUTEnu), BKMIOYMTENHO Aa Ce CKaHWpaT npukaveHuTe (haitnose B
cbobuenuaTa. [la uma nuterpauus ¢ Microsoft Outlook n IBM Lotus Notes.

REQ.69.

PelueHneTO Aa MOXe Aa MOCTaBA B KapaHTWHA €NEKTPOHHUTE CbOOLLEHMS, KOWTO HapyluiaBaT
MOMNUTUKNTE 33 CUIYPHOCT Ha KnacuuuMpaHnTe AaHHW Ha opraHm3auusTa. [la uma Bb3MOXHOCT 3a
PBYHO 0CBOBOXJABaAHE HA ENEKTPOHHM CHODLLEHMS OT KapaHTHUHaTa.

REQ.70.

PelueHneTo ga Moxe aa aHanuaupa Tpadwka, npemuHasaly npes Mail Transfer Agent (MTA)

REQ.71.

PelueHneTo aa Moxe aa 3acuya 1 6nokvpa (1nv Apyro 3agafeHo aBTOMATUYHO AECTBIE) ONUTH Ha
notpedbuTenu 3a KonNMpaHe Ha KnacuuumpaHu AaHHW Ha npeHocumu yctponcTsa (Hanpumep USB
ycTpoicTea, cononm auckose, CD/DVD, T.H.). [la moxe aa ce brokupa npeHoca Ha faHHW, HE3aBUCUMO
nanu notpebutenckara kpaitHa TouKa Ce Hammpa B UMW U3BBH MpexaTta Ha opraHusauusTa.

REQ.72.

PelueHreTo aa Moxe Aa 3acuya u briokupa (unm gpyro 3agafeHo aBTOMAaTUYHO AENCTBUE) ONUTK Ha
noTpebuTenu unu Ha NPUNOXeHUs 4a U3BnuYaT knacuduympanu gaHHn ypes clipboard, print screen
KOMaHAu 1 Apyr CXO4HW METOAM.

REQ.73.

AreHTa 3a 3alluTa Ha KpaiHWTe TOuYKW da nopgabpxka paboTta ¢ kpanHu Toukm kato Windows Server
2016 n Windows 10 (1709, 1803, 1809, 1903), kakto 1 ¢ MacOS.
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PelueHneto aa Moxe fa ce WHTerpupa HambfIHO C TpeTu pelleHns kato Titus, Boldon James wnu

REQ.74. Microsoft Azure Information Protection, ¢ Len noctaBsHe Ha eTUKETU Ha KnacuULMpaHUTE LaHHN.
PelweHneTo 3a 3awuta OT W3TWYAHE HA AaHHM OT KpaWHUTE TOYKM Aa Moxe Aa obpaboTska
REQ.75. |KnacudmumpaHa MHGopMauus, [OpM KoraTo KpamHata TOYKa Ce Hamupa W3BbH MpexaTta Ha
OopraHusauusTa.
PelleHneTo fa no3BonsiBa HanaraHeTo Ha MOMWUTWUKM 3@ CUIYPHOCT Ha CTPYKTYpUpaHW U Ha
REQ.76. HECTPYKTYpUpaHu faHHM, O KOraTo KpaiHaTa TouKa Ce HamMupa U3BbH MpexaTa Ha opraHusauuaTa.
PelueHneTo 3a 3alimTa OT U3TUYaHE Ha [aHHW OT KpalHUTE TOYKM Aa NO3BOSISBa Cb3[aBaHETO Ha
bypass naponu, KouTo fa no3BonsBaT OKarnHo U 0TAane4YeHo BpeMeHHo fa ce cnupa pabotarta Ha
REQ77. areHTa 3a CUrypHOCT Ha PELUEHNETO (Aa He ce aHanuaupaT unu 6riokpaT AenCTBUS BPEMEHHO Ha
[afeHara KpaiHa TouKa).
PelueHneTo 3a 3awwmTa OT U3TUYAHE Ha JaHHU OT KpalHWTE TOYKM [a NO3BOJSBa U3BEXKOAHETO Ha
REQ.78. |AvanoroB npo3opel, Ha KpanHUTE TOYKW MpW LafdeHn LeiCcTBWS, KOWTO Aa OvakBa OTroBOP OT
notpebutenute ¢ 060CHOBaBaHe Ha NPUYMHUTE 3a LENCTBMETO C KacuduumMpaHn JaHHW.
lapaHums U nopapbXKa:
REQ.79. |Cpok Ha TexH14ecka nogabpka — MUHUMYM 5 (MeT) roauHw.
REQ.80. |lMonyyaBaHe Ha HOBM Bepcun Ha codpTyepa - 5 (NeT) roguHu.




