UHOOPMALIMOHHO Bx. Ne 30-00-4/12.01.2024

OBCAYXBAHE

Codusn

3ASBKA mo [lorosop Ne JOI'-100 ot 19.12.2023 r.

(Bx. Ne I10-16-3466/19.12.2023 r. Ha ,, TH(popManIHOHHO
od0cayxBane“ AJl)

3ASBKA (akTyaJaH3HpaHa)

Dl

g;’_:g;: :T Ne no peo om III" 2.29

Olzncalme i IToonoessare na nuyensu Cisco IronPort Email Security 3a 3aujuma Ha e1exmpoHHU NOUJeHCKU
ACHHOCT/MPOCKT | .\ wa M® - TPEXOJEH IIPOEKT

cpraacHo IIT: i

CPV kon 72260000-5 Veayeu, cevp3ani cbe cogpmyepHiu npoovKmu

H3HCKBaHe 32 JOCTHI 10 KJIACHQHIHPAHA

HHEpOpMADHSA HE

JA/HE

CroHHocCT: (cmoiiHocmma ciedea oa
cvomeemcemea Ha 3anodxcerama e Ilnau-
epaguxa) 6e3 JJAC, e m.u. pazouexa Ha
cmoiiHocmma 3a npoexmu Ha yacmau/ ¢
axpeoumue/ aeancoso

50 900 ne., om xoumo:
®  3a ocucypaeane Ha TuYeH3U 30 NOOHOBABAHE HA NPABOINO HA
noaseane u nodopvicKa 3a murumym 3 2.: 47 000,00 ne.
®  3aycnyeu no uHcmanayus, KOHOUSYPayUa U MUSPAYUA:
3 900,00 ze.

HavHH HAa ILIAIIAHe: (QOHOKPGUIHO, Ha
yacmau, nepuo()mmo, aeadcoeo uwiu Op)

Ha uwacmu:
b 3a ocuzypaeare Ha nueH3U 3a NOOHOBABAHE HA NPABOMO HA
nonzeare u NOOOPLIHCKA 3a 3 2. MUHUMYM C1e0 npedocIasate Ha:

®  NpPoIMOKON 3a U3NBIHeHUe Ha npoexm no ui. 9 air. 1 om
Hozoeopa;
* QuHarHcoea cnpasxa;
®  Konue om OMoPUAYUOHHO NUCMO;
*  gaxmypa.

3a yeayeu no uncmanayus, KoHguaypayus u muzpayua cied
npedocmaesre Ha:

®  NpPoMOKON 3a U3NBIHeHue Ha npoexm no ui. 9 air. 1 om
Hozoeopa;

* QuHarcoea cnpagxa;

*  gaxmypa.

&

>

ILnamane ¢ AKPeJIHTHE H/IH ABAHCOBO

JIA/HE

Hee NPpUNOHCUMO

,E[oxymelrm 3a IIAIIAHe ¢ AKPeAHTHB HJIH
ABAHCOBO

Hee NPUTOHCUMO

Cpoxk Ha H3ObJIHeHHe: (om dama — 0o oama
uTU 8 Mecelyl, Ko He e 008bP3AH C
KOHKpemHa oama)

Cpok 3a ocucypaeane Ha uYeH3U 3a NOOHOBABAHE HA NPABOMO HA
nonseane u noOOPwICKA: 00 3 Meceya c1ed NoONIUCeaHe Ha 3aaeKama.
Cpox Ha nuleH3ume 3a NOOH08A6aHe HA NPABOINO HA NOI3EAHE U
NOOOPLIHCKA: MUHUMYM 3 200UH.

Cpox 3a uncmanayus, Konguaypayusa u muzpayus: oo 10 pabomuu
OHU c1e0 ocuzypasaye.

I'apaanHOHEeH cpok: (om oama — 0o oama
unu 8 Meceiu, ako He e 008bP3AH C
KOHKpemHa oama)

Hee NPUTOHCUMO

OTt4HTaHEe: (nepuodulmo — nocoyvea ce
nepuod, Q()HOI\}J(IHIHO, CPOK 3a omdumnate,
omvemHu 007{1&11e1-mm)

Ha uacmu, & Ccpoxoeeme u ¢ omuemHume Oorgv.wemnu cwvenacro TIT

Ipunoxenns: (Hanp.: mexHuvecxu
napamempu, 0opayu Ha omyemHu
OOKYMEeHINU)

Texnuvecxu napamempu (I111) 3a noOHoeseare Ha MuYeH3U 3a 3auuma
Ha eeKMpOoHHU NoujeHCKU Kymuu Ha MD

HacTosimara 3asiBKa A ce H3ObJIHH IIPH VCJIOBHATA HA ONPHJIOXKEHHTe TexHHYeCKH nmapamMeTpH.

3ASABKATA e H3TOTBEHA H CBIVIACYBAHA OT:

KOOP,’.IHHSITOP o 3agBKaTAa:

l

! Ot6ens3Ba ce B cay4aii ge 3adBKaTa € aKTyaTH3HPaHA




PbxoBoauTe 1 Ha NPOEKT/AeiiHOCT 1O
3asiBKATa (Halp: INpelcTaBuUTes Ha
JUpeKusTa — 3asBUTeN):

3ASIBKATA e OJIOGPEHA OT:

PBKOBOIUTEN HA JOTOBOPA OT CTPAHA HA
BB3JOXKUTEJIA:

1
3AABKATA e IIPUETA 3A M3ITBJIHEHUE OT U3ITbJIHUTEJIA:

Koopaunarop ot ,,Mndopmannonno
obcayxBane“ A/l mo 3asBKaTa

PnkoBoauTes Ha MPoeKT/AeifHOCT MO
3asiBKaTa

PbkoBoauTE/I 0 H3MBJIHEHUETO HA
Horosopa ot ,,MupopmanuonHo
odcayxBane A/l

3annyaBaHusTa B JOKYMEHTUTE ca Ha OCHoBaHWe 4n. 4 ot O6wmsa pernaMmeHT OTHOCHO
3awutata Ha gaHHuTe — PernameHT (EC) 2016/679.




PEITYBJIMKA BbBJII'APUSA
MUHUCTEPCTBO HA PUHAHCUTE

TEXHUYECKU ITAPAMETPU

3A

IHOJHOBABAHE HA JIMIIEH3U 3A 3AIIIUTA HA EJIEKTPOHHU TIOIIEHCKHU

KYTUU HA M® - IPEXOJIEH NPOEKT

Snyapu, 2024 r.



1. CpmecTBYBAIIO MOJIOJKEHHE
MunnctepceTBoTO Ha puHancHTe (M®) H3momssa codryeprusat mpoaykt Cisco IronPort
Email Security?) (ITpoaykTa) 3a OBHIIaBaHe HA CHTYPHOCTTAa HA Meiin TpadHka H eeKTHBHA
3alIUTa OT 3aIUIaxH H 3II0HaMepeH coTyep, KaKTO H B H3ITbIHEHHE Ha HOPMAaTHBHATA ypeaoa
B oOmacrra.
IIpoayxTsT € ¢ ocHrypeHo mpaBo Ha mom3Bade g0 01.02.2024 r. (BKIIOYHTEIIHO)
ceriacHo goroBop Ne JIOI-56/01.09.2020 r., cxmroueH ¢ ,, iHpopmammnonHO o6cmyxBane AJl.
2. Hea
Ilenta e moxHOBsIBaHe Ha JIHIEH3H, HHCTAJAIHSA, KOHQHIYpalHs H MHTpalHs Ha
CHCTeMa 3a 3amuTa Ha elekTpoHHa momia Cisco Secure Email XaaS Subscription (Cisco
IronPort Email Security) 3a momenckure kytun Ha M@, KakTo cieqBa:

2.1 ITogHOBsIBaHE Ha IHIIEH3H 3a HiaBOTO Ha II0JI3BaHE H HOiii’B)KKaZ

1.0 CSEMAIL-SEC-SUB | Cisco Secure Email XaaS Subscription 1
1.1 SVS-EMAIL-SUP-B BASIC SUPPORT FOR EMAIL SECURITY 1
Cisco Secure Email Essential Inbound Malware
1.2 ESA-ESS-LIC Defense andANYL 700

1.3 EMAIL-TG-200 Cisco Threat Grid 200 Files/Day 1

Cucremara 3a 3ammTa Ha enekTpoHHa moma Cisco Secure Email XaaS Subscription,
CIIeJIBa /1a TOKPHBA ONHCAHHTE B TaOIHIIATA H3HCKBAHHS:
TexHHYECKH H3HCKBAHUS

Jla n3BBpIIBaA IPOBEPKa HA BXOANIH email cho0meHHs ¢ pa3THYHH CHCTEMH H
METOJIH:

DKIM u SFP nposepka.

OuiaTpHpaHe Ha BXOIANIH ChOOIMeHHs Ha 6a3a HHBOTO Ha pelyTalHsi Ha
H3IIpanaya.

REQ.1 3amuTa IPOTHB CIIaM ¢ BE3MOXKHOCT 3a IPOITycKaHe, YHHIIOXKaBaHe, BphIaHe
HIIH IIOCTaBsIHE Ha CHOOIEHHeTO N0/ KapaHTHHA.

AHTHBHpYCHA 3aIllHTA.

Bb3mokHOCT 3a Graymail 3anuTa ¢ mpUHYIHTETHO OTcTpansBaHe Ha URL
TTHHKA 32 OTIIHCBAHe.

[ToampaBeHH cHOOIMEHHS

Jla mojuteprka ch3/1aBaHETO Ha MOJTHTHKH 3a MpHIaraHe Ha ClIeJIHHTe JeHCTBHA
REQ.2 BBPXY email croOmeHnsITa — NMpONMycKaHe, YHHIIOXKaBaHe, BpPbINaHe OOpaTHO,
IocTaBsiHe Ha KapaHTHHA.

I[a noaabpxa JITHMHTHPAHE 6p05l Ha M3XOJAINHTE CHOOMIEHHS 3a BCEKH

REQS noTpeGHTe.

REQ.4 Jla nMa BBE3MOJKHOCT 3a IO/ IbPkKKa Ha BrpajgeHa DLP cucrema.

REQ.5 Jla iMa BE3MOJKHOCT 3a HHTerpanus ¢ BeHIMHA DLP cucrema.

REQ.6 Jla mommbpka mpHiaraHe Ha JgoroBopeHo TLS mmdpoBaHe 3a rpymH oOT
mnpamavd. [IpH moryyaBaHe Ha HemH(POBAaHO CHOOIIEHHE OT Te3H IPYIIH,

2 Tekymuat npoaykT e Cisco IronPort Email Security. HoBoTo HanmeHoBaHHe Ha ipoxykra e Cisco Secure Email
Xaa$S Subscription.



TexHnuecKn H3NCKBAHHS

CHCTEMaTa 'I‘p}I6Ba Jda MOJK€ J1a BbpHE€ aBTOMAaTHYECH Meiil ¢bC ChOOIIEeHHe, Ue ce
H3II0JI3Ba HeIHH(prBaHa KOMYHHKAaIHA.

REQ.7 Jla uma BB3MOkHOCT 3a Envelop Encryption.

REQ.8 Jla moqmepixa S/MIME mudposane.

REQ.9 Jla moTepika Ch3aBaHETO Ha MTOIMTHKH H IPaBHIIa 3a QHITpHpPaHe.

REQ.10 | OyHKIHOHATHOCT 3a TOKAIHA KapaHTHHA.

REQ.11 | OyHKIIHOHATHOCT 3a OJHTHH 3aIlHCH.

REQ.12 | OyHKIIHOHATHOCT 3a JOKIa/IH.

Jla mogaspika MEHEMYM CIIeJHHTE METO/IH 3a yIIpaBIIeHHEe H HaOII0IeHHE:
Web 6azupan rpaduuen uaTepdeiic

HTTP u HTTPS

Ping

DNS

FTP

NTP

SSHv2

WEB API 3a uaTerpanus ¢ BbHITHH CHCTEMH.

BrpazneHa cuctema 3a H3rOTBSIHE Ha OTYETH.

REQ.13

CodryepsT 1a € OKOMIUIEKTOBAaH CBC CHOTBETHHTE JIHIIEH3H H IIpaBa 3a
REQ.14 | m3mom3BaHe cmopej VCIOBHATAa Ha MpoH3BoauTens 3a MHHHEMYyM 700
noTpebHTeIs.

BB3MOKHOCT 32 HHCTAIHPpAaHE BEPXY BHPTYAIIHH HIITH XapAyE€pPHH aIUIaifbHCH WIH

REQ.15
Q CHPBBPH, CBITIACHO H3HCKBAHHATA HAa IIPOH3BOIUTEIS.

AKO Tpe[IOKE€HHETO Ha YYAaCTHHK BKIIIOUBA CHPBBPH, TO Te TpsOBa Ja ce
REQ.16 | mocTaBAT ¢ BCHUKH HeOOXOIHMH JTHIIEH3H 3a ONEPAllHOHHH CHCTEMH, 0a3H JaHHH
H JOIBITHHTENIEH cOTyep, ChITTaCHO H3HCKBAHUATA HA TIPOH3BOIHTEIIA.

I[a noaAbpKa HHCTATHpAaHE BBPXY BHPTYAIHHTE alUTalbHCH CHBMECTHMH C

REQ 17 VMWare ESXi1 uadpactpykrypa.

TexHHYecKka MOAIPEBKKA OT IPOH3BOJHTENS 3a CPOK OT MHHHMYM 3 (TpH)

REQ.18 —

REQ.19 | ITomyuaBaHe Ha HOBH BepPCHH Ha copTyepa 3a cpOK OT MHHHMYM 3 (TPH) TOTHHH.

JIumen3HH aboOHAMEHTH 3a H3MOI3BaHe Ha codTyepHH (QYHKIHH 3a CPOK OT

REQ.20
Q MHHHMYM 3 (TPH) TOIHHH.

V3ObIHUTEIAT OCHTYpsiBa OHJIAH JOCTBHI JO aKTyalnHH yeOcalToBe H IOPTATH Ha
MIPOH3BOIUTEIIS, MPEIOCTABANIH HHPOPMAIHS 10 TEXHHYECKH BBIIPOCH, aKTyaTH3allHH H HOBH



BEPCUM, HAYMHU 32 TIOJI3BaHe HAa (PyHKIMOHATHUTE Bb3MOKHOCTH Ha IIpoaykTa, oTroBOpH Ha
4eCTO 3aJaBaHu BBIIPOCH.

2.2 Ycnyru 1o uHCTananus, KoHpurypamusi i MUrpanus

VYenyrute mo mHcTanauus, KOHGUrypauus ¥ MpeMecTBaHE Ha TOIIEHCKUS TOTOK,
BKJIIOUBAT M3rPak[JaHe Ha KJIBCTBbP OT JBE HOBM BUPTYAJIHUW CHCTEMM, BBB BHUpPTYyajHara
nHppacTpykTypa Ha VM Ware, Haxozsina ce B M®. MHcTammpaHeTo Ha BUPTYaTHUTE CUCTEMHU
M3MCKBAa aJMMHUCTPATHBEH JOCTBI Ha MpeiactaBuTenM Ha M3nbanutens no VMWare
uH$ppacTpykTypaTa Ha Bb3noxurens. B ciayuaid, ye To3u 10CThI HE MOKE J1a C€ MPEA0CTaBH,
MHCTaJIMPAHETO Ha BUPTYaJHUTE CUCTEMU, TpsiOBa ja Ob/ie U3BBPLUEHO OT MPEACTABUTENM Ha
Bw3noxkurens. Koudurypauus Ha MpexoBu komnoHeHtd, JIHC 3anucu (nmyOGnuuyHu u
BBTpELLHH), KOHpUryprpaHe Ha moueHckn cbpBbpu (MS exchange) u SSL ceptudukar 3a
MHCTaJMpaHe BbpPXY HOBUTE CHCTEMM ca W3BbH OOXBaTa Ha JEHHOCTUTE MO HMHCTalalMs,
KOH(UrypaLus 1 MUTpaLUs.

Kondurypauusata Ha Tekylmiata cucteMa lie ObJe peBU3MpaHa, ONTUMHU3UpPaHA U
NPUIJIOKEHA CIPSAMO A00pUTE MPAKTUKU B HOBUS KIbCTbP. [IpoBexaane Ha (yHKUMOHATHU
TECTOBE HA HOBUS KJIIBCTBP OT CUCTEMHM 3a 3alUTa Ha €JEKTPOHHaTa mnoua, 0e3 crnupaHe Ha
Hasim4yHata ycnyra. [Ipy ycnemHu TectoBe, c€ MpeMUHAaBa KbM MPEXBBLPJSIHE HA OCHOBHHUS
MOMIEHCKH TpaguK M M3BaXAaHe OT ymoTpeba Ha ChIIECTBYBAllaTa 3alllUTHA CHUCTEMA.
Tekywure KypHaaIHM JOTOBE OT CTapara 3allluTHa CUCTEMa, CJIE/ U3BaXKIaHe OT ynoTpeoda, e
ObJaT NpeJOCTaBEHU M0 CUTYPEH EJIEKTPOHEH KaHaJl.

3. MsicTo Ha H3NBJIHEHHE

MscTOTO Ha M3NbJHEHHE € crpajata Ha M®, Hamupaua ce Ha aapec: rp. Codus,
yi. ,,[". C. PakoBcku® Ne 102.

4. H3uckBaHUSI KbM MPe:KOBATAa U HH(POPMALMOHHATA CUTYPHOCT

W3nbaHuTensT cienBa 1a OCUrypy M3MbJIHEHUETO cbryiacHo Paznen IV ot nokymeHTa
,OOLIM U3UCKBAHMS 3a U3MbJAHEHUE HA MPOEKTH / IEHHOCTH MO CUCTEMHA MHTErpalus’ KbM
[Tnan-rpaduka 3a 2024 r.

5. Jlpyru u3ucKBaHUs

5.1. M3nbanutenst ciaensa jna ocurypu llpoaykra oT nule, HaAjIeKHO OTOPUZUPAHO OT
NPOU3BOAUTENS MIIM HEroB O(ULIMaeH MPeACTaBUTEN 3a PEJOCTaBsSIHE HAa PABO Ha MOJI3BaHe
U TMOJJPBXKKA Ha MpeanaraHute coTyepHHM MPOAYKTH Ha TepuTopusrta Ha PenmyGnuka
benrapus, kaTo HEMOCPEACTBEHO Clle HAYAJIOTO HA U3ITBJIIHEHHUE CE€ NPEACTaBs OTOPU3ALMOHHO
MUCMO WJIM IPYT OKYMEHT, y1I0CTOBEpsBALL TE3H MPaBa.

6. OTuuTaHe U NJIAaMIaHe

6.1. OTueTHUTE JOKYMEHTH IO MPOEKTa, YUUTO 00pa3y ca ChriaacHo ,,O0UIM W3UCKBAHMSI
3a M3MBJHEHWE Ha TMPOEKTH / AEWHOCTH MO CUCTeMHa WHTerpanus” kbm [lnaH-rpaduka 3a
2024 r. ca KaKTo cie/Ba:

6.1.1. 3a ocurypsiBaHe Ha JIMLEH3M 3a MOJHOBSIBAHE Ha JIMLEH3UTE 3a 3alluTa Ha

€JIEKTPOHHU MOLIEHCKU KyTuu Ha M®D:

a) O6pazen Ne 1 — [1poTokon 3a U3NbJIHEHUE HA TIPOEKT, YI0CTOBEPSIBALIL OCUTYpsIBaHE
Ha [IpoykTa 3a nenus nepuo/.

6) Obpazen Ne 2 — duHaHcOBa CrIpaBKa.

B) Konue oT oTopu3aiimoHHO MUCMO.

6.1.2. 3a yciyru rno MHCTanalMs, KOHGUrypauus U MUTpaLus:

a) O6pazent Ne 1 — [IpoTokosi 3a U3MBIHEHNE HA MPOEKT;

0) O6pazer; Ne 2 — @uHaHcoOBa cripaBKa.

6.2. IlnamjaHeTro Mo mMpoekTa ce U3BbPLIBA HA YACTWM Ha 0a3a MOANMCAHU NMPOTOKOJM 3a
M3IIBJIHEHWE Ha MpoeKT 1o T. 6.1.1. u T. 6.1.2. u u3nageHu GakTypu 3a MOCOYECHUTE BBHB
(rHaHCOBHTE CIIPAaBKU CTOMHOCTH, 0100peHH oT Bb3noxkurens.



