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REQ.3.     IPsec VPN � 0.8 Gbps 

REQ.4.     - 62 000 
REQ.5.        - 10 000 
REQ.6.      ( ) - 4 200  

REQ.7.  
   : 

   7  Base-T ports  

REQ.8.  

    : 
 L2 
 L3 
 Tap 
 ransparent  
 /       . 

REQ.9.  

 : 
 OSPFv2/v3 
 BGP with graceful restart 
 RIP 
 Static routing 
 Policy-based forwarding 
 Point-to-Point Protocol over Ethernet (PPPoE) 

REQ.10. 

   IPSec : 
 Key exchange: manual key, IKEv1 and IKEv2 (pre-shared key, certificate 

authentication)  
 Encryption: 3DES, AES (128-bit, 192-bit, 256-bit) Authentication: MD5, SHA-1, SHA-

256, SHA-384, SHA-512 

REQ.11. 
   SSL VPN     (  

) - 220 SSL VPN , 
REQ.12.        

REQ.13. 
           

IPv6              IPv6 

REQ.14. 
      SSL  : TLS v1.1, TLS v1.2, 

TLS v1.3 

REQ.15. 

            
  REST based API,       XML .  

             
: CLI,  ,     

REQ.16. 
  : 

 Active-Passive 
 Active/Active  

REQ.17. 

      (     
): 

 1  10/100/1000 out-of-band management port 
 1  RJ-45   

 2 x USB port  

REQ.18.     19��     1U 
REQ.19. , 100-240VAC (50-60Hz) 

REQ.20. 
       ,      

            
; 

REQ.21.            



 AntiVirus, AntiSpyware, IPS; 

REQ.22. 
       (Zero Day  )   

        ; 

REQ.23. 
    Zero Day        

  : Static Analysis, Machine Learning, Dynamic Analysis, Bare metal analysis 

REQ.24. 
   PE  PowerShell       

   ; 
REQ.25.       HTTPS   ; 
REQ.26.       HTTP 1.1  HTTP 2.0 ; 

REQ.27. 
         URL   

    .  

REQ.28. 
            

        ; 

REQ.29. 
             

 JavaScript           
Phishing; 

REQ.30. 
  DLP (Data Loss Prevention) ,     

      ; 

REQ.31. 
          Web 

,           
     (TLSv 1.1, TLSv1.2, TLSv1.3); 

REQ.32. 
     DNS       
        ; 

REQ.33. 
       VPN    

    ; 

REQ.34. 
  VPN      

(     )    : Windows, macOS 
REQ.35.   QoS      /  URL ; 

REQ.36. 
          

     ,   browser    Web Portal; 
REQ.37.              

REQ.38. 
           IP 

,   .  

REQ.39. 
           

       IP ddress,   
.   

REQ.40. 
       X-Forwarded-For (XFF)    

    (IP Address),        
.   

REQ.41. 
      ,    

           
  (Dropbox, Google, Facebook, LinkedIn). 

REQ.42. 
         

   Office 365, Google, Dropbox  YouTube,     
     .     

REQ.43. 
         ,   

     

REQ.44. 
             , 

         (Active Directory, LDAP  
); 

REQ.45.       IP, Domain  URL   Web Server 







REQ.10. 

   IPSec : 
 Key exchange: manual key, IKEv1 and IKEv2 (pre-shared key, certificate 

authentication)  
 Encryption: 3DES, AES (128-bit, 192-bit, 256-bit) Authentication: MD5, SHA-1, SHA-

256, SHA-384, SHA-512 

REQ.11. 
   SSL VPN     (  

) - 1800 SSL VPN , 
REQ.12.   IPSec Site-to-Site VPN - 5000  . 
REQ.13.         50 . 

REQ.14. 
       (  ) � 

10 . 

REQ.15. 
           

IPv6              IPv6 

REQ.16. 
      SSL   : TLS v1.1, TLS v1.2, 

TLS v1.3 

REQ.17. 

            
  REST based API,       XML .  

             
: CLI,  ,     

REQ.18. 

  : 
 Active-Passive 
 Active/Active  

  6       . 

REQ.19. 

      (     
): 

 1  100/1000 out-of-band management port 
 2  100/1000 bps, 1  10Gbps SFP+    
 1  RJ-45   

REQ.20.     19��     1U 
REQ.21. , 100-240VAC (50-60Hz) 

REQ.22. 
       ,      

            
; 

REQ.23. 
           

 AntiVirus, AntiSpyware, IPS; 

REQ.24. 
       (Zero Day  )   

        ; 

REQ.25. 
    Zero Day        

  : Static Analysis, Machine Learning, Dynamic Analysis, Bare metal analysis 

REQ.26. 
         6000     

    Zero Day; 

REQ.27. 
   PE  PowerShell       

   ; 
REQ.28.       HTTPS   ; 
REQ.29.       HTTP 1.1  HTTP 2.0 ; 

REQ.30. 
NGFW       Antivirus, Sandboxing   

         �    
OEM     ; 

REQ.31. 
          

         ; 
REQ.32.              



 JavaScript           
Phishing; 

REQ.33. 
  DLP (Data Loss Prevention) ,     

     ; 

REQ.34. 
          Web 

,           
      (TLSv 1.1, TLSv1.2, TLSv1.3); 

REQ.35. 
   DNS        

       ; 

REQ.36. 
       VPN    

    ; 

REQ.37. 
  VPN     (     )   

  : Windows, Linux, macOS, Android, iOS, Raspbian, Ubunto 
REQ.38.   QoS      /  URL ; 

REQ.39. 
          

     ,   browser    Web Portal; 

REQ.40. 
             

       .  

REQ.41. 
           

IP ,   .  

REQ.42. 
            

   IP ddress,   .   

REQ.43. 
       X-Forwarded-For (XFF)    

    (IP Address),        
.   

REQ.44. 
      ,    

           
  (Dropbox, Google, Facebook, LinkedIn). 

REQ.45. 
         

   Office 365, Google, Dropbox  YouTube,     
     .     

REQ.46. 
               
 ,       . 

REQ.47. 
           , 

, , ,   ; 

REQ.48. 
             , 

         (Active Directory, LDAP 
 ); 

REQ.49. 
      IP, Domain  URL   Web Server 
         /   

  .   

REQ.50. 
           

     ,          
  .  

REQ.51. 
         DNS Tunneling  

 ,         
   (Domain generation algorithms (DGA)); 

REQ.52. 

            
            , 

    URL      .   
   URL      .    





 
 
 

REQ.19   Netflow    

REQ.20       VXLAN BGP EVPN. 
REQ.21   IEEE 802.3ad LACP . 

REQ.22   MLAG. 
REQ.23   LLDP  LLDP-MED. 

REQ.24   QoS   ,  : 
  8      . 
            Layer2, 

Layer 3  Layer 4  , 802.1p  DCSP . 
 Traffic policing   Layer2, Layer 3  Layer 4  , 802.1p  DCSP 

   
 Traffic policing           CIR PIR  

Commited Burst . 
 Traffic shaping    . 
          

    ,      
 . 

            
 . 

     (PQ) 
   Weighted ail Drop (WTD)     .. 
 DSCP  802.1p         . 

REQ.25         : 
   . 
 RMON 
 IPv4/v6 ping. 
 DNS 
 TFTP 
 FTP, SFTP. 
 NTP   . 
 SSHv2  SNMPv3. 
          Netflow  

       . 
   , ,      

     - . 
         . 
        /   . 
        ,     

 . 
 Traffic policing         . 
      RADIUS  TACACS+ . 
  Ethernet   out of band     . 

REQ.26             
  . 

REQ.27    :  5 ( ) . 
REQ.28     �  5 ( ) . 

REQ.29       �  5 ( ) . 





REQ.25 MAC  �  32000 

REQ.26   Jumbo frames   9198  
REQ.27   4000 802.1Q VLAN 

REQ.28       VXLAN 
REQ.29 Spanning Tree � IEEE 802.1d, 802.1w  802.1w 

REQ.30      : 
    IPv4  IPv6 

 RIPv1, RIPv2, RIP-NG 

 OSPFv2  OSPFv3 

 BGPv4 

 IS-ISv4 

 IGMPv2  IGMPv3 snooping 

    PIM-SM  PIM-SSM 

     

       

 VRRP 
REQ.31   IEEE 802.3ad LACP  

REQ.32    IEEE 802.3ad          
REQ.33   LLDP 
REQ.34            

  DPI  
REQ.35   QoS   ,  : 

  8      . 

            Layer2, 
Layer 3, Layer 4  Layer 7  , 802.1p  DCSP  

 Traffic policing     

 Traffic policing           CIR PIR  
Commited Burst . 

 Traffic shaping     

          
    ,     

   

            
 . 

     (PQ) 

   Weighted ail Drop (WTD)      

 DSCP  802.1p          

REQ.36   MPLS 

REQ.37   L2  L3 MPLS VPN 

REQ.38       BGP EVPN 
REQ.39     Multicast DNS  

REQ.40           (SDN 
Overlays)  

REQ.41       SDN Overlay    BGP EVPN, MPLS, LISP 
    

REQ.42          MAC , 
     802.1x    

REQ.43         : 
     GUI 





REQ.14            source/destination 
IP , source/destination MAC ,   Layer 4 TCP/UDP    

REQ.15   802.1AE 128      
REQ.16      DHCP    : 

   DHCP     MAC   Ethernet   MAC   
DHCP . 

   DHCP       ,     
  ,     IP . 

   IP Spoofing 

REQ.17         -  MAC    
          

REQ.18     BPDU      

REQ.19       STP root bridge    
 

REQ.20            
REQ.21    IPv4  IPv6   ,  : 

  - 170Gbps 

 Forwarding � 130Mpps  

  IPv4  IPv6  � 6000 

 Multicast  - 1000 

 SVI  - 1000 

   � 6MB 
REQ.22 DRAM -  4GB DRAM 
REQ.23             

    160Gbit 
REQ.24   Statefull Switch Over (SSO)         

: 
  

 STP 
 802.3ad 

REQ.25 MAC  �  32000 
REQ.26   Jumbo frames   9198  
REQ.27           VXLAN 
REQ.28 Spanning Tree � IEEE 802.1d, 802.1w  802.1w 

REQ.29      : 
    IPv4  IPv6 

 OSPFv2  OSPFv3 

 IS-ISv4 

 IGMPv2  IGMPv3 snooping 

    PIM-SM  PIM-SSM 

     

       

 VRRP 
REQ.30   IEEE 802.3ad LACP  
REQ.31    IEEE 802.3ad          

REQ.32   LLDP 
REQ.33            

  DPI  
REQ.34   QoS   ,  : 



 

  8      . 

            Layer2, 
Layer 3, Layer 4  Layer 7  , 802.1p  DCSP  

 Traffic policing     

 Traffic policing           CIR PIR  
Commited Burst . 

 Traffic shaping     

          
    ,     

   

            
 . 

     (PQ) 

   Weighted ail Drop (WTD)      

 DSCP  802.1p          
REQ.35         

REQ.36          MAC , 
     802.1x    

REQ.37         : 
     GUI 

 RMON. 
 IPv4/v6 ping 

 DNS 

 TFTP 

 FTP 

 NTP    
 SSHv2  SNMPv3 

       16000    IPFIX, 
Netflow, JFlow          

     ,      
     -  

         . 

            
 

 Traffic policing          

      RADIUS  TACACS+ . 

  Ethernet   out of band      

   NETCONF/YANG  

        YANG  

REQ.38             
   

REQ.39           19� ,  
   . 

REQ.40     -  5 ( ) . 
REQ.41     �  5 ( ) . 
REQ.42       -  5 ( ) . 





REQ.27    4000 802.1Q VLAN 

REQ.28       VXLAN 
REQ.29 Spanning Tree � IEEE 802.1d, 802.1w  802.1w 

REQ.30      : 
    IPv4  IPv6 

 RIPv1, RIPv2, RIP-NG 

 OSPFv2  OSPFv3 

 BGPv4 

 IS-ISv4 

 IGMPv2  IGMPv3 snooping 

    PIM-SM  PIM-SSM 

     

       

 VRRP 

REQ.31   IEEE 802.3ad LACP  

REQ.32    IEEE 802.3ad          
REQ.33   LLDP 

REQ.34            
  DPI  

REQ.35   QoS   ,  : 
  8      . 

            Layer2, 
Layer 3, Layer 4  Layer 7  , 802.1p  DCSP  

 Traffic policing     

 Traffic policing           CIR PIR  
Commited Burst . 

 Traffic shaping     
          

    ,     
   

            
 . 

     (PQ) 

   Weighted ail Drop (WTD)      

 DSCP  802.1p          
REQ.36   MPLS 

REQ.37   L2  L3 MPLS VPN 

REQ.38       BGP EVPN 

REQ.39     Multicast DNS  

REQ.40             
 (SDN Overlays)  

REQ.41          SDN Overlay    BGP 
EVPN, MPLS, LISP     

REQ.42          MAC , 
     802.1x    

REQ.43         : 
     GUI 

 RMON. 

 IPv4/v6 ping 















REQ.23     

REQ.24 
        CMD, PowerShell  Python  

Windows 
REQ.25       Bash  Python  macOS  Linux 
REQ.26           
REQ.27           

REQ.28 
  ,        

          Windows, macOS  
Linux 

REQ.29 ,    ,      

REQ.30 
 -         ,   

    
REQ.31   ,    (RBAC)     

REQ.32 
        

(MFA) 

REQ.33 
          

 

REQ.34 
          

 ,        

REQ.35 
            

            200 
GB    30    . 

REQ.36 

         : 
Windows XP SP3  -  
 Windows 7  -  
 Windows Server 2003 R2 
 Windows Server 2008  -  
 ORACLE 6, 7, 8, 9 
 Debian 9,10,11 
 RedHat 6, 7, 8, 9 
 Ubuntu 
 Android 5  -  
 macOS 
 iOS 
 VMware AppVolumes 
 VMware Horizon View 
 VMware ThinApp 

REQ.37     ISO 27001 

REQ.38 
      , ,     

,       

REQ.39 
      ,   

,        

REQ.40 
         ,      

        

REQ.41 
       (Threat Intelligence)    

      JSON  CSV 

REQ.42 
     ,      

 





 email   . 

REQ.7 

          ,   
    .         

 ,   MIME ,    (extension)   
           

 . 

REQ.8 

        email ,   
URL    ,  MS Office , PDF ,   
HTML ,  JAVA , ,   

 URL . 

REQ.9 
          ,  

     ,         
   -    . 

REQ.10 

        ,  
      ,    

( ): exe, dll, pdf, pub, doc, docx, xls, xlsx, js, gif, jpeg, png, tiff, swf, eml, mov, 
qt, mp4, jpg, mp3, asf, ico, htm, hta, url, rm, com, vcf, ppt, rtf, chm, hlp. 

REQ.11 
           , 

  pdf, rtf  MS Office . 

REQ.12 
             MS 

Office . 

REQ.13 
             MS 

Office ,         , 
    . 

REQ.14 
             
,       URL . 

REQ.15 

  ,   URL ,      
,            

URL ,       ,     
. 

REQ.16 
             
,    JAR    URL ,  

  JAR . 

REQ.17 
        URL     

     � �  ,    
 PDF  MS Office . 

REQ.18 

       ,     
 ,        URL 

:        (typosquatting),     
    (URL overlay). 

REQ.19       URL    ftp, http  https. 
REQ.20       base64  URL . 

REQ.21 

       7Z, ZIP, LZH, RAR.  
    ,        
       ,   -

        OCR . 

REQ.22 

        URL      
PDF  MS Office .        

           
    OCR  (   JPEG, PNG, 

BMP, TIFF). 



REQ.23 
             
,            

sandbox. 

REQ.24 

      (      
)    ,   exploit . ,   

      / ,     
   ,         

  ,       ,      
. 

REQ.25 

         ,   -  
 , ,          

  : ,     ,   
 ,    ,    

  ,    (PUP),  
  (PUA), adware , ,     

  . 

REQ.26 
             

  URL     . 

REQ.27 
      ransomware    , 

  POS . 

REQ.28 
         (   URL ), 

       24 ,   -    , 
  . 

REQ.29 

          . 
        ,    

 ,       (    
,     ,     

     ),        
   ,   ,     -

   ,    ,   
          . 

REQ.30 

          
,    ,  ,   , 
    ,  DLL ,   , heap 

spraying , mutex . 

REQ.31 
     ,   ,   

          
(remediation)   . 

REQ.32 
            

    ,        
    . 

REQ.33 
      screenshot      

URL      ,         
 URL . 

REQ.34 
            

,      ,   , 
   . .        email . 

REQ.35 

          , 
        

,    Windows 7  Mac OSX,     
Service Pack,  32   64  . 



REQ.36 
      ,      

     ,   VMware, Hyper-V, KMV, Citrix 
 . .  

REQ.37     ,   . 

REQ.38 

         ,  
     .      

   :   , ,   
 ,   ,  Outlook ,   
,    . 

REQ.39 
             (evasion 

techniques),    ping ,   ,   
   . 

REQ.40 Email     inline MTA   . 
REQ.41 Email     SPAN/TAP   . 
REQ.42 Email     BCC   . 

REQ.43 

    (    )   
      ,      

(       ),       
  ,         . 

REQ.44 

       ,   
  � � ,          

     ;     
            

     ,    ,    
   . 

REQ.45 
       ,    

    ,       
   . 

REQ.46 
           10 

. 

REQ.47 
         

     . 

REQ.48 
      YARA     

       ,   
    YARA . 

REQ.49 
             

       . 

REQ.50 
            

            
 . 

REQ.51 
         ,  �Inline�,  

  ,    ,   �Out-Of-Band�,    
    . 

REQ.52 
         Syslog, HTTP, 

SNMP  SMTP . 

REQ.53 
     TLS  (opportunistic  

imposed),        . 

REQ.54 
           

     email . 

REQ.55 
           

           



      . 

REQ.56 
            

         . 

REQ.57 
      -  ,    

       . 

REQ.58 
      ACL ,     

     . 

REQ.59 
         

   .      
    . 

REQ.60 
          

NTP       . 

REQ.61 

    -      .  
        ( , ,   

. .),     ,          
.  

REQ.62 
    LDAP, TACACS +  RADIUS     

. 

REQ.63 
              

 ,  SMTP, SNMP  Syslog . 

REQ.64 
            

   PDF . 

REQ.65 
         email  

   :  ,  ,    , 
 email . 

REQ.66 

        PDF   CSV , 
    :     ,  , 

        
,      callback   . 

REQ.67 

           ,  
          , 

         
     . 

REQ.68 

        email , 
 ,     URL ,   

         SIEM,  HTTP   
Rsyslog . 

REQ.69 
      600     email 

   

REQ.70 
        URL   email 

  650  
REQ.71       1RU 

REQ.72 
          

: 2x 1GigE BaseT 

REQ.73 
 : 2x 1GigE BaseT   ,  , 4x Type 

A USB, IPMI, VGA 
REQ.74   � 1+1 
REQ.75       5 ( ) . 
REQ.76       5 ( ) . 
REQ.77           5 ( ) . 
REQ.78          5 ( )  


















