IS

MHOOPMALMOHHO Bx. N 30-00-65/01.03.2024
OBCAYXBAHE

Codua

IIpuniaoxenne Ne 2
KBM paMKoB gorosop Ne 19/17.11.2022 roa.

3aaBKa

1o pamkoe 0oz2oeop Ne 19 om 17.11.2022 200.

Io3unmus ot Ne 0 ped om 9
II-2024 r.: 1r
Ocueypaeane Ha auyeH3U 3a nPoovINCABAHE HA NPABOMO HA NOI36AHE
Onucagne Ha - ) g
T Ha cogpmyepru nakemu 3a 3awguma om eupycu — WithSecure Elements
- EPP for Computers/Server Premium - 97 6pos u F-Secure Internet
ceraacHo IIT: : =
Security - 48 épos
CPV kox 48760000-3
H3uckBane 3a
JOCTBI 10
kaacuunupana | HE
nHpopManusa
JA/HE

CroiiHocT: (cmoiinocmma cneosa
o0a cvomeemcmed Ha
3anoscernama e Ilnaun-zpaguxa)

oe3 JIJIC

6 464,70 ne. 6e3 JI/]C, om koumo:

e 3a WithSecure Elements EPP for Computers/Server
Premium — 5 499,90 ne. 6e3 J/[C;
o 3a F-Secure Internet Security — 964,80 ne. 6e3 J{/]C.

Cpok 3a niamase:
(eoHoxkpammo, Ha yacmu,
NnepuoouUdHo Ul Op.)

Eonokpamuo, cne0  noomuceawe  HA  npuemo-
npeoaeamener npomoxonr no 4i. 6 om o0Oozoeopa,
yoocmoeepseauy — npuemaxe — Ha  U3GbPUIEHUME
OeliHoCmu N0 OCUZYPABAHe HA 6CeKl 6UO TUYEH3U 3a
NpoovLINCABAHe HA NpPaeomo HA  NOJ36aHe  HA
cogpmyepru naxkemu 3a 3awuma om GUPYCU —
WithSecure 3a nepuoo om 12 meceya, u uzoaoena
daxmypa.

Ilnamane ¢ AKpPEIHTHB

JTA/HE

HE

JlokyMeHTH 32 IUIaIIaHe C
AKpeINTHB

HE

Cpoxk Ha n3nbJaHeHHe: (0m
oama — 0o oama uau e mecey,
aKo He e 0068bP3aH C KOHKpeIHa
oama)

Ocueypsaeane Ha auyeH3u 3a:

® 7poObvIdCAGAHe  NPaeomMo  HA - 107136aHe  HA
cogpmyepHu nakemu 3a 3auuma om GUPYCU
WithSecure Elements EPP for Computers/Server
Premium - 3a nepuoo om 12 meceya, cuumarvo om
oamama Ha ocuzypaeare oo 10.01.2025 2. cvenacxo
cepmughuxam 3a auyenz Ne F-C3988A4513, uzoaoen
om WithSecure u cepmuguxam 3a auyenz Ne F-
C0A4DD4CS5, uzoaoen om WithSecure;

o F-Secure Internet Security — 3a nepuoo om 12
Meceya, cuumado om oamama Ha aKkmueupaHe Ha
CbOMGeNHUA eOUHUYEH NaKen!.

I'apaHIIHOHEH CPOK:

HEIIPHJIO?KHMO

OTunTane: (nepuoouyHo —
110C046a ce nepuoo, eOHOKPAanHo,

Eonoxpammo, ¢ noonucearne Ha npuemo-npeoasameneH
npomoxoa no 4i. 6 om 002080pa, yOOCHMOGepseall|




CPOK 3a omyumate, omuemHu
QOKyMeHmu)

npuemane Ha uzebpuleHume OetuHOCmuY no 0CU2ypseane
HA 6CeKU GUO TUYeH3U 30 NPOOBINCABAHE HA NPABOMO
Ha NoJ36aHe HA COQmyepHU NaAKemMu 3a 3auuma Oom
supycu — WithSecure 3a nepuoo om 12 meceya.

Hpunoxenus: (nanp.:
mexHu4yecKy napamempu,
0Opazyu Ha omuemHu
OOKYMeHmU)

Texnuuecku napamempu

HacrosimmaTa 3asiBKa /1a ce U3IbJIHU IPpH YCJI0BUATA HA IPUJIOKCHUTE Texnuuecku

napamMeTpu.

3ASIBKATA e UBS'OTBEHA U CBI'JIACYBAHA OT:

I'naBeHn cueroBoaHTEI:

I'naBen excnept — UO:

I'1aBeH IOPHCKOHCYJIT:

PbroBoauTes Ha
MPOEKT/IeiiHOCT Mo 3aABKATA
(Hanp: mpeacTaBUTEN HA
JUpeKUMsITa — 3asBUTEN):

3ASIBKATA e OIOBPEHA OT:

PbkoBoauTes HA JOoroBopa OT
crpana Ha Bb3JIOXKUTEJISA:

3ASIBKATA e IPUETA

3A UBITHJIHEHUE OT U3ITBJIHUTEJIA:

Koopaunartop ot
»HAHPpOPMALHOHHO
oo0cay:xkBane* AJl mo 3asgBKaTa

PbkoBoauTes Ha
MPOEKT/IeiiHOCT Mo 3aABKATA

PbkoBoanTe ] N0 H3NbJIHEHUETO
HAa 10roBopa ot
»HAHpOPMaLHOHHO
oocay:kBane* AJl

3annyaBaHusTa B AOKYMEHTUTE Ca Ha OCHOBaHWE 4n. 4 o1 O6LIJ,MFI pernameHT OTHOCHO 3aluTaTta Ha

AaHHuTe - Pernament (EC) 2016/679.




TEXHHYECKH ITAPAMETPHU

“Ocueypseare Ha TuyeH3U 3a NPOOBIANCABAHE HA NPABOMO HA NOI36AHE HA COPNVepHIU
naxemu 3a 3auyuma om eupycu — WithSecure Elements EPP for Computers/Server Premium -
97 6pos u F-Secure Internet Security - 48 6pos”

1. O6xBar

OOxBaTHT Ha HACTOAIIATa 3asiBKAa € OCHIYPsABHA Ha JHIIEH3H 3a MpOAbDKaBaHe Ha
IPaBOTO Ha MOI3BaHe Ha coTyepHH MaKeTH 3a 3amuTa oT BHpycH — WithSecure.

2. llpeamet

JIuneH3uTe, KOUTO Tp}I6Ba Ja Ce OCHI'YPAT ChC CIICAHHTE XapaKTePHCTHKH:

Ne | Texym numens IlogHOBsIBHE: bpoii Baaugaoct
HogB Buj 1HIEH3
1 WithSecure WithSecure Elements EPP
Elements EPP for for Computers/Server
Computers/Server Premium 90 12 mecena
Premium (computers)
(computers)
2 WithSecure WithSecure Elements EPP
Elements EPP for for Computers/Server
Computers/Server Premium 7 12 mecena
Premium (server)
(server)
3 12 mecena,
CUHTAHO OT
JaTara Ha
F-Secure Iptemet F-Secure Internet Security 48 M
Security Ha
CHOTBETHHSA
eIHHHYEH
naKeT

3. TexanuecKH H3HCKBAHHSA

3.1.WithSecure Elements, EPP for Computers / Servers Premium
» 3ammTa 3a padoTrHn crannun — WithSecure Elements, EPP for Computers

Premium



v
v
v
v
v

v
v

<\

NN NN NE RN

<

LlenTpanu3upaHo ynpasjieHHe 3a HeOrpaHu4eH Opoit KpailHU TOUKU
IMoanpwxka 3a Windows/Linux/Mac onepajuoHHU CUCTEMHU

BB3MOKHOCT 32 aAMMHUCTPUPAHE HA KOMITIOTPU € PA3IMYHO MECTOMOJIOKEHNE
ABTOMAaTHYHU WJIM TUTAHUPAHU BIAECHTH PE3 MHTEPHET/UHTPAHET
Bb3MoxkHOCT 3a OOHOBSBaHE Ha TMPOAYKTUTE C MOCIEIHUTE BUPYCHHU
aepunnumn npes Proxy

MUHHUMYM TpU CKaHUpALIKM yCTpOiCcTBa

BB3MOKHOCT 3a CKaHUpaHe B peaiHO BpeMe, PbYHO MJTU MPOrpaMUpaHo
Bb3MOKHOCT 3a ckaHMpaHe Ha BcsikakBU TumnoBe Hocutenu (HDD, FDD,
CDROM u ap.)

CkaHUpaHe Ha MPEHOCHMMHW HOCUTENM MpU 3apexk]aHe M H3KJIIOYBaHE Ha
KOMIIOTHpa

PexypcrBHO ckaHHpaHe Ha BJIOXKEHU apXUBU

Bb3mokHOCT 3a iepHMpaHe Ha CIUCHK 3a M3KJIIOUYBAaHE OT CKAHUpPaHe Ha HAKOM
narnku, IMCcKoBe, (paitnore nnu aitioBu pasmmpeHus

BB3MOKHOCT 3a LIeHTpaiM3upaHa U30mamus Ha XOCTOBE B Cilyyaid Ha MH(peKus
amuTtHa creHa (firewall) ¢ BB3MOMKHOCT 3a KOHTPOJ Ha TMPHIIOKEHHUSTA,
KOHTpOJ Ha J0CTbMA, 3alluTa OT 3J0HamepeH ko (emynauus Ha Windows
firewall)

IPS (Intrusion Prevention System) — cuctema cpelily HEOTOPU3UMPaH JOCTbI
CpezctBa 3a KOHTPOJ Ha cuctemara (system control), 3aiuMra Ha peructpure
Anti-spyware ¢ lleHTpanu3nupaHo 0OHOBsIBaHE

VYnpaBieHue Ha KapaHTHHA Ha Besika pabOTHA CTaHUUS

[IpoakTHBHa 3alIMTa 3a pa3Mo3HaBaHe HAa HOBOMOSIBUJIM CE 3arjiaXu
NHIPS/In-the-cloud mno3BonsiBa 3amura B pamkuTe Ha 60 CeKyHAM OT
perucTpupaHeTo Ha 3arjaxa

[ImervH 3a 3amMTa OT 3J0BPEJHM CalWTOBE W OYNKM B CUTYPHOCTTA 3a
6pay3bpute Mozilla Firefox, Microsoft Internet Explorer, Google Chrome
KonTpon Bbpxy npeHocumute yctpoiictea (USB, CD, DVD u np.)

Moayn 3a ckaHupaHe 3a ys3BUMOCTH

Bkmouen Moy 3a puntpupane Ha yed Tpaduka v yrpaBieHUe Ha J0CTbIIA J10
3a0panenu caiitoBe. @yHkuuu 3a blacklisting u whitelisting.

BxurodueH Moty 3a yrpaBlieHHE Ha CECUM 3a OHJIaiiH GaHKMpaHe MOCPeICTBOM
OJioKMpaHe Ha BCUUKHM OCTaHaIN BXOSIIN U U3XOASIIN KOHEKIUH (CECHUH).
Mojayn 3a 3amura cpelly paHChbMYebp W MpeAna3BaHe Ha YyBCTBUTENHA
uHpOpMaLIUs TOCPEACTBOM JlepUHUpAHE Ha NPUIOKEHUATa, KOUTO HMaT
JOCTBII 10 ONpe/ieSIeHN pecypcu Ha KpaiiHaTta Touka

Kontpon Ha npunoxeHusTa - OJIOKMpAaHE M3MBIHEHUETO HA NMPUJIOKEHUS U
CKPUNTOBE CHIJIACHO MpeAehUHUPaHU NpaBuia UM NpaBuia, AeGUHUpPAHU OT
aJIMUHUCTpaTopa.

Bb3MokHOCT 3a  aBTOMATU3MpPAHO  LIEHTpalIM3UpaHO OOHOBsIBaHE Ha
OMEepaLMOHHUTE CUCTEMHU U MHCTaNUpaHuTe ,,3rd party npuaokKeHus: Ha BCsKa
KpaitHa To4Ka.



» 3ammra 3a aiinoBu cspBbpu — WithSecure Elements, EPP for Servers
Premium
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ABTOMAaTHYHU UJIM MUTAHUPAHU BIAECHTH NPE3 HHTEPHET/UHTPAHET

CkaHMpaHe B peajiHO BpeMe Ha BCUUKH (paitioBe Ha ChpBbpa

Bb3mokHOCT 32 KOH(UTYypHUpaHe Ha BIACHTUTE NMpe3 UHTEPHET UM OT JPYro
MSICTO B Mpe:Kara

Bb3MoxkHOCT 3a OOHOBSBaHE Ha TMPOAYKTUTE C TMOCTEIHUTE BUPYCHHU
nepunuuu ype3 Proxy

BB3MokHOCT 32 KOHpUTYpHpaHe Ha MPOAYKTUTE Aa MpenpruemMar aBTOMaTUUHU
JEHCTBUA [IPY 3aceueHa 3arjaxa

BBb3MOKHOCT 3a ynpaBlieHWE Ha KapaHTUHATa

Mogayn 3a 3amura cpelly paHCbMYebp W IpEANa3BaHE Ha 4yBCTBUTENHA
uHOpMaLUsl MOCPEACTBOM JeUHUpPAHE Ha NMPUIIOKEHUSTa, KOUTO J1a UMar
JOCTBII 10 ONPe/IETCHN PECypCH Ha KpaiiHaTta Touka

KoHTpon Ha mpuioxeHusTa - OJIOKMpaHE M3MBIHEHUETO HA MPUJIOKEHUS U
CKPUNTOBE CHIJIACHO MpeAeUHUPaH MpaBUIa UM NpaBuia, AeGpUHUpPAHU OT
aJIMUHUCTpATopa.

Bb3MokHOCT 3a  aBTOMATU3MpaHO  LEHTpalu3upaHo OOHOBsBaHE Ha
OMepalMOHHUTE CUCTEMU U MHCTANMpaHuTe ,,3rd party npunoxeHust Ha BCEKU
CbPBbP.

» llenTpaauzupano ynpasienne — WithSecure Elements, Management Portal
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[TonuTrky, 6a3upaHu Ha JOTMYECKU TPy

VYHacnensBaHe CTpyKTypaTta Ha akTMBHATa IMPEKTOPUS

ABTOMAaTHYHO U LIEHTPaJIU3UpaHO OOHOBSIBAaHE HA BUPYCHUTE e(DUHULIUU
LlenTpanuzupanu 0OHOBSIBAaHUS Ha BEPCUUTE HA MPOJYKTUTE

Habmronenne Ha Mpekarta: MOKJIaau ¢ JieTallaHa (M3uepraTesana) nHpopMaius
3a U3BECTUSATA, BbPXOBE BB BUPYCHUTE MH(EKIINH, TEKYI[aTa BEPCHS U CTaTyca
Ha CbOTBETHA MalllMHa

[Ipenedunupanu rpaduuHu I0KIAAM, KOUTO LIE NOMOTHAT B JIOKAJM3UPAHETO
Ha He3aUMTEHU MALLIMHU U B IIPOCJIEIBAHETO HA BUPYCHUTE aTaKHU.
BB3M0KHOCTH 3a M3BECTSIBaHE B Clly4ail Ha HOBa 3arJiaxa

[Toanpbikka Ha noBeve OT €AMH aIMUHUCTPATOPCKH aKayHT

BB3MoO)KHOCT 3a  aBTOMAaTM3MpaHO  LEHTPAJIM3UpaHO OOHOBABAaHE Ha
OMEepalMOHHUTE cUCTeMU M ,,3rd party NpUIOKEHHsITa, MHCTATMpaHU Ha
3alIUTEHUTE PECYPCH.

BB3MoOKHOCT 3a cBasisiHe Ha OOHOBJIEHHUSATA Ha IEHTPAJIeH ChbPBBbPEH pecype, OT
KOITO chbliuTe Aa ObAar pa3npocTpaHsBaHM B JlIOKaqHarta Mpexa Oe3 ja
HaTOBapBaT UHTEPHET Tpaduka.

[Tonapbxka Ha Proxy cbpBbp (Elements Connector) 3a pa3npocTpaHeHHE Ha
OOHOBSIBaHUSITA.



3.2. F-Secure Internet Security
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CkaHupaHe 3a 3JI0HaMEpeHO ChIbp)KaHUE W 3acHYaHe Ha BUPYCU, TPOSHCKHU
KOHe, paHCbMYep, aayep, KUilorbpu, cnaityep u ap.

3amuTa npu 6pay3BaHe B UHTEPHET

3amuTa OT paHChMYeEp

3ammTa npu 6aHKUpaHe OHIANH

PomuTenckn KoHTpoa

[Topnpwikka Ha onepaunonHu cuctemu — Windows, macOS, i0OS u Android

4. MsicTO HAa U3NBLJIHEHHE

MSICTOTO Ha M3MTBJIHEHUETO €: AJIMUHUCTpAaTUBHATA Crpajia Ha ATeHIIUs 3a MyOIMYHUTE
MpeanpusITis U KOHTpoJ1, ¢ aapec rp. Codus, yi. ,,Bpadua” Ne 23.



