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        GET     (URL).  
    POST        ,  

    ; 

          
        ,   

          .   
            

  �   - ,     
    (Responsive Design); 

       (Captcha)      
   /  . ,     "Rate 

Limiting" /  "Throttling"     
. 7.1.1.   .     Captcha   

      � �; 

                
         � 

,      .; 

            
            

  -         .  
           

             
      (HTML, JavaScript  .)     

   -    ; 

      HTML Frames,         
 ; 

              
  : 

o     HTML5 (HTML Semantic Elements); 

o JSON-LD 1.0  (http://www.w3.org/TR/json-ld/); 

o Open Graph Protocol (http://ogp.me)       
        ; 

 
             

         . 
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  ,           

         
  .        (Serif). 

 ,      ,       
     ,        .  

             
    . 

       ,        
  .         

  . 

           . 

           . 

            
  ,     ,   RFC 

1123,    ;  

          ,   
      ,   .  

       ,   ,  
      .  

        ,    
        . 

            
.              

   .           
         

 ,         
     ; 

             
      , ,   

 ,   .      
               

  HTML ,  ; 

           
       (lazy load). 
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7.2.8.2  
 

             
,   /    ; 

     ,     
 ,         , 

   , -  ,  
 .              

Unicode 5.2        ,    
   UTF-8    .  

         
,      . 

              
       ,      . 

        ,    
             

 . 

           , 
        , , 

    , , ,  
,     . ,      

   ,  /    ; 

            
 ,     ,    

 .     ,   ,    
  ,          

           , 
  ; 

           
             

,            , 
    ,        ; 

            ( ). 

              
               
     /      : 
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o       �DD.MM.YYYY HH:MM:SS�,  
            

  -      ; 

o          
ISO  8601:2006; 

7.2.8.3       
 

             
    AJAX    ,       

 : 

o        " "    
   /     ; 

o             
   (autocomplete)    ,   

  ,         
            

   
10 ;  

            
    " " (in-line validation).       

   ,           
   ; 

    ,  ,      
       ,    ,   

 ,          
             

     ,         
    ; 

             
  ,        ,  

   : 

o       ,     
/ ; 

o        (  ,    
     ); 

o       ; 
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          , 
   ,         

          ; 

   ,     
           

,      ,     
  (plain-text).  ,    , 
,   .         

     /    /    
 ; 

           
         , 

     -   ,  
/ /     ,      ,   

  "Mouse Hover/Mouse Over" ; 

           , 
           ( . ),   

  ,      . 

            
  . 48, . 5  . 

7.2.8.4         
  

 

        /   
      ,       

            
  ; 

            , 
  ,  / /  ,     
        ; 

            
: 

o        ,    
  � ,  ,    ,  (   

      - ),   ; 

o          
/ : 
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-     (    ,   , 
 "   ", "   "; 

-       ,      
; 

-            
  /    , 

       . 

 
7.2.8.5       

 

           
       ( , , 

 ,   ,  ,    
 .)    (RSS 2. , Atom  ),     

      ; 

           
,             

     ,         
  ;        

      . 

 

7.2.9.   
          

    ( ),        
,          (  ). 

  ,        ,     
  : 

 /   ; 

   ,     ; 

 ; 

 ,     ; 

  ; 

 IP     . 

              
 ,   -          
 : 
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 ,       ;    

,         ; 

              
      ,       

; 

           ,   
            2  

;           
     ; 

              
   ;        
. 

7.2.10.         
     (   (NoSQL)    

         ,  . .: 

       (   )      
  ,         ; 

         ;       
 . . sharding; 

          ; 

        ,      
-   ;          
 ; 

         foreign key; 

        ,   EXPLAIN 
(  SQL  ),          ; 

      ,       
    ; 

      (batch)      
; 

        ,  ; 

    ORM           
,         ( . . n+1 selects ); 
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           -   
   ,    . 

7.2.11.          
. 12, . 1   

         ,    
       : 

            
,       ,     ,    

   ,          
   . 

        ,       
          

? 

     TCP  User Datagram Protocol (UDP)   
       ,  
        . 

    ,       
   ,    ( , ,   .)   

         
.          . 

      ,   ,  
,       ,  head rs  
   ; 

       HTML,        
; 

      -      , 
          URL; 

        headers,     ; 

       (connection Timeout) - ,   
   headers  ,    ,     

        : 

            ; 

          ; 

  (cookies)   : 
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    (security flag),   ,  � �   
     SSL ; 

  HTTP only,   ,  � �     
  ,    ,    ; 

          DNS,     
DNSSEC (Domain Name System Security Extensions); -    �    

,   . 

      (Logs)     
: 

    ,    ,    
,    ,  ,  

      ,      
      ,    -  

   ,   ,   ,   
         ; 

            ,   
 ; 

            
   ,     NTP V4 (Network 

Time Protocol,  4.0  ),   RFC 5905  IETF  2010 .,   
       UTC (Coordinated Universal 

Time),  ; 

            -   
 . 

            , 
     ,        

 .  
         /      . 

10           ( ), 
:  

( ) ,  ,        (  . . 
,   )         ,  

     /       
       .  

( )            
/ .  ,     ,   
      (  . .  ,   ), 

         / ,    
      ,     .  
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           ,    
2 ( )    .  

       ,        
           / .  

            
   .   

 ,            
     (�   . 10, . 2  �)    

 :  
( )     ,    ,  

       ;  

( )   . 10, . 2           
           

 (   ,   );  

( )   ,   . 10, . 2     

    /         
 :              

  ; ,       ;   
         / ;  

( )            
   ,  /    ,     

       / ,   . 10, . 2  
   ,            

             
   .  

 

8.     
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8.1.  , , , , 
        

       
HSM � 2 .,        

   - 2 .,    
      - 2 ., 

       
 � 1 . 

 

8.1.1.    
    : 

           � 2 .  
     HSM � 2 . 
          � 2 . 

8.1.2.      
    

          � 2 . 

:  2  Intel® Xeon® Scalable,  8   , 
 2.6 GHz,  22.5 MB Cache    . 

 :   32 DDR5 DIMM ,   RDIMM 
/LRDIMM  ,    8TB. 

     64GB RAM /5600 MT/s. 

 :       8    
  SAS/SATA/NVMe    2.5�.   SAS/SATA/E3.S NVME 

Gen5.        18   SAS/SATA/NVMe    
2.5�.        ,     
OS.        RAID      

  SAS/SATA/E3.S NVME Gen5,        
       .      2   

          
RAID1  480GB. 

 :  DVD±RW. 

  :    2 . OCP , 3 x PCIe Gen 5.0.   
   8 . PCIe Gen 5.0. 
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 :  

� 4 x 1GbE BaseT ; 

� 1 x 10/100/1000Mbit/s   IPMI    . 

 USB :  5 USB . 

      2U         
      19�    ,    

   .       , 
      . 

:  

�   ; 

�        (hot-swap); 

�   2 ( )       1000W 
 96% . 

    IPMI :  

� HTML 5  ; 

� Agentless ; 

� ,     Firmware; 

�    ; 

�     IPMI ; 

� Deployment and provisioning; 

�   Redfish API, JSON, XML, PERL Scripting; 

� : RBAC, SSO, 2FA. 

      ,   :  

�    10 000 ; 

� HTML 5  ; 

�      ,   Redfish ;  

�   REST API; 

�   Firmware/BIOS    ; 

�      ; 

� Bare-metal ; 
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� Agent-free ; 

�   Single-sign-on (SSO)   IPMI   
      LDAP/AD; 

�         ; 

�   VMware vCenter      ,   
  VMware vSphere Lifecycle Manager (vLCM); 

�   Microsoft System Center       
; 

�  /   SAN  Cisco  Brocade. 

:  

� TPM 2.0; 

� Secure Boot; 

� Secure erase; 

� Immutable silicon root of trust; 

� Runtime firmware validation; 

� Encrypted virtual media. 

         : 

� VMware ESXi; 

� Microsoft Windows Server 2022; 

� Canonical Ubuntu; 

� Suse Linux Enterprise Server (SLES); 

� RedHat Enterprise Linux (RHEL). 

       Microsoft Windows Server 2019/2022 
Standard,         . 

      : 

�  36   ,  24x7; 

�   :  4 . 

    HSM � 2 .  

       API : 
PKCS#11, Java Cryptography Extension (JCE), Microsoft Crypto API (CSP), Microsoft 
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Cryptography Next Generation (CNG), Microsoft SQL Extensible Key Management (SQLEKM), 
OpenSSL, Cryptographic eXtended services Interface (CXI). 

     : IEC/EN 60950-1, IEC/EN 62368-1, UL, CB 
Certificate, CE, FCC Class B, RoHS II, REACH . 

      : 

� RSA, DSA, ECDSA with NIST, Brainpool and FRP256v1 curves, EdDSA; 

� DH, ECDH with NIST, Brainpool, FRP256v1 and Montgomery curves; 

� AES, Triple-DES, DES; 

� MAC, CMAC, HMAC; 

� SHA-1, SHA-2, SHA-3, RIPEMD; 

� Hash-based deterministic random number generator (DRG.4 acc. AIS 31/ 

NIST SP800-90B); 

� True random number generator (PTG.2 acc. AIS 31). 

    2 ( )    . 

   2  RJ45  1 Gb/s      2 SFP+ 
  10Gb/s  2  RJ45  1Gb/s.  

       . 

 HSM        . 

      : 

� Windows; 

� Linux. 

      ,    
   . 

          19�   
 . 

      : 

�  36   ,  24x7; 

�   :  4 . 

         � 2 . 
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    �High availability� (  )  2    
              . 1. 

        : 

� PostgreSQL; 

� Oracle. 

     HSM   . 2. 

         Web Service  (SOAP / 
REST). 

            (VDS)  
   (  MRZ      ). 

             
    HSM     2D  DataMatrix. 

             2D 
. 

         . 

      : 

�  36   ,  24x7; 

�   :  4 . 

 

    , ,     
   ,          

    1    10 .  

,   ,       .  

8.1.3.   
: 

           � 2 .  
     HSM � 2 . 
          � 2 . 
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8.2.  2     
        

 

8.2.1.   
           

  eConsulate ( ),       ,   
       (2d ),    

      .

8.2.2.     
          16  

   ,    ( )  1683/95.

         � ICAO 
Technical Report Visible Digital Seals for Non-Electronic Documents v.1.7, 2018�.  , 

         . ,  
      ICAO      .

        ,   �ISO/IEC 16022: 
Information technology � Automatic identification and data capture techniques � Data Matrix bar 
code symbology specification�.

         2d  
        :

         eConsulate ( )  
  (   )  :

o      ,     2d ;

o         ,  Certificate Authority, 
    ;

o ,  Certificate Authority     
  ;

o           2d ,  ICAO-
VDS-TR, ISO/IEC 16022   ,     ,  . 

. 2d .

    2d  ,       
 16    ;

         
 ;
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      2d      
            .

     2d      
 .

    2d         
 .

         ,       
  2d          ,  
       ,   

    .

    ,    ,       
,        2d ,    
   ,        2d .

    /       
           

  .

    ,       
 (  ).            

 e-mail  ,          
           .  

         (helpdesk). 

           
 (updates, patches, firmwareupdates).

          ,  
  

8.2.3.
      eConsulate ( )

9.

9.1.   

     ,   , 
    ,      , 

       ;
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(ODF/  /Office Open XML/MS Word DOC/RTF/PDF/HTML  .),  

 /            
    ,     ; 

 ,        ,   
         ; 

        (API), 
   , ,     .  

        /   (SDK)    
   , ( )  Java  .NET.      

        API- : 

o     (end-point)      
   ; 

o       ( , ); 

o       ( , ); 

o   ; 

o       ; 

      (API)     
; 

   REST -      
  API Blueprint (https://github.com/apiaryio/api-blueprint), Swagger 

(http://swagger.io)    .      
   SOAP ; 

         �   , 
, ,  ,       . 

           
 

  ,         
 ,      . 

  ,     ,   
,         . 

9.2.    
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  ,      ,   

    ,      
 .        

        ,  
    ,   , , 

      . 
 

,     ,   : 

 
   ; 

      ;      
     ; 

        ,   
  ,   / ,      

 . 
 

        . 

9.3.   

           
            

   (  ),       
  .  

   ,         
,            . 
    (  )     

 .    ,        
          (  

). 

9.4.   

 ,    ,        
 /   ,   : 

    ,      
  , , ,   ,  

   ;  
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     �      
    .      

.           
     ; 

     ;  

    ; 

     . 

 

9.5.  
 

           
,    8   ,     

 �     . 

 

9.6.    
 

            
      ,      

   .  

          
         : 

 

9.6.1.   

            
      : 

           ; 

   ; 

    . 

       . 

 

9.6.2.   

             
     /     . 
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       . 

          : 

      ;  

     ; 

  ,    ,    ; 

              
; 

    ,   . 

        . 
 

9.6.3.    

           . 
         . 

       .    
     /  / .  

            . 
    /  /     5  

. 

              
  .          
  -  ,     

   . 

         
       ,  /  ,   

  ,          
        .  

9.7.   
1.      (   ,   

    , , ,  , , , 
,   )      �  �.  

  ,        
,    . 

2. ,     ,  . 
             

        
. 
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9.  
        : 

         :  

           � 2 .  
     HSM � 2 . 
          � 2 . 
         

eConsulate ( ) 
        
        
         � 1  

 

 

 

 


