UHOOPMAUMOHHO Bx.N930-00-135/29.04.2024
OBCAYXBAHE Codun

3A5IBKA

1o pavikog ooz2oeop No PJ]-06-12 om 10.01.2024 2.
(6x. No I[10-16-309/10.01.2024 2. na ,, Hugpopmayuoruo oocayxceane “ AJ)

Ne no
I nesmmm 0 peoom |13
I1-2024 r.:
1ar
OnucaHue HA o
. Ocuzypaeane Ha nuyeH3u 3a Npaeo HA MNOA36aHe U NOOOPLI*CKA HA
IeiiHOCT/IPoeKT ) 5 ]
cogpmyepru naxkemu 3a 3auguma om eupycu — WithSecure 3a M3 u BPB
copriaacHo IIT': ' :
CPV kox 48760000-3
H3uckBaHe 3a 10CTHI
10 KIacupunupana HE
aHpopMmanus
JA/HE

CroiiHocT: (cnoiiHocmma cieoea
0a cvbomeemcmea Ha 3a10x4ceHama
e Ilnan-epaguxa) 6e3 JJJIC

83 966,40 ne.

Cpok 3a niiamane: (e0HoOKpamHo,
Ha yacmui, nepuoouyHo uau op.)

Eonoxpammo, cneo mnoomuceare Ha npuemMo-npeoasamenet
MPOMOKON 10 4. 6 oM 002060pA, YOOCIOGEPABAlY NPUEMAHE
Ha u3evpuleHume oeiiHocmu no ocucypseare Ha 816 op.

JUYeH3U 3a Npaeo Ha NON36AHe U NOOOPLHCKA HA comyepHuU

naxemu 3a 3awguma om eupycu — WithSecure 3a M3 u BPE cvc
cpox Ha eanudHocm cvenacto Tabnuya 1 om Texnuueckume
napamempu u gpakmypa

ILnamane ¢ akpenutus JA/HE

Hee NPUTOHCUMO

I[OKYMCHTH 3a mJjiamaHe ¢
AKPEIHTHB

He e npunooswcumo

Cpoxk Ha m3nbaHeHune: (om oama -
00 oama unu 6 meceyil, akKo He e
006bP3aH C KOHKpemHa oama)

Cpox 3a ocuzypseare Ha auyensume — oo 02.05.2024 2.
Cpox Ha eanuonocm Ha auyeH3ume — cveracHo Tabauya I om
Texnuueckume napamempu

I'apaHIIHOHEH CPOK:

Henpuaoscumo

OTtunTaHe: (nepuoouyHo - noco4ea
ce nepuoo, eOHOKPamHo, CPox 3a
omuumare, omyemHu OOKyMeHmu)

Eonoxpammno, ¢ noomiceare Ha npuemo-npeoagamenex
MpomoKoa 1o 4a. 6 om 002060pa, yOoCmoeepaeauy npuemMatHe
Ha u3evpuleHume oeiHocmu no ocueypsaearve Ha 816 6p.

JUYeH3U 3a Npaeo HA NON36AHe U NOOOPLHCKA HA cOmyepHU

naxemu 3a 3auguma om eupycu — WithSecure 3a M3 u BPE cvc
cpox Ha eanuonocm cveracto Tabauya 1 om Texnuueckume
napamempu

Hpnnoxenusi: (Hanp.:
mexHu4ecku napamempii, oopazyu
Ha onmdemHu OOKYMeHm)

Texnuuecku napawvempu

Hacrosimara 3asiBKa J1a ce H3I'bJIHHA OpH YCJI0BHATA HA IPHJIOKECHHTE TexHnYecKH

napaMeTpH.

3ASABKATA e U3T'OTBEHA M CHIJIACYBAHA OT:

Koopmmarop IIo 3asiBKaTa:
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3anunyaBaHuaTa B OOKYMEHTUTE Ca Ha OCHOBaHWE 4il. 4 o1 O6LIJ'I/1$| pernameHT OTHOCHO 3aluMTaTta Ha AaHHUTE —
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PbKoBOIHTEI HA MPOEKT/AeiHOCT
10 3aIBKaTAa

(Hanp.: npeocmaeumen Ha
oupexyusma - 3aaeumen):

3ASIBKATA e OJOBPEHA OT:

PnkoBoanTe]I HA IOrOBOPA OT
crpana Ha Bb3JIOKUTEJIA:

3ASBKATA e IIPUETA 3A H3UBJIHEHUE OT U3ITBJIHUTEJIA:

Koopaunarop ot
,.2AHpopManHOHHO
obcayxBane“ AJl mo 3assBKaTa

PLKoOBOIHTE] HA MPOEKT/AeiHOCT
1o 3asiBKATA

cTp. 20T 8




PBKOBOIHTE 0 H3MbJIHEHHETO
Ha /loroBopa ot
,2AHpopManHOHHO
obcayxBane“ AJ]

cTp. 30T 8




TEXHUYECKHN NTAPAMETPU

3A

OCUTI'YPABAHE HA JIMHEH3U 3A ITPABO HA ITIOJI3BBAHE U IIOJIPBKKA HA
COPTYEPHU ITAKETHU 3A 3AIIIUTA OT BUPYCH - WITHSECURE 3A M3
BPb

2024 r.
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1. BuBeaenune

Hacrosimmure TeXHHYecKH mapaMeTpH Je)HHHpAT H3HCKBAHHATA Ha Bw3noxurens —
MuHHCTEpCTBO Ha 3/ipaBeomna3BaHeTo (M3) BEB Bph3Ka ¢ OCHTypsiBaHe Ha 816 Op. HIIeH3H 3a
IIPaBO Ha MOJI3BaHe H MOJIAPHKKA Ha copTyepHH MaKeTH 3a 3amuTa oT BHpycH — WithSecure
3a Hy»xauTe Ha M3 u BPB.

2. lea
OcurypsiBae Ha 816 Op. mHIIEH3H 3a IPaBO HAa IOJ3BaHe H MOAJIPEKKA HA MPOIYKT

WithSecure Elements EPP for Computers/Server Premium 3a mHy:xaute Ha M3 u BPB, xakTo
clie/IBa:

Tabmuma 1
[T  Omcamme [Kommectso[  Cpoxmasammmiocr |

| M3 1/ 2 rogusaH, cuuTado ot 04.05.2024 r.
2 P31 BEJINKO ThPHOBO 121 2 roguHH, cyHTaHO oT 04.05.2024 1.
3 P31 PA3IPA] 70 2 roxuHH, cyuTaHo ot 04.05.2024 r.
4 P3U1 SAIMBOIJI 70 2 roguuH, cuntaso ot 04.05.2024 r.
P’ P31 TObPHY 73 2 rogunaH, cuuaTado ot 04.05.2024 r.
6 P31 BJIATOEBI'PA /T 102 2 romuHH, cauTaHo oT 04.05.2024 1.
7 P3U BYPT'AC 100 2 roguHH, cauTaHo oT 04.05.2024 1.
8 P31 ITEPHUK 80 2 roauEH, cauTaHo oT 01.06.2024 1.
9 P31 IUIEBEH 95 2 rogunu, cautado ot 01.06.2024 r.
10 | P31 TBPTOBHIIE 30 2 rogueH, cautano ot 01.06.2024 r.
11 | PLUTX CTAPA 3ATOPA 28 2 roxuHH, cunTaHo 0T 21.06.2024 1.
12 P31 CJINBEH 30 2 roguaH, cuuTaHo oT 30.06.2024 r.

JInnen3uTe 3a MpaBOTO Ha MOI3BaHEe H MOJAPHKKA TPsAOBa 1a ObaaT Ha HMeTo Ha M3
W cboTBeTHOTO BPB.

3. OBXBAT

3.1. WithSecure Elements, EPP for Computers/Servers Premium

3.1.1. 3amura 3a padorHH craHmud — WithSecure Elements, EPP for
Computers Premium

e [leHTpamH3HpaHO yIIpaBIIeHHE 3a HEOTrPaHHUEH Opoii KpaifHH TOUKH
e ITomapsixka 3a Windows/Linux/Mac ornepalHOHHH CHCTEMH

e Bu3MoXHOCT 3a AIMHHHCTpHPAaHE Ha KOMIIOTpPH C  pasjIH4YHO
MECTOIIOJIOKEHHE

e ABTOMATHYHH WIH IUTAHHPAHH BIAEHTH IIpe3 HHTEPHET/HHTPAHET

e Br3MmokHOCT 3a OOHOBSBaHe Ha INPOAYKTHTE C IIOCTEIHHTE BHPYCHH
neduHHIHH Ipe3 Proxy

e MuHHMYM TpH CKaHHPAIOH yCTPOICTBa

e BBE3MOKHOCT 3a CKaHHpaHe B PeaTHO BpeMe, PFUHO HIIH IPOrPaMHPAHO

e Bb3MOXHOCT 3a cKaHHpaHe Ha BcsikakBH THHoBe HocHTenun (HDD, FDD,
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CDROM wu ap.)

e (CkaHMpaHe Ha MPEHOCUMHU HOCHUTENM IpU 3apexJaHe W M3KIIOYBaHEe Ha
KOMITIOTBpa

e PekypcHBHO CKaHHMpaHe Ha BJIOXKEHU apXUBU

e Bwu3moxHOCT 3a lepuHUpaHe Ha CIIMCHK 3a U3KIIIOUBAHE OT CKaHMpaHe Ha
HSIKOM TarNKH, TUCKOBE, (aitioBe nin GaiioBu pa3immpeHus

e BB3MOXKHOCT 3a LEHTpaJM3MpaHa HM30Jalus Ha XOCTOBE B Clydyail Ha
vHpeKIus

e 3aummTtHa cteHa (firewall) ¢ Bb3MOKHOCT 3a KOHTPOJ Ha MPUJIOKEHUsTA,
KOHTPOJI Ha J0CThIA, 3al1Ta OT 3J0HaMepeH koj (emynauus Ha Windows
firewall)

e [PS (Intrusion Prevention System) — cucrema cpeury HEOTOPU3UPaH JAOCTHIT
e (CpeacTra3a KOHTPOJ Ha cucTemMara (system control), 3aiura Ha perucTpuTe
e Anti-spyware ¢ LE€HTpalIu3upaHo OOHOBSIBaHE

e VnpapjeHue Ha KapaHTHHA Ha BCsika pabOTHA CTaHLUS

e [IpoakTHBHa 3alIMTa 32 pa3No3HAaBaHE HA HOBOIOSIBUIIM C€ 3arlaxu

e NHIPS/In-the-cloud mo3ponsiBa 3aiuMTa B paMkuTe Ha 60 CEKyHOU OT
pErucTpUpaHeTo Ha 3arnjiaxa

e [lobruH 3a 3alMTa OT 3JIOBPEIHM CATOBE M IOYMKH B CUTYpHOCTTa 3a
Opay3bpute Mozilla Firefox, Microsoft Internet Explorer, Google Chrome

e Koutpon Bbpxy npeHocumute ycrpoiictsa (USB, CD, DVD u np.)
e MoayJ 3a CKaHUpaHe 3a ysI3BUMOCTH

e Bkiouen Mmoayn 3a puntpupane Ha yeO Tpaduka 1 ynpaBjieHUE Ha 10CTbIa
1o 3a0panenu caiitoBe. @yHkuuu 3a blacklisting n whitelisting.

e BxmodyeH Momynm 3a ympaBieHWEe Ha CeCHMM 3a OHJaiiH OaHKMpaHe
MOCPEJICTBOM OJIOKMpaHe Ha BCHYKM OCTaHAJIM BXOJISIIM M HW3XOASIIH
KOHEKIMH (CECHH).

e Moy 3a 3alMTa Cpelly paHChbMyebp W Mperna3BaHe Ha UyBCTBUTEJHA
UHpOpMaUusl MOCPeACTBOM AepUHUpPaHE HA MPUIIOKEHUATA, KOUTO MMaT
JIOCTBII JI0 ONpeJIeNIeHd PeCypcH Ha KpaiiHaTa Touka

e KoHTpOJ Ha MPUIIOKEHUATA - OJIOKUpaHe M3ITbJIHEHUETO Ha MPUJIOKCHUS U
CKPUIITOBE ChIVIACHO NpeaerUHUPaHU NpaBUia WM NpaBuia, JeuHUpaHu
OT aJIMUHKCTpATOpA.

e BB3MOXHOCT 3a aBTOMAaTH3MPaHO LIEHTPAIU3UPAHO OOHOBsSBaHE Ha

onepalvoHHUTE CUCTEMHU W MHCTalnupaHute ,,3rd party” npuioxkeHus Ha
BCsIKA KpaliHa TOYKa.

3.1.2. 3amura 3a ¢aiinoBu cbpBbpH — WithSecure Elements, EPP for Servers
Premium
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e ABTOMAaTHYHM WJIM TUITAHUPAHU BIAECHTH NIPE3 UHTEPHET/UHTPAHET
e (CkaHUpaHe B peajlHO BpeMe Ha BCUUKHU (ailioBe Ha ChbpBBpa

e Bwb3MoXHOCT 3a KOH(UrypupaHe Ha BIACHTUTE MPE3 MHTEPHET WM OT
JpYyro MSICTO B MpesKaTa

e BB3MOXKHOCT 3a OOHOBsIBaHE Ha MPOAYKTUTE C MOCJTEAHUTE BHUPYCHHU
neunuK Ype3 Proxy

e BB3MOXHOCT 3a KOH(UrypupaHe Ha TMpPOAYKTUTE Ja MpearnpuemMar
aBTOMATUYHM JEWCTBUS MPU 3aceyeHa 3arsaxa

e Bwb3MoXHOCT 3a ynpaBlieHUe Ha KapaHTUHATA

e Moy 3a 3alMTa Cpelly paHcbMyebp W Mpearna3BaHe Ha UyBCTBUTEJHA
nHpopmalus nocpeacTBoM neuHUpaHe HA TPUIIOKEHHUTA, KOUTO a UMaT
JIOCTBII JI0 ONpe/ieNieHd PecypcH Ha KpaiiHaTa Touka

e KoHTpOa Ha MpUiIoKEHUATA - OJIOKMPaHE U3MBJIHEHUETO HA MPUIIOKEHUS U
CKPUITOBE CHIVIACHO MpeaeduHrpanyu npaBuia WM NpaBuia, A1epUHUpPaHU
OT aJIMMHMCTpPATOpA.

e BB3MOXKHOCT 3a aBTOMATH3UpPAHO LIEHTPAJIU3UpPaHO OOHOBSBAaHE Ha
OMEPaLMOHHUTE CUCTEMHU M MHCTanupaHute ,,3rd party” mpuioxeHus Ha
BCEKH ChPBBP.

3.1.3. Hentpasusupano ynpasjenue — WithSecure Elements, Management
Portal

e [lonutuku, 6a3upaHu Ha JJOTMYECKU TPYIH

e VHacrnensBaHe CTPyKTypara Ha akTUBHATa TUPEKTOPUS

e ABTOMAaTHYHO W LIEHTPAIM3UPAHO OOHOBSIBAHE HA BUPYCHUTE Ie(DUHULINU
e lleHTpanuzupanu OOHOBSIBaHUS HA BEPCUUTE HA MPOJYKTUTE

e HaGmionenne Ha MpexaTta: JOKJIaaAd C JeTaiiHa (M3ueprnaresiHa)
uH(popmalus 3a U3BECTUATA, BBPXOBE BbB BUPYCHUTE UH(EKMHU, TeKyIIaTa
BepCHsA M CTaTyca Ha CbOTBETHA MAlLMHA

o [lpenedunupann rpaduuHm  JOKNAAM, KOWUTO 1€ TOMOTHaT B
JIOKaJM3UpaHETO Ha He3alMTeHM MallMHM W B MPOCJeIsBaHETO Ha
BUPYCHUTE aTaKH.

e B1b3MOXKHOCTH 3a U3BECTSIBAHE B Cly4yail Ha HOBA 3arjiaxa
e Tloanpbkka Ha TIOBEYE OT €IMH aAMUHUCTPATOPCKH aKayHT

e BB3MOXHOCT 3a aBTOMAaTU3MPAaHO LEHTPaJIU3UpaHO OOHOBSBAHE Ha
onepalvoHHUTE cucTeMU M ,,3rd party” mpunoxeHusTa, MHCTaIUPaHU Ha
3aLIUTEHUTE PECYPCH.

e Bb3moxHOCT 3a cBallsiHE Ha OOHOBIICHUSITA Ha LICHTPAJICH ChbPBBPEH pecype,
OT KOMTO chluTe 1a ObJaT pa3npoCTpaHsIBaHK B JIOKAJHATa Mpexa 0e3 aa
HaTOBapBaT UHTEPHET TpaduKa.
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e Tloaapwbikka Ha Proxy cupebp (Elements Connector) 3a paznpocTpaHeHue Ha
OOHOBSIBaHUSTA.

4. JIpyru u3ucKBaHuA

CodryepHure mnaketm crieiBa Ja ce MNPEAOCTaBAT OT JIMLE, OTOPU3UPAHO OT
NPOU3BOAUTENS HAa cOPTyepa UM OT HEroB O(ULIMANIEH IPEICTABUTE C MPABO 3a U3BbPILIBAHE
Ha pasNpocTpaHEHWEe W TMpeloCTaBsiHE Ha MOJJAPBKKA Ha coTyepHUTE NPOAYKTH Ha
teputopusta Ha PenyOnuka bwarapus. WM3nmbaHuTensT criensa Ja  NpegocTaBd  Ha
Bb3noxkurenst konue OT BaIMJIEH AOKYMEHT 3a OTOpH3alMsl, U34aJ€H OT MPOU3BOJAUTENS Ha
copTyepHHUTE MPOJYKTH UM OT O(ULIMATIEH HETOB NPeACTaBUTEl.
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