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 Round trip time; 
 Hops; 
 Complation rate; 
 QoS; 
 Kilobytes per second. 

REQ.7.       DNS , DNS SEC, DNS 
       DDoS    DNS. 

REQ.8.       BGP, OSPF, IS-IS, RIPv2,  
     . 

REQ.9.            IP    
/       IP    . 

REQ.10. 

        Web  (Web 
Application Firewall, WAF)   : 

        - Layer 7 Attack Protections; 
     OWASP Top 10 ; 
     L7 DoS/DDoS ; 
    ,       

/        L7 
DoS/DDoS  � L7 Behavioral DoS protection; 

       ,    OpenAPI 
; 

   JSON schema ; 
     Brute force ; 
     Heavy URLs ; 
   Web Scraping; 
 Device fingerprinting; 
      ; 
      ; 
   SSL   ; 
           

(  ,   .)        
    ; 

   -   (Application Programming Interface, 
API); 

 DAST (Dynamic Application Security Testing) . 
REQ.11.         -   128GB. 

REQ.12.          8  
/ . 

REQ.13. 
           ( )  

: / , /         2 
   . 

REQ.14.         API . 
REQ.15.     Full Proxy Architecture. 

REQ.16.             
 Single sign-on (SSO)     SAML 2.0. 

REQ.17.         SSL VPN  
     SSL VPN .  
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REQ.10 
        ,  , 

    . 

REQ.11 

         ,  
          . 

   /       
 ,   . 

REQ.12 
          
 ( ),           

REQ.13 

          
 Microsoft Azure Blob, Google Cloud Platform, Amazon S3, Wasabi Cloud Storage  

S3-  .  ,      
    Microsoft Azure Archive Blob Storage  Amazon S3 Glacier. 

             
  . 

REQ.14 
          

   ransomware,        
      . 

REQ.15 

              
   .         

  .       
     . 

REQ.16 
             

  ,   , ,   . .  
     . 

REQ.17 

    �    �    
       . �    
�        ,  
 . 

REQ.18 
          

             
. 

REQ.19 

     ,    
  ,  ,   MS Exchange    
 MS SQL,    Oracle     PostgreSQL (  

    ). 

REQ.20 
            

. 

REQ.21 
            

 REST API. 
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REQ.22 

           
,    �  �     . 

      ,   
. 

REQ.23           . 

REQ.24 
    IPv6     IPv6    , 

     Kerberos   gMSA  Windows. 

REQ.25 
     /       

     . 

REQ.26 
            

   (2FA),     
 (TOTP)  RFC 6238. 

REQ.27 

           
(Change Block Tracking, CBT).         

 ,    CBT     
   . 

REQ.28 
          
     . 

REQ.29 

          
       ,   

    .      
             

datastore. 

REQ.30 

            
.          

,      .       
      .   

      VMware vSphere. 

REQ.31 
    ,   VMware   

VMware vSAN. 

REQ.32 
           

GFS (Grandfather-father-son). 

REQ.33 
         . 

     Dell DataDomain, HPE StoreOnce, 
ExaGrid, Fujitsu CS800, Quantum DXi  Infinidat InfiniGuard. 

REQ.34 
    BlockClone API,    Windows Server 

2016  2019    ReFS    . 

REQ.35 
       ,   

  Linux XFS. 

REQ.36 
            
       ,  

    WAN. 
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REQ.37 

         
      , 

       
(CDP).  CDP           

,   ,    . 

REQ.38 
          

   . 

REQ.39 
         ,  

  ( ,  SAN   NFS ). 

REQ.40 
           

,          
    . 

REQ.41 

         
 ,         

 (    NFS ).   
       VMware  Hyper-V      

,         . 

REQ.42 
    vSphere  Hyper-V   

     ,     (  
,     ). 

REQ.43 

        ,  
   ,   ,    

.        , 
    . 

REQ.44 
      ( )     

    VMware. 

REQ.45 
        , 

      . 

REQ.46 
         

  Microsoft Azure, Azure Stack, Amazon EC2  Google Compute Engine. 

REQ.47 

           
       ,    

,           
.               

    . 

REQ.48 
         : 

Windows, Linux, BSD, Solaris, Mac, Novell. 

REQ.49 
        Linux LVM  Windows 

Storage Spaces. 
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REQ.50 

         NAS (SMB 
 )         SMB 

.         
         . 

REQ.51 
          

    ,     . 

REQ.52 

       Active Directory  
       ,  ,    

,    AD,  DNS   AD,  
 Microsoft System,     CA    AD . 

REQ.53 
       Microsoft Exchange 

2013 SP1  -     . 

REQ.54 
       Microsoft SQL 2008 

SP4  -  ,           
, , . 

REQ.55 
       Microsoft SharePoint 

Server 2013  -  . 

REQ.56 

         Oracle  
         Oracle DataGuard.  

      ,     Windows  
Linux. 

REQ.57 
         

PostgreSQL        .     
   ,     Linux. 

REQ.58 

         MS SQL  
Oracle          .   

          
     . 

REQ.59 
           

Oracle RMAN. 

REQ.60 
           SAP 

HANA. 

REQ.61 
           

Microsoft SQL VDI. 

REQ.62 
    �  CBT�     

SAN. 
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REQ.63 

        (  
)   VMware  Hyper-V,   ,  

    .     
   ,     (  

,     ).  VMware    
             

    ,    . 

REQ.64 

           
,          

     VMware  Hyper-V.   
            

    .     
       . 

REQ.65 

            
       .  

           ,  
     .    

  Windows Defender, Symantec Protection Engine, ESET NOD32  
Bitdefender. 

REQ.66 
        
 ,         

         . 

REQ.67 
        VMware 

vSphere  Microsoft Hyper-V       . 

REQ.68 

         : 
VMware 6.x, 7.x  8.0       ESXi.  

      vCenter      
. 

REQ.69 

         : 
Microsoft Hyper-V 2012, 2012R2, 2016, 2019  2022     . 

       System Center Virtual Machine 
Manager      . 

REQ.70 
         

,    . 

REQ.71 
           

,     . 

REQ.72 
          
 . 

REQ.73 
        vSphere  Hyper-

V       . 
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REQ.74 
          
       . 

REQ.75 
       ,   

  . 

REQ.76 
           

    . 

REQ.77          . 

REQ.78 
         

 (   )     . 

REQ.79            . 

REQ.80 
         , 

  ,     ,     
         . 

REQ.81 

         
          

            
       . 

REQ.82 
         

  VMware,   ,    
vSphere. 

REQ.83 
        VMware vCloud Director 

    10.x  10.4. 

REQ.84 
        VMware 

vSphere  Microsoft Hyper-V       . 

REQ.85 
         : 

VMware vSphere 6.x, 7.x  8.0,   Microsoft Hyper-V 2012, 2012R2, 2016, 2019  
2022. 

REQ.86 
    .         

  ESXi  Hyper-V,     . 

REQ.87 
         Microsoft Word, 

Microsoft Excel, Microsoft Visio  Adobe PDF. 

REQ.88 
          , 

    -      . 

REQ.89 
           
 . 

REQ.90 
            
 . 
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REQ.9.          -  1 . 

REQ.10.        8  1/10GE SFP+ . 

REQ.11.   

: 
 10 Gbps   statefull inspection firewall, IPS  deep packet 

inspection. 
  �  1 500 000. 
   1  -  130 000. 

IPSec  �  5 Gbps. 
  TLS  �  3 Gbps. 

REQ.12.         � Inline. 

REQ.13.         . 

REQ.14.   

  IPSec   IKE/IKEv2        
: 

Encryption: 3DES, AES-128  AES-256. 
Authentication: preshared key, RSA  ECDSA. 
Integrity: SHA, SHA-256, SHA-384, SHA-512. 

REQ.15.     SCEP     . 

REQ.16.     OCSP     . 

REQ.17.    a     . 

REQ.18.     SSL VPN   1000 . 

REQ.19.   

   SSL          
: 

Windows 11/10/8 
macOS 12/11/10 
Red Hat, Ubuntu  SUSE Linux . 

REQ.20.     802.1Q VLAN. 

REQ.21.      IPS . 

REQ.22.   
    Anti-Malware        

  

REQ.23.   
         

 ,        
 . 

REQ.24.   
      Web URL        

   

REQ.25.   
   DPI         

    . 

REQ.26.   

      : 
RIP  RIPv2 
OSPFv2  OSPFv3 
BGPv4 

REQ.27.      IGMPv2  PIM-SM  . 

REQ.28.        NAT. 
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IV.     

      ,     
       /     

           
 . 

 

        ( )    
     .         

   .  
    ,       ,  

 . 
 

V.     

      , . � �  1 


