MHOOPMALIMOHHO BX.
OBCAYXKBAHE Ne30-00-197/27.06.2024

IIpuiaoxenne Ne 2

KbM paMKoB gorosop Ne 93-00-97/03.07.2020

3asiBKa

no pamxkog 0ozoeop Ne 93-00-97 om 03.07.2020 2.

4

Ilo3unus oT Ne no peo
II-2024 r.: om III”
OnHcanue HA IronPort
JeHHOCT/IIPOeKT

cepriacHo IIT:

Ocuzypsgane Ha copmyepHa nodOPLIHCKA U NOOHOBSEAHe HA NPABo HA non3eare Ha nuyensu Cisco

CPV ko 48517000-5

H3uckBaHe 3a
JOCTBI 10

KIacHpuoupana | HE
HHpOpMALNHSA

JTA/HE

CToHHOCT: (cmotiHocmma
cnedea oa cLomeemcmea Ha
3anoxcenama e Ilnan-zpaguxa)y

oe3 JUIC

94 170,00 ne. 6e3 JJJIC

Cpok 3a IIamase:
(eonoxpamuo, Ha yacmu,
nepuoouyHo unu op.)

Ha yacmu, mpu paeHu nawjanus, Kakmo cneoea:
ITvpeo nnawane: cned noonuceaxe Ha NPUeMo-NPedasamenHu NPOMOKOIU NO 4l 6 om
0ozoeopa, yoocmoeepasauju 0CU2ypaeane Ha copmyepHa nooOPbLHCKA U NOOHOBABAHE
Ha NPaeo Ha Non3eaxe Ha nuyeH3ume u paxmypa 3a nvpeume 12 meceya;
Bmopo niawane: ¢pakmypa 3a cnedsaujume 12 Meceya, u30aoeHa é nbpeus Mecey Ha
nepuooa;
Tpemo nnawjane: pakmypa 3a cnedsawjume 12 meceya, u30aoeHa é nbLpeus Mecey Ha
nepuooa;
B cnyuaii Ha ocuzypeHo uHaHCUpaHe - 6b3IMONCHOCH 3a €OHOKPAMHO NIAUjaHe 8
nwlleH pamep.

ILl1amaHe ¢ AKPEeAHTHB /
ABaHCOBO 1AM aHe (YCJIOBHSA)

JIA/HE

HE

JIOKYMEHTH 3a ILIalIaHe ¢
AKPEIHTHB

Henpunoxcumo

Cpok Ha H3NbJIHEHHE: (OMm
oama — 0o oama unu e meceyu,
axo He e 068bLP3aH ¢ KOHKPEMHA
oama)

e Cpox 3a ocuzypseane Ha copmyepHa NOOOPHLHCKA U NOOHOEABAHE HA NPABO HA
nonzease Ha nuyeHume 3a cpox om 36 meceya, oo 13.12.2024z.;

e Cpok Ha npagomo Ha nonzeaxe u nooopwvicka — 36 meceya, cuumaro om 13.12.2024
2.00 12.12.20272.

TapaHIHOHEH CPOK:

HEITPHUJIOXXHUMO

OTYHTAHE: (NEPUOOUYHO —
nocouea ce nepuoo,
e0HOKpamHo, cpox 3a
omyumade, omyemsu
OOKyMeHmu)

Eonoxpamuo. C noonuceanemo om cmpaxume Ha npuemo-npeoasamenex npomoxo no ui.
6 om 0ozoeopa, yoocmoeepsaeauju 0CUzZypaeaxe Ha copmyepHa nodOPwLIHCKA U NOOHOBABAHE
Ha NPaeo Ha NoN3eaxe HA NUYeH3ume 3a cpox om 36 meceya.

IpuiaoxeHds: (Hanp:
mexHuyecKu napamempu,
obpasyu Ha omyemHu
OOKYMeHmMU)

Texnuuecxku napamempu (TII)

HacTrosimara 3asiBKa Ja ce H3NbJIHH OpPH YCJIOBHATA HA NPHIOKEHHTE TexHH9IEeCKH napaMeTpH.

3annyaBaHusTa B JOKYMEHTUTE ca Ha OCHoBaHWe 4. 4 ot O6wmsa
pernameHT OTHOCHO 3awuTaTta Ha gaHHuTe - PernameHT (EC) 2016/679




3ASIBKATA e UIBST'OTBEHA U ChIJIACYBAHA OT:

KoopunHaTop no 3asiBKarta:

PbkoBoauren Ha
NPOEKT/AeiiHOCT Mo 3asBKaTa
(Hamp.: TpencTaBUTEN HA
JPEeKnusiTa — 3asBUTEN):

3ASABKATA e OJIOBPEHA OT:

PbKoOBOAHTE HA AOTOBOPA OT
crpana Ha Bb3JIOKUTEJIA:

3ASIBKATA e IIPUETA 3A U3ITbJIHEHUE OT U3ITBJIHUTEJIA:

Koopaunatop ot
»AHpopmannonHo
oocay:xkBaHe* A/l mo 3asiBkara

PbkoBoauTesn Ha
NMPOeKT/AeHOCT Mo 3asiBKATA

PbkoBoauren no
H3NbJIHeHHeTo Ha JloroBopa
ot ,,IndopmaunonHo
oocay:xkBane“ AJl

\®}
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TEXHUYECKH ITAPAMETPH

3a ,,Ocueypseare Ha cogpmyepHa nodOPvIHCKA U NOOHOBAEAHE HA NPAGO HA NOI36AHE HA UL eH3U
Cisco IronPort*

1. Oobexm Ha 3as6Kama

OOGeKTHT Ha 3asiBKaTa ChINIacHO OOIusA TepMHHOIOTHYeH pedHHK — CPV e ¢ KoJI, KaKTo clle/iBa:

CPV ko Onucanune
48517000-5 Co¢TyepHH NaKkeTH 3a HHYOPMAIHOHHA
TeXHOJIOTHH

2. Oowa ungpopmayusn
2.1. Tekymo CbCTOSHHE

B AreHnus 1o BIHCBAHHATA Ce H3II0JI3Ba CI0KHA HH(QOpMAaIlHOHHA HHPPACTPYKTypa, 3a Ja
H3IIBJIHABA 3aKOHOBHTE CH 3aJb/DKEHHs KaTO aJMHHHCTPATOp HA IeT HAllHOHAIHH PerHCThpa:
THProBCKH PEerHCTHP H PETHCTHP Ha FOPHAHYECKHTE JIHIA C HeCTOIIaHCKa Hell, FIMOTeH perucTsp,
Peructep byicrar, IleHTpaneH perucTep Ha 0OCOOEHHTE 3a103H H PerHCThED Ha HMYINECTBEHHTE
OTHOIIEHHS Ha ChIpy3HTe. KbM HACTOAIMHA MOMEHT B ATEHIHs II0 BIIHCBAHHATA € BHeJpeHa
CHCTeMa 3a 3ammuTa Ha e-mail Tpaduka Gazupana Ha Cisco IronPort ESA C190, cecTaBeHa OT
Xapayep H HeoOXOoOHUMHTe ()YHKITHOHATHH JIHIIEH3H

Peanm3upaHeTo Ha 3asBKara Ie JOIPHHeCe 3a OCHIyPsABAaHeTO Ha TeXHHYecKa IMOJIphKKa Ha
codryep 3a 3ammTa Ha e-mail Tpaduka Cisco Secure Email, upe3 3akymyBaHeTO Ha T'OJHINHA
TeXHHYecKa MOJIPHKKa 3a THIIeH3HTe Ha TO3H coTyep.

TexHHUYecKaTa NOAAPHKKA HA THIEH3HTe € 10 13.12.2024 r., cerinacHo Tabmunal mo-aomy:

Tabmuna 1
Ne [ ITpomykToB HOMED Onucanue K-s0o |B
MOAIPEHKKA
J10:
1. | CSEMAIL-SEC- Cisco Secure Email XaaS Subscription 1 13.12.2024
SUB
2. | SVS-EMAIL-SUP-B | BASIC SUPPORT FOR EMAIL SECURITY |1 13.12.2024
3. | ESA-ADV-LIC Cisco Secure Email Advantage, 1000 | 13.12.2024
Essential+GSU+DLP+ENC
4. | ESA-MA-ULTD- Cisco Secure Email Malware Analytics 1 13.12.2024
LIC Unlimited License




ITopamun odumuHanHO oOsfBeHaTa HHpoOpMamHsg oT mpomsBoauTend, Cisco Systems, oT
12.06.20219r. e mpeycTraHoBeHa IpoAax0aTa Ha MOAAPHKKA 3a XapAyepHH ycTpoiicTtBa IronPort
ESA C190 Email Security Appliance. JIumen3uTte me ObJaT HHCTATHPAHH BHPXY BHPTYyalHa

CHCTeMa B HHQPACTPyKTypa Ha ATeHIIHS I10 BIHCBAaHHATA.

3. Oobxeam Ha 3aa6Kama
3.1. O6xBara Ha 3asBKaTa BKIIOYBA OOCHTypsABaHe Ha coP)TyepHa MOAIPHKKA H IOJAHOBIBaHE
Ha MpPaBO Ha IIOJI3BaHe Ha JHIeH3H 3a e-mail Tpajguka - Cisco Secure Email. Codrtyepa
MIpPeOCTaBs 3allHTa Ha MOINeHCKHTe KyTHH OT CIIaM, BHPYCH H JDYI'H HHOBAaTHBHH METOJH 3a
3aIllHTa OT aTaKH OT HOBO IIOKOJIeHHE: eBPHCTHYHH MeTOJH 3a OTKpHBaHe Ha HAaCOUeHH aTakH,
JHHAMHYHO IIOCTaBsAHE I10]] KapaHTHHA H IIpeHacouBaHe Ha Tpa(HKa 3a CKaHHpaHe Ha O0JIa4HH
ycayru (Anti-Spam, Anti-Virus, Outbreak filters). Cpmo Taka moagbp:ka TeXHOIOTHA 3a
KpHITHpaHe C H3MOI3BaHe Ha MH(PPOBH cepTH(OHKATH, KOITO OCHTYpsABa KPHIITHPAHO 3aTHTEHO
H3MIpallaHe H IOoJIy4aBaHe HAa ChOOIIEHHA, B CHOTBETCTBHE ChC 3aKOHOBHTe H3HCKBaHHA (TSL
encryption). be3 codTyepa He MOoXke Jja ce TapaHTHpa 3allHuTa Ha e-mail Tpapuka.
OnHcaHHe Ha HeOOXOQHMHTe IHIIEH3H H KOIHUeCTBa, IpeaMeT Ha 3asBKaTa, CHITIaCHO

Tabmuna 2 mo-a0my:

Tabmumna 2
Ne | IIpoayKTOB HOMEDP Onucanue K-Bo
1. | CSEMAIL-SEC- Cisco Secure Email XaaS Subscription 1
SUB
2. | SVS-EMAIL-SUP-B | BASIC SUPPORT FOR EMAIL SECURITY 1
3. | ESA-ADV-LIC Cisco Secure Email Advantage, 1000
Essential+GSU+DLP+ENC
4. | ESA-MA-ULTD- Cisco Secure Email Malware Analytics Unlimited 1
LIC License

3.2. JIuneH3uTe TpsOBa Ja MPeJOCTABAT 3aIIHTA HA IOIMEHCKHTe KYTHH OT CIlaM, BHPYCH H
JPYTH HHOBATHBHH METOJIH 3a 3aIIHTa OT aTaKH OT HOBO IIOKOJIeHHe: eBPHCTHYHH MeTOIH
3a OTKpHBaHe Ha HACOYeHH AaTaKH, JIHHAMHYHO IIOCTaBfgHE IIOJ KapaHTHHA H
IpeHacouBaHe Ha TpaHKa 3a CKaHHpaHe Ha o0mauHH yciayTH (Anti-Spam, Anti-Virus,
Outbreak Filters). JIuneH3uTe, KOUTO ca HEOOXOIHMH ca:
o  Outbreak Filters — 3a 2 (1Ba) BAPTYAJHH XO0CTA;

o  IronPort Anti-Spam —3a 2 (1Ba) Oposi BAPTYAJIHH X0CTA;




o  Sophos Anti-Virus —3a 2 (1Ba) Oposi BAPTYAJHH X0CTA;

o Graymail Safe Unsubscription - 3a 2 (1Ba) 6post BAPTYAJHH XOCTA;
o  Incoming Mail Handling — 3a 2 (1Ba) Oposi BHPTYAJTHH XOCTA;

o  [IronPort Email Encryption - 3a 2 (1Ba) 6posi BAPTYAJHH X0OCTA;

o Data Loss Prevention - 3a 2 (1Ba) 6post BAPTYaJIHH XOCTA.

o Bounce Verification - 3a 2 (1Ba) 6posi BAPTYaJIHH X0CTA.

3.3. 3a cpoka Ha MpoIbJXKaBaHETO MPaBO Ha MoJI3BaHe, MOAPbKKaTa Ciie/iBa Ja BKIIOYBA:

o IlpenocrapsHe Ha Bcnukn OesraTHu aktyanusaumu (Updates, Upgrades, Renewals,
Plug-Ins & Plug-in Modules, etc.) no Haili-HOBUTE XapaKTEPUCTHKH W
(YHKLIMOHAIHOCT Ha TIPOJIYKTa;

o IlpenocrapsiHe Ha Bcuuku nomnpaBku (Fixes & Patches, etc.) HaNUYHU 3a IPOYKTA;

o  OcurypsiBaHe Ha eJMHHA TOYKA 3a KOHTAKT — OHJIAlH cucTeMma 3a MojaBaHe Ha
3asIBKH, B KOSATO J1a O'b/IaT PErUCTPUPAHU BCUYKH 3aIBKH, BKIFOUUTEITHO MOy YEHH 110

TeJ'Ie(bOH " CJICKTPOHHA MoLIia;

4. Banuonocm Ha 00cmageHume AUUEH3U 3G NOOHO6AGAHE HA NPAGAMA 34 RNOI36AHE U
cohpmyeprua nodopvicka:

Ocurypenata copTyepHa MOJAPbKKA, JIMLIEH3U U TMOAHOBSBaHE HA MPaBO Ha MOJI3BaHE Ha
codTyepeH MPOAYKT 3a 3amuTa Ha e-mail Tpaduk Cisco Secure Email 3a cpok ot 36 (TpumeceT u

LIECT) Mecella, ceaBa a ce akTuBUpar, cuutano ot 13.12.2024r. no 12.12.2027r.

5. HM3uckeanusa KoM u3nviHeHUemo

W3nbnanurensT crneaBa ga OCUTypu JIMLIEH3UTE OT JIMIE, HAJUIeKHO OTOPU3UPAHO OT
MPOM3BOANTES MK O(UIIHATIeH HETOB TPeICTaBUTEN 3a MPaBo Ha pa3NpocTpaHeHHWe U I0CTaBKa

Ha npeajiaraHuTe NMpoaAyKTHU Ha TEPUTOPHUATA Ha Peny6n1/n<a B’bJ’[FapI/IH.

6. Macmo na oocmagka: rp. Codwus, yn. ,,EnncaBera barpsaa“ Ne 20
- Miscroto Ha u3BbpmIBaHe Ha yciayrure € rp. Codus, yi. ,,EnucaBera barpsaaa™ Ne 20 u yi.

»JIbueszap CtanueB" Ne 11.
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