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/             
         ,     . 

        GPS     -
. 

        

/             
 . 

   ,          
. 

      

     : 

             

     /         
 

           -
         

            -
  

            
    

     /         

     /        -
   

             

              
   

            
    ,     (  /   ) 
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. 

       

    ,        -
    ,    . 

           ,      
     . 

           ,      
 . 

o           
,   ,    

     ,     -
   

 ,            �   -
   �.        

  �     �, �   �  �  
   �. 

         -
   

                 
  .              

   �      �  �  -
 �  �     �. 

         -
     

           , 
   �      �  �   -

�  �     �,      
          .    -

   /    �     -
 � � �   �  �    

 �. 
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      ,      �    
  �  �   �  �   

  �     ,        -
 . 

         -
   

            �   -
   �.      �   �  

�     �,          -
   . 

        ,      �   -
   �  �   �  �  -

   �     ,       
  . 

     ,        
     

       ,    �    
  �  �   �  �   

  �     ,        -
  

       ,     
       

       ,          
  �      �. 

o          -
   

          -
          .  -
         ,        

      ,    -
/     .         -

            . 

               
               

 ,      . 
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o          -
    

             
         , -

            -
      . 

 

          -
      ; 

           (  
  ); 

             
� �  . 

 

6.4  
 

            
      ,      ,  

  ,    .      -
         � �,    � -

   �. 

 

6.5  
          

,      ,    -
     .   ,   -

          ,   
           

     . 

 

6.6  
             

  : 

   ; 
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   ; 

   ; 

    ,    ; 

   ; 

  . 

 

           : 

  ; 

 . 

 

        web  -  . 
     web-     .  

    ,            
. 

             
,          . 

 

6.7   
 

             
          2. .  

 ,          -
             

,          -
,    . 

       ,   
            e-mail . 

            
   .         -
   .  

      :  
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            -
    ;  

   ,    ,     
    ;  

           
  (  ,  , middleware,   ),   -

,          
 ;  

          ,   -
       ;  

            
        ; 

             
     ,    ,   

        ,     -
.  

 

7        -
 

 

,   . 7             
             

 ( )        � -
  1    -16-1785/09.03.2021   �     

       ( )      -
 ( )             -

 �. 

             , 
           � -
           ( ) 

      ( )         -
     �. 

 

7.1.      
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,   . 

 

7.1.1      

 
            

       : 

       ( ),  -
   ,          -

  � :      ;   
    ,       -

   ; 

             
  . 
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     .       -
,        . 

            -
             , 

     ,      -
      ,     ,  

    ; 

            -
            

 ,       ,  -
    ; 

            -
        ,  -
    ; 

            -
         - ,   

         ,  -
    ; 

            -
     POS ,       

             
 . 

 

              
 , ,          . 

 

7.1.3     

 

        , -
   : 

         -  (web-services)  
           

(sync pull)   ,         1   95%  -
,         .    
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            -
       .       -

         ,    . 

            -
   �push�  �pull�,      �    

         -      
  (use cases),    ; 

            (Distributed 
Caching)  �  �,    /       

 ,        (Cache 
Coherency)     ,    ;  

         ,   -
          , -

 ,        ,   -   
       . 

 

7.1.4     

 

        ,    
 .          

 . 

 

           -
      910/2014     ; 

           -
          -
    .        

           �   
        �  �. -

          SAML 2.0 /  
OpenID Connect; 

             -
    �  ,       
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,   ,        -
   ; 

            ,  
     : 

o          
           -

 .         
 ,     ,      -
    �  �; 

o          (in-line 
validation),      ; 

o         (in-line validation)  -
      � �, � �  � �; 

o          
           

- ,          
  .      

  ,          -
. 

           ,  -
    ,      

,      ,      
        .   

        ,     
      ,    -

     � �         
      .     -

       ,   ,     
           -

. 

         ,   
       ,    -

        . 

7.1.5   
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        ,    
 .         . 

 

            -
   ,      (   � �). 

        ,  ,  
    2013/37/        -

         ; 

 [   ]          -
   ,  ,       

     ,      2007/2/   
     .        ,  

    2007/2/          
 ; 

            -
 ,        ,      

 ,         , -
     ,         

https://data.egov.bg/,         ,  -
        ( ); 

               
  ,    ,       ,  

  ; 

           ,  
    .        

  . 

7.1.6    

 

          -
,     .    : 

   ; 

    ; 
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    ; 

            � ODF, Excel, PDF, HTML, 
TXT, XML, CSV. 

7.1.7    

 

            
 ,        , -

, ,      . 

      �     
     . 

 

7.2.      
 

7.2.1.      

 

   ,       ,  
          ; 

       ,       -
     , ,   ,  ,  -

  ,        ,   
     ,          

,       ,   
    . 42, . 1         ; 

          : 

o GPL (General Public License) 3.0 
o LGPL (Lesser General Public License) 
o AGPL (Affero General Public License) 
o Apache License 2.0 
o New BSD license 
o MIT License 
o Mozilla Public License 2.0 
o EUPL (European Union Public License) 
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   (Source Code),   ,     -
                

               , 

 V �    �  ; 

       ( )     
( , , )        ,  

    .    ,       
      ,  .     

       ; 

             -
     ,        -

,    , ,   . 

 

         .    -
     .       .  

    (Source Code)      -
,       . 

 

7.2.2.     

 

               -
   . 

             -
            , 

     ,    . -
           

   ,   , ,   -
 ,      . 

 

           -
.            -
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  ,         -
.        /  -

  ,       ; 

            -  
  -  ,   .      -

           ( -
)  ; 

        ,     
      ; 

  ,         -
    (SOA, MVC  )   - ,    

         ; 

        ,   -
 � Service Oriented Architecture (SOA); 

           -
           -  (Web Services), 

           ,    
 �     ;     /    
         � Application Programming 

Interfaces (API).             
      ; 

         -
   ; 

       ,    -
  ,     �  24      , -

   . 14  . 41   

    ,   - ,    
       : 

o    URL-  

o  GET  

o  HTTP header (Accept  ) 

            
   (SDK)        (.NET, Java, PHP); 
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       ,     
         ; 

          , -
     ,    .  -
            
 ,   , ,    

,      ; 

            -
      .     ,   -
,           .   

           ,      
 ,    ,   ,   

 ,       .     
      ,       -
; 

        (   ) 
     /  ,       -

  ,     (     
     )     ,  -

 ,       ( ); 

            -
         ; 

   ,       -
    ; 

    , ,      
   : , , ; 

         (    
,    ,   ); 

             �Sandbox�, 
               

 ,  ,      
 ,   -          

.               
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 ; 

           (  Solr, 
Elastic Search).           ; 

      ,        
  ( . . multitenancy),           

  ; 

      ,      -
   ; 

         ; 

            ,   -
       . 

 

7.2.3.   ( )      

        ,   -
   . 

              -
   . 

�         
          -

 ,        .    -
       ,    .  

      : 

            
            

  ; 
         

; 
        ,    ; 
         ; 
        ; 

           
,    ; 

       unit tests  code coverage 
 50%,     Continuous Integration (CI)  � 
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build bots, unit tests run,    /  
    . 

    ,      , 
   ,      .   closed source 

  , ,           -
,     ,       -
        . 

       ,   
 ,            -

      . 

�        
            -

  (fork)           , 
      ( https://git.egov.bg/explore/projects).  

     �upstream repo�    
governmentbg,      /commit identificator. 

          ,   
    fork   governmentbg       

.           
     �pull requests�       -

       .      -
     . 

              
   .  ,      -

,     ,   ,  -
          . 

7.2.4.       

 

           ,   
  . 

 

           : 

 

 

 

Development  Development      , -
    .        
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   ,      � 
continuous integration ,      . 

Staging  Staging          
 Development   Production .      

 ,     . 

Sandbox 
Testing 

 Sandbox  ,       , 
    ,      -

 . 

Production   ,          
     . 

            -
   .        

        . 
 

7.2.5.   ,    

,     ,       -
        .     

      -       -
             -

.              -
       . 

  , , ,   ,   -
    ,           

     .         
     ,       ( 

https://git.egov.bg/explore/projects). 

      ,   ,   ,    
                -
  �mock up� ,         . 

            -
         : 

      ,    / -
/ ; 

    50%         -
; 

   continuous integration ; 
   dependency management. 
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     ,   build-      (deployment), 
     : 

     build; 
 /   build; 
  /  build ; 
        ,   

  build- . 
7.2.6.    

7.2.6.1       DoS/DdoS  
 

     .       
        . 

        �Rate Limiting� /  �Throttling�   
          - ,      

    ,      - -
 (Web Services)   .  

           -
   , -   ,      URL/URI. 

            -
   ( .    )    -

              . 

 

7.2.6.2       
 

     .       
        . 

   ,        -
          ,      

     ,       
    . 

            
     ,    ,   -

  ; 
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           -
    �     ;       

    ; 

        /     
              -

  ; 

            -
           .   

    (Use Cases)         
,   -    �    Memcached  

Redis    Redis GeoAPI     -    -
     ,    ; 

         : 

             -
       ; 

       ; 

         -    ; 

    ; 

 ,         . 

              . 

 

7.2.6.3  
 

      .     
             -

.    -       -
        �        -  

 1 ,   1     95%  ,     
  (Network Latency)         

[            -
 ,   ,      -
]. 
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         ,  ,  -
   . 

 

7.2.6.4   HTTP/2 

     ,        
    HTTP/2        

     : 
  header compression; 

   brotli   ; 

  HTTP pipelining; 

 HTTP/2 Server push,   ,   
(CSS, JavaScript   .); 

          TLS 
cipher suites         � AES-GCM  
x86      (   AES-NI CPU ),  
ChaCha20/Poly1305  

   (    ARM ); 

   /    HTTP/2,     fall-back 
  HTTP/1.1.            

  ,  / ,  HTTP/2,   . 

7.2.6.5    
 

            . 

            
    - ,     / ,     -

  . 

     ,       -
 ,  SHA-256.  ,        (  -

,   .),       ,    -
      . 
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           -
    ,        ,  -

        ,   
    910/2014,         1  2017 .; 

           
        Java        -

   Java Runtime,          
      .      -

 : 

       ,    , -
             , 

      �       
            ; 

   -    ,   -   
(Browser Plug-ins),          

,     ,           
           -

 ; 

       ,     -
   . 

 

7.2.6.6         
 

           �  
     �  60%,    ,     

  (Continuous Integration),       
   ,           , 

     (Dependency Management); 

 

7.2.7.       

            , 
            

    ,   . 
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        ,     -
        (    )   .   
        ( . Bcrypt, PBKDF2, scrypt (RFC 

7914)        ,        
     (transparent data-at-rest encryption); 

            ,  
      ; 

      Self-Signed    ; 

   (      )    -
      HTTPS.        -

    (Verified Identity),     TLS 
1.2,      ,   -    
(Microsoft Internet Explorer, Google Chorme, Mozilla Firefox).     

              
   ; 

          ,   
    SSL Labs      

(https://www.ssllabs.com/ssltest/).           -
     (Reverse Proxy)    ,   

          ( -
      )  HTTP Header- .     

      Spoofing; 

          Reverse Proxy -
     ,         

,  -   TLS 1.1.       
            -

     ,        -
; 

      (Web Services)      
 HTTPS      TLS 1.2;  

            
        ,   SQL , 

XSS       ,   ,   ,    
      ; 
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           OWASP (Open 

Web Application Security Project); 

             .  
  ( , , , )     -

: 

o  ; 

o      ; 

o  (      ); 

o    ,    ; 

o        ,  
; 

o ; 

o   ; 

o   . 

           -
       , , , ,     -

 � ,       ISO 8601:2006; 

            
 ,     ,       

      III,  6    910/2014.    -
       ,    

,          ,   , 
    RFC 3161; 

        (penetration tests),     -
        . 

7.2.8.  

 

            , 
  . 
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7.2.8.1        
 

     .       
 ,          . 

 

          -
              

 WCAG 2.0,   ISO/IEC 40500:2012; 

 

            
 ,    EN 301 549 V2.1.2 (2018-08) �  

        ,     . 58 , . 2  3  
 

 
        GET     (URL).   
   POST        ,   

   ; 

          -
        ,    -
         .     

            
�   - ,        -

 (Responsive Design); 

       (Captcha)       
  /  . ,     �Rate Limiting� /  

�Throttling�     
. 7.1.1.   .     Captcha   -

      � �; 

                -
         � , -

     .; 

             
             

-         .      
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             (HTML, 

JavaScript  .)        -    ; 

      HTML Frames,         -
 ; 

              -
  : 

o     HTML5 (HTML Semantic Elements); 

o JSON-LD 1.0  (http://www.w3.org/TR/json-ld/); 

o Open Graph Protocol (http://ogp.me)       
        ; 

 
             -

         . 

            
,            -

          .  
      (Serif). 

 ,      ,        
    ,        .    

            -
   . 

       ,         
 .         -

  . 

           . 

           . 

             
 ,     ,   RFC 1123,  -

  ;  

          ,    
     ,   .  
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       ,   ,   
     .  

        ,    
        . 

            -
.                

 .             -
        , 

            -
 ; 

              
     , ,    , 

  .          
             HTML ,  

; 

            
      (lazy load). 

7.2.8.2  
 

     .       
 ,          . 

 

             -
,   /    ; 

     ,     -
 ,         ,   

 , -  ,   .   -
           Unicode 5.2  

      ,       UTF-8 
   .  

         -
,      . 

              -
       ,      .   
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      ,       
           . 

           , -
        , ,  

   , , ,  ,  
   . ,        ,  -

/    ; 

            -
 ,     ,     . 

    ,   ,      -
,              -

       ,   ; 

            
            ,  

          ,     
,        ; 

            ( ). 

              -
                

    /      : 

o       �DD.MM.YYYY HH:MM:SS�,   
             

-      ; 

 

7.2.8.3       
 

     .       
 ,          . 

 

             
    AJAX    ,       -

 : 
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o        � �   -
   /     ; 

o             
  (autocomplete)    ,     

,            
            

10 ;  

            -
    � � (in-line validation).        

  ,            
  ; 

    ,  ,      
       ,    ,    
,           -

              
   ,           -

  ; 

             -
  ,        ,    

 : 

o       ,     -
/ ; 

o        (  ,     
    ); 

o       ; 

          ,  
  ,           

        ; 

   ,      
          ,   

   ,       (plain-text). 
 ,    , ,   .   

           
/    /     ; 
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           -
         ,   
   -   ,  / /    -

 ,      ,     �Mouse 
Hover/Mouse Over� ; 

           ,  
          ( . ),   -

  ,      . 

            
  . 48, . 5  . 

7.2.8.4           
 

     .       
 ,          . 

 

        /   -
      ,        

             
; 

            ,  
 ,  / /  ,      -
       ; 

            -
: 

o        ,    
  � ,  ,    ,  (   

      � ),   ; 

o          / : 

-     (    ,   ,  
�   �, �   �; 

-       ,      
; 
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-            -
  /    ,   

     . 

 
7.2.8.5       

 

           ,  
   . 

 

            
      ( , ,  -

,   ,  ,     .)   
 (RSS 2. , Atom  ),        

   ; 

           -
,               

   ,          -
 ;          

    . 

 

7.2.9.   

 

           ,  
   . 

 

           
   ( ),        ,    -

      (  ). 

  ,        ,     -
  : 

 /   ; 

   ,     ; 

 ; 
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 ,     ; 

  . 

               
,   -           

: 

              -
 ,       ;    ,   

      ; 

              
      ,       -

; 

           ,   -
            2  ; 

           
    ; 

              -
   ;        . 

7.2.10.         

 

           ,  
   . 

 

     (   (NoSQL)     
        ,  . .: 

       (   )       
 ,         ; 

         ;       
 . . sharding; 

          ; 

        ,      -
  ;           -

; 
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         foreign key; 

        ,   EXPLAIN (  
SQL  ),          ; 

      ,        
   ; 

      (batch)      -
; 

        ,  ; 

    ORM           
,         ( . . n+1 selects ); 

           -    
  ,    . 

7.2.11.          . 12, 
. 1   

         ,    -
       : 

            -
,       ,     ,     

  ,           
  . 

        ,        
         . 

     TCP  User Datagram Protocol (UDP)    
      ,    -

      . 

    ,        
  ,    ( , ,   .)    -

        .   
       . 

      ,   ,  -
,       ,  head rs    

 ; 
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       HTML,        -
; 

      -      , -
          URL; 

        headers,     ; 

       (connection Timeout) � ,   -
   headers  ,    ,      

       : 

            ; 

          ; 

  (cookies)   : 

    (security flag),   ,  � �    
    SSL ; 

  HTTP only,   ,  � �      
 ,    ,    ; 

          DNS,     
DNSSEC (Domain Name System Security Extensions); -    �    , 
  . 

      (Logs)     : 

    ,    ,    -
,    ,  ,   -

     ,       -
     ,    -   -

  ,   ,   ,     
       ; 

            ,   -
 ; 

            -
   ,     NTP V4 (Network Time 

Protocol,  4.0  ),   RFC 5905  IETF  2010 .,    -
      UTC (Coordinated Universal Time),  ; 
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            -    
. 

8        
 

8.1.  1:      
 

8.1.1.    

    1:         -
,    . 6.     . 

 

8.1.2.      

         ,  
  . 6.3.    : 

  
            
          -  
       
      
              -

   
            
      
       
            
     
          
       
   �    

 

8.1.3.   

 

          -
  .          

      . 
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8.2.  2:       
      ( ), -

     ( )      -
 

 

8.2.1.    

 

    2       , -
     1. 

 

            -
   ,            -

/     ,      
    �  �.          

  ,          -
 . 

    : 

      ( )           
     112; 

          ( -
). 

        /   -
          . -

        IP  .  
     :   (      -

  ), IP         -
     ,     - -

       . 

           -
         ( ).  

  /         -
    ,     ,     

   . 

        ,    -
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 .      ,     -
. 

 

8.2.2.      

        

   

   -
    -

  ( ) 

     
   , 

      
    

     . 

24 7 

   -
   ( ) 

    
     
 . 112   

24 7 

            
   

24 7 

 

            -
      ( ),     -

 ( )       

o  

       . 

            .  
        : 

    �    , -
,    . .; 
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      ,      
 ,      ; 

 

o   

       ,  -
      : 

         � 
 

    ; 
      ; 
       ; 
        . 
             

     ; 
      ,      -

; 
      ,    -

  ; 
   ,        -

        ; 
      

             
       IP      -

   
     

         ; 
          

    ; 
      ; 

 

o    

      ,    ,  
  , 365   . 

     -   : 
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         . 
           -

 ,      ù . 
         ,  

    ù . 
         ,    

   . 
            

          : 

   -  � -    3 ; 
          -

   � -    3 ; 
           � 

-    3 . 
            -

 ,        . 

o  

           -
   .         web -

 -  .      web-  -
   .      ,    -

        . 

             
,          . 

 

8.2.3.          

          e-mail  : 24x7x365; 
    �  2       . 
        :  6   -

 . 
         �   48 ,   -

  � 10 . 
 

8.2.4.   
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,   ,           

   .          . 
,             -

            -
. 

   ,         -
     : 

       ,    
    (  . �  �  2   � . �  � 

11) 
          112  ,    

      . 
      

o           112  
   ;     ;    

; 
o      ; 
o       ( , , ,  ); 
o   ,      . 

 

8.2.5.   

 

       ,   
 . 

 

9  
 

9.1.    
 

      ,   , -
    ,      ,    -
    ; 
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(ODF/  /Office Open XML/MS Word DOC/RTF/PDF/HTML  .),   -

/              
  ,     ; 

 ,        ,    
        ; 

            
  (API),    , ,    

 .          /   (SDK)  
     , ( )  Java  .NET.   

           API- : 

o     (end-point)      -
   ; 

o       ( , ); 

o       ( , ). 

   REST -       
 API Blueprint (https://github.com/apiaryio/api-blueprint), Swagger (http://swagger.io)   -

 .         SOAP ; 

 

9.2.    
 

,     ,   : 

 
   ; 

   ;        
   ; 

 

       . 

9.3.    

            -
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  (  ),         -
.  

   ,         -
,            . -

    (  )      -
    10 ( )     .    ,  

              
  (  ). 

9.4.   

 ,    ,        -
 /   ,   : 

    ,       
 , , ,   ,   -

  ;  

     �      -
    .       . 

            -
   ; 

     ;  

 

10  

        : 

 
   1:  
o         1; 
o    ; 
o          

               
       2. 

   2:  
o       36 ,     

,    ,       1. 
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  2 

             

 

 

 

 

 

 

 

   

:  

�          

    ( )    -

  � 

 

 

 

 

 

 

 

 

 

. , 2024 . 
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I.  : 

  �    

  �   

  �      

  �      

  �      

  �    

  �    

  �     

  �         -

 

  �     

  �    

  �     

  112 �   112 

  �    

  �   

 

II.   

           

             

       ( )     

  ( ).  

 

III.    

         ( -

)    -       

( )     ( ).  
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          -

   (    ),    28    27 

         (2  -

   )          -

   ,     .  

        ,     

.  

 ,       .NET FRAMEWORK   

 MS SQL.   

     ,      -

 /          -

   / .   

         ,   

   .       -

       ,     -

.  

    ,   ,    

    ,       .  

              

.  

       ,     -

,    .          -

              

  .          ,  

 ,    .     

           , 

         .   
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             -

   .        -

   ,            . -

        .  

  ,      ,    -

  ,  ,       -

    .  

           ,  -

   ,            , 

    ,        -

.  

         ,  

        ,    

     .       

    ,       ,    

   .   

             

 .             . 

         .   

              -

   .             

      .  

        .     

         -         

    .        -

               -

    .  

          -

.     :  
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�      ,      -

   ;  

�   ;  

�   ;  

�       ;  

�    ,          -

             -

 ;  

� ;  

�   ;  

�       ;  

�      ,          

,    ,       -

         .    -

         .  

           :  

         ;  

�    ;  

�     ;  

�           ;  

�      ;  

�     ;  

�       ;  

�       ,       

;  

�         ;  

�     ;  

�     ,      .  

�        :  

o       ;  
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o       ; o   -

 ,      ; 

o        ; 

o         19     -

   . 

          

 .       ,   

    ,             

 . 

            

 .       :  (   

,   )   (    ,   

 ).            

           .     

                

  .  

        -

      .       

   (pdf, xls, doc  )       

      .    : 

�  ; 

�  ; 

� ; 

� - ; 

�     / ; . 

            

           /   -

  : 

�     ; 

�     ; 
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VII.      2 

1.            

,      ,      -

   . 

2.         , , ,  

    . 10          

 ( ), : 

( ) ,  ,        (  . . -

,   )         ,  -

     / , ,      -

        . 

( )            -

/ , , .  ,     , -

        (  . .  ,   

),          / , , , 

         ,   -

  .           -

  ,    2 ( )    . 

( )   ,      ,  

            

  ; 

( )            -

,        ,        

 .         -

,    ,      . 

 
2        ,  ,       

  ( ,   )        
 ,          . 
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3.       ,     

              -

/ , , . 
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