MpunoxeHwue Ne 1.8.

TexHuyecka cneumdmkauma no obocobeHa nosmuma Ne 8 ¢ npeamert:

»JOCTaBKa Ha CUCTEMa 3a ynpaBrieH1e U KOHTPON Ha eNleKTPOHHAaTa UAEHTUYHOCT U
AocTbna Ao uHdpopmauumaTa“

1. Mnatdopma 3a ynpaBneHne Ha MAEHTUYHOCTTA Ha NOTpeduTenuTe

06wu usncksaHus

REQ.1. Tun nuueH3: BeyeH (perpetual), ¢ BkMtoYeHn 60 Mecelja noaapbKka

Bpoit nuueHsm:
e 1 6pon 6a3oBa cucTema 3a ynpasneHue 1 KOHTPON Ha LMGPOBUTE MAEHTUYHOCTY M JOCTbNA
[0 UHopMaums, BKIoYeHn 60 Mecelia NoAApbLXKA Ha cucTemara;
e [IOMbIHUTENHM NnLeH3n 3a moayn 3a 8000 notpebutens 3a (yHKLMM 3a KOHTPON Ha JoCTbNa
[0 UHopMaums (access management), BKToueHn 60 Mecela NoaapbKka Ha Mogyna;

REQ.2.
e [OMbIHUTENHM NuUeH3N 3a mogyn 3a 8000 noTpebutens 3a yHKUMM 3a ynpaBreHue W
KOHTPON Ha UumucppoBuTe MAeHTUYHOCTU (identity management), Bkniovenn 60 meceua
noaapbXKa Ha Moayna;
e [IOMbHUTENHM NnLeH3n 3a moayn 3a 8000 notpebutens 3a hyHKLMM 3a 3aLLUTEHO BMCBaHe
Ha noTpebutenuTe B cuctemmute (secure login), BknoveHn 60 mecela nogapbxka Ha Mogyna;
REQ.3. [la Moxe Aa ce ynpasrnsiBa Cb3aBaHETO Ha akayHTM!.
REQ.4. [la Moxe Aa ce ynpasrnsiBa NpOMsHaTa Ha npasara, CBbp3aHu C akayHT.
REQ.5. [la Mmoxe Aa ce ynpasnsBa Ae-akTUBMPAHETO Ha akayHTu (account revocation).
[la pa3nonara ¢ aBTomaTuampanu pabotHu npouecu (workflows) 3a 3asBsiBaHe 1 ogobpeHue Ha npasa
REQS. 3a [0CTBN [0 pecypeu.
[la npegocTaBs Bb3MOXHOCT, NOTpebutenuTe camm Aa 3asBsiBaT ¥ CMEHAT Naponu — ycnyra Tun
REQ.7. -
,Password Self-Service”.
REQ.8. [la npepocTtaBs Bb3MOXHOCT 3a 3asiBsiBaHe 1 04obpeHne Ha ycnyra 3a CamoobCyxBaHe.
REQ.9. [la morat fa ce HabniogasaT 4enHOCTUTe Ha noTpebutenute.

REQ.10. |[a v3BbpLuBa 0aWT Ha npaeata 3a AOCTb.

REQ.11. |[a npepocrass 0T4eTH 3a AOKa3BaHe Ha CbOTBETCTBUE CbC 3aKOHOBM W HOPMATUBHI JOKYMEHTMU.

[la pasnonara C LEHTpanusupaHo XpaHWruLle 3a CbXpaHeHue Ha WMHdopmaums 3a uudposu

REQ.12. WOEHTUYHOCTM, NPOCTW PONK, KOMMO3UTHU PONK, YTbHOMOLL@BaHWS, NpaBa Ha 4OCTHIN.

[la n3BbplIBa OAMT Ha AENMHOCTUTE, CBbP3aHK C AaBaHe / NpoMsHa / OTHEMAaHe Ha npaea W ga
REQ.13. npefocaTBs OTYETK.
REQ.14 [a moraT ga ce HabniogaBaTr LEHTpanuavMpaHo AENMHOCTUTE, CBbp3aHW C fJaBaHe / npomsHa /

OTHEMaHe Ha npa.a.

REQ.15. |[a npegocTaBs ynpaBrieHWe Ha ponu.

REQ.16. |[a npegocTaBsi ynpaBrieHne Ha aTectauun Ha ponu.

REQ.17. |Ha npepocTass ynpasneHue Ha yHKUMMTE NO camoobenyxBaHeTo Ha noTpebutenute (self-service).

[le e Bb3MOXHO MbPBOHAYANHO KOHAUIYpUpaHe Ha peLLeHneTo B cpeaa 663 MpexoBa CBbP3aHOCT 1

REQ.18. cnep nposepka Ha (*)yHKLI,I/IOHaJ'IHOCTTa — BHEJpABaHe B pealiHa NpoayKUMOHHa cpeaa.
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[la npepocTaBsi rpadMyHO NpeacTaBsHE Ha KOMMOHEHTUTE Ha peLIeHWeTO 3a YrpaBreHue Ha

REQ.19. N

uncpom ngeHtuyHocTu (L) n HabntogeHre Ha B3aMMOAECTBMETO UM M CbBMECTHaTa UM pabota.

[la npepocTaBs Bb3MOXHOCT 3a MoAM(MLMpaHe M TeCcTBaHe Ha cpefata Ha peLleHVeTo 3a
REQ.20. ynpaeneHue Ha L.

[la npepocTaBs Bb3MOXHOCT 3a NpeHacsiHe 0T TeCToBaTa cpefa B peanHarta npofyKUMOHHa cpefa Ha
REQ21. 4acT OT PELLEHUETO UIN Ha LANOTO peLLeHue.
REQ.22. |[a npenoctaBs Bb3MOXHOCT 3a CbBMeCTHa paboTa 1 cnofensiHe Ha HAKOMKO ekuna No BHeApsBaHe.

[la n3sbpLuBa aHanuamnpaHe, oboratsiBaHe u paswimpssaqe Ha LIW. KoHTponupaHe Ha M3ToYHMLmMTE Ha
REQ.23. LIX B pamkuTe Ha opraHusaumsTa.

[la n3sbpLuBa acoummpaHe Ha atpubyTute Ha 6asata gaHHW ¢ LI Ha npunoxenusita kbm 6as3ata C
REQ.24. naHHu ¢ LW Ha pelwenveTo 3a ynpasneHue Ha LW (schema map attributes association).

[la n3BbpLuBa aHanu3 Ha AaHHuTe 3a LW, HammpaHe Ha npoTuBOpeYns:, U34nCTBaHe Ha faHHu 3a LW,
REQ.25. |OCbluecTBABaHe Ha CbOTBETCTBME MexAy MOAOOHM BEMMUUHW MEXOY NPUNOXHUTE CUCTEMU W

peLleHneTo 3a ynpasnexue Ha LN

[la no3sonsea feduHuUpaHe U KOHMUrypupaHe Ha nNpouny 3a aHanusupaHe Ha eauH Unn noseve
REQ.26. Habopw OT JaHHW.

[la npegocTaBs METPUYHM JaHHW 33 CpaBHEHWE Ha CTOMHOCTM Ha aTpubyTu 3a onpeaensHe Ha
REQ.27. |CbOTBETCTBMETO Mexay opmaTuTe Ha faHHu 3a LI B npunoxHute cuctemu 1 B cuctemara 3a

ynpasneHue Ha LIN.

[la npegocTaBs Npogunm Ha CbOTBETCTBIETO 3a CPABHEHME Ha CTOMHOCTU B €4MH 1N noBeye Habopu
REQ.28. OT AaHHu 3a LK.
REQ.29. |[a moxe aa oTkpuBa aybnupaHe Ha CTOMHOCTY B eAnH Habop oT aaHHu 3a LW
REQ.30. |[a moxe Aa OTKpMBa CbOTBETCTBME MEXAY CTONHOCTM B Ba Pa3nuyHu Habopa oT AaHHM 3a LIN.

[la npegocTass aeduHupaHe Ha Habopu OT pa3peLleHns 3a JOCTbI, CBbP3aHK C €4HA UMK NoBeye
REQ.31. MPUMNOXHK CUCTEMM.

[la npepoctaBs CbbupaHe Ha MOEHTUUKATOPU Ha akayHTW OT CBbP3aHUTE CUCTEMM U CBBP3aHUTE C
REQ.32. TAX paspeLleHns 3a JOCTbN.

[la npepocTaBs LEHTPanW3MpaHo paspelleHne Ha AOCTbM Ha noTpebutenute [0 CBbp3aHUTE
REQ.33. MPUMNOXHK CUCTEMM.
REQ.34. |[a pasnonara ¢ BrpageHu ponu ¢ pasninyHn H1Ba Ha LOCTHN KbM MOAYNA 3a ynpaBneHue Ha ponu.
REQ.35. |[a nossonsiBa OTKpWUBaHE Ha MPOCTU POSIK, KOMMO3WUTHU PO, NPOUIHN.

[la no3BonsiBa CbNOCTaBAHE Ha NPOCTY PO, KOMMO3UTHU POSIK, MPOUAN - OT PA3NNYHU MPUIOKHN
REQ.36. CUCTEMM KbM CUCTEMATa 3a ynpaeneHue Ha LIV

[la npegoctaBs LEHTPanu3MpaHo ynpasrieHne Ha NpoCT Posik, KOMMO3WUTHW POnW M Npocunu, B
REQ.37. pasnnYHNTE CBBP3aHN NPUMNOXHU CUCTEMM.

[la npegocTaBs aBTOMAaTM3MPaHO CPEACTBO 3a M3BAXKAAHE HA MHOPMALMS 3a POnK OT CBbP3aHUTE
REQ.38. |cucTeMM M Bpb3Ka C LIEHTpanHoTo XpaHunuwe Ha LW v ga pasnonara ¢ narnes (dashboard) 3a gasaHe

/ npomsiHa / OTHEMaHe Ha npasa.
REQ.39 [la moxe Aa ce ynpasnsiBa LieHTpanuaupaHo ype3 yeb-bpaysbp. LieHTpanusupaHo HabniogeHue,

KOHCbI/IprIApaHe N agMUHUCTPUPaHE Ha cucTemara.
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REQ.40. |[a npegocTaBs MHGopMaLWs B peasiHo BpEME 3a 34paBeTo Ha c1cTemMaTa i HEMHUTE KOMMOHEHTH.

[la npeaocTaBs CUHXPOHM3MPaHe, TpaHchopMmupaHe, pasnpeaensiHe 1 0GMeH Ha nHgopmauus 3a LI
REQ41. B paMKUTE Ha opraHu3aLmsTa Mexzay CBbp3aHu CUCTEMM U cUcTeMaTa 3a ynpasnexue Ha L.
REQ.42. |[a npenocTtaBs KOHTPON BbPXY NOTOLMTE OT AaHHW MEXAY CBbP3aHUTE CUCTEMM.
REQ.43. |[a no3Bsonsiea onpeensiHe Ha Kou AaHHK Aa ce Cnoaenar.

[la nossonsiBa onpeaensHe Ha KOs CUCTEMA € aBTOPWUTAPHWUS M3TOYHWK HA CbOTBETHATa Mopums
REQ.44. naHHI.

[la nosBonsBa onpefensHe Ha TOBa Kak JaHHWTE Aa Ce MHTepnpeTupaT v TpaHcdopmupar, 3a aa
REQ4S. CbOTBETCTBAT Ha M3NCKBaHMSATA Ha APYrUTE CUCTEMM.
REQ.46. |[a npenocTtaBsi CMHXPOHM3MPAHE Ha Mapony MeXay pasfnyHu CUCTEMM.

[la npenoctaBs aBTOMATM3MpaHO Cb3faBaHe Ha HOBW MOTPEOUTENCKM akayHTW B CBbp3aHUTE
REQ47. CUCTEMU.

[la npepoctaBs aBTOMATM3MPAHO MpeMaxBaHe Ha CTapu MOTPEBWUTENCKW akayHTW B CBbp3aHWTe
REQ48. cuUcTeMu.
REQ.49. |[anpenocTtaBs OTYET 3a [OKa3BaHe, Ye TOYHWUTE XOpa UMaT paspeLLeH JOCTbN [0 TOYHUTE Pecypcu.

[la npenocTaBs OTYET 3a JoKa3BaHe, Ye XxopaTa C OTHETY NpaBa HAMAT npaea 3a A0CTbMN B CUCTEMUTE,
REQ.50. 3a KOWUTO ca UM OTHETW NpaeaTa Ha JOCTbI.

[la npegocTaBsa OTYET 3a [JoKa3BaHe, Ye BCEKM CMYXMTEN MMa npaBa 3a JOCTbN 40 BCUYKN PECypCH,
REQ.51. KOUTO Ce MU3NCKBAT OT HerosaTa nosunyus.

[la npepocTaBs npocneasBaHe Ha BCUYKW LEHOCTM CBbP3aHW C AaBaHe / NpoMsiHa / OTHEMaHE Ha
REQ.52. Npaa.
REQ.53. |[anpepocTaBs 3anucBaHe Ha BCWUYKM LEHOCTM CBbP3aHM C AaBaHe / NpoMsHa / OTHEMaHE Ha npaea.

[1a yma Bb3MOXHOCT 3a NpeoCcTaBsHe Ha AaHHU 3a AeNHOCTUTE MO AaBaHe / NpoMsiHa / OTHEMaHe Ha
REQ.54. |npaBa, KakTo ¥ 3a LMpoBIUTE MOEHTUYHOCTI B OpraHM3aLysiTa 3a LennTe Ha BbTPELUEH UM BbHLLEH

oauT.
REQ.55. |[a npegocTaBsi npeaBapuTeNHO 3aAafeHn 0T4eTH 3a MHgopmaums cebp3aHa ¢ L.

[la npegoctaBs Bb3MOXHOCT 3a M3paboTBaHe Ha ChEUMUYHM OTYETU, TbPCEHUS U CrpaBKK 3a
REQ.56. WH(opmaLms cebp3aHa ¢ LIN.

[la npegocTtass LeHTpanHa MeTa-anpeKTopus 3a CbXpaHeHne Ha AaHHn 3a L. MeTaaupektopusita
REQ.57. |4avmMa Bb3MOXHOCT a € CBbp3aHa C BCUYKM U3TOUHULM Ha AaHHM 3a LI 1 ga moxe aa 0bmeHs aaHHu

3a UM cbe nstouHuumTe Ha LI Ha cBbp3aHnTe cuctemum.

[la npegoctaBs aBTOMaTU3MpaHe Ha 0OpabOTBAHETO U CUHXPOHM3MPAHETO Ha MPOMEHUTE Ha
REQ.58. |4aHHMTE, KOWTO HACTBMBAT, KAKTO B LiEHTparnHaTa MeTa-anpekTopus, Taka i B OTAETHUTE CUCTEMM.

AsTomaTu3aumsTa fa pabotu Ha 6asata Ha cbbuTUS (event-based).

[la npepgocTaBsi CTaHOApPTHO BrpajeHy OpanlBepu 3a CBbp3BaHE HA BbHLUHWM CUCTEMU KbM
REQ.59. LleHTpanHaTa MeTa-aupekTopus 1 cuctemarta 3a ynpasneHue Ha L.

[la npenocTaBsi Bb3MOXHOCT 3a paspaboTBaHe Ha cneuwduyHW [OpanBepu 3a CBbp3BaHE Ha
REQ.60. cneumguyHM cMcTeMU KbM cucTeMata 3a ynpasneHue Ha LIV v ueHTpanHaTa MeTa-aupekTopus.
REQ.61. |[a npegocTaBsi BbAMOXHOCT 3@ CBbP3BaHe C OTAane4YeHn CbPBbPY U CUCTEMM.
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[la npeocTaBs LEHTpanManpaHo XpaHunuile 3a cbbupaHe Ha BeudkaTa MHGOPMALMs CBbp3aHa ¢

REQ.62. LI, npaBata 3a goCTbN 1 AENCTBUATA 3a AaBaHe / OTHEMaHe / NpoMsiHa Ha npasa 3a A0CTHI.
[la npenocTaBs Bb3MOXHOCT 3@ M3BbPLUBAHE HA TbPCEHUS! - KAKTO CTaHAAPTHW, Taka 1 cneyudunyHm,
REQ.63. |aeduHnpanm ot noTpebutens otHocHo: LI, npaeata 3a 4OCTbN M AeicTBMSATa 3a AaBaHe / OTHEMaHe
/ NnpoMsiHa Ha npaBa 3a 4OCTb.
[la npegocTtaBs BrpajeHu CrpaBku 3a AOKa3BaHe Ha CbOTBETCTBUSI C BbTPELWHW /| HOPMATUBHM /
REQ.64. 3aKOHOBW aKTOBe.
REQ.65. |[a npenoctaBs Bb3MOXHOCT 3a Cb3iaBaHe Ha CneuntuyHm OTYETH.
REQ.66. |[a npepoctaBs aBToMaTU3vpaHa ycnyra 3a cbbupaHe Ha AaHHuTe cBbp3anu ¢ LIN.
[la npepocTaBs aBToMaTu3npaHa ycrnyra 3a cbbupaHe Ha JaHHW 3a CBbP3aHu CUCTEMM | akayHTM 3a
REQ.67. CbOTBETHA CcUCTEMA / NpaBa Ha AOCTbM / CTOMHOCTU Ha BENUYMHM / Npochunu Ha notpebuteny.
[la npegocTaBs aBToMaTU3MpaHa ycryra 3a peructpupaHe Ha cbbutus u cbbupaHe Ha OAMTHM 3anucu
3a [AeMHOCTUTE CBBP3aHW C Ponu W faBaHe / OTHEMaHe / NpOMsiHa Ha NpaBa, KaKTo M 3a LeilHOCTY
REQ.68. CBbP3aHU C OTYETW OTHOCHO BMbKBaHe, MoaudMKaLus, N3TpUBaHe WK Cb3aaBaHe Ha rpaduk 3a
OoTYer.
REQ.69. |[a npenocTaBsi NnpoBuavpaHe Ha notpebutenu, Ha 6asata Ha GU3Hec-ponsTa UM B OpraHu3auusTa.
REQ.70. |[a npegoctaBs aBToMaTU3vpaHu paboTHu npoLeck 3a 04obpeHre n NpoBu3MpaHe.
[la npegocTaBs aTecTauMOHeH npouec Ha noTtpebutenu, noTpebutencku npodunu, ponw,
REQ.71. 3abIIKEHNS.
REQ.72. |[a npenocTaBs OTKpUBAHE U yNpaBlieHNe Ha KOH(IKTUPALLM Ce POSTU.
[la npegocTtaBst Bb3MOXHOCT 3@ CaMOOOCNyXBaHe OT CTpaHa Ha noTpebutenute — ynpasneHne Ha
REQ.73. |NM4HM JaHHW, NMpOMSHA Ha Naponu W CekpeTHa NyHa MHOpMauus, 3asBsBaHe Ha A0CTbN A0
CUCTEMW 11 PECYPCH.
REQ.74. |[a npenocTaBsi Haa30p Hag paboTHWUTE NpoLecK 3a 3asBsBaHe 1 04obpeHe Ha npaea.
REQ.75. |Ha npegoctassi yeb-6a3upaHa ycnyra Ha notpebutenurte 3a camoobenyxeaHe.
[la npepoctaBs aBTOMAaTW3WpaHO NPOBW3MPaHe Ha noTpebutenu, Ha 6asata Ha ponsta UM B
REQ.76. opraHu3ayudTa.
REQ.77. |[a npegoctaBs NnepcoHanuavpaH uarnes Ha notpebutennte 0THOCHO pa3peLUeHis, 3afaqm, 3asBKy.
REQ.78. |Ha npegoctaBs camoobenykBaHe 3a HynupaHe / CMsiHa Ha naposiu.
[la npenoctaBs Bb3MOXHOCT 3a CBbp3BaHe C BbHLUHM Mporpamu 3a ynpasneHue Ha 3abpaBeHu
REQ.79. apony.
[la npepocTaBs BrpajeH MeXaHW3bM 3a eQWHCTBEH JOCTaBUMK Ha MHAOpMauMs 3a egHOKpPaTHO
REQ.80. BrnceaHe (Single Sign-On).
REQ.81. |[Ha pasnonara ¢ Common Criteria cepTucmkat ot HuBo EAL3+.
REQ.82. |[Ha pasnonara cbe ceptudmkatn: RHEL 6/7 (3a 32 n 64 6utoBu cuctemu).
[la npepocTass 3awmTa Ha yeb-6asmpaHnTe pecypcy, kaTo ocurypsisa 4OCTbI CaMO Ha OTOPU3MPaHM
REQ.83. notpebutenu 4o npeaBapuTeNHO 3afafeHn Pecypeu.
REQ.84 [la Mmoxe fa ocurypsiea 4OCTbMN Ha CMeAHMTE rpyni NOTPeBUTENN: BbTPELUHN CIYXUTENN, BbHLLHN

NapTHLOPU, BBHLLHW NOTPeGUTENN.
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[la npefocTaBs CkpuBaHe Ha afpecuTe Ha 3alMTEHUTE PECYpPCH, KaKTO OT BBLTPELLUHW, Taka U OT

REQ.85.

BBbHLUHW noTpebutenm.

[la moxe Aa ocurypsia AOCTBN 40 PECYPCH Ha OTOpU3MpaHn notpedbuteni, 6e3 3HaueHne, KakTo Ha
REQ.86. |MeCTOHaxOXaeHUeTo Ha noTpebuTens, Taka M Ha BuAa/TMna YCTPOMCTBO, OT KOETO Ce W3BbpLUBA

[ocTbna.
REQ.87. |[a npepocrtaBs ynpaBieHne Ha MHOXECTBO Maponu Ha eayH 1 Cbly, noTpebuten.

[la moxe fa ocurypsiBa AOCTBN CaMO A0 MpefBapuUTeNiHO AehUHUPaHN pecypey, B 3aBUCUMMOCT OT
REQ.88. nosuumsTa/ponsTa Ha noTpedutens B opraHusayusTa.

[la npepocTaBs 3aWuTa Ha JMYHWTE [aHHM M Ja MOXe Aa OCuUrypsisa NoBEepUTENTHOCTTa Ha
REQ.89. notpeburenuTe.

[la pasnonara ¢ BrpageHn pecypcu 3a usrpaxzgaHe Ha cTpora aBTeHTU(UKALMA C NoBeve OT eauH
REQ.90. dakTop.

[la npefocTaBs Bb3MOXHOCT 3a M3M0N3BaHe Ha e4HU U CbLUM AaHHM 32 BNCBaHE 3a 4OCTHM A0 YCNyru
REQ1. OT BbHLUHW AOCTaBYMLM HA YCIYTH.

[la npepoctaBs aBTOMAaTU3MPaHO Cb3AaBaHe Ha MOTPEOUTENCKM akayHTh B CUCTEMUTE Ha
REQ.92. (heaepupaH1Te NapTHLOPM UK JOCTABYMLW Ha YCNYTW.

[a npefocTtaBs JOCTbMN A0 MHOXECTBO Yeb-MpuUroXeHWs C edHOKpaTHa aBTeHTUKauus (C edHa
REQ.93. napona) Tun ,Single Sign-On”, Ha 6a3aTa Ha CTaH4apTH.
REQ.94. |[a no3sonsea u3rpaxgaHeTo v HanaraHeTo Ha NoSIMTUKK 3a Npasa 3a JOCTbI.

[la npepocTaBs aBTOMaTU3MPaHe Ha AaBaHETO M OTHEMAHETO Ha Mpasa 3a AOCTbN, Ha 6a3aTa Ha
REQ.95. ponsTa Ha noTpTebuTens B opraHM3aLmsaTa u NONMTUKATE 3a LOCTHM, CBBP3aHM C ponsTa.

[la npepgoctaBsa cregHus MoZen 3a aBToMaTu3vpaHe Ha npoueca no JaBaHeTo M OTHEMaHeTo Ha
REQ.96. npasa 3a JOCTb:

ABTeHTUKaLMs Ha noTpebuten -> NpUCbeAMHSBAHE Ha pons -> npernes Ha nonuTUKUTE 3a AOCTHI,
REQ.97. |cBbp3aHu C ponsdTa -> HarnaraHe Ha MOMUTUKUTE -> OCUrypsiBaHe Ha [OCTbN [0 NpeABapuTenHo

3afjlafieHun pecypcu, B 3aBMCUMOCT OT ponsTa.

[la npefocTaBs Bb3MOXHOCT 3a CMofensHe Ha MHGopmauns 3a UudpoBa MOEHTUYHOCT MeEXay
REQ.98. pasfnYHN U3TOYHULM Ha UH(opMaLMS 3a LI — KakTo BbTPELLHM 3a OpraHM3aunsTa, Taka v BbHLLHU.

[la npepoctaBs Bb3MOXHOCT Ha BbHLUHM NOTPEOWUTENM Aa nonyyaeaT OTOpU3MpaH AOCTbM A0
REQ.99. BBbTPELLHM 3a OpraHu3auusTa yeb-pecypcu.

[la nogobpxa cnegHuTe cTaHaapTh 3a degepupade Ha LW: Liberty Alliance, WS-Federation, WS-
REQ.100. Trust, SAML.

[la npegocTass Bb3MOXHOCT 3a MAEHTU(MLMPaHe Ha pucka, CBbp3aH ¢ bpost Ha ONUTUTE 3a BNIUCBaHE
REQ.101. (login), ynpaBneHwe Ha pucka, npeanpreMaHe Ha AeicTBus, BasnpaHun Ha HUBOTO Ha pucKa.

[la npefocTaBs Bb3MOXHOCT 3a OnpefensHe Ha Kosi Bu3Hec MHGOopMauuUs unmu nmyHa nHopmaums
REQ.102. OT KopriopaTuBHaTa AupekTopus fa Moxe Aa 6bae crnogensHa.

[la npepocTaBs (PYHKUMS 3a BMbKBaHe Ha uoeHTW4HocT (identity injection) upes u3BnuyaHe Ha
REQ.103. |uHopMaLyms OT AMPEKTOPUMHA YCryra 1 Ha Tasn 6a3a — Bb3MOXHOCT 3a BMbKBaHE Ha MHGOopMaLms

B HTML xeabpu, Bb3MOXHOCT 3@ TbPCEHE B CTPUHIOBE WUIN aBTEHTUUKALIMOHHN XeLbpy.
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REQ.104.

[a npepmocTass GyHKUMA 3a hegepupaHe Ha MOEHTUYHOCT Ype3 acoLuMpaHe Ha akayHTU Mexay
[I0CTaBYMK HA UOEHTUYHOCT M AOCTABYMK Ha yCryra.

REQ.105.

[la ce nopgabpxaT cnegHUTe NPOTOKONM 3a efepupare Ha uaeHTuyHocT: Liberty, SAML 1.1, SAML
2.0, Oauth.

REQ.106.

[la npepocTaBsi CnegHUTe METOAM 3a aBTEHTUKaLMS Ha noTpebutenuTe:
e Ypes notpebutencko nve / napona,
e RADIUS
e ABTeHTUKauus Ha GasaTa Ha TOKEHM,
o AsTeHTUKauus ype3 X.509 gurutanuu ceptudmkaTy,
e Kerberos
e Puck-6asnpaHa aBTEHTHKaLMS,
e Time-Based One-Time Password (TOTP)
e Social authentication“ meTopn
e OpenlID Connect

REQ.107.

[la npenocTaBs KOHTPON Ha NpaBaTta Ha noTpedutenure.

REQ.108.

)J,a npegocraBa Bb3MOXHOCT 3a ANHAMWUYHO HallaraHe Ha NONNTUKUTE 3a OTOPU3aLna.

REQ.109.

[la npefocTaBs NOTPeBUTENCKM NOPTaN C Bb3MOXHOCT 3a KOH(UIrypupaHe Ha eneMeHTUTe B Hero 3a
BCEKM NOTPeOMUTEen MepcoHanHo, KbAeTo NOTpebuTensT Aa MoXe Aa AOCTbnBa W ynpaensiea
aBTeHTMdMKaLMMTe cn, hefepaunmTe U AaHHUTE Ha npoduna cu.

REQ.110.

)J,a npegocTaBA Bb3MOXHOCT I'IOTpe6MTeJ'ICKVI$'-I noptan u ye6-CTpaHMU,aTa 3a BNUCBaHe B HEro Ada
morart ga ce pe6paHn|/|paT C J10roTo 1 aHHUTE Ha opraHM3aumaTa.

REQ.111.

[la npefocTaBs Bb3MOXHOCT 3@ MHTErpUPaHe CbC CreHNTE CUCTEMM 3a CbXpaHsBaHe Ha JaHHWTe 3a
naeHTUMKaumaTa u npaeata Ha notpebutenute:

e Informix 10 u Informix 12;

e |BM Domino 8.5 n IBM Domino 9;

e |BMDB2 10;

e MS Active Directory peanuaupana sbpxy MS Windows Server 2008 R2;

e MySQL5.0-5.5;

e CoachDB 10;

o LDAP 6asupaHn xpaHunuuia;

e PostgreSQL 8.x 1 9.x;

lapaHums U nopapbXKa:

REQ.112.

CpoK Ha TEXHWYECKa NOAAbPXKA — MUHUMYM 5 (NET) roguHu.

REQ.113.

MonyyaBaHe Ha HOBM BEPCUM Ha cobTyEpa - MUHUMYM 5 (NeT) roamnHw.

CucTema cucTemara 3a ynpaBrieHWe Ha NPUBUIIErMPOBaHUTE NOTpebUTenu

06wu usncksaHus

REQ.114

‘Tmn nuueHs: BeyeH (perpetual), ¢ BknoveHn 60 Mecela nogapbxka
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Bpoi nuueHan: codptyepHn nnuueHsm 3a 300 Op. 3a ynpaBneHne Ha NpyUBMErMpoBaHuTe NoTpebutenn

REQ.115. iy

(privileged access management), ¢ BkmtodeHn 60 Mecela nogapbxka Ha Moayna

[la nogabpxa ynpaeneHve Ha npasata 3a goctsbn fo: Windows, Linux, Unix cuctemu; BupTyamnHm
REQ.116. CbpBBbPY; 06nayHK ycnyrit; 6asn 0T AaHHK; NPUAOKEHNS.

[a npegoctass 3anuc Ha Beuykn Windows, Linux 1 Unix komaHau, M3BBbPLUIEHN OT NPUBMNErMPOBaHUTE
REQ117. notpebutenu Ha cuctemure.

[la npenocTaBs BWAEO3anUC Ha Cecuute 4O BCUYKM (DU3NYECKM U BMPTYanHO GasupaHn cpeaw,
REQ.118. WM3KCKBALLM YAOCTOBEPSIBAHE HA JOCTbNA.
REQ.119. |[a npenocTtaBs Bb3MOXHOCT 3@ ThPCEHE BbB BAeO3anucuTe.

[la npenocTaBs Bb3MOXHOCT 32 CbXpaHsiBaHe Ha Maponu, KIo4YoBe W [pyra YyBCTBUTESHA
REQ120. MHOPMaLMS B €AMHHO 3aLUMUTEHO XpaHUIULLE.
REQ.121. |[a moxe Aa 13BbpLUBa KOpenauus Ha KOMaHay, CrpsMO paspeLLeHn TakuBa.
REQ.122. |[a npegoctaBs MbieH perncTbp Ha Bb3HUKHANNTE CbOUTKS, C Bb3MOXHOCT 3a OAUTUPaHE.
REQ.123. |[a Moxe fa 13BbpLUBa NPOBEPKa Ha Naposv 3a 06nayHK ycnyru.
REQ.124. |Ha noaabpxa x11 npoTokon.
REQ.125. |[a npenocTass 3awyuta Ha naponuTe B €AWHHO 3aLLMTEHO XpaHUnuLLe.
REQ.126. |[a npenocTtaBs Bb3MOXHOCT 3@ AOMbIIHUTENHA [BY-aKkTOpHA 1 CTBHMNKOBA aBTEHTUMKALMS.

[la npepoctaBs noaapbXka Ha OOMbAHUTENHU METOAM 3a aBTEHTU(MKALWS Ype3 — efHOKpaTHa
REQ.127. napona, cMapToH, rnac, SMS.
REQ.128. |[a nogabpxa yHKUmMS 3a egHokpaTHo BrincsaHe (Single Sign-On) 3a Linux 1 Unix cbpebpwm.
REQ.129. |[a nogabpxa 13nonssaHeTo Ha 3awmteH RDP npokck npoTokon 3a 0TAaneyeHn cecum.
REQ.130. |[a nogabpxa usnonssaHeto Ha AD un LDAP aeTeHTU(MKaLmS.

[a npepgoctaBs kpunTupaHa 6asa OT daHHM 3@ CbXpaHEHWe Ha [AaHHUTEe 3a BMWUCBaHe Ha
REQ.131. npvBMNErpoBaH1Te NOTpeduTenu.
REQ.132. |[a npenocTtaBs Bb3MOXHOCT 3a 3ajaBaHe W HararaHe Ha NONMTUKKM 3a ynpaBneHue Ha AoCTbha.
REQ.133. |[a npegocTtaBs Bb3MOXHOCT 3@ aBTOMAaTU4HO MAEHTU(ULMPAHE Ha NPUBUNETMPOBAHNTE aKayHTM!.
REQ.134. |PelueHneTo fa ce ynpasnsiBa Ypes LeHTpanuanpaHa yeb-6asmpaHa koHsona.

PelenneTo aa pasnonara ¢ WHTEpENC 3a ynpasneHrne Ha NonUTUKATE 3a 4OCTbN OT Tvn ,drag-and-
REQ.135. drop".

[la npefoctaBs Bb3MOXHOCT 3a 43Mon3BaHe Ha cblyecTByBawm LDAP aupekTopumn kato MSCTO 3a
REQ.136. CbXpaHeHWe Ha AaHHUTE 3a BNCBAHE Ha MPUBUNErMpPOBaHNUTE NoTpebuten.
REQ.137. |[a npenoctaBsi Bb3MOXHOCT 3@ aBTOMATUYHO NpunaraHe Ha nonuTuky 3a goctun Ha Windows rpynu.
REQ.138. |[a npenocTaBs nepapxvuyHa CTPYKTypa 3a usrpaxzaaHe Ha npasuna 3a 4oCTb.

[la npepoctaBs puck-6asmpaH KOHTPON Ha CecuuTe Ha MNpUBWUNErvpoBaHUTe noTpebutenn u
REQ.138. oLBeTsBaHe Ha PUCKOBUTE Cecuu, C Lien HenocpeaCcTBEH KOHTPO!.

[la n3BbpLUBA 1 NPEAOCTABSA aHaNN3 Ha NOBELEHNETO HA NPUBMAErMPOBaHNTE NOTPEBUTENM B peanHo
REQ.140. Bpeve.
REQ.141 [la w3BbpliBa ¥ NpefocTaBs aHanu3 Ha [eicTBuATa C KnaBuaTypa OT MpUBMUIErMpoBaHuTe

notpebutenu.
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[la npepocTtaBs Bb3MOXHOCT 3a Bb3npoussexaaHe Ha UNIX, Linux and Windows cecuute Ha

REQ.142.
npuBMNerMpoBaHuTe notpebuten.
REQ.143. |[a npegocTaBsi 0auT B peanHo Bpeme Ha Bcudku Windows xocTose.
REQ.144. |[a npegoctaBs aBToMaTU4H1 OTYETU Ha 6a3a NpeaBapuTenHoO 3adaseHu npasuna.
[la npegocTaBs MexaHW3MM 3a 3alLuTa, KOUTO Aa OCUTypsiBaT HEBB3MOXHOCT 3a NPOMSHA, NOAMSHA
REQ.145. WNW yHULLOXAaBaHe Ha CbOpaHW OQWUTHU BUAEO3annUCH U AaHHM.
REQ.146. |[a npegocraBs Bb3MOXHOCT 3a Cb3faBaHe Ha paboTHW npoLecy.
REQ.147. |[a npepocTaBs Bb3MOXHOCT 3a FTP ogur.
REQ.148. |[a npegocraBs Bb3MOXHOCT 3a 3afaBaHe Ha ACL orpaHuyerus.
lapaHuma 1 nopapbXKa:
REQ.149. |Cpok Ha TexH14ecka noaabpxka — MUHUMYM 5 (NeT) roguHm.
REQ.150. |MonyyaBaHe Ha HOBW BepcuM Ha copTyepa - MUHUMYM 5 (NeT) roauHu.




