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TexHuyecka cneumdmkauma no obocobeHa nosmuma Ne 6 ¢ npeamert:

,OCTaBKa Ha XxapayepHu yCTPOWUCTBa U copTyepHU nakeTun 3a nnatgopma 3a 3awura ot
CblUeCTBYBALLYU U HOBOOTKPMTU Knbep 3annaxu’

Moacucrema 3a 3acnyaxe, pa3cneaBaHnA 1 3alluTa OT NO3HATU U HENO3HATU 3annaxu Ha

HMBO KpalHa TO4Ka

06wu usncksaHus

REQ.1.

Bpoit Ha kpanHuTe Touku: 8000

REQ.2.

Tun peweHne: 1 6pon OCHOBEH xapayep C BrpageH codTyep M S-roguwHa noaapwbkka, 1 6pon
xapgyep 3a DMZ ¢ BrpageH codbtyep 1 5-roguiuHa nogapbxka, BkitodeHn 8000 nuueHam (codTyepHu
areHTu) 3a NoCTaBsHe Ha KpaHWUTe TOYKM, CbLUO C 5-ToAMLLIHA NOAAPBXKA, S-roauiLeH aboHaMeHT 3a
npunexawym yenyr kb 8000-Te areHTa

REQ.3.

PelweHnveTo Tpsbea ga e cnomeHaTo B gokymeHTa Ha Gartner: Market Guide for Endpoint Detection
and Response Solutions.

REQA4.

Pewenveto TpsibBa ga nputexaBa cnegHute ceptudmkati:  Federal Information Processing
Standards (FIPS) 140-2 1 Common Criteria (CC).

REQ.5.

PeLLeH1eTo fa NpeaocTaBs LUANOCTHA 3aLyTa 3a KpaiiHi TOUKM, BKITIOYUTENTHO 3ac4aHe M NPeBEHLMS
Ha aTaku, Aa npegocTaBs (PYHKUMM 3a pa3criefBaHe W NOYUCTBaHe (B 3aBMCMMOCT OT MeToda Ha
WMNNEMEHTaUMs] Ha PELIEHNeTo), KaTo Aa ce NoAdbpXaT MWHUMAMHO CreaHUTe OnepaLyOHHH
cuctemu Ha kpainHute Toukn: Window (XP, 7, 8, 10, Server 2003, 2008, 2012, 2016), mac OS X u Linux
(RHEL, CentOS, Ubuntu, Suse).

REQ.6.

Pelwenveto TpsbBa Aa BKMOYBA CMELMAnM3vMpaHo YCTPOACTBO (xapayep), KOETO da Chnyxu 3a
LEHTpanu3npaHo ynpaBfieHe Ha MHCTANMPaHUTE areHTV Mo KpamHUTe TOYKW, 3a Aa MoraT fa ce
HabnogaBaT BCUYKN 3aLLMTEHN KpalHU TOYKM 32 CbMHUTENHO 3MOBPEAHO MOBEAEHUE W Aa MOXE Aa
C€ M3BbPLUBA LiEHTPann3vupaHo pascressaHxe.

REQ.7.

AreHTuTe Ha pelLeHveTo TpsibBa Aa MoraT Aa 3acuyat, aHanuaupart v No3BonsiBaT OTBETHA peakLms
Ha HanpeaHanu kubepaTaku, W3non3eawy HenosHaTu ,zero-day” ysisBUMOCTM, HE3ABMCUMO [anu
KpaiHUTe TOYKW Ce HamMpaT BbB UIK U3BBH MpexXaTa Ha opraHusaumsTa.

REQ.8.

KomyHukaumsita Mexagy COTyepHWUTE areHT M LeHTPanuaupaHoTo ynpaBneHne TpsibBa fa e
KpunTMpaHa.

REQ.9.

AreHTuTe Ha KpalHWTe TOYKM TpsibBa fJa ca C ManbK pasMep, C MWUHUMAHO BRMsSHWE Ha
MPON3BOAMTENHOCTTA HA CUCTEMUTE, KaTo ia Ce NpeoCcTaBs MexaHW3bM 3a KOHTPOMMPaHE Ha KakbB
MPOLIEHT OT NPOLIECOpHaTa MOLL Ha KpanHuUTe TOUKM Aa CE M3MON3Ba 3a aHanms 1 NpeBeHLMst Ha aTaky,
Taka 4e [a He ce BNusie Ha HopManHaTta paboTa Ha notpebutenuTe.

REQ.10.

PeluenneTo Tpsbea Aa npefocTaBs MUHUMANHO CregHUTe (YHKLMOHANHOCTY:
e Kopenauws B pearnHo Bpeme Ha MHOMKAaTOpUTE 3a KOMNPOMEHTMPAHE Ha HUBO KpaiiHa ToYKa.
e 3acuyaHe u 6nokupaHe Ha exploit ataku, M3non3Balkm anropuTMK 3a aHanusupaHe Ha
noBefeHNeTo Ha npunoxerusaTa. 3acuyare Ha ROP (Return Oriented Programming) ataku,
reverse shell, heap spray, SEHOP corruption, ataku nsnonssaw Java ysi3sBuMocTm.
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e 3acuyaHe Ha 310BpeaHM (hainnose B pearHo BpeME.

e CkaHupaHe Ha (pairnose W3NOM3BalkM aHTUBMPYCHU anropuTMM C AeUHULMM U Ypes
€BPUCTUYEH aHanm3.

e CkaHupaHe Ha M3MbAHUMKU (DanoBe Ype3 anroputMu 3a MaluHHO oByyeHue (machine
learning).

e Bb3MOXHOCT 3a copTupaHe Ha MHOpMaLMs, 3a Aa MOXe Aa ce MOTBbPAN HanMuneTo Ha
[afieHa aTaka 1 3a ja MOXe [a Ce Bb3NpOoM3Beae Lenns M XKU3HEH UMKbA 3a aHanus.

e ABTOMaTMYHO Cb3daBaHe Ha rpaduka C XPOHOMUIMYHO nodpeneHn CbbuTus, LoBenu [0
KOMMPOMEHTUPAHETO Ha JafeHa KpanHa ToYKa.

e Bb3amoxHOCT 3a u3knouuTenHO GbP30 TbpceHe B M3BpaHM KpaiHW TOYKM 3a 3ajafeHu
kntoyosu gymn, MDS / SHAT n SHA256 cymun, CroxHu 13pasu, Cb3gageHu annose B
3afafeH WHTepBan OT BpeMe, KOHKPETHU ,OuckBUTKM®, MMe Ha DNS XxoCT, KOHKpETHM
npaneepu, hannosm atpubytn, HTTP xegbpw, IP agpecu, n3nonasaHu NopToBE 3a MPEXOBA
KOMYHWKaLMA WU aKTUBHWU MPOLIECH, KOHKPETHW KITOYOBE B PerncTpute Ha onepawluoHHaTa
cuctema, Windows cbbutus.

e OyHUKMATA 3a TbpCeHe Ha MHopmauus TpsibBa ga MOXe fa Ce W3Mon3Ba AMPEKTHO OT
rpacuyHUs MHTEpdenc Ha PEeLLEeHNETO, KakTo 1 n3nonssankm APl uHTepdenc, Taka ye ga
MoraT Aa Ce M3rnonaBaT aBToMaTu3npaHu CKpunToBe.

e [la moraT ga ce u3onMpaT 3apaseHuTe KpaHW TOYKM AMPEKTHO OT LEHTPanu3vpaHoTo
ynpaBneHne Ha peLIeHneTo (No 3asiBka OT aAMUHUCTPATOP), MO3BONIABANKM UM KOMYHUKaLMS
camo ¢ nocoyeru IP agpecy (Endpoint containment).

REQ.11.

PelueHuneTo Tpsbea Aa MOxe aBTOMAaTUYHO fa cbbupa u fa npeocTaBs MHAOPMaLMS 3a U3MNON3BaHH
YSI3BMMOCTM, NPOLLECH, AOMEVHN, perncTpy, (haitnose 1 MpexoBa akTUBHOCT 3a BAUrHATUTE anapmy.
WHbopmaumsaTa Tpsbea fa e [JOCTbMHa 3a Nperneq AMPEKTHO OT rpaduyHns MHTepdenc Ha
KOH30MaTa 3a LeHTpanu3vpaHo ynpasreHue.

REQ.12.

Pelwenneto TpsibBa fa no3sonsBa WM3BMMYAHETO Ha (halnoBe OT CUCTEMWTE, Ha KOWUTO WMa
nHcTanupaH areHT. 3a Windows onepauuoHHM cucTeMM, pPeLLeHNETo TpsibBa Aa MOXeE Aa M3BM4a
3aKIIOYEeHN Unu N3TPUTU hansiose, ako Te BCe OLLE He Ca Npe3anicaHun 0T HoBa MHAOpMaLMs.

REQ.13.

PelenneTo TpsibBa Aa N03BOMsBa M3BMUYAHETO HA (DaNoBE, KOUTO Ca 3annCaHn Ha KpanHUTE TOYKM
B CNeACTBME Ha 3NOBpefHa aKTMBHOCT, AMPEKTHO OT MHTepdieica 3a pascriefBaHe Ha anapMmm Ha
LeHTPanM3npaHoTo yrpasreHue.

REQ.14.

OyHUKMATa 3a M3BNMYAHE Ha bannose TpsibBa 4a MOXE [a Ce M3MoNn3Ba AMPEKTHO OT rpaduyHns
UHTEP(ENC Ha PELLeHNETO, KakTo 1 u3nosneaiku APl nHTepdenc, Taka Ye fa MoraT Ja ce u3nonsear
aBTOMAaTM3MpaHN CKPUNTOBe.

REQ.15.

PelueHneTo Tpsbea Aa MOXe aBTOMATUYHO @ reHepupa nakeTu ¢ JaHHW OT KpaiHuTe Touku (endpoint
triage), 3a fa ce nognomorHe pascreaBaHeTo Ha anapmu. [Maketute ¢ gaHHW Tpsbea fa Cbabpxar
MHOPMaLMS 3a CUCTEMHWUTE NapaMeTpu Ha KpanHaTta Touka, npouecute, (annoseTe, perncTpute,
noTpebuUTeNcKUTE akayHTH, UCTOpKS Ha Bpay3BaHeTo.

REQ.16.

PelueHneTo TpsbBa fOa NO3BONsSBA W3BMMYAHETO Ha WHGopMauus 3a nognomaraHe Ha
pascrneaBaHnsaTa, kato UCTOpUSTa Ha U3BMKaHWUTe shell komaHawy, LUANOTO AUCKOBO NPOCTPAHCTBO Ha
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[afeHa KpanHa Touka, usnata MHQopmauus OT mameTTa Ha KpalHaTta Touka, MCTopusiTa Ha
U3BMKaHUTE powershell KoMaHaM, CNMCBHK Ha npouecuTe B MameTTa, CMUCHK Ha (painnoBeTe Ha
AMCKOBOTO MPOCTPAHCTBO Ha KpaiHaTa Touka.

REQ.17.

PeLweHuneTo Tpﬂ6Ba Aa MoOXe [a nonyyYyaBa WHOMKATOPU 3a KOMMPOMEHTUPAHE [OUPEKTHO OT
npou3soanTena n ot gpyrute noaAcUCTeMu 3a Kl/l6epCI/IprHOCT, KakTO 1 fa Ce Nno3BosnABa Cb3jaBaHETO
Ha COBCTBEHM MHOWKaTOPK 3a KOMMPOMEHTUPaHE OT aAMUHUCTPATOPUTE, CbLLO Taka a € Bb3MOXHa
M nHTErpaumaTa ¢ BbHLIHW U3TOYHULM Ha NHOMKATOPWU.

REQ.18.

PelweHuneto TpsbBa fa no3sonsiea HabMioLEHNETO Ha KpalHU TOYKW U 3achyaHe Ha BUPYCW Twn
TPOSIHCKM KOH, YepBew, LWNMOHCKKU codpTyep, adware, key logger Bupycy, rootkit Bupycu n exploit
BMpPYCU, KOUTO Ce NosiBABaT creg ynotpebata Ha npunoxeHus kato Hanpumep Adobe Reader, Adobe
Flash, Internet Explorer, Firefox, Google Chrome, Java, Microsoft Outlook, Microsoft Word, Microsoft
Excel n Microsoft PowerPoint, BkntountenHo aa morat a ce 6rokmpar v Cnvpat oT areHTa 3apaseHnTe
NPUNOXEHNS.

REQ.19.

PelwueHneto Tpsbea aa Moxe Aa m3npalla (annose 3a no-HaTaTbLUeH aHanu3 KbM noacucteMa 3a
sandbox aHanus, pasnonoxeHa NOKanHoO B CTPYKTYpUTE Ha opraHu3aumsTa (on premise).

REQ.20.

PelwenneTo TpsbBa fa MoXe da crneau U3Mb/IHEHWETO Ha (haltrioBe, KaTo Ja MOXe [a onpesenv aanu
Ca U3MbIIHEHW 3@ MbPBU MbT UK MbTS HA U3MbAHEHWE Ha (PannoBeTe € NPOMEHEH. Tasu UHpopMaLms
(MeTa faHHM) TpsibBa Aa MOXe Aa ce u3npatla kbM pelleHne Tun SIEM upes uHTerpaums.

REQ.21.

PelwenveTo TpsibBa fa MOXe Aa 3acuya HenosHatu ,zero-day” ataku, kaTo AMHAMUYHWS aHanu3 Ha
noBeAeHNeTo Ha npouecute TpsbBa aa pabotn MuHumanHo 3a .dil, .ocx, .Sys 1 U3nbiHUMKM (.exe)
(hannose, KaTo aHanu3a Aa ce M3BbPLUBA JOKarnHo, 6e3 Aa e HeobxoaMMO M3npaLlaHeTo Ha Npobu
kbM 06nayHu ycnyr unu Tpetn OEM peluenus.

REQ.22.

AreHTUTE Ha pelleHneTo TpsibBa 4a MoraT Aa 3anucBaT JIoKanHo CbbuTuaTa CBbp3aHu ¢ paboTara ¢
(hannose (Cb3gaBaHe, OTBapsiHE, MOAUMULMPAHE), C MPEXOBUTE KOMYHUKALMW OT KpalHUTE TOYKN,
DNS 3asskute, goctbnennte URL agpecu, ctapTupaHuTe NpoLecu, C U3rnon3BaHuUTe K4oBe OT
PErMCTpUTE Ha onepaLyoHHaTa cuctema.

REQ.23.

PewweHneto TpsbBa Aa no3BonsiBa [a Ce M30nMpaT 3apas3eHnTe KpaHu TOYKM AMPEKTHO OT
L|eHTPanM3MpaHoTO yrpaBfeHne Ha peLleHneTo (Mo 3asBka OT agMWUHMCTPATOP), NO3BONABAMKA UM
KOMyHuKaUus camo ¢ nocoveHn IP agpecu (Endpoint containment), Taka 4e pa ce cnpe
pasnpoCTpaHeHNeTO Ha 3apasaTa no mMpexarta. MexaHu3ma Tpsibea Aa nNo3BoONsBa M3NONI3BAHETO Ha
pasnnyH1 PONN Ha NOTPeBbUTENNTE, KOUTO Aa NPABAT 3asBKM 3a M30NMPaHe Ha 3apa3eHa KpaiHa Touka
W KOWTO Aa 0gobpsBaT 3asBKUTE.

REQ.24.

PelueHreTo TpsioBa 1a MOXe LIEHTPanu13vupaHo 1a 0GHOBSBa CO(hTyepHaTa BEPCUS HA MHCTaNMpaHNTe
areHTu.

REQ.25.

PelueHneTo Tpﬂ6Ba [a pasnoJiara ¢ MexaHu3mmu 3a cobcTBEHa 3aljnTa oT cnnpaHe unn pectaptupaHe
Ha UHCTaNMpPaHUTEe areHTn, KakTo N OT NHXEKTUPaHE Ha HeXenaHu NpoLecn B TAX.

REQ.26.

PelueHneTo Tpﬂ6Ba Ja npepoctaBa MEXaHWU3bM C U3NOM3BaHe Ha naponia, 3a Aa ce npeforspat
npemMaxBaHEeTO Ha NHCTalNMpaH areHT 0T HEOTOPU3NPaHO NnLe.

REQ.27.

PelweHuneTo Tpsbea aa pasnonara ¢ 4obpe onncax APl nHTepdenc 3a nHTerpupaxe.
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PelwueHuneTo TpsbBa aa no3sonsBsa agMUMHUCTpaLms Ype3 yeb-6asmpaHa koH3ona, 6e3 aa ce u3nckea

REQ.28. .

WHCTanMpaHeTOo Ha JOMbIIHUTENEH COPTYEP 3a OCTHMNBAHETO 1.

PelueHuneTo Tpsibaa Aa N03BOSISBA M3MOMN3BAHETO HA MPOKCU C OTOPM3ALMS 3a CBbP3BAHE CbC CbPBBLP
REQ.29. 3a 06HOBNEHMS Ha codhTyepa ¥ MHGOopMaLMsiTa 3a HOBMW 3annaxm.

Pelwenneto TpsibBa ga mMoxe [a Cb3aaBa, CbXpaHsBa W npedoctass log annoBe KbM TpeTu
REQ.30. |pelueHus, u3nonasanku Syslog NpoToKos, Hanpumep 3a NpefocTaBsHe Ha MHOPMaLMs Ha peLleHns

ot Tun SIEM.

PelwenneTo Tpsibea fa no3sonssa uHTerpaums ¢ pewwenus Tun SIEM 3a aBTomaTyHa nogMsHa Ha
REQ.31. 3as1BKM U MH(hOpMaLWS, Taka Ye Aa ce Hamanu HeobXoaMMOTO BpeMe 3a pascrielBaHe Ha aTaka.

B crnyyanTe korato areHTa He MOXe Aia YCTaHOBW KOMYHWKaLMS C YCTPONCTOBTO-KOHTPONEp, areHTa
REQ.32. |TpsbBa Aa npogbixu HopmarHata cu pabota M aa uanpath cbbpaHata MHGopMauus Kbm

KOHTpOrepa, Korato KOMyHWKaLmsiTa ce YCTaHOBM OTHOBO.

PelueHuneTo TpsibBa fa MOXe [a Ce MHTerpupa ¢ NoAcucTeMata 3a AMHaMW4YeH aHanu3a Ha 3noBpeeH
REQ.33. |kog4 W 3awwmTa OT kubepaTaku Ha enekTpoHHM email cbobLieHus 3a Kopenauus Ha CbouTns npes

noacucTemara 3a LeHTpanuanpaHo ynpasneHue.

XapayepHu nsnckBaHus — 2 6pos ocHoBeH U DMZ

YCTPOMCTBOTO Aa MOXe Aa ynpasnssa curypHoctTa Ha Ao 100 000 kpaiHu TOYKM (MakcumaneH
REQ.34. KanauWTeT Ha ckanmpyemocT)
REQ.35. |YCTpOWCTBOTO Aia € C MakcumarHa ronemuHa 1U

YCTPOWNCTBOTO Aa pasnonara ¢ ePeKTUBHO MACTO 3@ CbXpPaHEHWe Ha MoSTyYeHUTe JaHHK OT KpanHuTe
REQ.36.

TOYKU, MUHUMArHO 8TB

YCTPOMCTBOTO Aa pasnonara MUHUMarHo cbe cneanute noptose: 2x 1GigE BaseT, 1x IPMI, 2x USB3
REQ37. | rear), 1x DBO Serial, 1x VGA
REQ.38. |Pe3epsupaHo 3axpaHBaHe — 1+1

YcTpoicTBOTO Aa paboTu B u3onupaH pexum, 6e3 VIHTepHeT CBbp3aHOCT. YCTPOWCTBOTO Aa He
REQ.39. n3npalla JaHHW KbM NPOU3BOAMUTENS 3@ 3aCeYeHNUTe 3aniaxu B OpraHu3aumusTa.

lapaHums U nopapbXKa:
REQ.40. |Cpok Ha xapayepHata rapaHuust - MUHUMYM 5 (NeT) roguHum.
REQ.41. |Cpok Ha TexH14ecka nogabpxka — MUHUMYM 5 (NeT) roauHw.
REQ.42. |lonyyaBaHe Ha HOBW BepCUW Ha COdTyepa - MUHUMYM 5 (NeT) rognHu.
REQ.43. |OBHoBsiBaHe Ha AEPUHULIMA U CUTHATYPU — MUHUMYM 5 (NeT)roguHw.
2. Topcuctema 3a AMHAMMYEH aHanNKU3 Ha 3NOBPeAEeH KO M 3awmTa oT KubepaTtakm Ha

€NeKTPOHHM email cbooLWeHus

O6wWwu usmcksaHus

REQ.44.

Bpon noweHcku kyTum: 8000

REQ.45.

Tun pewetve: 2 6post xapayep (High-Availability) ¢ BrpageH codTyep 1 5-roguiuHa noaapbxKa, Kakto
1 BKntodeH aboHameHT 3a 8000 codhTyepHM NnLEH3M 3a aHanuavpaHe Ha npukayeHn arnose 1 URL
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agpecu B email cbobLyeHmsTa, Cblo € S-rognwHa nogapbxka, 2 6p. 5-rognweH aboHameHT 3a
npunexaLlm ycnyru KbM XapayepHuTe yCTponcTaa

REQ.46.

PelweHuneTo Tpﬂ6Ba [a MOXe Ja OTKpuBa n VI,EI,eHTVICbI/ILI'I/Ipa 3J10BpeEeH Koa, KOWTO € CKpUT 1 BNin3a B
opraHm3auuaTa 4Ypes3 eriekKTpoHHaTa notla, Kato TpFI6Ba [a ce uanon3sart TeXHOJIOrMN U METOAM 3a
3ach4aHe, KOMTO fa He Ca 6a3|/|paHV| CaMO Ha CTaTU4eH aHaliM3 4pe3 ,El,e(*)I/IHVILI'I/II/I, CTaTU4HK CNUCBLN
Wnn npasuna, a fa Moxe fa U3BbpLliBa U gUHaMU4EeH aHallu3 U Ja OTKPUBa HEMNO3HATU “zero-day”
3anyiaxu.

REQ.47.

Pelwenneto TpsbBa fa ce npegoctaBs nog popMata Ha crneuuanuavpaH xapgyep, kato
npoussoauTens TpsibBa [a e OTrOBOPEH ¥ da MpedocTaBu NUUEH3n 3a codptyep 3a noHe 120
BMPTYarnHW MalUVHW 3@ aHanu3, C NpunexalinTe UM onepaLyoHHA CUCTEMM U NPUNOXEHMS.

REQ.48.

PewweHneto Tpsba Aa nputexasa cregHute ceptudpmkatn:  Federal Information Processing
Standards (FIPS) 140-2 u Common Criteria (CC).

REQ.49.

PeweHuneTto TpsibBa ga Moxe Aa OTKpMBA (OULLMHT W spear-puwuHr ataku. Tpsbsa aa Moxe da
aHanuaupa npukadeHn gainose n URL agpecy B eNeKTPOHHWUTE CbOBLLEHMS, 3a Aa OTKPMBA OMUTK
3a KOMNPOMEHTHPaHE Ha CUCTEMUTE Ha OpraHu3aumaTa.

REQ.50.

PelwenneTo Tpsibea aa Moxe Aa 0TkpuBa impersonation ataku (MpeAcTassiHe C Yyxga CamoIMYHOCT).
TpsbBa Aa ce No3BossABa KOHUIypUpaHEeTo Ha OTHOLEHWS MEXY UMeHa 1 email agpecy, Taka ve Ja
ce 3acuyar onuTM 3a impersonation ataku, KOMTO KonupaT MMeHaTa unu email agpecute Ha
notpebutenure.

REQ.51.

PelwweHuneTo TpsibBa da MOXe da 3acuya 3noBpeaeH Kof C rofsiMa TOYHOCT, C UKMKYUTENHO MabK
MPOLEHT Ha rpelHn nokasaHus. TpsbBa Aa MOXe da ce OTKpMBA C TOYHOCT 3MOBpedeH Koa,
Hesaucumo oT MIME Ttun, Tun Ha paswwupenne (extension) W HE3aBUCMMO [Janu ca M3rnon3saqu
TEXHUKM 3@ CKPMBAHE WM apXMBUPaHE Ha CbAbPXXaHWETO Ha ENEKTPOHHNUTE CHOBLLEeHNS.

REQ.52.

PewweHneTo TpsibBa Aa MOXe Aa NOCTaBs B kapaHTMHA email cbobuieHns, kouto cbabpxat URL
agpecy B Tanoto cu, cabpxat MS Office pokymentn, PDF gokymenTu, apxusu u HTML cpaiinose,
3amackupanm JAVA ckpunToBe, 3amMackupaHu, CbkpaTenu unu npeHacoysawm URL agpecw.

REQ.53.

PelwueHneTo TpsbBa Aa MOXe Aa pasno3HaBa 3annaxy kaTo W3BbpLUBA NOKaneH aHanus, 6e3 na e
HeobxoouMMo fa u3npawa ainose, npobu OT 3noBpedeH KOA4 WM W3MbIHUM KOA W3BBH
opraHusaumsTa unu kbM 06navyHo-6asupany NnaTopMu 3a aHanwma.

REQ.54.

PelueHneTo TpsibBa fa MOXe Aa aHanM3vpa MHOXECTBO TUMOBE (hailnioBe, M3MNON3Banki pasnnyHm
NPUNOXEHNS 1 TEXHW BEPCUM 3@ aHanu3a, CbOTBETHO 3a pasLnpeHus (MuH1marnHo): exe, dll, pdf, pub,
doc, docx, xls, xlsx, js, gif, jpeg, png, tiff, swf, eml, mov, qt, mp4, jpg, mp3, asf, ico, htm, hta, url, rm,
com, vcf, ppt, rtf, chm, hip.

REQ.55.

Pelwenveto Tpsbea ga MOXe Ja WM3BNWYA WM aHanuaupa BMbKHATW (DannoBe B [OKYMEHTW, KaTo
Hanpumep pdf, rtf unu MS Office gokymeHTw.

REQ.56.

PewweHnveTto TpsibBa fa MOXe [Ja NOCTaBs B KapaHTWHA M da anapmupa 3a kpuntupanHm MS Office
[OKYMEHTM.

REQ.57.

PewweHnveTto TpsbBa ga Moxe [a NOCTaBsA B kapaHTWHA W da anapmupa 3a npukadenn MS Office
OOKYMEHTU, KOWTO CbAbpKaT Makpocu WMM MMAT Brpag€Hu B TAX OOKYMEHTW, HE3aBUCUMO OT
pesyrnraTa OT aHanu3a.
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REQ.58.

PelwueHneTo TpsibBa Ja MOXe 4a NOCTaBs B KapaHTWHA M Aa anapmupa 3a enekTpOHHW CbobLLEHMs,
kouTo cbabpkaT B cebe cu cbkpateHn URL agpech.

REQ.59.

3a enekTpoHHM cbobuleHust, kouto cbabpxaT URL agpecw, kouTo BOAAT 40 CBansiHe Ha dhaiinose,
peLLeHneTo TpsibBa Aa MoXe [Ja M3BMNMYa M aHanuanpa BbnpocHuTe dainose ot URL agpecute, kato
0a MoXe Aa ce 6rnokupa cbobLIEHNETO aKo halnoBETE CE OKaxarT 3rOBPEAHM.

REQ.60.

PelweHneTo Tpsbea oa MoxXe 4a NOCTaBsA B KapaHTWHA M Aa anapmupa 3a enekTpoHHU CbobLueHus,
KOUTO cbabpxaTr npukadeHn JAR cpannose unu cuabpxat URL agpecw, kouto Bogat go JAR
thannose.

REQ.61.

Pewenveto TpsibBa ga moxe ga u3snuya M aHammampa URL agpecu OT cbObpxaHWeTo Ha
eNEeKTPOHHUTE CbOOLLEeHNs 1 OT cekumaTa ,OTHOCHO" Ha CbOOLLEHNSTA, KaKTO M OT npukaveHn PDF
nv MS Office pokymeHTH.

REQ.62.

PelweHneTo TpsbBa Aa MOXe Aa 3achya CMEeAHUTE TEXHWKW, KOUTO CE W3MOM3BaT OT aTakyBaluTe
XaKepw, 3a Aa nogmamsr notpebutenute ga 4ocTbnat KoHkpeTHU URL agpecw: 3aMecTBaHe Ha 3Hak
oT agpeca ¢ apyr (typosquatting), usnonssaHe Ha fMHK KbM pasnnyeH agpec ot usobpasenns (URL
overlay).

REQ.63.

PewweHnveto Tpsibea aa moxe ga aHanuampa URL agpecw ot tun ftp, hitp v https.

REQ.64.

PelweHuneTo Tpsbea oa Moxe Ja aHanuaupa base64 kogupanu URL agpecy.

REQ.65.

PelweHnveto Tpsbea aa aHanuaupa npukadenn apxveun tun 7Z, ZIP, LZH, RAR. Ako apxuBute ca
3alUMTEeHN C Napora, PeLeHeTo Aa MOXe aBTOMAaTUYHO Aa TbpCK MOAXOAALLM BapuaHTK 3a naporna
B CbAbPXaHWETO Ha ENeKTPOHHOTO CbobLLeHWe, B camuTe (PannoBe-apxvBi WKW B MpUKAYEHU
n3obpaxeHns KbM cbobiyeHneTo Ypes OCR TexHonorus.

REQ.66.

PewweHnveTo Tpsibea fa moxe Aa u3enuya u aHanuanpa URL agpecu oT 3akntodeHn ¢ napona PDF nnn
MS Office gokyMeHTW. PeLueHreTo aa MOXe aBTOMATUYHO a ThPCH NOAXOASLLM BapuaHTy 3a napona
B CbAbPXaHWETO HA ENEKTPOHHOTO CHODBLLEHNE UMW B NPUKAYEHN N30BpaxeHNst KbM CbOBLLEHNETO
ype3 OCR TexHonorus (n3obpaxenus Tun JPEG, PNG, BMP, TIFF).

REQ.67.

PelwenneTo TpsibBa aa MoXe Aa aHanuaupa gannose He Camo Ype3 CTaTUYeH aHanmua ¢ AeuHuLmMM,
HO ¥ Ype3 anropuTMm 3a MalHHO 0byyeHmre n auHaMmnyeH aHanua Tun sandbox.

REQ.68.

PelweHneTo TpsibBa fa MOXe da aHanuaupa (BbB BUPTYaNHWTE MalWHW 3a OUHAMWYEH aHanua)
cBaneHuTe (pannoBe OT 3asBKW magalm ot exploit ataku. Hanpumep, ako npukayeH ann KoM
€NEKTPOHHO ChOBLLEHMNE ChabpKa CKPUNT / MakpOC, KOWTO ONWTBA Aa CBanv AOMbIHUTENHM (annoBe
W CbObpKaHWe, TO peLleHneTo Tpsibea 4a MOXe YCMELLHO Aa M CBanu 1 aHannsnpa, 3a ba ce OTKpUsT
W NPeoTBPaTAT aTaku, KOMTO Ce Pa3BMBAT Ha HAKOMKO hasm.

REQ.69.

PelueHneTo Tpsbea ga MoxXe 4a OTKPMBA C MHOMO BUCOKA TOYHOCT, C Bb3MOXHO Hal-Marko rpeLlH
nokasaHus, annose, KOUTO Cried aHanu3 Ha NOBEAEHUETO Ce ObpxaT no nogobue Ha 3noBpeaeH
KoZ: NOBEAEHWE, KOETO ONUTBA Aa U3BErHe 3acyaHe, MHCTanMpaHe Ha HexenaHu Nporpamu, MPOMEHH
No CUCTEMHUTE HACTPOWKW, HamansBaHe Ha LANOCTHaTa MPOM3BOAMTENHOCT Ha CuUcTemara,
noTeHUnanHo Hexenanu nporpamn (PUP), noTeHumanHo Hexenau npunoxenus (PUA), adware
NPOLLECH, UHCTPYMEHTHU, KOUTO YECTO Ce M3MOM3BaT OT aTakyBalLLy Xakepu.

REQ.70.

Mo BpeMe Ha aHanu3a BbB BUPTYanHWTE MalUWHW, pelieHneTo TpsbBa [a MOXe Aa M3BnMYa u
aHanusupa URL agpecute B nameTTa Ha MalwuHUTE.
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REQ.71.

PewwenneTo TpsabBa fa Moxe Aa 3acuya ransomware KpUnTupaLy aTaku 1 ataku NnpeaHasHaueHu 3a
POS tepmuHanu.

REQ.72.

PelweHuneTo TpsbBa Aa Moxe fa anapmupa 3a 31oBpeaHu npouecu (cannose n URL agpecu), konto
He ca OGunM 3aceyeHn B MbpBOHa4anHWTe 24 4aca, a Ha NO-KbCEH €Tan e YCTaHOBEHO, Ye ca
3r0BpeaHMm.

REQ.73.

PelweHuneTo Tpﬂ6Ba Ja npenocraBa LANOCTHA VIH(*)OpMaLl'I/IFI cnen aHanuM3 Ha 3roBpeaeH Kop.
MHC*)OpMaLl,VIHTa Tpﬂ6Ba Aa BKJT04Ba M3M0J13BaHN ye6 JNINHKOBE 3a aTakKaTta, Xel CyMu Ha CBalleHUTe
cba|7|nose, UANOCTEH OAUT Ha AeNCTBMATa Mo CUCTEMUTE (I'IpOMeHeHI/I KIl040BE OT pPEerncrpute,
Cb3faBaHe N U3MbIIHEHWE Ha cba|7|nose, npomMAaHa B aBTOMaTU4HUTE HaCTpOMKM W napameTpuTe 3a
CTapTupaHe Ha I'IpVIJ'IO)KeHI/IFI), KaKTO 1 [la Ce npenocrasd I/IHCbOpMaLl,VIFI 3a XPOHOMUIMYHUA pen oT
cuouTms, CBbp3aHN C aTtakaTa, 3arno4Balln OT d)asaTa Ha y86-eKCI'IJ'I08TaLlVIF| U MbpBOHA4YanHo
NPOHMKBaHE, [0 CBaNAHETO Ha KOpA, YCTaHOBABAHE Ha KOHTPOM Had CUCTEMUTE W ONUTUTE 3a
M3BNn4yaHe Ha AaHHW U3BBH OpraHu3auyuaTa.

REQ.74.

Pelwenveto TpsibBa fa npedocTaBs CreactBeHa WHGopmauus crneg AWHAMWYHUA aHanu3 Ha
(hannose, npeacTaBeHa B rpacpuyeH Bud, n3obpasssanki npoLlecy, 4OCTbM A0 NaMeTTa, NPOMEHU
no cpannose u pernctpu, kayexn DLL 6ubmmoTeku, uHxekTupaHe Ha kod, heap spraying npouecw,
mutex npouecwu.

REQ.75.

PelwueHneTo TpsbBa ga MoxXe Aa NpefocTass, KbAeTo € Bb3MOXHO, MH(hopMaLms 3a aTakyeallaTa
XaKepcka rpynupoBKka U Bb3MOXHU CTBIKK 3a OTCTpaHsABaHe Ha wetute (remediation) cneg gapeHa
ataka.

REQ.76.

AKO Np1 aHanM3 Ha 3oBpe/eH NpuKkayeH aiin ce YCTaHOBAT ONMUTU 33 MPEXOBYU CBbP3BaHNS U3BBH
OpraHM3aLmsTa OT HEro, peLieHNeTo TpsbBa Aa CUrHANM3MPa 1 3a TAX Npi BOUraHeTo Ha CbOTBETHaTa
anapma.

REQ.77.

PewweHnveto Tpsiba ga Moxe Aa npegoctass screenshot Ha 3apeneH B Gpaysbp 3nospegeH URL
afpec no Bpeme Ha aHanusa My, 3a aa ce gobue BuU3yarnHa npeacrasa 3a CbabpxaHueTo Ha URL
apgpeca.

REQ.78.

PeLeHneTo Tpﬂ6Ba Ja MOXe fAa MnpaBW Kopenauua Ha eNeKTPOoHHU C'b06LLI|eHI/IFI CbC CXOOHU
XapakKTepuUCTUKK, KaTo Hanpumep € eaHakBu npuUkavyeHn (baﬁnose, €HaKBu1 3arnaBHK YacCTl, eAHaKBU!
nanpatiaym 1 T.H. 1 oa Moxe fia r rpynmpa Kkato email kamnaHuu.

REQ.79.

Pelenneto Tpsbaa fa MOXe [a npaBu aHanW3 Ha BXOASLLM €NEKTPOHHW CbOBLLEHUS, U3MON3BaNKK
€HOBPEMEHHO MHOXECTBO BUPTYasiHX MalUHK C PasfinyHi ONepaLMoHHN CUCTEMU, KaTo Hanpumep
MuHmumanHo Windows XP, 7 unn Mac OSX, ¢ pasnuynu Bepcun Ha Service Pack, Ha 32 1 Ha 64 6utosu
nnaTopmum.

REQ.80.

PewweHneTo He TpsibBa ga M3non3sa KOMEpCUaneH Xvunepeansop, KOMTO ga Moxe ga bbae
3aceyeH v usberHat ot 3noBpeaHus Kog, kato Hanpumep VMware, Hyper-V, KMV, Citrix u T.H.
PelwueHuneTo Tpsibea fa u3nonasa co6CTBEH, CreumanHo n3rpafeH Xxunepeansop.

REQ.81.

PelweHueTo TpsibBa Aa No3BoNsBa NPOMSIHA HA HACTPOMKITE Ha BUPTYamnHUTe MaLUMHM, HA KOUTO Ll
Ce W3BbpLIBA AMHAMUYHWST aHanu3. AgMuHUCTpaTopuTe TpsibBa Aa MoraT [a MpOMEHST MoHe
CriefjHMTE MapaMeTpy: W3MoN3BaHW NoTpebuTencko Wme, AOMENH, UMe Ha paboTHaTa CTaHuus,
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nctopusita ot 6payssaHeTo, u3nonasanuaT Outlook akayHT, e3nka Ha MaluKMHaTa, BpeMeBaTa 30Ha Ha
MaluuHaTa.

REQ.82.

PelweHuneTo TDHGBa [a MOXe fa 3aci4a onuTi 3a U3non3saHe Ha beHKLI'VIVITe 3a npucnmeaHe (sleep)
Ha onepaunoHHUTE CUCTEMU OT 3r1I0BPEeaAHUA KOO U a MOXe Oa 366'bp3Ba BPEMETO Ha BUPTyanHuTe
MallnHK 3a aHanus, 3a aa npuHyau U3MblHEHNETO HA 3NMOBPEAHUA KOL.

REQ.83.

PelwueHuneTo Tpsabea Ja MOXe Aa Ce CnpaBsi C TEXHUKM 3a M3bsreaHe oT 3acuyaHe (evasion techniques),
Hanpumep W13non3BaHe Ha ping KOMaHAW, NPOBEPKA Ha AOMENH, NPOBEPKa Ha OTMETKM B HaNMYHNTE
Bpay3bpw.

REQ.84.

Email pewwenuneto Tpsabea aa noaabpxa inline MTA pexum Ha paboTa.

REQ.85.

Email pewweHnuneto Tpsbea aa nopabpxka SPAN/TAP pexvm Ha paboTa.

REQ.86.

Email pewwenuneto Tpsibea aa nogabpxa BCC pexum Ha pabora.

REQ.87.

PewwenvneTo Tpsibea aa no3sonsea (no 13bop 0T agMUHACTPATOP) M3BBPLUBAHE HAa AMHAMUYEH aHann3
Ha (palirioBe BbB BUPTyarHUTE MaLUWMHK, KAaKTO B pexuM Ha w3onauus (6e3 ga e Heobxoauma
CBBbP3aHOCT C VIHTEPHET), Taka M C MO3BOSIEHO MPEXOBO CBbP3BAHE OT BUPTYaNHUTE MalUMHW, 3a Aa
ce aobue LANocTeH aHanmu3 Ha 3MoBPeAHIS Kog,

REQ.88.

PelwenveTo Tpsibea fa 13non3ea cnewunanto 3ageneH MpexoBu MHTepMENC KoraTo € NycHaTo B ,K1B®
pexuM, 3a 4a ce u3berHe JONYCKaHETO Ha 3rOBPefeH MPeXOBU Tpaduk KbM peanHaTa BbTpellHa
Mpexa Ha opraHusauusTta; Mpexosus uHTepdenc Tpsbea Aa NO3BONSBA Ha 3MOBPEAHMS KoA Oda
[0CTbMBA BbHLUHM XaKePCKM KOMaHAHM CbpBbPU W Aa CBans BCUYKM AOMBAHUTENHU MOZYNW U
apTedhakTi, KOUTO ca My Heobxoaumu, 3a Aa Ce U3MbIHM U3LANO0 3a aHau3.

REQ.89.

PelueHneTo TpsibBa Aa MOXe [a CuMynupa noTpedutencku 4encTBus, 3a Aa U3MbiHU 3MOBPEAEH Koa
nanckealy noaoOHM OENCTBUS, KaTO HanmpuMmep LipakaHe C MULIKATa WM KOHUrypupaHe Ha
KOHKPETHU AaHHN.

REQ.90.

LIsnocTHIS aHanu3 Ha enekTpoHHO CbobLeHne He TpsibBa da oTHema noseye o1 10 MUHYTK.

REQ.91.

PelweHreTo TpsibBa Aa N0O3BOMNSIBA HA aAMUHUCTPATOPUTE Aa KOHUrypupaT MakcUManHoTO BpeMe 3a
aHarnu3 Ha eneKkTPOHHUTE CbOOLLEHMS.

REQ.92.

Pewenneto Tpsbea [ga nossonsea u3non3saHeto Ha YARA npaBuna v ga no3Bonsiea
KOHCUrypMpaHeTo Ha aBTOMATWYHW anapMu Unu nocTaBsiHE B KapaHTWHA ako 4adeHO CbobLieHne
oTroBaps Ha 3agagenute YARA npasuna.

REQ.93.

PelweHreTo TpsibBa Aa MOXe Aa 3aciya 1 OT4YMTa ONKUTM 33 MPEXOBA KOMYHUKaLMs ¢ VIHTepHeT oT
BMPTYyamnH1Te MaLUMHW N0 BPEME Ha aHamnu3a.

REQ.94.

PelweHneto TpsbBa Aa MO3BOMsBa Ha afMWHMCTpATOpUTe Aa MocoyBaT W 0OBBLP3BAT C KOU
MPUNOXEHNs fa ce CTapTUpaT pasnuyHuTe (haiifioBM pasLUMPEHNst MO BpeMe Ha aHanu3a BbB
BUPTYamnHUTe MaLUUHW.

REQ.95.

PelueHneTo Tpsbea Aa MOXe [a ce UMNNEMEHTVPA B Pa3NNYHN PEXUMMU, KakTo ,Inline”, Ha nbTs Ha
Tpadmka, C Bb3MOXHOCT 3a Gnokupane, Taka u ,Out-Of-Band®, kbgeTo aa ce aHanuaupar Konus Ha
€NEKTPOHHUTE CbOOLLEHMS.

REQ.96.

PelwueHuneTo TpsibBa fa Moxe Aa paboTi B HaMbIHO M3onMpaHa cpeaa, 6e3 Bpbaka ¢ VIHTepHer.

REQ.97.

PelwueHuneTo Tpsbea fa MOXe f4a n3npalla aBTomatnyHu nasectus ypes Syslog, HTTP, SNMP n SMTP
NPOTOKONMN.




MpunoxeHwue Ne 1.6.

REQ.98.

PelwueHuneTo TpsbBa Aa nopabpxa kpuntupaHa TLS komyHukauus (opportunistic unm imposed), 3a ga
Ce 3anasu KOH(PMAEHLMANHOCTTA Ha eNEKTPOHHIUTE ChOBLLEHNS.

REQ.99.

PelweHuneTo Tp9|65a Ja MOXe [a u3npalla aBTOMaTU4HU U3BECTUA KOraTo 6r|0|<|/|pa nnn nocrasn B
KapaHTWUHa JadeHOo EJIEKTPOHHO email c1>o6u.|,eH|/|e.

REQ.100.

PelueHneTo Tpsbea 1a No3BoNsABa KOHUrypupaHeTo Ha 0GeMa Ha 3aA€eNeHOTO MSCTO 3a kapaHTUHa
Ha CbOOLLEHMATa M Jia MOXe [a U3npalla aBTOMATUYHY U3BECTUS KOraTo 3a[leNeHOTO NPOCTPaHCTBO
Ce 3aMb/HN 10 onpeeneH NPOLEHT.

REQ.101.

PelweHreTo TpsiGBa Aa N03BOIISBA U3MON3BAHETO HA NPOKCU C OTOPU3ALLNS 33 CBbP3BAHE CbC CbPBLP
3a 06HOBNEHNS Ha codhTyepa 1 MHOPMaLKsTa 3a HOBM 3annaxu.

REQ.102.

PelueHneTo TpsibBa Aa No3BoMsABa agMUHUCTpaLms Ype3 yeb-6asupaHa koH3ona, 6e3 Aa ce U3uckea
WHCTanMpaHeTo Ha AOMbIHUTENEH CodTyep 3a AOCTHNBAHETO M.

REQ.103.

PelwenneTo Tpsbea aa nossonsisa koHpurypupaHeTo Ha ACL cnucbum, 3a fa ce orpaHnyu JocTbna
[0 MHTepdhelca 3a LieHTpanu3mpaHo ynpasneHue.

REQ.104.

PelweHneTo TpsibBa Aa 13N0N3Ba KpUnTMpaHa KOMYHUKaLMS Mexay afMUHUCTPATOPUTE W KOH3onaTa
3a LEHTpanuaupaHo ynpaeneHue. TpsibBa Aa no3BonsiBa BMbKBAHETO HA COOCTBEHM AWrMTanHM
cepTUdUKaTh Ha OpraHu3aLmsiTa.

REQ.105.

PeluexneTo TpsibBa fa no3BossBa SIOKANHO KOHUrypupaHe unm upes cuHxpoHmsaums ¢ NTP cbpebp
Ha 13MNon3BaH1TE BPEME 1 YacoBa 30Ha.

REQ.106.

PelueHneTo Tpsiba Aa Noaabpka poneso-6asupaH JOCTbN 40 KOH3oraTa 3a yrpasneHue. [la morat
[a ce 3a4aBaT pa3nuyHi1 Npodunu 1 Npasa (aAMUHUCTPATOp, ONepaTop, OANUTOP U T.H.), KaTo Ja ce
3a1aBaT KoM OTYETH, anapMm1 1 MHGOPMaLWs MOraT Aa BUXKIAT B KOH30MaTa 3a ynpaBneHue.

REQ.107.

Pewenveto tpsbea pa nogabpxa LDAP, TACACS + wunu RADIUS metogm 3a BnucBaHe Ha
notpebutenure.

REQ.108.

PelwenneTo TpsbBa aa MOXe Aa uM3npalla M3BecTust 3a COOCTBEHOTO CM 34paBe U Mpouecu W
reHepupanuTe ot4eTH, ypea SMTP, SNMP u Syslog npoTokonu.

REQ.109.

PelueHuneTo Tpsbaa Aa N03BOMNsBa U3BNUYAHETO Ha anapmu 1 OTYETM 3a aKTUBHOCT Ha 3NOBPELEH KOA
B PDF chopmar.

REQ.110.

PelwenveTo TpsibBa aa no3sonsBa rpynupaHeTo Ha anapmm 3a 3noBpeaHu email cbobLyeHns no noHe
CNegHUTE KpUTEpUM: NO W3npaliayu, Mo nonyyaTenu, No BUOOBe BAWrHATW anapmu, no email
KamnaHus.

REQ.111.

PewweHnveTo TpsibBa Aa no3sonsiea reHepupaHeTo Ha otyetu B PDF unu 8 CSV chopmar, cnopeg Tuna
WH(opMaLMs B TAX: BOWMHATW anapMu U TexXHWTe JeTannu, T uHdekuus, obobwutenHa
WHopMaLms 3a NpeaocTaBsHe Npes PbKOBOAHUTE OPraHu Ha OpraHn3aLnaTa, CliChbK C 4OCTbNEHUTE
cbpebpy Npu callback komyHUKauus u opyru.

REQ.112.

PewweHnveTo Tpsibea aa npegocTaBs onuys Aa nonyyaea 1 nanpaiia 0bekTy 3a aHanms, korato bbae
[OCTUTHAT 3afadeH NMMMWUT Ha Kanauyuteta Ha 00paboTBaHMTe OOEKTM OT PELUEHMETO, KbM
npeaBapuTenHO 3adafeH IOKanHO-pPasmonoXeH KITbCTbP MMM KbM CreuManuavupaHin XapayepHu
yCTponcTBa 3a 6anaHcupaHe Ha NPOU3BOAUTENHOCTTA.
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PeLweHuneTo TpﬂﬁBa [a No3BOMsiBa U3BMNYAHETO HA METaAaHHK OT email C'b06LLl,eHVI9|Ta, MWHUMarnHo

REQ.113. |nonyyaten, npukadeHu gpainnose n BMbkHaT URL agpecu, kaTto Te3n MeTajaHHu fa MoraTt Aa ce

nanpawiat kM pewenve Tun SIEM, ypes HTTP unun ypes Rsyslog npoTtokon.

XapayepHu nsnckBaHus — 2 6pos

YCTpOWCTBOTO fja MOXe Aa aHanuaupa Ao 2650 yHukanHu npyukayeHu chaiinose kbM email cbobLyeHms
REQ.114. B yac

YCTPOMCTBOTO Aa MOXE [da aHanuaupa npukadern dannose n URL agpec B email cbobLigHusiTa 3a
REQ.115.

8000 noLeHcKn KyTum
REQ.116. |YCTpOMCTBOTO Aa e ¢ MakcumanHa ronemuHa 2RU

YCTPOMCTBOTO Aa pasnofiara MUHUMAIHO CbC CrieaHUTe NOpToBe 3a HabnogeHe Ha Mpexata: 2X
REQ.117. .

1GigE BaseT

[Oombnuutenndu noptose: 2x 1GigE BaseT noptoBe 3a ynpaeneHnue, cepueH nopt, 4x Type A USB,
REQ.118.

IPMI, VGA
REQ.119. |Pe3epsupaHo 3axpaHBaHe — 1+1

YCTpOMCTBOTO Aa pabotn B m3onmpaH pexum, 6e3 VIHTEpHET CBBbP3aHOCT. YCTPOMCTBOTO Aa He
REQ120. M3npaLla faHHM KbM NPOM3BOANTENS 3@ 3aCeYeHNTe 3annaxu B OpraHM3aumsTa.

lapaHuusa u nopapbLKKa:
REQ.121. |Cpok Ha xapayepHaTa rapaHLus - MUHUMYM 5 (MeT) roguHw.
REQ.122. |Cpok Ha TexH1Yecka noaabpkka — MUHUMYM 5 (MeT) roguHw.
REQ.123. |lMonyyaBaHe Ha HOBM BepCUM HA copTyepa - MUHUMYM 5 (NET) roanHu.
REQ.124. |O6HoBsiIBaHe Ha AEPUHULIA M CUTHATYPU — MUHUMYM 5 (NeT)roguHw.
3. Mopcuctema 3a AMHAMMYEH aHaNM3 Ha 3NOBPeAEH KOA M 3aluuTa OT KuGepaTaku Ha
MPEXO0BO HUBO
O6wWwu n3nckBaHus

Tun peweHue: 2 bpos xapayep (High-Availability) ¢ BrpageH codTyep u 5-roguwHa nogapwbxka, ¢
REQ.125. |pobaseHn 2 6pos paswwuputenHn mogynm tin 1G-10G BASE-LX/LR FIBER, 2 6p. 5-roguweH

aboHaMeHT 3a npunexalyy ycnyru KbM xapayepHuTe yCTpoicTBa

MpeanoxeHOTO pelleHne TpsbBa fa MOXe Aa MHCNeKkTupa v Bokvpa 3noBpeseH MpexXoBH Tpaduk
REQ.126. |kaTo Aa ce nocTaBsi Ha MbTs Ha Tpaduka B inline pexum unun B ,out-of-band* pexxum, kato aa moxe aa

paboTh HE3aBMCMMO OT OCTAHANOTO MPEXOBO 0BOpyaBaHe B MH(PACTPyKTypaTa.
REQ.127 PeweHneto TpsibBa Aga npuTexasa .CJ'I.e,EI'HI/ITe ceptudpukati:  Federal Information Processing

~7" | Standards (FIPS) 140-2 u Common Criteria (CC).
REQ.128 PngeHmeTo [a noaabpxa pexum Ha paboTa ¢ BUCOKa JOCTBMHOCT - high availability (HA), oT Tuna
© " |active-active.

Pelwenneto TpsbBa ga mMoxe da (PYHKUMOHMPA HE3aBUCMMO OT KOETO M [a e [PYro MPEeXoBo

REQ129. YCTPONCTBO (Hanpumep 3awmTHu cTeHu, IDS/IPS yctpoictsa, security gateway ycTponcTsa v T.H.).

PelueHneTo Tpﬂ6Ba Ja e cneunann3npaHo U oa Moxe fa pa60T|/| CaMOCTOATENHO, KaTo beHKLI'MMTe
My HE Tpﬂ6Ba aa ca vact ot UTM mnu WHTETPUPaHO peLLeHne 3a CUrypHOCT.
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REQ.130.

MpeanoxeHoto pelueHne  TpsibBa Aa NpefocTaBs NpeaBapuUTErHO 3afafeHu npasuna 3a
pasno3HaBaHe Ha 3r0BPeaHU MPEXOBW AEACTBUS OT MPUNOXKEHMSITA, PA3NONOXEHN N0 PabOTHUTE
CTAHUMM U CbpBbPUTE B MHGPACTPYKTYpaTa Ha opraHusauusta. TpsibBa Aa vMa Bb3MOXHOCT 3a
0bHOBSsIBaHE Ha Te3W npaBura M3norasaiikv akTyanHa wHdopMaumus cbbpaHa oT BeHgopa 3a Hail-
HOBWTE 3annaxu.

REQ.131.

PelweHreTo TpsibBa ja MOXe [a aHanuanpa MpexoBm Tpacuk OT OpraHu3aumsiTa kbM HTEPHET U Aa
3acKya M3MbIIHEHMETO Ha HeXenaHu npurnoxeHns unn callback KOMyHUKaLMK C Xakepckn KoMaHOHM
LIeHTPOBE, KaTo MO Tasu HAaYMH [a MoraT fa ce 6rokvpaT OnuTY 3a N3HACsSHE Ha MHGOpMAaLMS U3BBH
opraHu3aLusTa no Mpexata, kaTo unu fja ce 6riokmpa MpexoBaTa cecisi ako ce paboTu B inline pexim
WNK KaTo Brpaxaa reset’ nakeT B KOMyHUKaLusiTa ako ce paboTu B ,out-of-band” pexum.

REQ.132.

Pelwenneto ga Moxe aa yHkumonupa kato ICAP cbpBbp, kKaTo fa MOXe Aa nornyyaea annose 3a
aHanu3s ypes ICAP npoTokona.

REQ.133.

PewweHneto TpsbBa Aa Moxe Aa 3acuya paHHuTe hasn Ha yeb-basupanute artaku, Hanpumep
MbpBOHAYanHoO cTapTupaHe Ha exploit, ceansHe Ha 3noBpefeH BuHapeH kog, callback dyHkuumn un
KOMYHUKALMN C XaKepCckM KOMaHOHW LIEHTPOBE, 3a Aa MOXe Aa WaeHTuduumpa ys3sBUMOCTU B
CUCTEMUTE W NPUINOXEHWSTA HA OpraHn3aumsTa, 3a Ja MoXe Aa 3acuya 3apaseHn cUcTemm 1 3a da
Moxe fa 6rnokvpa HeoTOpPU3MPaHN KOMYHUKALM HaBBH OT cpefaTta, No HAKOMKO MPEeX0BM NPOTOKONa.

REQ.134.

I'Ipep,no>|<eHOTo peLlieHne TpﬂﬁBa Ja MOXe Aa WHCNEeKTUpa W Oa OTKpMBa 3NnoBpeaHU 06eKTM,
3nospenHu URL MpEXoBW agpecu 1 3roBpeaHn ﬂeVICTBMﬂ B MNOHE CNeaHUTEe MPEXOBU MPOTOKOMN:
HTTP, HTTPS, FTP, SMB.

REQ.135.

MpeonoxeHoToO pelueHne TpsbBa ga MOXe [a 3acihya [OBWKEHWEe Ha aTakuTe ,HacTpaHu® B
opraHusaumsTa (lateral spread) kato aHammaupa SMB, WinRM n MS-SQL Tpacmk 1 ga moxe Aa
3acuya ¥ anapmupa 3a AEMHOCTM cried ycneweH exploit Ha ys3BMMOCTM OT aTakyBaliuTe, OT
BbTpelWwHa paboTHa CTaHuMs [0 BbTpeleH Tpaduk (Tpaduk TMn M3TOK-3anag), kato Hanpumep
BbTPELUHO pa3y3HaBaHe, eckanupaHe Ha npaea 3a AOCTbN Ha akayHTH, M3BNYaHE Ha NOTPeBUTENCKu
“MeHa 1 Naponu, ABMXEHME ,HacTpaHU" Ha 3NoBpedeH Kof, M3MbIHEeHNe Ha ANCTaHLMOHHM KOMaHAW,
W3BMYaHE Ha AAHHM.

REQ.136.

I'Ipennox(eHOTo peLieHne TpFI6Ba fa e nogj q)opmaTa Ha cneunanusmpaHo XxapayepHo yCTpOVICTBO n
BeHOOopa Tpﬂ6Ba Ja npenocrtaBn MbJIHA NULEH3N 3a coq)Tyepa, KOWTO e ce usnon3ea OT
YCTp0|7ICTBOTO 3a aHanuM3npaHe Ha 3fioBpeaeH Kod, Kakto wu HeobxoaumuTe JimdeH3n  3a
onepaunoHHUTE CUCTEMU U NPUNOXKEHUATA, U3NON3BaHN OT BUPTYyallHata Cpeaa 3a aHallu3 Ha KoAa.

REQ.137.

PelwueHuneTo He TpsbBa Aa 13non3ea KOMepcuarneH xunepeainaop, KOMTO Aa Moxe Aa 6bAe 3aceyeH u
nsberHat ot 3noBpeaHuUs kod, kato Hampumep VMware, Hyper-V, KMV, Citrix 1 T.H., pelueHneTo
TpsibBa fa u3nonasa cobCTBEH, CreLmnanHo U3rpafeH Xunepeansop.

REQ.138.

PelueHneTo Tpﬂ6Ba [a no3eondABa nNpomMaHa Ha HElCTpOI7IKI/ITG Ha BUPTYyallHATE MalUWHKW, Ha KOUTO Le
Cé KN3BbpLBa ANHAMWUYHUAT aHanus. A,D.MI/IHI/ICTpaTOpI/ITe Tpﬂ6Ba Ja Morat fa MpOMEHAT MOoHe
cnegHuTe napameTpun:. KU3non3saHu I'IOTpe6I/1TeJ'|CKO “me, LOMEWH, UMe Ha pa60THaTa CTaHuuA,
ncropudaTa ot 6pay3BaHeTo, n3nonssanmat Outlook adKayHT, €31Ka Ha MalluHaTa, BpeMeBaTa 30Ha Ha
MallnHaTa.
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REQ.139.

PeLweHuneTo Tpﬂ6Ba Ja npegoctaBd cpefa 3a AMHaMMYeH aHanus, KOATO Aa Ce CbCTou OT
npeasaputesniHo Cb3gadeHn BUPTyanHu MallHK, KOUTO Aa Ca U3UAo npeaocraBeHn U noaabpxaHu
OT BeHOOopa Ha pelleHneTo, 3a Aa ce n3berHe CnoXHOCTTa npon3tnyalla OT MHCTanUpaHeTo Ha
NpUNoxeHua n noaapmbXkata Ha BUPTYalTHU MallWHK OT CTPaHa Ha opraHn3auuATa.

REQ.140.

PelueHneTo TpsibBa Ja MoXe Aa uaeHTUdMLMpa aTak, 6es aa BHacs 3abaBsiHe B MPeX0BUS Tpaduk
Ha opraHu3auUusTa, KaTo aHanu3a TpsibBa [a ce U3BbPLLBA JIOKANHO, Ha MPEXOBOTO HUBO, KbAETO €
Pa3MnonOXeHO YCTPOMCTBOTO.

REQ.141.

PelwueHneTo TpsibBa Aa MMa MexaHW3bM 3a KnacuuumMpaHe u NocTaBsHe Ha eTUKETU Ha BUHapPEH Kog,
Ha MaLLMHHO HMBO, KoMTO ce oTHacs 3a EXE, DLL u SYS ¢painose.

REQ.142.

MMpeanoxeHOTO pelueHve TpsibBa Oa AaBa Bb3MOXHO HaW-Manko rpeLliHy NokasaHus v aa Baura
Bb3MOXXHO HaN-MarKo rpeLLHM anapMu Npu 3aci4aHeTo Ha dhalinose, KOUTO HanoaobsBaT 3noBpeaeH
Ko4: Aa anapmupa 3a noBefeHue, KoeTo onuTBa ha usberHe 3acuyaHe OT CUCTEMUTE 3a CUTYPHOCT,
WHCTaNMpaHe Ha HexenaHu nporpamu, NpoMsiHA Ha CUMCTEMHUTE HACTPOMKM, KOETO BIOLLaBa
NPOW3BOANTENIHOCTTA HAa CUCTEMWUTE, HanMWuMe Ha NoTeHuWanHo Hexenauu nporpamu (PUP) u Ha
NoTeHUManHo Hexenanu npunoxenus (PUA), adware npouecu n ©3nosi3BaHe Ha MHCTPYMEHTM, KOUTO
4eCTO Ce W3NON3BaT OT aTaKyBaLLy XaKkepu.

REQ.143.

PeLieHneTo Tpﬂ6Ba Ja MOXe [ia pa3no3HaBa 3arnjiaxu 4pe3 U3BbpLUBaHE Ha NOKaneH aHasnus, 6e3 na
Cce manpatiat cbaﬂnose, r|p06|/| OT KOAa Unu n3nbJIHUM Ko U3BBbH OpraHn3aumaTa unn Kem obnayHo-
633|/|paH|/| CUCTEMW 3a aHamnus.

REQ.144.

TpsibBa fa Ma Bb3MOXHOCT 3@ KOMNMEKCHO pascrnefBaHe 3a Lienus LMKb Ha aTakuTe, BKIIYUTENHO
BbPXY BCska OT cnegHuTe chasu, 3a KOWTO Aa Ma OTAENHW anapmu:

e [TbpBOHAYanHo pa3no3HaBaHe Ha Mpexarta (KaptorpadmpaHe Ha Mpexata, npebposiBaHe Ha
XOCTOBETE, NpebposiBaHe Ha yCnyruTe, M3AMPBaHE Ha NOTPEBUTENICKN akayHTK);

e M3nbrnHeHwe (3non3BaHe Ha komaHaata ,AT" 3a HacpouBaHe Ha M3MbIHEHME Ha npouec,
,pass-the-hash®  gucraHumonHo wu3nbnHewne Ha kog (RCE), wsnonseaHe Ha
WHCTpyMeHTapuyma 3a ynpasnenue Ha Windows cpegute (WMI), MCTaHLUMOHHO Cb3aaBaHe
Ha npouecm);

e M3nbnHeHune Ha Web Shell;

e (CBansHe Ha 3noBpeaeH kog (malware);

e I3BnunyaHe Ha NHGOpMaLmMs Ype3 CBbP3BaHUS C XaKepCKM KOMaHAEH CbpBbP;

e PasnpocTtpaHsiBaHe Ha 3noBpeaHus koA (TpaHcdep Ha 3nospeaeH kog Ype3 SMB n SMB 2
NPOTOKOMN)

e EckanupaHe Ha npuBunernn (npebposiBaHe Ha rpynuTe C BMCOKO HWBO Ha AOCTHM,
npebposiBaHe Ha AUCTaHUMOHHO CnofeneHnTe pecypey - remote shares)

e M3BnnyaHe Ha AaHHM 3a BNUCBAHE B cUCTEMUTE (TpaHcdep Ha naponm ype3 SMB npoTokon,
nssnunyaHe ypes Mimikatz, nssnuyare Ha NTLM xeLuoBe)

e [INCTAHUMOHHO M3MbIHEHWE Ha NPOLECH.

REQ.145.

PelweHneTo TpsibBa fa Moxe Aa naeHtuduumpa yeb-6asupann ysa3BuMOCTH, Ype3 M3BbPLUBAHE Ha
aHann3 Ha CbMHUTENHO yeb CbbpaHe BbB BUPTYanHUTE MaLLMHMW 3@ aHanu3, U3Non3Banku CbLUms
TMN 6paysbp, KaKTo peanHus noTpeduten aocTonun yeb CbabpKaHMETO.
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REQ.146.

PelwueHneTo TpsbBa Aa MOXe [a 3aciya aTaku KbM CbPBbPUTE KaTo U3BMMYA U aHann3npa CTaTu4Hm
N ouHamnyHu ye6-6asmpann dainnose (PHP, WAR, JSP, ASP, ASPX), kouto ca ka4eHn Ha yeb
cbpebpute Ype3 HTTP POST wnmn FTP.

REQ.147.

PewweHneto TpsibBa fga npeaocTaBs AeTalnHa MHGOpMaUMs 3a anapmu, npousnusalim ot
U3BfIEYEHUTEe MEeTafaHH! OT TPAHCMOPTHUSA W OT NMPUNOXHWA CROW Ha Mpexara, 3a NoHe cregHuTe
npotokonu: FTP, HTTP, IMAP, IRC, POP3, RDP, RTSP, SIP, SMB, SMTP, SSH, TLS; PewweHueTo
TpsibBa ga MOXe fa BM3yanu3npa MeTafaHHUTE B WHTEpaKTMBHA, rpaduyHa ¢opma, Kakto u ga
Nno3BONABa U3BMUYAHETO UM 3a UHTErpupaHe ¢ Tpetu SIEM peluexns.

REQ.148.

PewweHnveto Tpsbea aa moxe aa uHcnektupa HTTPS Ttpadwk, kato ga ce nogabpxar SSL / TLS
NPOTOKONK, BKMOYUTENHO Aa ce noaabpxat dyHkumm kato JA3 fingerprinting, nsnonasaxe Ha ,6enu
cnmebumn® n URL kaTeropusauus.

REQ.149.

PelwueHuneTo TpsbBa fa MOXe Aa aHanuaupa noHe crieaHuTe dannosu Tunose: msi, exe, dll, pdf, doc,
chm, avi, jar, docx, Xls, xlsx, gif, jpeg, png, tiff, swf, swf embedded in swf, scr, mov, qt, mp4, jpg, mp3,
asf, ico, htm, hta, url, rm, com, vcf, ppt, rtf, chm, hlp v gpyru.

REQ.150.

PelueHneTo TpsbBa Aa npefocTaBsa ,npeaBapuTeneH usrned’ Ha 3aceyeHute cbMHuTEnHM URL
agpecH, kaTo 1a MOXe Aa NpeaocTass Ha aHanuaaTopuTte screenshot-u ot URL appecute.

REQ.151.

PelwenneTo TpsibBa fa MOXe [a U3BbpLUBA AWHAMWYEH aHanW3 3a 3noBpeaeH KoA, Aa Moxe [a ce
obHoBsIBa 1 [ja MOXe fja My Ce NpeaocTaBs HoBa MHGopmaLms 3a 3annaxu, Jopy B offline pexum, 6e3
[a uMa Bpb3ka ¢ /IHTepHerT.

REQ.152.

PeLweHuneTo Tpﬂ6Ba Aa MOXe Aa npeaocTaBA KOHTEKCTYyalnHa I/IHCbOpMaLl'I/IFI KbM BOUrHATUTE anapMu,
KaTo Hanpumep WU3TOYHUK, CTEMNEH Ha OMnacHOCT, NOoTeHUWanHW pUCKoBe, BapuUaHTK 3a CnpaBaAHe C
npo6nema W T.H., 3@ 3aCE4YEeHNTE aTaku OT AafeHa PUCKOBa rpyna.

REQ.153.

PewweHneto Tpsbea Aa pasnonara ¢ ronsiM Habop OT BUPTyanHu mawwuHn 3a sandbox aHanus, ¢
npeaBapuTeNHO  MHCTanMpaHu OnepauuoHHM cuctemn U codptyep, Ousaikm Windows OS
(BkmoumtenHo XP, 7, 10), Mac OSX u Linux Cent OS, ¢ pa3nuyHu Bepcun Ha Service Pack, 32 1 64
BuToBM, 33 Aa MOXe Aa N3BbPLLBA TOYEH aHANN3 Ha NOBEAEHUETO Ha NPOLIECUTE Copes pasfniH1Te
YSI3BUMOCTM Ha cpeauTe.

REQ.154.

PelieHneto TpsibBa Aa nMpenocTaBs MHOXECTBO MPUMOXEHUS C PasnMyHM BepcuM 3a TECTOBE,
Pa3MnoMnOXEHN Ha BMPTYanHUTE MalUMHU 33 aHanu3 Ha 3noBpeaHu (annose. lMpunoxeHusta u
BepcunTe TpsibBa aa 6baat muHumym crnegnute: Microsoft Office 2003, 2007, 2010, 2013; Adobe
Reader 7, 8, 9, 10, 11; Internet explorer 6, 7, 8, 9, 10, 11.

REQ.155.

PeLweHneTo Tpﬂ6Ba Ja MOXe Oa aHanu3npa eanH n Cbly (ba|7|n Ha pa3nnyHn BMOOBE U BEPCUN Ha
onepaunoHHN CUCTEMU N NPUNOXKEHNA, KAKTO U Ha pa3nnyHn BEPCUN Ha Internet Explorer, 3a fla ce
OTKpue noTeHunanHo 3nospenHo nosedeHne n3nonssallo KOHKPETHU YA3IBUMOCTH.

REQ.156.

PelueHneTo Tpﬂ6Ba Ja MOXe Aa anapMupa 3a 3noBpeaHu npouecu, KouTo He ca Bunm 3aceyeHn B
NbPBOHAYaATHUTE 24 vyaca, a Ha No-KbCeH eTan e yCTaHOBEHO, Y€ Ca 3J10BPEAHN.

REQ.157.

Cnep u3BbpLUBaHE Ha aHanu3, pelleHneTo Tpsbea Aa MOXe Aa NPeAoCTaBs MbieH OTYET 3a HEro,
KOWTO Aa CbAbpxa MUHUMANHO cregHaTa MHopmMaLms:

e Tun Ha aHanusupaHuTe (Hannose;

e |Ime Ha npobarta;
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e  KOHTponHMTE cymmn Ha aHanuanpaHute dainose (MD5, SHA1 / 256/512);

e Knacudukaums cnopef ToBa KbM KOe CEMENCTBO Ce MPUYUCIABa 3aCeYeHs 3M10BPpedeH Kop;

e Tun Ha u3nonssaHata ys3BUMOCT 3a NpobuB;

e URL agpecu, kouTo ca U3ron3BaHu 3a atakata, KakTo U NpeaocTaBsHe Ha MHGopmaums 3a
nperneg Ha cbabpxaHueTo Ha URL agpecuTe upes nsobpaxeHus (screenshots);

e [laHHu 3a ugeHTUdUUMpare Ha 3apaseHute cuctemu (IP, MAC);

e [padmyHo n3obpassiBaHe Ha NOBEEHWETO HAa aHANW3MPaHUs 3I0BPEAEH KOA;

e /3BbpLUEHN NPOMEHN NO OMEPALMOHHATE CUCTEMM;

o /I13BbpLUEHN NPOMEHN MO UHCTANMPaHUTE MPUNOXEHUS HA BUPTYamnHUTE MaLUMHU 33 aHanws;

e |I3BbpLUEHM NPOMEHM MO (haitrioBaTa cUCTEMa;

e I3BbpLueH npomern no peructpute Ha Windows onepauuoHHUTe cuctemu;

e KaueHute DLL Obubnuoteku;

o M3Bukanute Windows API dyHKLMK, B XPOHOSIOTUYEH peg;

e WHdopmauus 3a cb3gagenute / moguduumpannTe / CNpeHuTe npoLec;

e [leTannHo m3obpassBaHe Ha MOBEAEHMETO Ha MPOLECUTE HA MPEXOBO HMBO B rpacdmyeH
(opmaT (M3MbAHEHN MPEXOBM CBHP3BAHWS W W3MON3BAHUTE TPAHCMOPTHU MPEXOBH
NpOTOKONM, n3nonasaxu noptose, DNS 3asBku 1 oTroBopy, http naketu);

e WHdopmauus 3a IP agpecute, € KOUTO € KOMYHUKMPAHO;

REQ.158.

PeweHneto TpsibBa ga MOXe Aa CbXpaHsBa AaHHWTE OT M3MbIHEHWETO Ha 3r0BPEAeH koa U
npunexawmte aptedakTy, kato Hanpumep PCAP ain ¢ gaHHu OT 3aceyeHunTe 3annaxu, 3a aa Moxe
WHhopMaLMsITa da ce aHanuaupa AoMbIHUTENHO U cnep u3BbpLUeHns sandbox aHanms.

REQ.159.

PelweHneTo TpsibBa Aa MOXe fa ce NocTass B cnegHute pexumu Ha pabota: SPAN, TAP, inline nnu
HW bypass.

REQ.160.

PelweHuneTo TpsibBa aa no3sossiBa u3non3eaHeTo Ha YARA npasuna.

REQ.161.

PelweHneTo TpsibBa fa MOXe Aa aHanuaupa Mpexosu Tpadmk HesaBucumo oT nanonaeanute VLAN u
noptoBe, 6e3 a U31cKea NpeBapUTENHO 3aaBaHe Ha NapameTpu, BKITHOYMTENHO Aa ce nogabpxart
npotokonu Encapsulated remote SPAN, Virtual Extensible LAN n Internet Content Adaptation Protocol.

REQ.162.

PewweHneTo Tpsibaa aa pasnonara ¢ KOMaHAEH W ¢ rpadmyeH MHTepMenc (JOCTbNEH Npe3 CTaHAapTeH
ye6-6pay3bp) 3a LeHTpanu3npaHo ynpaenexue, 6e3 fa ce M3ncKka UHCTanMpaHe Ha JOMbHUTENEH

cogpryep.

REQ.163.

PelweHreTo TpsibBa Aa noambpxa poneso-6asupaH AOCTHI A0 KOH30MaTa 3a ynpaeneHue. [la morat
[a ce 3a[1aBaT pasnnyHn Npodunn 1 npaea (aAMUHUCTPATOP, ONepaTop, OAMUTOP W T.H.), KaTo Aa ce
3a7aBat KoM OTYETH, anapMi 1 MHGOpMaLs MOraT [ja BUXKaaT B KOH30raTa 3a ynpaBneHye.

REQ.164.

PelueHneTo Tpﬂ6Ba [ia MOXe [1a aHanmanpa 1 3acuya ataku, KOMTO NPOTUYAT Ha HAKOMKO HMBA M (hasu,
a fa He npegoctass camo sandbox TEXHONOMMS 3a aHanu3 Ha OTAeNHU aitnose B U3onauus.

REQ.165.

PewweHuneTto Tpsbea ga 6bopasu ¢ pasnuunn Bepcin Ha Microsoft Office BbB BUpTYyanHuTe MalimHm 3a
aHanus, kato aa moxe fa aHanuaupa Microsoft Office gokymeHTn ¢ BrpageH 3noBpeseH Koa unu
MaKpOCK 3a Naponu, aHanu3 Ha 3noBpeaeH Tpaduk OT TSX, KAKTO 1 a Ce 3acnyaT CUCTEMHU MPELLK
CBbP3aHu C AOKYMEHTUTE.
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PewweHnneTo TpsbBa aa MOXe Aa 3acuya 1 knacuduumpa CnegHuTe KaTeropum ataku:
e Ransomware kpunTupaLy aTakm;
e Cneaw ot meterpreter komaHawm;
e Kpax6a Ha (hannose;

REQ.166. e HdekTnpaHe Ha aitnose;
e Onutu 3a cMnoBo pa3buBaHe Ha Napony;
e /I3nbnHeHWe Ha KoMaHau;
e A3non3BsaHe Ha ys3BMMOCTY 3a NpobmB (exploit);
e Artaku C Len pasysHaBaHe;
PewweHneto Tpsabea Ja MOXe [Ja aHanuavpa NpUYMHUTE 3a NPUHYAWUTENHO CrMpaHe Ha JafeHo
REQ.167. MPUNOXeHue.
PelueHuneTo Tpsibea fja MOXe Aa nofyyasa MHopmaLms 3a Hosu kubepaannaxu ot rmobanHa cuctema
REQ.168. 3a MHopMaLMs Ha NPoOM3BOANTENS.
PelueHneTo Tpsbea Aa Moxe ha nonyvyaBa cMCTEMHW OOHOBNEHWS W OBHOBIEHNS 3a BUPTYanHu1TE
REQ.169. [MaluHX 3a aHanus, AUpeKTHO oT yeb-6asnpaHus uHTepdeic 3a LieHTpanuanpaHo ynpasnexue Ha
peLLeHneTo.
PewweHneTo Tpsabea [a npepocTaBs MHGOPMaLMs 3a CUCTEMHWTE CWU MoKasaTenu B rpadmyHus
REQ170. WHTEpdeNC 3a ynpaeneHue.
PelwueHneTo TpsibBa fa No3BonsiBa U3MNoM3BaHETO HA MPOKCK CbPBbP C OTOPU3ALMS 3a CBaNsHe Ha
REQA71. 0BHOBNEHMS.
Pelwenneto TpsibBa Aa MOXe C TOYHOCT Aa uaeHtuduumpa m obocobn duntpupaH u GnokupaH
REQ.172. MPEXoBu Tpaduk npe3 yeb npokcwm.
PelwenneTo TpsibBa fa no3BonsiBa unTpupaHe Ha MpexoBu Tpadvk, Aa ce Onpeaens ganu aa ce
aHanuaupa unu bnokupa Tpaduka, kato ce uanonaeat ,06enm ciucbum®. TpsbBa ga mMoxe ga ce
REQ173. cduntpupa Ha basata Ha: Generic Routing Encapsulation, n3nonssaHu noptoBe 3a KOMyHUKaLWs 1
unTprpaHe Ha KOHKPETHM Mpexu (no 3agagexn IP agpecy nnn nogmpex).
Pewenveto tpsbea pa nogobpxa LDAP, TACACS + wunu RADIUS metogu 3a BnucBaHe Ha
REQ.174. notpebutenure.
Pewenneto Tpsbea ga mMoxe ga usnon3sa XFF xeobpu 3a uaeHTMUMUMpaHe Ha KOS MallmHa
REQ.175. reHepupa anapmu, korato ce Hamupa 3aj NpPoKCH CbpBBP.
PelueHneTo He TpsbBa Aa No3BONsSBa MPEXOBa KOMYHUKALMS OT BUPTyarHUTE MaLUMHU 3a aHanus3
REQ.176. |KbM WHTEpHET 1 OT aHanu3npaHus 3roBpefeH KO4 KbM Xakepckun KOMaHZeH LieHTbp unu kM URL
agpec.
Mo Bpeme Ha N3BBPLLBAH aHann3, ako 3MoBpeaHNUs KOA U3NpaT 3asiBka 3a CBansiHE Ha JOMbIHUTENHY
REQ.177. |(bainose (4BOWYEH KOZ), peleHneTo TpsbBa fa MOXe ga NPeaoCTaBu Ha BUpTyanHata MallvHa
3amecTBaLy A0bpoKa4YeCcTBEH (haiin, 3a Aa Ce NPOABLITKMA U3MBIHEHMETO W aHanuaa.
PelwueHuneTo TpsbBa fa MOXe Aa npeaocTass crneaHata nHopmaums:
REQ.178. e [loknag ¢ NpOMEHMUTE NO CUCTEMMTE;

o Konue Ha 3n0BpeHNA ABOUYEH KOA,
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e MeTa aHHu OT 3M10BPEAHUS KOf;

e YnoseH mpexosu Tpadmk (PCAP hain) oT BUpTyanHUTE MaLLMHW 3a aHanus;

e [TbnHo onucaHue Ha pocteneHnte URL agpecu oT 3noBpeaHns Kog ¢ MAeHTUMULMPHE Ha
nokauuuTe um.

REQ.179. |PelweHueTo TpsibBa fa MOXe Aa NpefoCcTaBs U3BNMYAHETO Ha 0T4YeTU W anapmu B PDF chopmar.
PelueHuneTo Tpsbsa fa MOXe Aa ONpeaenu CTeneHTa Ha 3annaxa Ha AafeH WHUWAEHT OT BOUrHaTuTe
REQ.180. anapmu 3a Hero.
PelueHneTo TpsbBa Aa MOXe Aa BAMra pasnuyHK anapMmm 3a Beska hasa OT XWU3HEHUS LMKbI Ha
REQ.181. 3aceyeHnTe aTaku.
PelwenneTo Tpsbea fa Moxe Aa 3acuya OnuTY 3a 13Mon3BaHe Ha (yHKUMKTE 3a npucnnsaHe (sleep)
REQ.182. [Ha onepaLMOHHUTE CUCTEMU OT 3110BpeaHUS KOA M Aa MOXe Aa 3abbp3Ba BPEeMeTO Ha BUPTYyanHuTe
MaLLWHKW 3a aHanu3, 3a Aa NPUHYAM U3MbIHEHNETO Ha 31I0BPEAHMS KOA.
PelueHuneTo TpsibBa fa Moxe fa cumynupa notpebutencku 4encTBrs, 3a 4a U3MbIIH 3MOBPESeEH Ko
REQ.183. [u3uckBall nofobHW [encTBWs, KaTo HanpuMep LipakaHe C MMLLKATa WU KOH(UrypupaHe Ha
KOHKPETHW AaHHM.
PelwenneTo Tpsiba aa MoXe Aa ce crpassi C TEXHWKM 3a M3bsrBaHe OT 3aci4yaHe (evasion techniques),
REQ.184. |Hanpumep 13norn3saHe Ha ping KOMaHau, NpoBEpKa Ha JOMENH, NPOBEPKa Ha OTMETKW B HaNU4HUTE
Bpaysbpu.
PelueHuneTo Tpsibaa Aa Moxe Aa u3npatla u3BecTus 3a COBCTBEHOTO CU1 3ApaBe W npouecy, Ha 6asata
REQ.185. Ha SMTP, 0o npeaBapuTenHo 3agafeHu Nokauum.
PelweHnneTto TpsibBa fa MOXe fga ce wHTerpupa (3a obMeH Ha uMHdopmaums) ¢ nogcucTemara 3a
ynaBsHe Ha MpEXOBM NaKeTW, pascredBaHWUs W LEHTPanuavpaH aHamus3 M Buayanusauus, C
REQ.186. |noagcuctemara 3a 3acuyaHe, pascnefBaHus W 3alyUTa OT MO3HATU U Heno3HaTtW 3anfiaxu Ha HWBO
KparHa ToYka W C nogcucTeMata 3a AMHaMWUYEH aHanu3 Ha 3MOoBpeLeH KOA U 3alyuTa OT kubepataku
Ha eneKTPOHHM email cbobLyeHNs.
PelweHuneTo Tpsbsa Aa npegocTass onuys Aa nofyyasa v u3npalla obektv 3a aHanus, korato 6bae
[OCTUTHAT 3afadeH NMMMWT Ha Kanauyuteta Ha obpaboTBaHWTe OOEKTW OT PELLEHWETO, KbM
REQ.187. NpeaBapuUTeNHO 3adafeH IoKanHO-pasnomnoXeH KITbCTbp WAM KbM CrieuuanusupaHn xapayepHu
ycTpoicTBa 3a 6anaHcupaHe Ha NPOM3BOANUTENHOCTTA.
XapayepHu nsncksaHus — 2 6pos
REQ.188. |lpon3BoanNTENHOCT MPEXOBA 3aLLuTa, MPEXoBu Tpaduk: MuHUManHo 2.4 Gbps
REQ.189. |lpon3BoantenHocT Ha BrpageHa IPS dyHKUMOHANHOCT, MpEXoByM Tpaduk: MuHumanHo 2.4 Gbps
REQ.190. |MuHumaneH 6poin nogabpxaHn egHOBpeEMEHHN cecun 3a IPS: 1M
REQ.191. |MuHumaneH 6poi nogabpxaHu HOBK cecn B cekyHaa 3a IPS: 20K/Sec
REQ.192. |YcTpoicTBOTO Aa € C MakcumarHa ronemuHa 2RU
REQ.193. |YcTpoicTBOTO Aa pa3nonara ¢ noHe 4TB 3a cbXpaHeHne Ha AaHHM
YCTPOMCTBOTO Aa pasnofiara MUHUMASIHO CbC CriedHUTe NopToBe 3a HabmogeHne Ha Mpexata: 8x
REQ.194. |10GigE SFP+; 4x 1GigE Bypass u 2 gombnHutentn paswuputentn mogyna x 1G-10G BASE-LX/LR

FIBER
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YCTpOACTBOTO [a NOAAbpXa CredHUTe pexumn Ha paboTa Ha mopToBeTe 3a HabMioAeHWe Ha

REQ195. mpexara: In-line Monitor, Fail-Open, Fail- Close (HW Bypass) nnn TAP/SPAN
REQ.196. |Hombnuutentu noptose: 2x 1GigE noptose 3a ynpasnenue, cepueH nopt, 4x Type A USB, IPMI, VGA
REQ.197. |Pe3epBupaHo 3axpaHBaHe — 1+1
YcTponcTBoTo Aa pabotn B m3onupaH pexum, 6e3 VIHTEpPHET CBBP3aHOCT. YCTPOMCTBOTO Aa He
REQ.198. n3npalla faHHW KbM NPOM3BOANTENS 3@ 3aCeYEHNTE 3anfiaxu B OpraHM3aumsTa.
lapaHuusa u nogapbLKKa:
REQ.199. |Cpok Ha xapayepHaTa rapaHuus - MUHUMYM 5 (NeT) roguHw.
REQ.200. |Cpok Ha TexH14ecka noaabpkka — MUHUMYM 5 (NeT) roguHm.
REQ.201. |lMonyyaBaHe Ha HOBW Bepcun Ha CogTyepa - MUHUMYM 5 (NeT) rognHH.
REQ.202. |OBHoBsiIBaHe Ha AEPUHULIA M CUTHATYPU — MUHUMYM 5 (NeT)roguHw.
4. TMopcucTema 3a LEHTpanM3vpaHo ynpasneHue
06w n3ncksaHus
REQ.203. |Tun peweHue: 1 6poi xapayep ¢ BrpageH coptyep v S-roanwHa noaapbkka
PewweHreto TpsbBa fa MOXe [a M3BbPLUBA KOpernauus Ha anapMmu Mmexgy nogcucremara 3a
OVHAaMWYEH aHanW3 Ha 3noBpeseH Koa W 3aluuTa oT kubepaTakm Ha MPeXOoBO HUBO U NOACKUCTEMA 3
OVHAMWYEH aHanu3 Ha 3r0BpeaeH Kog 1 3aliuTa oT kubepartaku Ha enekTpoHHM email cbobLieHus,
KaKTO M NofcucTeMara 3a 3acuyaHe, pascreBaHus 1 3aliuTa oT NO3HaTK 1 HeMo3HaTK 3anfaxu Ha
REQ.204. HWBO KpaiHa TOuKa, 3a Aia Ce NpeJoCcTaBu 3aluTa OT aTaki, KOUTO Ce U3MbIHABAT Ha HAKOMKO HUBA U1
npe3 HSAKOMKO BekTopa. Hanmpumep: ataka upe3 3nospefeH URL agpec, npepoctaBeH upes
CbObPXAHWETO Ha eNeKTPOHHO email CbobLeHWE, C Npunexaly ceaneH npe3 yeb Tpadwk 3nopeaeH
(hais, KOMTO € U3MbIHEH Ha KpalHa Touka, JOBENO A0 HEMHOTO 3apassiBaHe.
PelueHuneTo Tpsbea fa MOXe fa NPeaoCcTaBs U U3MbIIHABa OOHOBMEHWS HA CUCTEMHUSA COPTYep Ha
ynpaBnsiBaHUTE OT Hero MOACUCTEMW, Aa MOXE NpefocTaBs Ha nofgcuctemute OOGHOBMEHWS Ha
REQ.205. WHopMaLmMsTa 3a HOBMW 3anaxu U HOBM MHAMKATOPM 3@ KOMNPOMEHTUPaHe oT rnobanHata cucrema
3a MHOPMALMS HA NPOU3BOAMTENS UK OT TPETU UITOYHNLN.
PelwenneTo Tpsbea Aa noaabpKa MHTErpaums ¢ nogcuctemara (nabopaTtopusi) 3a AMHaMUYeH aHann3
REQ.206. Ha 3NOBPEAEH KoZ, 3@ 0OMEH Ha MHopmMaLys.
PelweHneto TpsbBa fa MOXe Aa NpedocTaBs LETalfiHA OTYETW, BKIOUUTENHO W 06eauHeHa
REQ.207. WHOpMaLMs OT ynpaBnsiBaHUTe NOLCUCTEMM OT PELLEHNETO.
PelwueHuneTo TpsibBa fa MOXe 4a ynpaBnsisa reHepupaH1Te anapmm OT ynpaBnsBaHUTE NOACUCTEMN U
REQ.208. [a MOoxe [a usnpaLia u3sectusi, Tabnuum 1 rpaduku ¢ AaHHUTE OT TAX.
PewweHneto TpsibBa ga npeaocTaBs €AMHHA KOH30Ma, OT KOATO Aa MOXe Aa Ce M3BbpLUBa
LEHTPanM3nMpaHo KOHQUrypupaHe Ha ynpaBnsiBaHWTe MNOACUCTEMM, 3afaBaHe Ha MNONUTUKM 3a
REQ.209. CUrypHOCT, 0BHOBSIBaHE Ha MH(hOpMaLusTa 3a 3annaxute / WHAMKATOpUTE 3a KOMMPOMEHTMPaHe,
0BHOBsIBaHe Ha CUCTEMHMS COGITYEp Ha NOACUCTEMUTE.
REQ.210 PelwueHuneTo TpsibBa fa no3Bonssa 06HOBSBaHe Ha ynpaBnsiBaHUTE NOACUCTEMM W MH(hOpMaLMsTa 3a

HoBM 3annaxw gopw B offline pexwum, 6e3 ga e Heobxoanma cBbP3aHOCT ¢ VHTEPHET.
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PewweHneto TpsbBa [a NpegocTaBs MHTErpuUpaHa LeHTpanuaupaHa agMWHUCTpauus, B pearHo
BpeMe, U3non3Bamnku rpadpuyeH HTepdeic, KOUTo Aa NpefocTaBs CrieaHUTe YHKLUNN:

e [lpernen v ounTtpupaHe Ha CbOUTUS CBBP3AHM CbC CUTYPHOCTTA;

e MpeHTnduumpaHe Ha 3apa3eHu YCTPOMCTBa;

REQ.211.
e LleHTpanuaupaHe Ha BCUYKM W3BECTUS W anapMiu OT yNpaBnsiBaHUTE NOACUCTEMMY;
e [lepcoHanuanpaHe Ha rpaguyHOTO M306passBaHe Ha MHopMaLmMsTa (NepcoHanMampaHe Ha
dashboards);
e (Cwn3nasaHe n u3snuyaxe Ha otyetn B PDF n HTML copmatu.
PelweHneto TpsibBa ga nO3BONsBa W3MOM3BaHETO W AMCTPUOYTUPAHETO Ha MHAMKATOpPW 3a
KOMMPOMEHTUPaHE OT TPETU M3TOYHULM (MHAMKaTOpK, kouTo MoraT Aa 6baat URL agpecy, IP agpecwy,
REQ.212. |OOMENHM 1 Xel CyMW Ha 3NOBpeAHM (Pannose) KbM ynpaBnsBaHuTe nogcuctemu. MiHgukatopure 3a
KOMNPOMeHTUpaHe TpsibBa fa MoraT a ce ynpaBnsBaT Uinu Ypes U3non3BaHeTo Ha CrMChbLM 3a BCAKa
kaTeropusi unm ypes uanonasaHeTo Ha STIX (Structured Threat Information Expression) hopmar.
PeweHuneto Tpsbea ga nogabpka LDAP, TACACS + wnu RADIUS meTtoan 3a BnucBaHe Ha
REQ.213. notpebutenuTe, KakTo u Ypes AKT1BHa JMpeKTopus Unm peLleHns 3a ABydakTopHa aBTEHTUKALMS.
Pelwenveto TpsbBa fa mMoxe [a Cb3faBa, CbXpaHsBa W mpedocTass log annioBe KbM TpeTu
REQ.214. |pelueHus, u3nonaeaiku Syslog NpoToKoM, HanpuMep 3a NpeaocTaBsaHe Ha MHAOPMaLMs Ha peLLeHns
ot Tmn SIEM.
XapayepHu nsuckBaHus — 1 6pon
REQ.215. |YCTpOMCTBOTO Aa e ¢ MakcumarnHa ronemmHa 2RU
REQ.216. |YcTponcTBOTO Aa pasnosiara ¢ noHe 4TB 3a CbxpaHeHWe Ha AaHHM
YCTPOMCTBOTO Aa pa3nonara MMHUMAnHO CbC CREeAHNTE NOPTOBE 3a CBbP3BaHe ¢ MpexaTa: 2x 1GigE
REQ.217. BaseT
[Oombnuutendu noptose: 2x 1GigE BaseT noptose 3a ynpaenenue, cepueH nopt, 2x Type A USB,
REQ.218. IPMI, VGA
REQ.219. |Pe3epsupaHo 3axpaHBaHe — 1+1
YCTPOWCTBOTO A4a MOXe [a ynpasnsiBa Apyr1Te YyCTPOMCTBA 3a 3allMTa Ha KpalHu TOYKKM, 3a MpexoBa
REQ.220. 3awmTa 1 3a email 3awyuTa, KaTo BCUYKW Te TpsbBa Aa 6baaT ot eanH NponsBoauTen
lapaHums v nopapbXKa:
REQ.221. |Cpok Ha xapayepHaTa rapaHuus - MUHUMYM 5 (NeT) roguHw.
REQ.222. |CpoK Ha TexHU4ecka noaabpka — MUHAMYM 5 (MeT) roauHm.
REQ.223. |lMonyyaBaHe Ha HOBM BepCUK Ha copTyepa - MUHUMYM 5 (NeT) roauHu.
REQ.224. |OBHoBsiIBaHe Ha AEPUHULIMA U CUTHATYPU — MUHUMYM 5 (NeT)roguHw.
9. Moacuctema 3a LeHTpanu3npaHo pa3ToBapBaHe Ha NPOLECcUTe NO M3BBLPLIBAHE Ha

AMHaAMUYeH aHanu3 Ha 3NoBpeAeH Koa U Ha kubepaTaku OT ApyruTe NOACUCTEMM 3a
KubepcurypHocT

061K n3nckBaHuA
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REQ.225. |PelweHuneTo TpsibBa ga noaabpxa HabnwogeHne ypes SNMP v3.

PelweHneto TpsbBa Oa Moxe [fda uHMUManmM3Mpa M u3non3sa 4o 192 BupTyanHu MaLUMHW
REQ.226. eHOBPeMeHHO 3a sandbox aHanus, 3a ga Moxe aa 0bpaboTu ronsim 06em oT Tpadmk.

PeLueHneTo He TpsibBa [a 13non3sa KOMEPCHaneH XunepBaiiop, KOUTo aa Moxe Aa 6bae 3aceyeH u
REQ.227. |u3berHat OT 3noBpefHus koa, kato Hanpumep VMware, Hyper-V, KMV, Citrix n T.H., pelieHneTo

TpsbBa aa u3non3ea cobCTBEH, CneLyanHo u3rpageH Xxvunepeansop.

PelwueHneTo TpsbBa Aa MOXe fa nonyyaBa aBTOMATMYHO JaHHW 3a 3annaxu OT 3aCe4eHn Takuea npu
REQ.228. OPYrV KIIMEHTW Ha BEHAOPA OT Lisn CBAT.
REQ.229. |PelweHuneTo TpsibBa ga Moxe Aa npaev aHanua Ha ronemu dainnose 4o 1024 MB.

Pelwenneto TpsibBa ga MOXe [fa Cb3aaBa mokanHW AeduHuumn (signatures) Ha 3aceveHuTe
REQ.230. |[3noBpeaHu caiinose. AGMUHUCTpaTopuTe TpsbBa Aa MoraT Aa KOHMrypupaTt BpeMeTo Ha u3TuyaHe

Ha BanMaHOCTTa Ha NoKanHUTe AeUHULMM.

PewweHnveTo Tpsbea ga no3sonssa MoguguumpaHe Ha napametpute Ha Outlook akayHTa, n3nonasaH
REQ.231. B sandbox cpepgara.
REQ.232. |PelweHuneTo TpsibBa ga Moxe aa 3acuya webshell ckpuntose.

PelenneTo Tpsibea fa Moxe Aa u3mbiHsBa annose cb3aageHn ot MS Office gokymeHTw B startup
REQ.233. OVPEKTOpUsTa Ha onepaLyoHHaTa cuctema no Bpeme Ha sandbox aHanmsa.

PelwenveTo Tpsbea fa Moxe Aa u3mbiHsBa nnaHupaHuTe (scheduled) 3agaun oT 3noBpeaHns kog B
REQ.234. sandbox cpegara.

Pelwenneto TpsibBa Oa no3sonsBa Ha agMUHWUCTpPATOpuTe [fa KOHurypupaT faTtata WM vaca
REQ.235. (BpemeBarta 30Ha) 1 13nonasaHns e3uk B sandbox cpepara.
REQ.236. |PelwenuneTo TpsibBa ga moxe aa nssnuya URL agpecu ot nameTTa no BpeMe Ha sandbox aHanuaa.

Pewenveto Tpsbea ga moxe ga m3enmya URL appecu ot Microsoft Office dainose n ot XPS
REQ.237. thaiinoe.
REQ.238. |PeleHuneTo TpsibBa oa Moxe Aa n3enunya 1 aHanuanpa cebpaann Relationship URL agpecu.

PewwenveTo TpsibBa fa Moxe aa 3acuya 3nospeaHu Microsoft Office dhaitnose ¢ BrpageHo Buaeo B
REQ.239. X,

PelweHuneTo TpsibBa fa MOXe Aa M3BBLPLUBA aHanu3 Ha cregHuTe cneuuanty gainosm tunoee: REG,
REQ.240. Microsoft Access, One Note, HTA u Scriptlet.
REQ.241. |Pewenveto Tpsbea ga moxe aa aHanuaupa Microsoft Office channoBe, kouTo ca 3aLmTeHmM ¢ napona.
REQ.242. |PeleHveTo TpsibBa Aa MOXe Aa 3acuva MHXeKTUpaHe Ha Kog.

PelenveTo Tpsbea aa Moxe Aa W3BbLPLUBA aHanu3 Ha annose U3MNON3BaNku pasnuyHM BEPCUM Ha
REQ.243. Microsoft Office Ha BupTyanHuTe MawwmHn 3a sandbox aHanua.

PeweHneto TpsibBa Oa MOXe Aa W3BnMYa U aHanuavpa BrpageHun cannose B Microsoft Office
REQ.244. daiirose.

PelwweHuneTo TpsibBa Aa Moxe Aa Habntogasa PowerShell genHoctute B sandbox cpepata u ga moxe
REQ.245. [la [oKnaaBa 3a Tax.
REQ.246. |PelweHnvero TpsibBa Aa Moxe Aa u3snuya annose, cbaaaneHu ot PowerShell npouecy.
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PelueHneTo Tpsbaa Aa MOXe Aa Ce CnpaBs C TEXHWKM 3a u3bsArBaHe OT 3acuyaHe (evasion techniques)

REQ.247. |oT 3noBpefHuTe npouecw, kato Hanpumep PING nposepku, mpoBepku 3a BpeME W TEXHWUKW C
[1anorosu Npo3opLu.
PeluenneTo Tpsbaa aa Moxe Aa 3acuya HoBM KpunToBupycu (ransomware) B sandbox cpegata — 6e3
REQ.248. [a vMa geuHnumn (signatures) 3a Tax.
REQ.249. |Pewenwueto Tpsbea aa nogabpka Microsoft Windows 10 3a 3acvyane Ha drive-by aTakw.
REQ.250. |PeweHwueTo Tpsibea ga moxe Aa 3aciya Point of Sale 3anospeaHu npouec.
REQ.251. |PelweHueTo Tpsibaa fa MOXe Aa 3acuya 3110BpeaHu NpoLecu, 13nonssaium kernel ya3sumocTu.
REQ.252. |PeleHuneTo TpsibBa ga Moxe aa 3acuda DDE aTaku.
XapayepHu usnckBaHusa — 2 6pos
Heobxoaumu ca 2 6post yCTpOICTBa, KOUTO Ja MoraT Aa Noemar npouecuTe no aHanuaupaHe Ha
3M0BpeeH Kof, KaTo Mo Tasu HauWH 4a MOXe [a Ce YBEnuuM Npou3BOAUTENHOCTTA U KanauuteTa Ha
paboTta Ha noacucTemata 3a AMHAMUYEH aHanu3 Ha 3roBpefeH kof W 3awwmta oT kubepaTaku Ha
MPEXOBO HMBO, KaKTO W [a MoraT fa noemart npoLecuTe no aHanuaupaHe npu HeobxoaumMocT oT
REQ.253. noacucTemata 3a AWHaMUYEH aHanmu3 Ha 3MoBpefeH Kog U 3aluTta oT kubepartaku 3a MpexoBw
(hainioBn ASNOBE, KAKTO M OT NoAcucTeMaTa 3a AUHAMUYEH aHanu3 Ha 3roBpedeH ko v 3awyuta ot
knbepaTaku Ha enekTpoHHU email CbobLLEHNs, Aa MOXe [a yBenuyaBa TsxHaTa Npou3BOANUTENHOCT
W KanaumuTeT Ha paboTa.
REQ.254. |YCTpoMCTBOTO Aa € C MakcumasnHa ronemuta 2RU
REQ.255. |YcTponcTBOTO Aa pasnosiara ¢ noHe 4TB 3a CbxpaHeHWe Ha AaHHM
YCTPONCTBOTO fa pasnonara MUHUMANMHO CbC ChefHuTe NopToBE 3a CBbp3BaHe C Mpexarta: 1x
REQ.256. 10/100/1000 Mbps BASE-T, 2x 10 Gbps BASE-T, 4x 10GigE SFP+
[ombnuutennu noptose: 1x 10/100/1000 Mbps BASE-T nopT 3a ynpaBneHue, cepueH nopr, 2x Type
REQ257. A USB, IPMI, VGA
REQ.258. |Pe3epsupaHo 3axpaHBaHe — 1+1
YCTponcTBOTO Aa pabotn B m3onmpaH pexum, 6e3 VIHTEpPHET CBBbP3aHOCT. YCTPOMCTBOTO Aa He
REQ.259. WM3npalla fJaHHW KbM NPOM3BOAMTENS 3@ 3aCeYEHNUTE 3anfaxu B OpraHu3aumusTa.
lapaHuus u nopapbXKa:
REQ.260. |Cpok Ha xapayepHaTa rapaHuus - MUHAMYM 5 (NeT) roguHw.
REQ.261. |Cpok Ha TexH14ecka nogabpxka — MUHUMYM 5 (NeT) roauHw.
REQ.262. |[onyyaBaHe Ha HOBW BepcUn Ha CodTyepa - MUHUMYM 5 (NeT) rogunHu.
REQ.263. |OBHoBsiIBaHe Ha AEPUHULIMA U CUTHATYPU — MUHUMYM 5 (NeT)roguHw.
6. Mopcucrema (naGopaTtopus) 3a AUHAMMYEH aHanM3 Ha 3N0BPeaeH Kog,
06wu usncksaHus
Tun peLeHue: 1 6por xapayep € BrpageH cogTyep 1 5-rognwHa noaapbKKa, 5-roguileH aboHameHT
REQ.264. 3a npunexatiu ycnyru
REQ.265 PeluenneTo Tpsabea ga NpeaocTaBs Ha aHanNM3aToOpuTE Ha CUTYPHOCTTA 3aluUTeHa Cpeaa, B KOSITO Te

Aa Morat ga TectBar, CTapTupaTt U AOKYMEHTUpPAT npouecute Ha CroXHW 3roBpedHW KoJose
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(malware), kaTo Aa ce NPeAoCTaBAT rofiaM Habop OT BUPTYanHW MalMHW, C MpeaBapUTENHO
WHCTanMpaHu onepaumoHHn cuctemn u codtyep, dusankn Windows OS (Bkntountendo XP, 7, 10),
Mac OSX u Linux Cent OS, kaTo fa moraT fa ce cTapTupat 1 u3nonssat noHe 30 BUPTyarHW MaLLvH
€HOBPEMEHHO.

REQ.266.

PelueHneTo He TpsbBa Aa 13Mon3Ba KOMepCHarneH XunepBeainaop, KOMTO Aa MOXe Aa Obae 3aceyeH
n3berHat oT 3noBpeaHus ko, kato Hanpumep VMware, Hyper-V, KMV, Citrix u T.H., pelieHneTo
TpsbBa aa n3non3ea cobCTBEH, CneLyanHo u3rpageH Xvunepeansop.

REQ.267.

BupTyanHute malumHu, KOWTO Lie Ce M3NoN3eaT 3a aHanuaa, TpsbBa ga MMaT MHCTanMpaHu Haii-
6asosute Bpay3bpy (MuHMManHo Internet Explorer, Microsoft Edge, Mozilla Firefox, Google Chrome,
Safari), nnbruHn (MuHumanHo Adobe Flash) u gpyr Heobxogumu NpUMOXEHUS OT TpeTu
paspabotunym (MuHumanHo Adobe Reader , VLC, QuickTime, Real Player, Microsoft Office Word,
Excel, Powerpoint, Preview).

REQ.268.

HVILI,GH3MTG 3a onepaunoHHUTe CUCTEMU U 3@ KOMEPCUaNHUTE MNPUIIOKEHNA Ha NpeaBapuTenHo
Cb3fdageHnTe un KOH(bMprVIpaHVI BUPTYanHU MallnHU Tpﬂ6Ba Aa 6vaar npegoctaBeH OT BEHAOPA Ha
peLleHneTo 3a ANHaMMU4eH aHanns.

REQ.269.

PeLieHneTo TpFIGBa Aa no3songABa aBTOMAaTUYHOTO Bb3CTaHOBABAHE Ha BUPTYyanHUTE MallWHWK 3a
aHann3 KbM npenBapuTeriHo KOH(*)I/IprMpaHOTO v 6a30BO CLCTOSHWE, BeaHara LLOM NPUKNKO4K
aHanmn3a Ha nogageHa r|p06a OT 3M10BpeaEH Koa.

REQ.270.

PeLieHneTo Tpﬂ6Ba [ia No3BorsiBa B3aMMOAENCTBIUE OT aHanuaatopute ¢ BUpTyanHuTe MalluHu no
BpemMe Ha ANHAMWYHUA aHamn3.

REQ.271.

PelweHneTo TpsibBa Aa MOXe Aa W3BbLUPBA aHanu3 Ha noHe cneaHuTe hannosy TUNOBE: 7zip, Zip, rar,
gz, 3gp, accdb, app, apk, applet, asf, asp, aspx, avi, bat, cdf, chm, cmd, com, csv , dIl, dmg, doc, docx,
eeml, elf, eml, exe, flv, gen, gif, hlp, hta, htm, ico, inf, inf64, jar, jpeg, jpg, s, jsp, Ink, mach-o , midi,
mov, mp3, mp4, mpg, mpkg, msg, msi, one, onepkg, pdf, php, pkg, pl, png, ppsx, ppt, pptx, ps1, pub,
Py, pyc, qt, raw32, raw64 , rb, reg, rm, rmi, rtf, sct, sh, swf, swf built-in swf, tiff, url, url-applet, vbs, vcf,
vcs, war, wav, wma, wsf, xdp, xIs, xIsx, xml, xsl, shell ckpuntoBe ako ca ye6-6asupanu (Python, Perl,
Ruby), txt.

REQ.272.

PelweHneTo TpsibBa 4a MOXeE Ja npaBw aHanu3 Ha ronemu cannose Ao 1024 MB.

REQ.273.

Pelwenveto Tpsbea fa MOXe Aa M3BbPLUBA CTAaTWYEH W AWHAMWYEH aHanmu3 no noHe ChegHuTe
meToau: YARA, ckaHupaHe ¢ aHTuBMpycHU geduHnumnm, Python-6asupaH ctaTnyeH aHanms, 3acnyaHe
Ha dropper npouecu, aHanu3 Ha URL agpecw, kouTo ca BrpageHu BbB (halnoBe M eneKTPOHHM
cbobLUeHus, aHanus Ha riskware, aHanW3 Ha AUHaMUYHUTE NPOLECH BbB BUPTYaNHUTE MaLLWHMW.

REQ.274.

PeLweHneTo Tpﬂ6Ba Ja MOXe [a aHanu3unpa uenna XW3HEeH UWKbIT Ha [dafeHa KM6epaTaKa,
3anoyBankun ot MbPBOHAYATHOTO NPOHWKBAHE B CUCTEMATa (exploit), CBbpP3BaHUA C XaKepCKU
KOMaHeH LEeHTbP 1 CBalidHE Ha BTOPUYHU 3N0BPEHU MOOYNN.

REQ.275.

PelweHneTo Tpsabea 4a No3BONSBa CPABHEHWETO HA NMOBEAEHUETO HA aHanNWU3upaHus 3noBpeaeH Koa
nog, pasnuyH1TE KOHGUrypaLmn Ha cpegaTta 3a aHanua (npu pasnuyHn Bepcumn Ha Microsoft Windows
n Mac OSX onepaunoHHM CUCTEMU, PA3NNYHU BEPCUM HA MHCTANMPaHWUTE MPUMOXEHUS, Pa3nNYHK
HACTPOMKM Ha ONepaLMOHHUTE CUCTEMM, NPW PA3MNYHU NPUOXKEHN OBHOBNEHNS HA ONEPALIMOHHITE
CUCTEMU, NPU NMPUMOXEHMN PasnnYHK KpbkK 1 Service Pack Bepcun).
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REQ.276.

MpeanoxeHOTO pelueHne TpsibBa Aa [aBa Bb3MOXHO HaW-Manko rpelHy NokasaHus U aa Baura
Bb3MOXXHO Han-ManKo rpeLLHM anapMu Npu 3aciyaHeTo Ha dhaiinose, KOUTO HanoaobsBaT 3noBpeaeH
Ko4: Aa anapmupa 3a noBefeHue, KOeTo onuTBa fa u3berHe 3acuyaHe OT CUCTEMUTE 3a CUTYPHOCT,
WHCTaNMpaHe Ha HexenaHu nporpamu, NpoMsiHA Ha CUCTEMHUTE HACTPOMKM, KOETO BIOLlaBa
NPOW3BOANTENTHOCTTA HAa CUCTEMWUTE, HanWuMe Ha NoTeHuWanHo Hexenauu nporpamu (PUP) u Ha
noTeHUManHo Hexenanu npunoxenus (PUA), adware npouecyt 1 n3non3saHe Ha MHCTPYMEHTU, KOUTO
4eCTO Ce W3NON3BaT OT aTaKyBaLLM Xakepu.

REQ.277.

PelueHneTo Tpsibea a No3BONsBa eAHOBPEMEHHOTO U3NON3BaHE Ha HAKOMKO BUPTYaNHM MaLLMHK 3a
aHanws3, KbAETO Pa3n4YH 3NIOBPEAHN NPUINOXEHUS Aa MoraT Ja GbAaT aHanuavupaHu Mo eaHo U ChlLOo
Bpeme, 6e3 1a B3auMOZeNCTBaT NOMeXay CHl.

REQ.278.

PelueHneTo TpsbBa Aa MOXe Aa CUMyNMpa HYOBELLKM AENCTBUS MO BUPTYarHUTE MaLUMHM 3@ aHanu3,
Taka Ye [OpW 3MOBPEAHMTE MPUIOKEHWS, KOWTO MMaT npoBepku B cebe cu fanum B MOMEHTa
B3aWMOZENCTBAT C peanieH notTpebuten (M3BMKBanKkK HAKOU BrpageHn gyHkumn Ha Windows mnu ot
Windows API uHTepdpeiica), fa ce U3MbAHAT HAMbHO 1 Aa MoraT Aa 6baaTt aHanmampaHm.

REQ.279.

Mo Bpeme Ha M3BbPLLBAHE Ha aHanu3a BbB BUPTYamnHUTE MaLUMHW, pelieHneTo Tpsbea Aa Moxe aa
Ce CnpaBsi C ONUTK OT 3MI0BPEAHMS Ko 3a 13bsrBaHe Ha 3acuyaHe, Kato HanpuMep 13non3BaHe Ha
ping KOMaHauTe, NpoBepKa Ha JOMeNHa, NpoBepKa Ha OTMeTKUTe B Bpay3bpuTe, npoBepka Ha Outlook
akayHTuTe, NpoBepKa Ha akTUBHUTE npoueck, BepudmumpaHe DNS.

REQ.280.

PeLieHneTo Tpﬂ6Ba [a MOXe aBTOMaTM4HO Aa B3alMOOENCTBA CbC 3rnoBpeaHn NPUNoOXeHns, KouTo
n3nonseart rpa(bmqu I/IHTepd)eVIC W KOUTO W3UCKBAT B3aMMOAENCTBME C W3BWKAHW AWANoroBu
npo3opun Unn ¢ N3BbpLUBaHE Ha CTHLIKK MO UHCTANNPaAHETO Ha NPUIOXEHNUA.

REQ.281.

PelwenneTo Tpsbea fa no3sorsBa NpoOMsiHa Ha HACTPONKUTE Ha BUPTYarTHUTE MaLUMHK, HA KOWTO Lue
Ce U3BbPLIBA AMHAMUYHUAT aHanus. AgMUHUCTpaTopuTe TpsbBa da MoraT Ja NPOMEHST MOHe
crnegHuTe napameTpu: WM3Mnon3BaHWM MoTpeduTencko ume, AOMENH, MMe Ha paboTHaTta CTaHuus,
uctopusTa oT 6pay3BaHeTo, Hackopo AocTbneHu thannose, DNS sanucu.

REQ.282.

Pelwenveto tpsbBa Aa no3BonsiBa Cb3gaBaHETO Ha MOAPOBHWM TEXHUYECKU OTYeTW, KOWTO [fa
CbAbpXaT MHOPMaLMs 3a aHanu3upaHuTe gannose, Kato HanpuMep:
e Tuna Ha aHanu3upaxus ann;
o Kontponnute cymn (MD5, SHA) Ha aHanuauparuTe bainnioBe / cbagafeHuTte airnose Ha
BUPTYyariHUTE MalUUHW 33 aHanu3;
o [Iposepka ¢ YARA npasuna;
o /IHCTUHKMS TN Ha aHanusupaHus dann;
e MD5 1 SHA1 cTOMHOCTM Ha MbpBOHaYarnH1s 06eKT, HO CbLLO 1 Ha BCEKM ApYr 0OEKT Cb3aageH
OT Hero;
e 3nonasanute DLL 61bnmnoTekn, pecnekTMBHO (OYHKLMUTE U3MNON3BaHN OT 310BPESHNS KOf,
nanseyenm ot |AT Tabnuuara;
e [lataTa Ha KoMNMnMpaHe Ha anna;
e HanpaBeHuTe NPOMEHM Ha HUBO MHCTANMPaHUTE NPUNOXEHUS Ha CUCTEMUTE 3a aHanu3;
e [IpomeHu no hannosata CUCTEMa;
e HanpaseHute npomenmn no Windows Registry 6asata o1 gaHHu;
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o l3BukaHute Windows API dhyHKLMK, B XPOHONOTNYEH pes;

e WHdopmauus 3a cb3gagenute / moguduumpannte / CnpeHnuTe npouecu;

e WHdopmauus 3a cvb3gagenute / mogudumumpanute / cnpenute Windows ycnyru (services);

e Cb3gapenute Mutex obekTu;

e 3aBcuuku cb3gagenn SSDT, IDT, IRP Hooks;

e HanpaBeHu MpexoBW CBbP3BAHNS 1 U3NON3BAHW TPAHCTOPTHU MPEXOBU MPOTOKONMK;

e YroBeH MpexoBu Tpaduk (nog opmata Ha PCAP cain), nponstuyaly ot cuctemata 3a
aHanus;

o DNS 3zasBky;

e [loctbnenu IP agpecu 1 M3non3saHu Normyecku NopToBe;

e YNIOBEHW CbMHUTENHW NPOLECH Ha BUPTYyanHaTa MallnHa npy aHanmsa;

e 3anucaHu screenshots / BuOeO, HanpaBeHW NO BpeMe Ha aHanu3a Ha 3M0BpeaHUTe
NPUNOXEHUS;

e Tuna Ha u3nonasaHuTe ys3BUMOCTY (exploits) OT 3noBpeaHNs Kog.

REQ.283.

PelweHuneTo TpsbBa Ja MOXe [a n3gaBa otyeT B cneguute chopmatu: PDF, CSV, Text, JSON, XML.

REQ.284.

PelweHreTo TpsGBa Aa M3MON3Ba CreLmarnHo 3afeneH MpexoBy MHTEPEIAC KoraTo e NycHaTo B ,KNB"
PeXuM, 3a f1a ce u3berHe [OonyckaHeTo Ha 3roBpeaeH MPEXoBM Tpaduk KbM peanHaTa BbTpeluHa
Mpexa Ha opraHusaumsTa; Mpexosuat uHTepdeiic TpsbBa Aa No3BONABA Ha 3MOBPeaHUs kof Aa
[OCTbMBA BBHLLUHN XaKePCKM KOMAHAHM CbPBbpU W [a CBans BCUYKM AOMBIHUTENHW MOAYNN U
apTedhakTi, KOUTO ca My HeoBXOMMM, 3a Aa Ce W3MbIIHW U3LSNO 3a aHanmu3, BKIOYUTENHO KOraTo
MpexaTa e KOHGUrypupaHa Aa uanonasa yeb npokcy.

REQ.285.

PelueHreTo He TpsibBa Aa No3BOMSsiBa MPEXOBM KOMYHUKaLMM OT BUpTYyanHuTe cuctemu/sandbox 3a
aHanu3 kbM WHTEpHET, KoraTo pelleHneTo € nycHato B Sandbox pexum: 3noBpefdHUsl kof BbB
BMPTYyamnHUTe MaLUMHW He TpsibBa Aa MOXe [a KOMyHWKMPa C Xakepcku KoMaHaHu LeHTpose unu URL
azpecy! B VIHTEPHET B TO3M PEXIM.

REQ.286.

PeLeHneTo TpFIGBa Ja MOXe [a 3ach4a KoraTo 3rioBpeaHna Ko n3snkea sleep (byHKLl'I/II/I 1 0a nocTaBsA
BpemMeBa TO4Ka B 6'bﬂeLLl|eT0, KOATO [ia OTrOBOPU Ha YCITOBUETO 3a U3NbJTHEHUE. ,Ela MOXe Aa cumynupa
YOBELUKM OENCTBUS KaTo HanpuMmep KrukBaHe C MULLKaTa, 3a Aa MOXe Aa CTapTupa TakKbB TUMN
3noBpeaeH Ko, n3nonssall Taknea KpUTEpPUN.

REQ.287.

PelieHreTo aa no3sonsea Ha agMUHUCTpATopuUTEe Aa mMorat Ada |/|36|/|paT C KOW npunoxeHua fa ce
CTapTupa aHanusa B fafdeHa BUpTyanHaTa MallnHa.

REQ.288.

PewweHneto TpsbBa fa MOXe [a pa3no3HaBsa 3r10BpefHO NnoBefeHne oT 0bLy xapakTep, KakTo W ga
Knacucuumpa 3noBpegHUTe NPUNOXEHUs OT JafeHO CEMEWNCTBO BUPYCK (TPOSIHCKU KOH, keylogger,
rootkit, RAT 1 T.H.) no HabntogaBaHWs MOAEN Ha NOBELEHME.

REQ.289.

PelwweHuneTo Tpsibea oa moxe Aa nanonsea YARA npasuna 3a pa3no3HaBaHe Ha 3M10BPefeH Kop.

REQ.290.

PelweHneTo TpsbBa Aa MOXeE [a ce CBbP3Ba C hannoBn CbpBbPU, M3NON3BaKKK NPOTOKoNuTe Server
Message Block nnu Internet File System, 3a aHanus Ha CbxpaHeHn (ainnose.
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PeLwueHneTo Tpsibea a no3BorsBa KOHUIypUpaHETO Ha PasnnyHi CriogeneHn hannosmu UPEKTOPUM,

REQ.291. |B 3aBMUCMMOCT OT OnepaLMoHHaTa CUcTeMa, KOSTO Le Ce M3ron3ea 3a U3BbPLUBAHETO Ha aHanu3 Ha

3MoBpeaeH Kog,.

PelwueHneTo TpsbBa Aa MOXe aBTOMATUYHO [a pa3npeaens aHanuavupaxuTe hannose KbM pasimyHm
REQ.292. |nokaumm, U3noneanki CnogeneHn Mpexosu Asnose, cnopes ToBa Aanu MMaT 3MoBpeaHo noBefeHue

WV HAMAT 3110BpeHO NoBeEeHME.

PelwueHneTo Tpsabea fa MOXe 4a n3npalla aBToMatTnyHu nasectus ypes Syslog, HTTP, SNMP n SMTP
REQ.293. MPOTOKOMM.

PewweHuneto Tpsabea fa no3sonsea u3bupaHeTo Ha BpeMeBUS WHTepBasn, npe3 komto Aa Obaart
REQ.294. npoBepsiBaHK CrnofeneHnTe Asanose 3a HOBU hainose.

PelwueHuneTo TpsibBa ga MoXe [a M3non3Ba NPOKCK C aBTEHTUKALMS 3a 4OCTbNBaHe Ha CbpBbpa My 3a
REQ.295. 0BHOBNEHMS.

Pewwenveto Tpsbea fa pabotn ¢ yeb-6asupaHa koH30Mna 3a ynpaBfieHWe, KOSTO Aa He W3WUCKBa
REQ.296. WHCTaNMPaHETO Ha AOMbIIHUTENEH COPTYEP 3a AOCTHMNBAHETO WM.

Pewenneto TpsibBa Aa nossonsiea KoHgurypupaHeto Ha ACL cnucbk, 3a Aa ce orpaHudyart
REQ.297. MNO3BOJIEHUTE CBHP3BAHMA C UHTEPelca 3a ynpaBrneHue.

PelwenneTto TpsibBa Aa M3non3ea KpUNTUPaH KaHan 3a KOMYHWKaUMS Mexay agMUHUCTpaTopuTe W
REQ.298. |koH3onaTta 3a ynpaeneHue. CbLLo Taka, TpsbBa [a No3BonsBa BMbKBAHETO Ha COOCTBEHM ANrUTanHM

CepTUMKaTK Ha OpraHun3aLMsTa, 13NoN3BaHN 3a KPUNTUPaHe Ha Bpb3Karta.

PeluexneTo TpsibBa fa No3BOIsABa NIOKArNHO 3a4aBaHe Ha 4aTa 1 yac unm Ype3 CUHxpoHusaums ¢ NTP
REQ.299. CHPBDY.

PelwenneTo TpsibBa Aa no3sonsiBa Cb3gaBaHETO HAa akayHTU C PasnyHM Ponu U Npasa, HanpuMep
REQ.300. afMUHUCTPaTOPK M NOTPebnUTEeNn, KOUTO Camo CneasT 3a anapMu.

PewwenneTto Tpsbea Aa no3sonsiBa aBTEHTUMKMpPAHE KbM KOH30MaTa 3a ynpasneHue upe3 RADIUS,
REQ301- I 1aAcACS + u LDAP.

PeleHneTo TpsbBa fa Moxe aBTOMATMYHO Aa u3npalla M3BECTMS 1 NEPUOANYHO Cb3LaAEHM OTYETH
REQ.302. 3a ,34paBeTo” cu, u3nonssankm SMTP.

PelenneTo TpsbBa fa no3BonsBa M3BNNYAHETO HA anapMK 1 OTYETYW 3a aKTUBHOCTTA Ha 3MOBPEAEH
REQ.303. kog nog chopmara Ha PDF.

Pelwenneto TpsibBa Aa no3BonsiBa KOHMUIypUpaHeTo Ha CbobLiEHWE, KOETO Aa ce nokassa npw
REQ.304. BMUCBAHe B KOH30MaTa 3a ynpaBlieHue.

PelenneTo Tpsibaa Aa Moxe fa ce MHTErpupa Cbe cneuunanuampaHo 06opyasaHe 3a LeHTpanu3npaHo
REQ.305. |ynpaBneHue, KOETO [a MOXe [a Kopenupa pesynratute OT aHanusute v da pasnpocTpaHsisa

WHAMKATOPUTE 32 KOMMPOMEHTUPAHE A0 ApYr1Te NOACUCTEMM 3a aHaNW3 Ha 3110BPeaEH KOA.

PelweHuneTo TpsibBa fa Moxe aa ce uHterpupa ¢ Endpoint Detection and Response cuctemu, kaTo ga
REQ.306. |MOxe fa mornydyaBa apTeakTit OT 3M0BpefeH KOA YIOBEH OT CO(TYEpHUTE areHT Ha TakbB TUM

CUCTEMA, MHCTANMPaHN Ha HUBO KparHa TOYKA U CbpBBP.
REQ.307 PelwenneTo TpsbBea fa Moxe NeCHO Aa ce MHTerpupa ¢ Apyru nogCMCTEMM 3a MPeXoBa 3alluTa 1 3a

email 3awuTa, 3a Aa ce NpeaocTaBsyM MHAOPMALMA B pearnHo Bpeme 3a 3M0BPEeIHN MPEXOBH 3asiBKM
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(callbacks) u 3a cnogensiHe Ha NOKarHO reHepupaHUTe WHAMKATOPWU 32 KOMMPOMEHTUpaHe OT
aHanuaure.

XapayepHu nsnckBaHus — 2 6pos

REQ.308. |YcTponcTBOTO Aa € ¢ MakcumanHa ronemmnHa 1RU
REQ.309. |YcTpoicTBOTO Aa pasnonara ¢ noHe 4TB 3a CbXpaHeHWe Ha AaHHM

YCTPONCTBOTO [a pasrnonara MUHUMANHO CbC ChefHUTe MopTOBE 3a CBbp3BaHe C Mpexarta: 2X
REQ.310. 10/100/1000BASE-T Ports
REQ.311. |HombnHuTenHu noptose: cepueH nopt, 4x Type A USB, IPMI, VGA
REQ.312. |Pe3epsupaHo 3axpaHBaHe — 1+1
REQ.313. |YCTpOMACTBOTO Aa MOXe Aa 13BbpLuBa MuHManHo 8200 aHanu3a Ha AeH.

YCTpOMCTBOTO Aa pabotn B M3onmpaH pexum, 6e3 VIHTEpHET CBBbP3aHOCT. YCTPOMCTBOTO Aa He
REQ.314. u3npaLla 4aHHW KbM NPOU3BOAMUTENS 3a 3aCEYEHMTE 3annaxu B OpraHusaumsTa.

lapaHuusa u nopapbLKKa:
REQ.315. |Cpok Ha xapayepHaTa rapaHLuus - MUHUMYM 5 (MeT) roguHw.
REQ.316. |CpokK Ha TexH14ecka noaabpxka — MUHUMYM 5 (NeT) roguHm.
REQ.317. |lonyyaBaHe Ha HOBW BepcUn Ha codpTyepa - MUHUMYM 5 (NeT) rognHu.
REQ.318. |OBHoBsIBaHe Ha AEPUHULIA M CUTHATYPU — MUHUMYM 5 (NeT)roguHw.
7. MopcucTema 3a AMHAMUYEH aHANKU3 Ha 3N0BpefeH KoA U 3aluTa oT kubepartaku 3a
MpexoBu (hainoBu asanose (nabopaTtopus) 3a AUHaMUYEH aHaNMU3 Ha 3N10BPeAeH KOA,
06w n3nckBaHus

Tun pewwetve: 1 6por xapayep ¢ BrpageH coTyep 1 5-roguilHa nogapbxka, S-roguweH aboHameHT
REQ318. 3a npunexatuyy yenyru

PelweHnveTo Tpsabea da Moxe da aHanuaupa annose, 13nonasaiku sandbox TexHonorus, KosTo ga
REQ.320. MOXe Aa 3acuya HenosHar ,zero-day” 3noBpeaeH Kof, BrpadeH BbB (pannoseTe.

PelwueHneTo TpsbBa Aa MOXe fa nony4YaBa aBTOMATMYHO JaHHW 3a 3annaxu OT 3aCe4eH Takuea npu
REQ.321. OPYrV KIIMEHTW Ha BEHAOPA OT Lisn CBAT.

PelueHneTo TpsibBa aa MOXe Aa M3BbPLLBA PEKYPCUBHM aBTOMATUYHI CKAHUPaHUS, CKaHUPaHUs Mo

BPEMEBW rpaduk 1 CKaHWpaHUs N0 pbyHa 3asiBKa OT aAMUHUCTPATOP, 3@ BCUYKM JOCTHMHU MPEXOBY
REQ.322. |cannoBu ganose, 3a da Aa MOXe Ja WAeHTUdUUMPA M CROXWU NOA KapaHTUHA BCWUYKW 3aCEeYEHM

BMpYCU NO CbXpaHeHuTe (ainose, 6e3 4a MMa 3Ha4YUTENHO BNMSIHUE BbPXY NPOM3BOANUTENHOCTTA Ha

cuctemure.

PeLueHneTo aa no3BonsBa 3afaBaHeTo Ha Pa3nMyHN HaCTPOIKW 3a BCAKO CKaHMpaHe, KaTo ga morart
REQ.323. |4a ce 3agaBat pasfnuyHu (ainnioBu TUMOBE MW KOHKPETHM hannose da moraT Aa 6baaT CnoXeHu B

,05n CNMCBK®, 3a a ca U3KIKYEeHN OT CKaHUPaHETO.

PelueHneTo TpsibBa Aa N03BONSABA Nay3vpaHe 1 NPOAbITKAaBaHE Ha CKaHMPaHWS, KOUTO Ce M3BbPLUBAT
REQ.324. B JafileH MOMEHT (B peasnHo Bpeme).
REQ.325 PewweHneto TpsbBa ga Moxe Aga npemecTtBa 6esonacHuTe (hainoBe B OnpedeneHy nokauuu, a

3apaseHuTe (hannose Ja MoXe Aa NpemMecTBa B OTAENeHa KapaHTuHa.
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PelweHneto TpsbBa ga MoXe Aa Bpblya (bainose B MbPBOHAYaNHWTE UM NOKaLWKW, Creq Kato ca

REQ.326.

0cBoBoAeHM OT KapaHTMHaTa.

PelwueHneTo Tpsbaa Aa MOXe Aa M3AaBa MbiHM OTYETH 3a NOBEAEHMETO Ha (hainNoBeTE — NpUnexaLy
REQ.327. |nmpouecu, AocTbn A0 (hainioBeTe/3anncann (hainoBe Ha AMCKOBOTO MPOCTPAHCTBO, MPOMEHM B

perncTpuTe Ha onepawumoHHaTa cucTema.

PelwueHneTo TpsbBa Aa MOXe Aa Cnogens OTKPUTUTE OT HEro WHAWKATOpU 3a KOMMPOMEHTUPaHe C
REQ.328. |ocTaHanuWTe nOACUCTEMW, 33 AMHaMW4YeH aHanu3 Ha 3nOBpefdeH Ko M 3a pascnegBaHua 3a

knbepaTaku, CbLLO Taka Aa MOXE W Aa NomnyyaBa MHOMKATOPM 3a KOMMNPOMEHTMPaHE OT TSIX.

PelweHneTo TpsibBa ga npesocTaBs HACTPOMKM HA (OUNTPW NPU CKaHWPAHETO Ha (palnose, Cropea
REQ.328. TMNa Ha hannoBeTe, NokaumsaTa UM, NocneaHaTa aata Ha moguduLmpanxe.
REQ.330. |PelweHuneTo TpsibBa oa nossonsea usnonssaHeto Ha YARA npasuna, Bepcusi 3.4.

PelweHneTo Tpsabea fa MOXe Aa M3BLPLUBA OCBEH AMHAMUYEH aHanu3, Taka v CTaTuyeH aHamua.
REQ.331. AomuHucTpaTopuTte TpsibBa fa MoraT ga u3bupat Aanu fa ce U3BbpLUBA CTAaTUMHNS aHanu3.

PelenneTo TpsibBa aa Moxe Aa aHanuaupa annose ¢ ronemuHa go node 1024 MB. MakcumanHust
REQ.332 pasmMep Ha haiirioBeTe, KOUTO LLe Ce aHanuaupart, fa Moxe Aa 6bae NPOMEHSH.
REQ.333. |PelweHueto Tpsibaa fa Moxe Aa npasu MopdhorornyeH pasbop Ha .eml dannose.

PelwenneTo TpsibBa oa MoXe fa 13Bnuya npukaveHm gainose ot .eml dhaitnose. bpost Ha npukayeHn
REQ.334. hannose, KOUTO fa Ce aHanuaupar, Tpsibea ga Moxe fJa 6bae NPOMEHSH.

Pewenveto TpsibBa ga MOXe [fa Cb3aaBa mokanHW AeduHuumn (signatures) Ha 3aceveHuTe
REQ.335. |3noBpedHu (pannoBe crneg AMHAMUYEH aHamui. AgMuHMCTpaTopute Tpsbea pga wmoraT Ada

KOHJMrypupaT BpeMeTo Ha U3TUYaHe Ha BanMaHOCTTa Ha NoKanHuTe AedyHALmN.

PewweHnveTo TpsibBa fa Moxe Aa ce nHTerpupa no nogpasdupane ¢ Microsoft Office 365 3a obpaboTka
REQ.336. Ha ¢pannose.

PewweHnneTo TpsibBa aa MOXe Aa ce uHTerpupa no nogpasbupaxe ¢ Microsoft OneDrive 3a 0bpaboTka
REQ.337. [Ha ¢painose. PewweHneto Tpsiba fa MOXe fa M3BbpLUBA AMHAMUYEH aHanu3 Ha pannoseTe B

obnayHoTo npocTpaHcTBO Ha OneDrive.

PewweHnveTo Tpsbea ga moxe aa ce uHTerpupa no nogpasbupade ¢ Microsoft SharePoint Online, 3a
REQ.338. 3alMTEHO CnoAensiHe Ha hannose.

PewweHnveTo Tpsbea aa Moxe Aa uanpaila n3sectus 3a cbbutua no email, HTTP, Rsyslog, SNMP B
REQ.339.

XML, JSON unu B TekcToB hopmar.
REQ.340. |PewweHuneTo Tpsiba oa nogabpxa cnegnute npotokonu: CIFS, NFS, WebDAV, Secure WebDAV.

Pewenneto TpsibBa ga no3sonsiBa M3bMpaHETO Ha KoM (halinioBM XpaHWnMWa da ce ckaHupar,
REQ.341. AVPEKTHO OT rpachuyHns MHTEPMENC 3a ynpaBIieHue.

PelwueHneTo Tpsbea fa MOXe Aa M3BMMYa MbpBOHAYarnHa MHGOpMaLMs 3a CroAeneHuTe OUCKoBM
REQ.342. |npocTpaHCTBa, KaTo Hampumep 6por M TN Ha (pannoBeTe Ha TsX, 3@ ha MOXe Mo-NecHo Aa ce

ONPeaensT KpUTEPUUTE 3a CKAHUPAHETO UM OT PELLEHNETO.
REQ.343. |PelweHuneTo Tpsiba oa npeaocTasst MHpOpMaLMs 3a pesyntatuTte crep M3BbpLUBaAHE Ha CKaHMpaHe.
REQ.344 PelueHneTo TpsibBa Aa MOXe ga NPeaocTaBs AeTalrHu OoT4eTV BbB chopmati .xml, .json, .csf u

TEKCTOB hopMar, KakTo 1 0606wwuTenHn otyeTu B .pdf popmar.
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PeLweHuneTo TpFI6Ba [a no3BonABa onpenenaHeTo Ha BpeMEBU rpaq)vn( 3a aBTOMaTU4HO M3roTBAHE U

REQ.345.
u3npatliaHe Ha oT4eTy.
REQ.346. |PeweHneTo Tpsibaa ga no3sonsBa NecHo 13BnuyaHe Ha peyntati ot aHanuan 8 PDF opmar.
REQ.347. |PelweHveTo Tpsibea ga nogabpxa poneso-6asvpaH SOCTBN O KOH30MaTa 3a ynpaBneHue.
PelweHuneTo TpsbBa fa MOXe Aa Ce MHTErpupa ¢ nogucTemMara 3a LieHTpanuaupaHo ynpasneHue u aa
REQ.348. |[MOxe Aa ce KoHurypupa oT Hes. TpsbBa fa moraT Aa ce nonyvaBaT CUCTEMHWN 0BHOBMEHUS Npe3
noacucTemara 3a LeHTpanuanpaHo ynpasnexue 1 aa ce 0OMEHST anapmu 1 U3BeCTus.
PelwenneTo TpsibBa Aa Moxe Aa aHanuaupa ainnosete B nokaneH sandbox, KakTo 1 Aa MOXe Aa
REQ.343. u3npatla painnoseTe 3a aHanM3 KbM BbHLUEH sandbox, Korato yCTPOMCTBOTO € NPeTOBApPEHO.
REQ.350. |PelweHueto Tpsibea ga pasnonara c IPMI uHtepdeiic.
REQ.351. |PelweHueTo Tpsibea ga nogabpxa AAA NpoTOKON 3a KOHTPOIN Ha NOTpebuTenckus ocTb.
Pelwenneto Tpsbea aa pasnonara ¢ BrpageHun yHKUMM 3a untpupaHe Ha IP agpecu, 3a pa ce
REQ.352 3aWnT MHTEpeica 3a ynpaBrieHne OT HeXenaH JOCTb.
PelueHuneTo TpsibBa Aa N03BONSABa ONPEAENSHETO Ha U3MON3BaHNUTe pecypcn 3a sandbox aHanus, 3a
REQ.353. [a ce u3berHe npetoBapBaHe Ha cuctemara.
REQ.354. |PelweHueTo Tpsibea ga nogabpxa HabnogeHe Ha nokasateny ypes SNMP.
REQ.355. |PelweHueTo Tpsibaa fa npesoctass yHKUMM 3a 3aLUTEHO U3TPUBAHE HA CbXPaHEHU AaHHMU.
PelwenveTo Tpsibsa ga Moxe fa uanonaea noHe 190 BupTyanHu MalumHm 3a sandbox aHanus no egHo
REQ.356. 1 CbLLO Bpeme.
Pelwenneto TpsbBa Aa MOXe [a W3BbpLUBA aBTOMATMYEH aHanu3 Ha noHe 60000 noTeHumanHo
REQ.357. anospeaHu obekTa Ha aeH.
PelwueHneTo TpsibBa Aa MOXe Aa LOknajsa 3a OnuTUTE 3a MPEXOBO CBbP3BAHE Ha aHanuanpaHuTe
REQ.358. 06eKTN BbB BUPTYaNHUTE MaLLMHMW.
PelueHneTo fa Moxe fa 13BbpLUBA CEACTBEH aHaNN3 Ha OTKPUTUTE 3M0BPEAHM (halirioBe 1 Aa MOXe
REQ.359. |AanpenocTass Konue Ha BrHapHus UM (4BomYeH) koa, kakto u PCAP ain ¢ onutuTe MM 3a MpEeXoBM
CBbP3BaHus, 3aeHo ¢ Bcuyku noceteHn URL agpecu.
PelwenveTo TpsibBa fa MOXe [a U3BbpLUBA AWHAMWYEH aHanW3 3a 3MnoBpeaeH KoA, Aa MOoxe fa ce
REQ.360. |obHoBsIBa 1 Ja MOXe fa My ce npefocTaBs HoBa UH(opMaLms 3a 3annaxu, gopu B offline pexum, 6e3
[ia UMa Bpb3ka ¢ VIHTepHerT.
PelueHneTo He Tpsibaa fa 13non3sa KoMepcuaneH Xunepeansop, KonTo aa Moxe fa 6bae 3aceyeH u
REQ.361. |u3berHat oT 3noBpedHus koA, kato Hanpumep VMware, Hyper-V, KMV, Citrix n T.H., pelieHneTo
TpsibBa Aa u3nonaea cobCTBeH, CneyuanHo u3rpageH xvnepaansop.
REQ.362. |PelueHuneTo TpsibBa Ja MOXe Aa Ce CnpaBs C TEXHUKM 3a 3bsreaHe oT 3acuyaHe (evasion techniques).
PewweHuneTo TpsibBa Aa pasnonara ¢ rpaduyeH nHTepdenc, KbaeTo Aa ce n3obpasseat MbiHUTE
REQ.363. AeTannu OT N3BbPLUEHNS aHaNM3 Ha 3M0BPeaeH Kog.
PelueHneTo TpsibBa Aa No3BonsiBa NPOMSIHA Ha HACTPOWKNTE Ha BUPTYarHUTE MaLLUMHU, Ha KOUTO Lue
REQ.364 CE M3BLPLUBA AMHAMUYHMAT aHamua. AgMUHUCTpaTopuTe TpsibBa fga MoraT Aa NPOMEHSIT MOHE

cnegHuTe napameTpun:. KU3non3saHu ﬂOTpe6I/1TEJ'ICKO “me, OOMeWH, UMe Ha pa60THaTa CTaHuuA,
ncropudata ot 6pay3BaHeTo, nanonaeaH Outlook aKayHT, N3noni3BaHu €3nK 1 YacoBa 30Ha.
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PeLweHuneTo Tpﬂ6Ba Ja MOXe fia TeCcTBa 1 3aci4a 3noBpeaeH Koa B pasninyHi onepalmoHHN CUCTEMU

REQ.365. |Ha BupTyanHuTe MawmHW 3a sandbox aHanmu3, ¢ pas3nuyHW BepcuM Ha service pack, kato fa ce
noaabpxar KakTto x64, Taka u x86 apxutektypw, nog Windows 1 nog Mac.
PelweHneto TpsbBa ga MOXe 4a M3BbpLUBA AETalneH aHanu3 v ga OTKpMBa 3MOBPedEeH KOA B
cnegHuTe bannosu ¢opmaT (MUHUMArHO): u3mbiHuUMK .exe (annose, JAVA, PDF, MS Office
LOKYMEHTU, YECTO CpeLLaHn MynTumeaninHu dainosu dopmatu kato JPEG, QuickTime, MP3, apxvem
REQ.366. tun ZIP/RAR/7ZIP/TNEF, 3gp, asf, chm, com, dll, doc, docx, exe, gif, hip, htm, ico, jar, jpeg, jpg, mov,
mps, mp4, pdf, png, ppsx, ppt, pptx, qt, rm, rtf, swf, tiff, url, vbs, vcf, xls, xIsx, bat, cmd, js, wsf, xml, flv,
wav, avi, mpg, midi, vcs, Ink, csv, rm.
PelweHneto Tpsabea ga no3BonsiBa Ha agMWMHUCTPATOPUTE da MOCOYAT KOM MPUIOXEHUS BbB
REQ.367. BUPTYyariHUTE MalUUHW 33 aHau3 a cTapTupat Kom ainosm TUMOBe.
PelweHneTo TpsbBa Aa MOXe [a M3BbPLUBA LSANOCTEH aHann3 nokanHo, 6es aa e Heobxoaumo aa
REQ.368. 131m13a MHGopMaLms U3BBH CTPYKTYPUTE Ha OpraHu3aumsTa.
PeweHuneto Tpsibea aa nogabpxa LDAP unu RADIUS metogu 3a BnucBaHe Ha notpebutenute
REQ.368. (MUHUManHO).
PelwenneTo Tpsbaa fa pasnonara ¢ KOMaHAEH W ¢ rpadmyeH MHTepenc (JOCTbNEH Npe3 CTaHAapTeH
REQ.370. yeb-bpay3bp) 3a LieHTpanuampaHo ynpasneHue.
PelwenveTo TpsibBa Aa Moxe Aa paboTu B CnegHUTE PEXUMM (3a aHanu3npaHe Ha annose):
REQ.371. e CkaHupaHe no pbyHM 3asBku (on-demand, ¢ Bb3MOXHOCT 1 3a aHanu3 Ha OTAeNHM (hannose)
e [lpogbnxuTenHo CkaHUpaHe Ha NOCOYEHN (halrioBK XpaHUMLLA.
REQ372 PelwenneTo Tpsbea fa no3sonssa U3bMpaHeTo Ha pasnmnyHM NoKauuK 3a NpeMecTBaHe Ha haitnose
7 | cnep aHanus cnope ToBa Aanu ca CbC CTaTyc Ha ,806bp*, ,HEU3BECTEH" Unu oL’
XapayepHu nsuckBavus — 1 6pon
REQ.373. |YCTpoMCTBOTO Aa € ¢ MakcuManHa ronemmnHa 2RU
REQ.374. |YCTpoicTBOTO Aa pasnonara ¢ noHe 2TB 3a CbXpaHeHWe Ha AaHHM
YCTPOMCTBOTO Aa pa3snonara MUHUMANHO CbC CREeAHNTE NOPTOBE 3a CBbP3BaHe ¢ MpexaTa: 4x 1GigE
REQ.375.
BaseT
REQ.376. |HonbnHuTenHu noptose: cepueH nopt, 4x Type A USB, IPMI
REQ.377. |Pe3epsupaHo 3axpaHBaHe — 1+1
REQ.378. |YcTponcTBOTO Aa MOXe Aa aHanuavpa MuHumando 60000 daina Ha aeH.
YCTponCTBOTO Aa pabotn B m3onmpaH pexum, 6e3 VIHTEpPHET CBBbP3aHOCT. YCTPOMCTBOTO Aa He
REQ.373. n3npaLla 4aHHW KbM NPOU3BOAMUTENS 3a 3aCEYEHMTE 3annaxu B OpraHmsaumsTa.
lapaHums v nopapbXKa:
REQ.380. |Cpok Ha xapayepHata rapaHuusi - MUHUMYM 5 (NeT) roguHu.
REQ.381. |CpoK Ha TexH14ecka nogabpkka — MUHUMYM 5 (NeT) roguHu.
REQ.382. |lMonyyaBaHe Ha HOBM BepCHK HA cogpTyepa - MUHUMYM 5 (NET) roguHu.
REQ.383. |OBHoBsIBaHE Ha AEPUHULIA M CUTHATYPU — MUHUMYM 5 (NeT)roguHw.
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8. Mopcuctema 3a ynaBsiHe Ha MpeXOBM NaKeTH, pa3cneaBaHuUs U LIEHTPaNU3upaH aHanus u
BU3yanusaums

O6wWwm usmcksaHus

Tun peLueHve:
e 1 Opoit xapayep 3a ynaBsHE Ha MpPEXOBM MakeTW, C BrpageH codptyep u 5-roguwHa

REQ.384. noaapbXKa;
e 1 6pon xapayep 3a pascrnefBaHus W LEHTpanuanpaH aHanua v Bu3yanusauusi, ¢ BrpageH
cogpTyep v S-roguiHa NoAAPBLXKKA;
PelwueHneTo Tpsabea fa vMa MbiHa BUAMMOCT Hag MPEX0oBMS TpadhuK, Ypes BUCOKOCKOPOCTHO YraBsHe
Ha MpEeXO0BM NakeTu 1 aHanu3 npu mpexosa npoussoautenHoct ot 1800 Mbps 3a 4 uHTepdeiica Ha
REQ.385. |HMBO gateway. PeweHnuneTo Tpsbea ga moxe aa ce noctass B TAP/SPAN pexum Ha paboTa, kato aa
MOXe Aa nonyvyaBa MpexoBuTe AaHHu cred SSL gekpunTupaHe OT HacToAWO pelleHue 3a SSL
OEKpUNTUpaHe Ha opraHu3aumsTa oT TPEeTU NPOU3BOANTEN (Aa UMA Bb3MOXHOCT 3a MHTEerpauus).
PelieHneto ga vMa Bb3MOXHOCT 3a U3KMHOYMTENHO Obp30 (B peanHo Bpeme) 3anuceaHe W
REQ.386. WHOEKCUPAHE Ha MPEXOBU TpaduK.
PelwenneTo TpsbBa fa MoXe fa ynass, TbpCi M aHanuanpa UHhopMaLumsTa 0T MPexoBUTe nakeTu 1
REQ.387. -
REQ.388. |PelweHuerto TpsibBa fa Moxe Aa yeTe v 3anncea nakett B PCAP dopmar.
PelwenveTto Tpsbea fa no3Bonsea U3BbPLUBAHETO Ha (UNTPUPAHU TbPCEHUS, U3NON3BaNKKN YECTO
REQ.389. |cpellaHn CTOMHOCTM 3a agpec, npunoxenune, npotokon, VLAN, MPLS, metagaHHu OT MpexoBaTa
Bpb3Ka.
PelwenveTo Tpsabea fa noaabpka UHTErpaums ¢ noacucteMa 3a 3acuyaHe, 3alynta u pascrnegHsaHe
Ha Hemno3HaTu 3anaxm Ha HUBO KpaiHa ToYka, 3a [a MOXe Aa nornyyaea HOpMaLms 3a BbTPELIHO
REQ.390. HabnogasaHuTe IP agpecy OT KpalHUTE TOYKM K 3a Aa MOXE Aa M3BNMYa NoTpebuTenckute MMeHa,
acounmpaHm ¢ JafeHo UMe Ha XoCT.
REQ.391. |PelweHveTto TpsibBa Aa MOXe Aa aHanu3npa MPEeXoBM CECiv U Aa U3BNMYA hannose OT TsIX.
PelwenveTo Tpsibsa Aa No3BonsiBa Ha aHanM3aTopuTe Aa TbPCAT B MPEXOBUS TpahuK KIHOYOBK JyMu
REQ.392. W PErynspH1 M3pasn Ha HUBO NMPUMOXEH CROMN.
REQ.393. |PelweHueTo TpsibBa da noaabpxa CNoXHM 3asBKM, M3nonssalyy bynesa noruka.
PelwenneTo Tpsbea fa MOXe [a ce MHTerpupa v nanpaiia 13BieveHn (ainioBe 0T MPEXOBU CECUM
REQ.394. OVPEKTHO KbM nogcuctema (nabopatopus) 3a AUHaAMUYEH aHanu3 Ha 3NoBPEAEH Kog.
Pelwenneto TpsibBa Aa MOXe Aa pekoHcTpyupa yeb-ctpaHuum u email cbobLieHns OT ynoBeHus
REQ.395. Mpexosu Tpaduk. CbLLo Taka, TpsibBa Aa Moxe aa pekoHctpyupa POP3/IMAP/FTP/SMB.
PelwenneTo TpsibBa Aa Moxe 4a U3BNMYa AaHHW OT MHOrO rofieMm (haitrioBe ¢ MpexoBu Tpaguk, 4o 1
REQ.396. rurabanr.
PelwueHuneTo TpsibBa aa MoXe Aa koaupal/gekoampa cnegHute goopMati oT JaHHu: Base64, gzip, HEX,
REQ.397. HEXDUMP, JSON, URL, XOR.
REQ.398 PelueHneTo TpsibBa fa no3BonsBa onpeaensHeTo Ha co6CTBEHM NpaBuna, Ha 6asaTta Ha kKouTo da ce

ynaBsa U CbXpaHABa MPEXOBUA Tpad)I/IK 3a MNo-HaTaTblUEeH aHanus.
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REQ.399.

PelenneTo TpsbBa aa MoXe Aa aHanuaupa B aetannu cneguute npotokonu: DCE-RPC, IPv6, SMB,
DHCP, IRC, SMB2, DNS, MODBUS, SMTP, ERSPAN, MPLS, SSL, FTP, MSN, SSH, GRE, POP3,
TCP, HTTP, PPP, TEREDO, ICMPv4, RDP, TLS, ICMPv6, RTSP, UDP, IMAP, SCTP, VLAN, IPv4,
SIP, IPFIX, NETFLOWv5, NETFLOWNV9.

REQ.400.

Peluenneto Tpsabsa [ja no3sonssa TbpCeHe B UHOEKCUPaHUTE MeTafiaHH! Ha CrieH1Te NPOTOKONM:
HTTP, DNS, SMTP, POP3, IMAP, SSL, TLS, FTP, SSH 1 MODBUS.

REQ.401.

Pelenneto Tpsabea oa MOXe Aa pasno3HaBa MUHMMAnHO crnegHute npunoxexus: AFP, Aimini,
Amazon, Apple, AppleiCloud, AppleiTunes, Appleduice, Armagetron, AVI, Ayiya, BattleField, BGP,
BitTorrent, CiscoSkinny, CiscoVPN, Citrix, Citrix_Online, CNN, Collectd, Corba, Crossfire, DCE_RPC,
DHCP, DHCPV®, DirectConnect, Direct_Download_Link, DNS, Dofus, DropBox, eBay, eDonkey, EGP,
EPP, Facebook, FacebookChat, FastTrack, Fiesta, Filetopia, Flash, Florensia, FTP, FTP_CONTROL,
FTP_DATA, GMail, Gnutella, Google, GoogleMaps, GRE, GrooveShark, GTP, Guildwars, H323,
HalfLife2, HTTP, HTTP_Application_ActiveSync, HTTP_APPLICATION_VEOHTV, HTTP_Connect,
HTTP_Proxy, IAX, IceCast, ICMP, ICMPV6, IGMP, IMAP, IMAPS, iMESH, IPP, IPsec, IP_in_IP, IRC,
Jabber, Kerberos, Kontiki, LastFM, LDAP, LLMNR, LotusNotes, MapleStory, MDNS, Meebo, Megaco,
MGCP, MMS, Move, MPEG, MSN, MsSQL, MySQL, NetBIOS, NetFlix, NFS, NOE, NTP, OggVorbis,
OpenFT, OpenVPN, Oracle, Oscar, OSPF, Pandora, Pando_Media_Booster, PcAnywhere, POP,
POP3, POPS, PostgreSQL, PPLive, PPStream, PPTP, QQ, QQLive, Quake, QuickTime, Radius, RDP,
RealMedia, Redis, RemoteScan, RSYNC, RTCP, RTMP, RTP, RTSP, SAP, SCTP, sFlow, ShoutCast,
SIP, SkyFile_PostPaid, SkyFile_PrePaid, SkyFile_Rudics, Skype, SMB, SMTP, SMTPS, SNMP,
SOCKS4, SOCKSS5, Socrates, Sopcast, Soulseek, Spotify, SSDP, SSH, SSL, SSL_No_Cert,
Stealthnet, Steam, STUN, Syslog, TDS, TeamSpeak, TeamViewer, Telegram, Telnet, TFTP, Thunder,
TOR, TruPhone, Tuenti, Tvants, TVUplayer, Twitter, UbuntuONE, Unencryped_Jabber, Unknown,
UPnP, Usenet, VEOHTV, VHUA, Viber, VMware, VNC, VRRP, Warcraft3, Webex, WebM, Whois-DAS,
WhatsApp, Wikipedia, WindowsMedia, WindowsUpdate, WinMX, WorldOfKungFu,WorldOfWarcraft,
Xbox, XDMCP, Yahoo, YouTube, Zattoo, ZeroMQ.

REQ.402.

Pelwenneto TpsibBa Aa MOXe Aa aHanuaupa CrnegHuTe BUAOBE MPEXoBW Tpaduk: uanonssaly IPv4
npoTokon; nanonaeay IPv6 npoTokon.

REQ.403.

Pelwenveto Tpsbea fa npegocTaBs Ha agMWHUCTpaTopuTe pasbupaemM M C Bb3MOXHOCT 3a
MoauduumpaHe UHTEPMENC CbC CIMCHLW, rpadukn 1 reorpadicku KapTu.

REQ.404.

PelweHneTo TpsibBa fa No3BOIsBa Ha agMUHUCTPATOPUTE NECHO M 6bP30 Aa 3BbpLUBaT reverse DNS
lookup“ n ,whois* npoBepku AMPEKTHO OT yeb uHTepdenca.

REQ.405.

PelueHneTo TpsbBa Aa No3BonsBa Ha aHanu3aTopuTe Aa npernexaar AaHHWTe Ha HUMBO MPEXOoBa
Bpb3Ka, Naket 1 payload.

REQ.406.

PelueHneTo Tpﬂ6Ba Aa MOXe Aa npuema anapmu oT Apyrute noacucTemMu 3a KI/I6epCMprHOCT.

REQ.407.

PeleHneTo 3a ynassiHe Ha MpexoBu nakeTu Tpsbsa aa u3nonssa ,full disk encryption® metog 3a
KpUnTUpaHe Ha CbOpaHMTe JaHH! M MeTadaHHMU.

REQ.408.

PelueHneTo 3a ynaBsHe Ha MpexoBU nakeT Tpsibea Aa Moxe aa ce uHterpupa ¢ SAS RAID wnm ¢
HBA koHTponep, 3a Aa ce rapaHTMpa HenPeKbCHAT NPOLEC Ha CbOMPaHETO Ha MPEXOBH NaKET!.

REQ.409.

PewwenveTo TpsibBa aa pasnonara ¢ IPMI uHtepdeiic.
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PelweHneto TpsibBa fJa nogobpka aBTEHTMKAUMS Ha  noTpebutennte ¢ MPOTOKOMM

REQ.410. |PAM/LDAP/RADIUS/TACACS+. [la ce noaabpxa poneso-6asnpaHo ynpasneHue, notpebutenure aa
MoraT [ja MMat pasnuyHu ponu (aAMUMHUCTPATOP, aHanmuaaTop, T.H.)
REQ.411. |PelweHuneTo Tpsiba oa Moxe Aa 3acuya U3BNMYAHE Ha JaHHK U3BBH OpraHM3aumsTa.
REQ.412. |PewwenuneTo TpsibBa oa noaabpxa Suricata npasuna 3a AeduHuumm/anapmmpane.
PelenneTo TpsibBa ga nNo3BonsBa 3a4aBaHETO Ha Npasuna 3a GUNTpupaHe Ha MpexoBust Tpaduk.
MpaBunaTa ca HeobxoamMmm 3a HamansiBaHe Ha obema aHanuaupaH Tpadwk. Tean npasuna Tpsibea
REQ.413. |4a ca HanoXeHW OMPEeKTHO Ha XapAyepHWTe MHTepdency 3a yrnaBsHe Ha Tpaduka, npeau da
3aTOPMO3AT LIEHTPamnHMAT NPOLECOp Ha cucTemarta. [la Moxe ga ce puntpupa MUHUManHo Ha 6asa
cnegHute napametpy: src IP, src port, dst IP, dst port.
REQ.414. |PelweHueTo TpsibBa ga MOXe Aa U3BNMYa METaZaHHW OT YNI0BEHUS MpeXoBM Tpaduk npe3 HTTP.
PelweHneto TpsibBa fa MOXe fa MHOEKCMpa B peanHo BpeMe YNOBEHUTE MPEXOBM NaKETH,
REQ.415. |u3non3saiku Mapkepu 3a Bpeme v atpubyTuTe Ha MpexoBuTe CBbP3BaHUS. [la MoraT ga ce ussnuyar
MHOEKCA Ha NOTOKA OT JaHHU 1 MeTadaHHUTE Ha MpexoBaTa Bpbaka B JSON ¢opmar.
PelenneTo TpsibBa aa npeaocTasst MHGOpMaLMs 3a COBCTBEHMTE CM NPOLIECH U 3a CKMaaupaHnuTe
REQ.416. [aHHK, 3a Ja MOXe da ce NnaHupa kanauuteta B 6baelLe.
PelwenveTo Tpsbaa ga no3sonsea Aa My ce Habnogasat napameTpuTe no NPOM3BOAMTENHOCTTA Ype3
REQ.417.
SNMP.
PelwenneTo TpsibBa oa NpeaocTaBs Bb3MOXHOCT 3@ CUTYPHO U3TPUBAHE Ha AaHHUTE OT AUCKOBOTO My
REQ418. NPOCTPAHCTBO, Ype3 Npe3annceaHe (overwrite) Ha JaHHUTE MHOXECTBO MbTH.
REQ.419. |PelweHueTo TpsibBa fa MOXe Aa Ce UHTErpupa ¢ U3TOYHULIM Ha MHGOpMaLMs 3a 3annaxu.
Pewenneto TpsbBa pga nossonsiea [00aBAHETO HA MHOXECTBO HOBM  WHAMKATOPKU 3a
REQ420. koMnpomMeHTupaHe Ype3 popmatit STIX n OpenlOC.
PelwenneTo Tpsbea Aa No3BonsiBa ONpeaensHe Ha BPEeMEBW MHTEPBan 3a aBTOMATUYHO TbpCeHe 3a
REQ421. WHAMKATOPM 32 KOMMPOMEHTHPaHe B CbOpaHUTe METaaHHM 1 Aa MOXE Aa BAuUra anapmu 3a Tsix.
PewweHnveTo Tpsabea aa noaabpxa uano3nsaHeTo Ha reverse SSH n HTTPS TyHenu, 3a aa Moxe aa
REQ422. Ce WHTerpupa CbC CUCTEMU OT BBHLLHA Mpexa.
REQ.423. |PelweHuneTo TpsibBa ga noaabpa aBTEHTUKALMA C U3N0N3BaHe Ha smart kapTw.
REQ.424. |PelwweHuneTo TpsibBa Aa npeaocTaBst AOCTHMN 3@ TbPCEHE B CbXPaHEHNUTE MeTafaHHM.
PelwenneTo TpsibBa Aa MOXe Aa ce MHTerpupa 1 aa nprema MeTagaHHu Ha Crnoit 7 0T noacucTema 3a
REQ.425. |AMHaMWYEH aHanW3 Ha 3N0BPEEH KOA U 3aluuTa OT kubepaTtaku Ha MPEXoBO HWUBO, KaKTO U Aa MOXeE
[a U3ICKBA YIIOBEHM NAKETM MO KOHKPETHO CbOMTME, 3a KOETO € BAWUrHaTa anapma.
REQ.426. |PelweHuneTo Tpsibea ga pasnonara ¢ APl nHtepdeic.
PelueHneTo 3a ynaBsHe Ha MPEXOBW NakeTn Tpsibaa da e u3rpageHo ¢ NoAcueHa OTKbM CUNYPHOCT,
REQ.427. 3aKryeHa onepaumoHHa cuctema.
PeLueHneTo 3a ynaBsiHe Ha MpeXoBU NakeT TpsibBa Aa Moxe Aa cbxpaHssa cbbpaHute PCAP gaHHu
REQ.428. |1 meTaaaHHu 3a noHe 14 geHa, npu cbbupaHe Ha AaHHK 8 Yyaca Ha AeH npy Konn4ecTBo Tpaduk oT 1
Gbps.
XapayepHu n3ncKBaHuA 3a XxapAyepHO YCTPOMCTBO 3a yNaBsiHe Ha MPEXOBU NaKeTu
REQ.429. ‘yCTpoﬁCTBOTO [a e ¢ MakcumanHa ronemuHa 2U
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YCTpoicTBOTO Aa pasnonara ¢ noHe 95TB 3a CbxpaHeHue Ha faHHW, C Bb3MOXHOCT 3a paslwmpsiBaHe

REQ430. Ha obema CbC ckayeHo SAS AMCKOBO NMPOCTPAHCTBO
YCTPOMCTBOTO Aa pasnonara MUHUMAIHO CbC CrefHUTE NOPTOBE 3a CBbp3BaHe ¢ Mpexarta: 4 x 10GE
REQ.431. SFP+
REQ.432. |HombnHutenHu noptose: 2 x 1GbE nopToBe 3a ynpasnexue
REQ.433. |Pe3epBupaHo 3axpaHBaHe — 1+1
REQ.434. |YcTpOACTBOTO Aa MOXeE /Aa 3anuncBa MPexoBu JaHHU cbe ckopocT oT 1800 Mbps
XapayepHu n3nMcKkBaHuA 3a XapAyepHo YCTPOMUCTBO 3a pa3cneABaHUsA U LIHTPanu3npaH aHanums u
BU3yanu3saums
REQ.435. |YCTpOWCTBOTO Aia € C MakcumarHa ronemmHa 2U
REQ.436. |YcTponcTBOTO Aa pa3nonara ¢ noHe 45TB 3a CbxpaHeHue Ha faHHK
REQ.437. |Pe3epsupaHo 3axpaHBaHe — 1+1
lapaHuma n nopapbXKa:
REQ.438. |Cpok Ha xapayepHata rapaHuust - MUHUMYM 5 (NeT) roguHum.
REQ.439. |Cpok Ha TexH14ecka noaabpxka — MUHUMYM 5 (NeT) roguHm.
REQ.440. |lMony4yaBaHe Ha HOBM BepCun Ha copTyepa - MUHUMYM 5 (NET) roauHu.
REQ.441. |OBHoBsABaHe Ha AeUHNLMA U CUTHATYPW — MUHUMYM 5 (NET)roanHU.
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