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TexHuyecka cneumdmkauma no obocobeHa nosmuma Ne 9 ¢ npeamert:

»[0CTaBKa Ha XapayepHU YCTPOIHCTBA U CO(hTYepHM NakeTu 3a nnathopma 3a ynpasneHme
Ha CLOUTUA M CUTypPHOCTTa Ha MHopMaLUaTa“

Mnatdopma 3a ynpaBneHne Ha cLOMTMA M CUTYPHOCTTA Ha UH(hOpMaLmATa

06wu usncksaHus

REQ.1.

Cucrtemarta TpsibBa Aa npefocTaBs ynpaBreHne Ha BCUYKM CBOM KOMMOHEHTW 1 aAMUHUCTPATUBHM
(OYHKLMOHANHOCTM nocpeacTBoM web H6asnpaH nHTepdelic.

REQ.2.

AOMUHUCTpATUBHUTE NpaBOMOLLMS TpsibBa Aa No3sonsaBaT AeduHMpaHe Ha JOCTbN 4O cucTemara
cnopep yCTpoWCTBa, rpyna oT YCTPOMCTBA U MPEXOBU AanasoH.

REQ.3.

ALMUHUCTPATUBHUTE NpaBoMOLLMS TpsibBa fa No3BonseaT AeduHMpaHe Ha poneBo-6asnpaH 4OCTbN
[0 PasnuyHn yHKUMOHaNHM obnactu Ha cuctemata. ToBa BKIOYBA OrpaH1yaBaHe Ha JocTbna Ao
cneumgunyHa yHKUMOHANHOCT M3BBH 0bxBaTa Ha notpebutenckara pons. Tasu yHKUMOHANHOCT
MoXe Aa Obae agMUHUCTPaTUBHA, OTYETHa, unTpupaLla cbbuTns, Kopenauus Ha CbbuTus, 4OCTbN
[0 paboTeH NnoT 1 Ap.

REQA4.

Cuctemata TpsibBa Aa N03BONSIBA aBTOMATMYHO OTKPUBAHE Ha aKTUBU, KOUTO ca 0BeKT Ha 3alyuTa U
HabnoaeHue.

REQ.5.

Cuctemata TpsibBa Ja No3BosisiBa aBTOMATUYHA Knacudukaumst Ha akTMBMTE, KOWUTO ca 0BEKT Ha
3almTa.

REQ.6.

Cuctemata Tpsibea aa npegoctaes oTBopeHo API 3a JOCTbN 40 AaHHUTE CbXpaHsBally ce B basute
OT [JaHHK B cucTemMarTa.

REQ.7.

Cuctemata TpsibBa f[a NpedocTaBs Bb3MOXHOCT 3a KPUNTHMPaHe Ha KOMYHUKaUMsiTa Mexay
KOMMOHEHTUTE CU.

REQ.8.

Cucrtemata Tpﬂ6Ba [Aa No3BOJiABa MHTErpaLna C BbHLIHN CUCTEMU 3a aBTEHTUKaLNA.

REQ.9.

Cwctemata TpsibBa Aa No3BOsiBa pasLUMpeHa TakCOHOMETPUS Ha OTYETEHUTE CbOMUTUS 1 ONnCBaLYMTE
i noneta. MoTtpebuTenute aa UMaT Bb3MOXHOCT Aa A0BABSAT CBOM YHUKANHM MMEHA Ha CbOUTMS, 3a
LenuTe Ha 6baella unTpaums, AOKNaaM UK Kopenaums.

REQ.10.

Cucremata TpsibBa fa “Ma Bb3MOXHOCT 3a aBTOMaTUYHA Knacudukaums (tagging) Ha oTyeTEHUTE
cuouTms.

REQ.11.

Cuctemata fa npegocrtass web-6asupaH rpacpmyeH UHTEPENC 3a ynpaBneHne, aHanms u 3enuyaHe
Ha panopTu.

REQ.12.

Cuctemata fJa no3BonsiBa Cb3AaBaHe Ha pasnmyHn pa6OTHVI nrnoToBe crnopen CI'IGLlI/Id)I/I‘-lHI/ITe
M3NCKBaHNA Ha BCEKM OTAENEH I'IOTpe6I/1TeJ'|.

REQ.13.

Cuctemarta Ja pasnonara ¢ Habop OT NPekoHMUrypupaHu LWabnoHn Ha paboTHM NNOTOBe, KOUTO Aa
MOraT [ja ce 13non3sar 6e3 JOMbIHUTENHU MPOMEHN.

REQ.14.

CuctemaTa fa nopobpxa 0asa OT JaHHW 3a BCUYKM aKTMBM OTKPUTU B WHAOPMALMOHHATa
nHdpacTpykTypa. [laHHUTe 3a aKTUBMTE [1a NPefoCTaBAT BaXHa MH(opMaLms cbOpaHa 3a TsX, KOSTO
BKITIOYBA MUHUMYM: CUCTEMHY aTpUbYTH, MPexoBu aTpuByTh 1 HUBO Ha ys3BUMOCT. CuctemaTa aa
Mo3BOIsIBa KOPEKLS Ha TE3W aTpubyTy, ako Te He MoraT fja 6baaTt npuaobuTy,




Mpunoxexue Ne 1.9

ApxutekTypata Ha cucTemaTa TpsibBa [a NpenocTaBs Bb3MOXHOCT 3a BHeapsiBaHe Ha BCUYKM

REQ.15.  |(YyHKUMOHANHOCTM 3a CbOupaHe, HabntoaeHue, aHanus 1 ynpaBneHns Ha XypHanHuTe Cbbutns kato

LANOCTHO XapAyepHO peLLeHue.

ApxutekTypata Ha cuctemata TpsbBa [[a MpesocTaBs Bb3MOXKHOCT 33 BHeApsiBaHe Ha
REQ.16. |(YHKUMOHANHOCTMTE 3a aBTOMATU3NPaHEe Ha NPOLecUTe 3a peakuyus Npy MHUMAEHTY BB BUPTYaHa

cpepa.
REQ.17. |ApxuTeKkTypaTa Ha cuctemata [Aa rapaHTupa MHTErpUTET Ha CbOpaHUTe AaHHU (XKYpHarHKU 3anucm).

ApxuTekTypaTa Ha cuctemata TpsibBa Aa Moxe [a npeaocTaBs pasnpegeneH MOAen Ha kopenaums

Ha aKTMBHOCTW CbOPaAHW OT pasnUYHUTE M M3TOYHWUW. [Mpumep: nokaxu X rpewwHn onuTh 3a
REQ18. BbBeXJaHe Ha naposa 3a fageH notpebuten, kato AaHHWTe 3a Te3u ONUTW ca CbBpaHN OT BCUYKM

KOMMOHEHTN.

Cuctemarta fja npefocTaBs aBTOMaTM3MpaH NpoLec 3a apXvBHU Konust (KOHGUrypaumm n cbbpaHu
REQ.19. KYPHAIHW 3an1cu) 1 TAXHOTO Bb3CTaHOBSBAHE.

Cuctemata TpsbBa Aa npenocTaBs aBTOMATM3MpaHM MNPOBEPKM Ha paboTOCNOCOBHOCT U Npw
REQ.20. Bb3HMKBaHe Ha Npobnem Aa uanpatla HoTudmkaums.

Cuctemata TpsbBa fa no3BoONsiBa CbXpaHeHWe Ha CbOpaHUTE XXYPHamHU 3anncu BbPXY BbHLUHM
REQ21. CUCTEMM (HE3ABMCHMO OT MPOU3BOANTENS) 33 CbXPaHEHME.

Cucrtemara TpsbBa a N03B0ISBA PasLLMPEH Bb3MOXHOCTM 3@ TbPCEHE, aHanu3 1 LeHTpanuanpaHi
REQ22. CNpaBKM C XyPHAMHUTE 3an1cu, KOUTO Ce CbXpaHsABaT Ha BbPXY BbHLUHM CUCTEMU 33 CbXPaHEHMe.
REQ.23. |CucTemata fa npedocTaBs Bb3MOXHOCT 3@ KOMMPECUs Ha CbBpaHnTe XypHanHu 3anucu.

Cuctemata fa nossonsBa CTaHOapTU3WpaHM MeToaM 3a CbOupaHe Ha XypHamHW 3anucy KaTo
REQ.24. |muHumym: Syslog (TCP/UDP), SNMP, JDBC, OPSEC LEA, SDEE, WMI, FTP/SFTP/SCP kato mscTo

3@ CbXpaHEHWe Ha XYpHamHM 3anuc.

Cuctemata TpsibBa fa no3sonsBa Hopmanusaums Ha 6asoBute cbbuTUitHKM noneta. B ToBa uncno:
REQ.25. notpeburencku uMeHa, IP agpecu, IMeHa Ha XOCTOBE, U3TOYHULIM Ha XYPHAMHM 3anucy.
REQ.26. |Cuctemara TpsibBa Aa no3BonsBa aHanu3 Ha cboutusiTa B 6113ko 40 pearnHoTo BpeMe.

Cucrtemarta TpsbBa fa N03BOMNsABa aHanu3 3a CbbuUTUATa B AbIMTbI NEPUOS OT BPEME, NoKas3BaHe Ha
REQ.27. 6a3oBa nuHua (baseline) n nporHoaa (trend) Bbpxy T€31 CHOUTHS.

Cuctemata TpsbBa da cb3gaBa anapmu 6asupaHu Ha HabrnogaBaHW aHOManWKM U NOBEAEHYECKM
REQ.28. NPOMEHU B CbOMTUSATA CBbP3aHN CbC CUTYPHOCTTA.

Cuctemarta fa npefocTaBsi Bb3MOXHOCT 3@ OTYET/PanopT Ha BCUYKM KOMMOHEHTY, NOANEXaLLM Ha
REQ.29. ynpasreHue npes rpauyHuaT noTpebuTencku nHtTepdeic.

Cuctemata fa nputexaea KOHUrypupyema nogcuctema/mMogyn 3a Cb3daBaHe Ha OT4eTH,
REQ.30. No3BONsBaLLa MBKABOCT U NPOMEHMN Ha FeHepUpaHNUTe OTYETK.

Cuctemara fia No3BorsiBa Cb3aaBaHe Ha 0TYeT 3a onpefeneH MHTepBas OT BpEME: Yac, AeH, ceamuua
REQ.31. MeceL, Unu Ha cneumduyHo 3agadeH nepuog.

Cuctemarta [a no3soNsiBa Hanpasa Ha LabnoHy 3a NecHO U3roTBSHE U NPEeAOCTaBsHE Ha OTYETH 3a
REQ.32 HYXOWUTE Ha LLIMPOKA rama OT HWBA KaKTO OnepaTUBHM Taka 1 PbKOBOLHM
REQ.33 Cuctemata [a npenocTaBs Bb3MOXHOCT 3a anapmupaHe 6asupaHo Ha 3acevyeHn 3annaxu 3a

CUrypHOCTTa Bb3 OCHOBA Ha HabnogaBaHnTe yCTpOVICTBa.




Mpunoxexue Ne 1.9

REQ.34.

Cuctemata f[a NpefocTaBs Bb3MOXHOCT [a Kopenupa MHgopMauus cbBpaHa OT pasnuyHu
KOMMOHEHTY Ha cucTemara.

REQ.35.

Cuctemarta aa npegocTaBA Bb3MOXHOCT 3a anapMupaHe 6a3|/|paHo Ha YCTaHOBEHU MOMUTUKN.

REQ.36.

Cuctemata fa npeaocTaBdA Bb3MOXHOCT 3a alapMupaHe 6a3|/|paHo Ha rnpeTerndHe, KoeTo Le
No3BOJIM 3allaraHe Ha NpuopuTmU3aLms.

REQ.37.

CuctemaTa fja No3BoMsBa U3npaLlaHe Ha anapMu KbM BBHLUHW cucTemm nocpeactsoM e-mail, SNMP
n Syslog.

REQ.38.

Cuctemata Ja “Ma BrpafeH WHCTPYMEHT Npes KOWTO noTpebutennte Aa moraT 4a onuceaT 3allo
nageHa anapma e false positive 1 pecnekTMBHO Te3u JaHHM Aa Ce M3Mon3BaT 3a HamansBaHe Ha
HWBOTO Ha (hanLuMBUTE anapmMu B NOCNEACTBME.

REQ.39.

CucTemaTta Aa no3BonsiBa kopenawust Ha CBbp3aHn Nomexay ¢ CbbuTis 1 NpeaCcTaBsHETO UM KaTo
e0MH MHUNAEHT.

REQ.40.

CucTemaTta fa ¥Ma Bb3MOXHOCT 3a MHTErpaumust C BbHLUHM W3TOYHWLM Ha WHOpMaLmMs OT TPeTH
CTpaHW CBBbp3aHa CbC 3annaxu (reorpadicko nosuLMoHMpaHe, 6OTHET kaHanu, BpaxaebHu Mpexn).
MonyyeHata HGoOpMaLMs fa MOXe fa Ce M3N0N3Ba N0 aBTOMATU3MPaH HauMH.

REQ.41.

Cuctemata TpsibBa MMa Bb3MOXHOCT da anapmupa Korato MMa npekbcBaHe B CbOMpaHeTo Ha
KYpHarHu 3anucy oT ycTpomrcteata nof Habntopenue. Motpebutenute Ha cuctemarta ga umart
Bb3MOXHOCT [a AeduHMpaT BPEMEBUAT MHTEpBan npes KOWTO He ce HabriogaBa akTWBHOCT OT
HabntogaBaHuTe ycTporncTea. [lpumep: ako XXypHarHuTe 3anucu He ca W3npaTeHu OT AadeHo
YCTPOWCTBO B paMKWUTE Ha X MUHYTW [a ce Cb3faje anapma.

REQ.42.

CucTemata TpsbBa fja Ma Bb3MOXHOCT 3a NpeanpueMaHe Ha AeNCTBIS NpU NOSTy4aBaHe Ha curHan.
CucTemata TpsbBa a ¥Ma Bb3MOXHOCT 3a MHULMMPAHe Ha NepPCOHannanpaH CKPUMT, KOUTO MOXe fa
Obae napameTtpusupaH no atpubytn OT CbOMTMATA UNM u3npallaHe Ha email cbobuieHue, syslog,
SNMP trap.

REQ.43.

Cucremata 3a CbbupaHe, HabnogeHe, aHanM3 v yNpaBNeHUst Ha XypHanHu cbbutus Tpsibea ga uma
WHTErpUpaHa Bb3MOXHOCT 3a MOMyYaBaHEe Ha MHGOpMaUMs 3a 3annaxv npegocTaBsHa OT
NPOU3BOAMUTENS.

REQ.44.

Cuctemata Tpsiba fJa No3BoNisiBa UCTOPUYECKN aHanM3 Ha XXypHamnHU 3anucy, Hamp. cbouTus u
MoTOLM OT MMHANO BpeMe M HOBO AoGaBeHM NpaBuna.

REQ.45.

Cucrtemara TpsibBa fa 1Ma Bb3MOXHOCT Aa KOpenupa noToum OT A4aHHU OT TPETU CTpaHu. Te3un AaHHH
Ha TPeTu cTpaHu TpsbBa ce aKTyanuaupaT aBTOMATM4HO OT cuctemata. Cucremata Tpsbea ga
npeaocTaBst Bb3MOXHOCT 3a 0OMeH Ha CTaHgapTuanpaHa uHgopmaums kato STIX unmn TAXII.

REQ.46.

CucTemara TpsibBa Aa MMa Bb3MOXHOCT 3a Cb3[jaBaHe 1 NoAAbPXaHe Ha CMIUCHK C BCUYKM aKTUBY Ha
[afieHa opraHn3aLys. 3a BCekM evH akTUB a MOXE Ja Ce onpeaens Ternosu koeduLmeHT 1 aa obae
acoluvpaH ¢ nonseatens v reorpadckarta My nokaums.

REQ.47.

Cucrtemara TpsibBa 4a MOXeE NpyW MHTErpaLKs C peLueHune 3a ynpasnexue Ha ya3sumocTy (Vulnerability
Management) ga 06eanHsBa M MH(OPMaLMS 3a yA3BUMOCTUTE Ha AaAEH aKTUB.

REQ.48.

Cwuctemata TpsibBa Ja no3eonsiBa ONpefensiHe Ha HMBO Ha [OCTOBEPHOCT Ha BCEKW €AMH M3TOYHMK
Ha JKypHarHu 3anucy, KoeTo Ja MOXe Aa ce B3uma B NMPeABWA Npu PUHANHOTO OMpedensiHe Ha
npuopuTeTa Ha AafeH WHUMAEHT MO CUTYpHOCTTA.
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Cuctemata TpsibBa fa NpedocTaBs BrpafeHu paboTHU MpOLIECH, KOUTO YNecHsiBaT W HacoysaT

REQ49. [ENCTBUSATA Ha CY)XMTENN, OTTOBapSILLM 3a CUrYPHOCTTA.
Cucrtemara TpsibBa Aa Uma BrpafeH Moayn, KOWTO Aa NO3BOMsIBa Ha3Ha4YaBaHe Ha AafeH UHUMAEHT
REQ.50. no CUrypHOCTTa Ha onpegeneH notpebuten Ha cuctemara.
Bcekn egnH notpebuten TpsibBa ga MMa Bb3MOXHOCT [a BUAM BCUYKM CBOW (HA3HAYEHW Ha Hero)
REQ51. WHLMAEHTM NO CUIYPHOCTTa NOAPeaeHN No onpeaeneH npuoputet 3a 06paboTka.
Bcekn eagnH notpebuten Tpsbea Aa MMa Bb3MOXHOCT Aa 06paboTBa HasHaYeHUTe No WHUMAEHTM Mo
REQ.52. |curypHOCTTa M CbOTBETHO MUHWYM [ia MOXE Aa M OTXBbpNS, Habnoaasa, KOHUrypupa 1 kKoMeHTUpa
HOTUUKALIMN.
Cuctemarta TpsibBa fa NpeaocTaBs Bb3MOXHOCT 3a MHTErpaums CbC CMCTEMa 3a ynpaBreHue Ha
REQ.53. nHUmaeHTu (trouble ticketing).
Cuctemarta fja npefocTaBs MeXaHU3bM 3a NpUXBaLLaHEe Ha BCUYKU PENEeBaHTHI acnekT CBbp3aH ¢
REQ.54. WHUWAEHT B CUrypHOCTTa B 06€AMHEHO NIOTMYECKO NpeacTaBsHe.
CuctemaTa ga npenocTaBs MeXaHW3bM 3a gobaBsiHe Ha KOMeHTapu B CbbpaHaTta u 0b6ocobeHa
REQ.55. NOrMYEeCK MHPOPMALIUS 3a TEKYLY MHLMAEHT B CUTYpHOCTTA.
Cuctemarta fa npefocTaBs MeXaHU3bM 3a OTKPUBAHE Ha WHUMAEHTU B CUTYPHOCTTa Ha 6a3a LMpok
REQ.56. |cnekTbp OT aTpubyTy CBBP3aHM C Hero kato: IP agpec, notpebutencko nme, MAC agpec, U3TOYHWK Ha
KYpHareH 3anuc, Npasunno 3a kopenauws v ap.
CuctemaTa fa no3sonsiea cbbupaHe Ha xypHanHu 3anucy ot Microsoft 6asnpann CbpBbPHN KpaiHu
REQ.57. YCTPOWCTBA.
CuctemaTa Aa no3sonsiea CbompaHe Ha xypHanHu 3anucy ot Linux/Unix 6asupann CbpBbpHU KpaHu
REQ.58. YCTPOWCTBA.
CuctemaTa aa no3Bonsisa cbbupaHe Ha XypHanHu 3anucu ot 6asu OT AaHHM KaTo:
e MSSQL Server;
e Oracle;
REQ.59. e IBMDB2
e Sybase;
e |BM Informix
Cuctemata fa no3BonsiBa CbbupaHe Ha XypHanHW 3anucu OT CUCTEMU 3a aKTUBHO HabnogeHue Ha
REQ.60. 0a3n OT AaHHW.
Cuctemata [pga nossonsBa CbOMpaHe Ha XYpHamnHU 3anucy OT CUCTEMM 3a ynpaBneHue Ha
REQ61. naeHTnyHocTu 1 goctsn (Identity and access Management).
Cuctemata TpsbBa Aa NpefocTaBs MexaHU3bM 3a M3BBPLUBAHE HA aHanM3 Ha MOBELEHWETO Ha
REQ.62. |noTpebutenuTte, C LN CBOEBPEMEHHO OTKPUBAHE Ha BBTPELIHM 3annaxu 3a CUrypHOCTTa U
KOMMPOMETMPaHW JaHHW 3@ aBTEHTUKALMS.
Cucrtemara Tpsibsa fa NpefocTaBs Bb3MOXHOCT 3a aHann3 Ha NOBEAEHNETO Ha NoTpebuTenuTe Bb3
REQ.63 OCHOBa Ha CBbOWTWS, KOMTO BKMKOYBAT MAEHTUYHOCT Ha noTpebutenute. Cuctemata Tpsbea

[OMbIHUTENHO Aa OCUIypu Bb3MOXHOCTM 3@ MalUMHHO camoobydyeHue, GasvpaHo Ha aHanu3 Ha
NoBeAEHNETO Ha noTpebutenuTe. PyHKUMsTA 3a aHanM3 Ha NoBeaeHNeTo Ha NoTpebutennute Tpsibea
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[a Obe MHTerpuUpaHa B cucTemMata 3a cboupaHe, HabntofeHe, aHaNN3 U YNPaBNEHNs Ha XypHamHu
CbOMTVSA B e1Ha KOH30Ma.

Cuctemata aa pasnosiara ¢ Bb3MOXHOCT 3a pa3linpaBaHe Ha C*)yHKLI,VIOHaJ'IHOCTTa, 4ypes pobaesHe Ha

REQ.64. |rOTOBV NPUNOXEHUS 1 PYHKLMK, B NOTPEOUTENCKUSA MHTEPIENC, NPEACTABEHMN U HANMYHM 3a CBANSHE
B crieLmanuanpax nopran Ha npovBOANTENS.
REQ.65. Cuctemata TpsbBa ga nNpefocTaBs Bb3MOXHOCT 3a pa3paboTBaHe Ha LOMbIHUTENHN (YHKUMM
NPUNOXeHNS.
REQ.66 Cuctemarta fa no3sonsiBa cbbupaHe Ha XypHarHu 3anucu ot aupektopuny npogyktn (AD, LDAP
T ap).
Cuctemata [fa no3sonsBa CbOMpaHe Ha IKypHAmnHM 3anuMc  OT  MUHUMYM  CrnegHuTe
YCTPONACTBA/MPUNOXKEHUS:
o Cisco Switches;
o Cisco Routers;
e Cisco ASA;
o Cisco Nexus;
e Cisco ACS;
e Cisco Wireless LAN Controllers;
e Apache HTTP Server;
e Check Point Firewalls;
o Citrix NetScaler;
e Extreme Matrix Router;
e Extreme Extreme Ware;
e F5ASM;
e F5BIGIP;
REQ.67. e HP ProCurve;
e HP-UX;

e Juniper Router;

e Juniper Firewalls;

e Microsoft Exchange;

e Microsoft IIS;

e Microsoft Hyper-V;

e Microsoft Endpoint Protection;
e Microsoft DHCP Server;
e  Microsoft ISA;

e Microsoft SharePoint;

e |BM WebSphere;

e Oracle BEA WebLogic;
e Palo Alto Networks;

e Radware DefensePro;
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o Arbor Networks;

e RSA Authentication Manager;
e VMWare ESX n ESXi;

e VMWare vCenter.

Cuctemata ga nossonsiea 0b6mpaHe Ha XypHanHu 3anuck OT Bodewn B UHAYCTPUATaA CKEHEPU 3a
YA3BUMOCTU KaTo:

e Nessus;
REQ.68. .« Nmap:
e Qualys;
e Rapid7 Nexpose
Cuctemata TpsibBa fJa NpeaocTaBsi Bb3MOXHOCT 3a ObAELO paswupsiBaHe C KOMMOHEHTM 3a
REQ.69. Habno4eHe Ha MpexoBus Tpaduk Ha HUBO Layer 7.
Cuctemata Tpsiba ga 6bae gocTaBeHa C Bb3MOXHOCT 3a CbbupaHe Ha NOTOYHA MHGopMauus oT
mpexosuTe enemenute (network flows) nogabpxkaiku cnegHuTe CTaHaapTy:
REQ.70. o Cisco Netflow (v5, v7, v9),
e |PFIX,
e JFlow, sflow
Cuctemata TpsibBa ga Obae AoCTaBeHa C MOAYN 3a CkaHWpaHe, OTKPMBaHe W ynpaBneHWe Ha
YSI3BMMOCTUTE Ype3 cobCTBEHA BrpageHa (PYHKLMOHAMNHOCT, CblleBpeMeHHO TpsbBea Aa no3sonssa
cbbupaHe Ha MHGOPMALWS OT BOLELLM B MHAYCTPUSATA CKEHEPU 3a YS3BUMOCTY KaTo:
REQ.71. e Nessus;
e Nmap;
e Qualys;
e Rapid7 Nexpose.
Cucrtemara TpsibBa fa 1Ma Bb3MOXHOCT 3a HaarpaxaaHe ¢ (PYHKLMOHAIHOCTM 3a OLiEHKa Ha pucka 3a
REQ72 KPUTUYHN aKTVBM Ype3 fobaBsHe Ha AOMbAHUTENHN KOMMOHEHTM.
Cuctemata TpsibBa ga Obhge 4OCTaBEHA C KOMMOHEHTW AaBaliy PasLUMPEeHWM Bb3MOXHOCTM 3a
aBTOMaTu3npaHe Ha NpoLecuTe 3a peakLmns Npu UHUMOEHTY KaTo:
o [IMHaMU4HK MHCTPYMeHTH “playbooks”, KOUTO aBTOMATUYHO Ce afanTupaT KbM UHLMAEHTUTE
B pearHo Bpeme.
e BuayanHu paboTHu npouecy, KoWTO NO3BONSBAT Aa Ce OpraHu3uMpat OTBETHWU MEPKM CpeLLy
Bb3HWKHANM WHUMAEHTW.
REQ.73.

e Busyanusauus Ha WHUMAEHTUTE MOKa3BaLy BPb3KM Mexay apTedakTu 3a WHUMAEHTU Uin
nHankatopu 3a komnpomuc (I0Cs) 1 MHUMAEHTM B cpefaTta Ha opraHusauusTa.

e Bpemeso 6a3npaHu npasuna B paboTHUTe npouecy (timers).

e YnpaBneHuwe Ha noTpebutenute u pasgensHe Ha LaHHUTE Mexay PasfuyHu ekunu no
yenecbobpasHocT. OrpaHuyaBaHe Ha [OCTbMa 4O YyBCTBUTENHW AaHHKM Ype3 paboTHM
NPOCTPaHCTBA W afanTUBEH KOHTPON Ha A0CTbNa, 6asupaH Ha ponu.
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Cucremata Tpﬂ6Ba Ja UMa Bb3MOXHOCT 3a NnpeaocTtaBAHE Ha MHOXECTBO paGOTHI/I nnoToee 3a

REQ.74. |ynpaBneHue, koWTo MoraT fa ObaaT nepcoHanuaupaHu, 3a [fda OTroBapsAT Ha cneuuduyHuTe

W3NCKBaHUS Ha PasnuYHK NOTpebuTenm Ha cuctemara.

AomuHucTpaTopbT TpsbBa Aa Moxe Aa deduHupa focTbn 6asuMpaH Ha ponuM [0 PasfuyHu
REQ.7S. (bYHKLMOHaNHK obnactu Ha cuctemara.

Cuctemata TpsbBa fa ocurypu yoocToBepsiBaHe Ha NOTpebuTenuTe 4pes WHTerpaumus C akTMBHA
REQ.76. nvpextopus (Active Directory).

Cucrtemarta Tpsbea fa nogabpxa 6as3a gaHHM 3a uHUMaeHTU. Motpebutensat Tpsbea ga Moxe ga
REQ.77. Tbpcu B Ta3n 6asa aaHHw.
REQ.78. |Cucremata TpsibBa fa nogabpa UCTOPKS Ha aKTUBHOCTTA Ha NOTPebuTens 3a BCEKM MHLMAEHT.

Cucrtemara TpsibBa Aa MOXe [ja Noaabpka CbXpaHsABaHETO Ha JOCMETa CBBP3aHM C MHLMAEHTU, KOUTO
REQ.79. He ca orpaHu4eHn o 06pasum Ha 310BpeaeH KO, XYPHaIHU 3an1cu, CHUMKKM OT ekpaHa.

Cucrtemara TpsibBa Aa NpeaocTaBs Bb3MOXHOCT 3@ CbNOCTaBSAHE Ha apTedhakTuTe Npu NOTEHLMANHO
REQ.80. PasNYHN UHUMOEHTM.

Cuctemata TpsibBa fa ocurypsisa Busyanusaums Ha uHgukatopu 3a komnpomuc (IOCs), 3a pga ce
REQ31. UOEHTUULMPAT NO-NECHO B3aUMOBPB3KUTE.
REQ.82. |Cucremata TpsibBa fja MMa Bb3MOXHOCT 3a Kopenauus HagaHHW no CUrypHOCTTa OT TPETU CTPaHMw.

Cucrtemara TpsibBa ga ocurypsiBa KOHUrypupyem MexaHu3bM 3a Cb3faBaHe Ha nepcoHanmanpaHi
REQ.83. OTYETH.

Cuctemata TpsibBa fa ocurypsia Bb3MOXHOCT 3a fobaBsiHe Ha NepcoHanuaupaHi paboTHM npoLecu
REQ.84. ype3 web-6a3supaH rpaduyeH nHTepenc

Cucrtemara Tpsbea fja OCUrypu Bb3MOXHOCT 3a OPKeCTpUpaHe 1 aBTOMaTU3NpaHe Ype3 MHTErpaLms
REQ.85. C NepcoHanusnpaHn CUCTEMM Ha TPETU CTPaHW.

Cucremara TpsibBa fa “Ma BrpafeHu Bb3MOXHOCTY 3a MHTErpaLms Mexay KOMMOHEHTUTE 3a peakLms
REQ.86. |[Npy UHUMOEHTW U KOMMNOHEHTUTE 3a CbOupaHe, HabnogeHWe, aHann3 1 YNpaBieHns Ha XypHarnHu

cuouTms.

Cuctemarta TpsibBa 6bae ckanupyema W ga NpegocTaBs Bb3MOXHOCTW 3a paspacTBaHe 6e3ga e
REQA7. HeobxoaMMa NpeHacTpoMka Ha UHCTanupaHaTa cpea.

Cuctemata TpsibBa npuTexasa BrpafeHa Bb3MOXHOCT 3a Cb3[aBaHe Ha Pe3epBHO Komnve Ha
REQ.88. |KOH(urypaumsita BbpXy BbHLUHW HOCUTENW Npe3 rpadonyHns agMUHUCTPATUBEH MHTEP(ENC, KaKTO 1

WHULMMPaHE Ha Bb3CTaHOBSABAHE OT PE3ePBHO KOMWe NPe3 ChbLUmMs MHTEPEIAC.

Cuctemata TpsibBa ga moxe Aa pabotu B pexum “High Availability” npu 6bgewo gobassHe Ha
REQ.89. |MOEHTMYEH KOMMOHEHT B OTAANEYeHa NokaLms 1 NpexBbprsHe Ha paboTaTa BbpXy HEro B Cnyyan Ha

HyXzaa.

Cucremata TpsibBa Aa ce [OCTaBM C LSANOTO HE0OX0AMMO XapAyepHO 1 NMLEH3HO obe3neyaBaHe oT

npou3BoaANTENs Ha nnatcopmara 3a HabnogeHve n 06paboTka, ¢ kKanauuTeT MUHUMYM:
REQ.90 e 10000 cvbutus B cekyHaa (Events Per Seconds);

e 700 cecwm B cekyHaa (Flows per Second);
e 760 ckaHupanm aktuea (IP agpecu) 3a ys3BUMOCTH;
o be3 orpaHnyeHuns 3a HekopenupaHuTe Cboutus
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MuHUMYM euH XapayepeH KOMMOHEHT CbC CIIEAHUTE MUHUMAITHU XapaKTePUCTUKM:
e RAM: 128 GB;
e HDD: 7,2K rpm ¢ 06wy kanauutet npeau rpynupate B RAID nowe 60 TB;

REQ.91. o Networking:
e 2 6posi 16 Gbps Fiber Channel HBA
e 2 06posi 10 Gbps SFP + Ethernet ports
e Pesepsupanu 3axpaHsalLy briokose.
Cuctemata Tpsibea Aa ce 4OCTaBM C LANoTo He0bX0AMMO NNULLEH3HO 06e3neyaBaHe 3a KOMMOHEHTUTE
3a peakuus Npu UHUMAEHTW, C KanauuTeT MUHUMYM:
REQ.92.
e 3 6pos oTopuU3MpaHn noTpebutenn Ha cuctemata
e 3000 meceynHun gencraus
lapaHuusa u nopapbLKKa:
REQ.93. |Cpok Ha xapayepHata rapaHuust - MUHUMYM 5 (NeT) roguHum.
REQ.94. |Cpok Ha TexH1Yecka noaabpKka — MUHUMYM 5 (NeT) roguHw.
REQ.95. |lMonyyaBaHe Ha HOBM BepCUM HA copTyepa - MUHUMYM 5 (NET) roauHu.




