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1.  
           

    ,       
           Distributed Denial of 

Service (DDoS) 
     : 

          . , . " " 
16-20. 

       . 

        ( , 
 (DNS  ),    .  )  

    ,     
  IP ,       

     Autonomous System Number 
(ASN): AS51486,        1 ( ) IPv4 
/24 . 

        ;  
-       200 Mbps (  ). 
-         

    MTU  1500 . 
-       ,   

  ,     
  . 

-          
     - 100% 

- 100 %    (Upload/Download = 1/1) 
-        
-       - 99,9% 
-         

       ,   
   ,        

,         . 
           

: 
-       -  

      . 





 

 

REQ. 15. 
       (forensics) 

  . 

REQ. 16. 

      IT  (network behavioral 
analysis).          

           
 . 

REQ. 17. 
             

IP ,          
    . 

REQ. 18. 
     TCP, TLS  DNS    

challenge-response      . 

REQ. 19. 
  SSL Flood ,         

     . 

REQ. 20. 
        

  (thresholds)  /32 IP      
  . 

REQ. 21. 

    DNS .      
           

       water-torture , DNS 
flood   Amplification . 

REQ. 22.          (0-day ). 
REQ. 23.     burst   botnet . 

REQ. 24. 
       :   

 (PPS),    (TPS). 

REQ. 25. 
       

   . 

REQ. 26. 
    UDP , TCP , DNS ., 

 , ICMP , HTTP . 

REQ. 27. 
      ,  

  : SYN Floods , RST Flood, TCP ECE 
Flood, TCP NULL Flood. 

 


