[IOrOBOP AA. O

[HEC, oo 2020 1., B rp. Codpus, memsgy.

JHOPOPMALMOHHO  OBCIY)XXBAHE” AL, EWK: 831641791, cbC cepanmule W agpec Ha
ynpaeneHue: rp. Codoms 1504, paitoH ,O6opuwe”, yn. [MaHainoT Bonos“Ne2, npeactasnssaHo oT MBaiino
OUANNOB - M3MbAHUTENEH AMPEKTOP Ha APYXECTBOTO, B KAYECTBOTO My Ha CUCTEMEH MHTErpaTop no un. 7c
0T 3aKOHa 3a e/IEKTPOHHOTO YnpaB/ieHre W Ny6/InYeH Bb3MIOXUTEN Ha 06LLECTBEHM NOPBYKA N0 CMUCHIA Ha
§ 45, an. 1 ot MpexofHnUTe W 3aKNIOUNTENHN pasnopesoy KbM 3akoHa 3a M3MEHEeHWe W [OMb/IHEHWe Ha
3aKoHa 3a e/1eKTPOHHOTO ynpas/ieHne, HapuyaHo no-4osy 3a kpatkocT Bb3/IOXKWUTE, ot efHa cTpaHa,

n

ALl BBATAPNA“ EAL, cbC cepjamwe u agpec Ha ynpasnenune rp. Codms, nk. 1309
paiioH nuHaen”, yn. Kykyw"“ Ne 1, EMK/IBYNCTAT: 131468980, npeAcTaBnsaBaHo 3aefiHO 0T ANleKcaHabp
[lUMUTPOB - TN1aBEH M3MbHUTENEH AMPEKTOP U MnageH MapKoCcku - U3MbIHUTENEH AUPEKTOP Ype3 Siuus
XpuctoBa 1 MBaH V/BaHOB - Mb/IHOMOLLHWLKM, CbrNacHO HOTapUasiHO 3aBEPEHO Mb/IHOMOLLHO per.
No 4836/2020 Ha HoTapuyc BaneHTuHa MexaHmxuiicka B pailoH CPC, per. Ne 074 Ha HotapuanHata

kamapa, HapuyaH no-Hatartbk 3a kpatkocT 3MbJIHUTEN®

(BB3NOXUTENAT n W3MBJHUTENAT HapuyaHu 3aefHo ,CTpaHuTe®, a BCEKM OT TAX MOOTAENHO
,CTpaHa")

Ha OCHOBaHWe u/i. 112 oT 3aKoHa 3a 06LLecTBeHuTe nopbyku (30MT), BbB Bpb3ka C u/l. 69 0T MpaBuiHuKa
3a npunaraHe Ha 3akoHa 3a obuiecTBeHuTe nopbuky (MM30M), cnef npoBefeHa ,0TKpPUTA" npouedypa 3a
Bb3/laraHe Ha 06LLecTBeHa nopbyka ¢ npeameT JloctaBka Ha KOMYHUKALMOHHO 060pyBaHe, Xxapayep
coptyep, Heobxogumn 3a 06HOBABAHE Ha MH(OPMALMOHHU U KOMYHWUKALMOHHU CUCTEMM Ha
HalnoHanHa areHuua 3a npuxoante”

1 Bb3 0CHOBaA Ha PelueHne Ne 51-00-30-19/31.07.2020 r. Ha U3Mb/HUTENHUSA AUPEKTOP Ha /IHopMaLMOHHO
obcnyxeaHe" Al 3a onpeaensiHe Ha W3Nb/HUTEN Ha 0OLLECTBEHA MOPbYKa N0 060co6eHa nosvums Ne 2 ¢
npeamet. [loctaBka Ha COMPTYEpHO [ediMHMpaHa Mpexa 3a NPeHoc Ha faHHu* (momb/iBa ce 3a
CbOTBETHATA No3NuMs, 3a KOATO Y4aCTHUKLT € WU3bpaH 3a U3MbJHUTEN), Ce CKIUM TO3U [0roBop

(LoroBopal/floroBopbT") 3a Bb3naraHe Ha 06LLECTBEHA NOPbYKA.

CTpaHuTe Ce cnopasymsixa 3a CrefHoTo:

3anuyaBaHuaTa Ha MHGOpmaLus B
[IOKyMEHTa ca Ha OCHOBAHWS un. 4 ot
06U, pernameHT 3a 3alinTa Ha

[NaHHUTE,



l. MPEAMET HA JOrOBOPA

Yn. 1.(1) BbINOXUTENAT svanara, a UNBIHUTENAT npuema cpewly sw3HarpaxaeHue aa
OCbLUECTBU CrieaHuTe OeNHOCTH:

1. DOCTasKa Ha KOMyHWUKaUMoHHO obopyaBaHe, xapayep v cohTyep, Heobxoaumu 3a oOHOBABaHe Ha
MH(OPMALIMOHHU W KOMYHUKALIMOHHU CUCTEMM Ha HalMoHanHa areHUms no NpuxoauTe (Hapu4aHo no-HaTarbK
3a kparkocT ,000pynBaHeTo" UK ,00cTaBkuTe"), NOAPOOHO OMMCEHO MO BWA, KOMWUYECTBO M TEXHUYECKM
XapakrepucTMkn B TexHwdeckata cneundukaums Ha BB3INIOXKWUTENA c npeamer. Joctaeka Ha
KOMyHUKaUMOHHO obopyaBaHe, xapayep v codTyep, Heobxogumm 3a 0BHOBRBAHE Ha MH(OPMALMOHHN U
KOMYHWKALWMOHHN CMCTEMU HA HauuoHanKa areHuus 3a npuxogute” — Mpunoxenve Ne 1 (HapwyaHa no-
HaTaTBK , TexHudecka cneumudmkaums’®), NpunoxeHre KbM Hesl, OTHOCUMO KbM 060cobeHa nosuums Ne 2 ¢
npeameT JlocTaeka Ha coPTyepHo AevHUpaHa Mpexa 3a NpeHoc Ha aaHHU” - Mpunoxexne Ne 1.2 (nonbnga
Ce 3a cbomeemHama no3uyus, 3a KOAMO yyacmHukbm e u3bpaH 3a usnbiHumen) n TeXHU4EeCKoTo
npeanoxexve Ha U3MBNAHUTENSA no obocobena noanuma Ne 2 — Mpunoxerne Ne 2.2 (nonwbnsa ce 3a
cbomeemHama nNo3uyust, 3a KOSMo yyacmHuKbm e usbpan 3a usnsiHUMenN), NPeACTaBNABALLM HepasfenHa
4acT OT HaCTORLWMS AOTOBOP.

2. rapaHuuoHHo ofcnyxBaHe Ha AOCTaBeHOTO o T. 1 obopyasaHe (Hapy4aHo anTEPHATUBHO fapaHLMA
W MOAZPBXKA"), OCUTYPEHO B paMKMTE Ha CpOKa Ha rapaHUMOHHO 0GCnyxBaHe no un. 4, an. 3 B cboTBeTCTRUE
C NPEANMCaHVATA Ha NPOU3BOAVTENS, M3UCKBAHUATA Ha HACTOALMS [OrOBOP U MPUNOXKEHWATA KbM HEro.

(2) Docraskata Ha ofopygeaHeto no an. 1, 1. 1 ce uasbpwsa of UMLIIHATENA 8b3 ocHoBa Ha
nucmera 3aseka oo U3MbITHUTENA, otnpasena upes agpeca 3a KOPECNOHAEHUMS Ha XapTUEH HocuTen,
WNK MO eNeKTPOHHA MOLLa, NOANNCaHa C eNeKTPOHEH NOANKUC, Cb3aaAeH C KBANMMWULMPAHO YAOCTOBEPEHNE
3a enexTpoHeH nognuc Ha BBINMOXWUTENA vunu ynbnHoMOLEH HETOB NpeacTaBuTes, CbIMacHo Knaysure
Ha To3u Aoroeop. B nucMeHata 3asiBka ce Nocoqsar:

1. Bup 1 KormuecTeo Ha 000pyaBaHeTo, KOETO crenea fAa bbvae AocTaBeHo;

2. MscTo Ha flocTaeka Ha 0bopyaBaHeTo;

3. Cpok Ha flocTaBka, cbobpaseH ChC CPOKOBETE U YCNOBMSITA Ha OCTaBKa MO HaCTOALLMA JOFOBOP.

4. Bpyra nHdopmaums no npeuerka Ha Bb3NOXWUTESA, oTHocKMa KbM U3MHITHEHMETO Ha [OTOBOpA.

Il. UEHMA U HAYUH HA NNAWAHE
Un. 2.(1) Obuwara yeHa no aoroeopa e B pasmep Ha 4 086 643.00 nesa (YeTpn MunMoHa ocemaecet
W WeCT XWNAAW LWIECTOTMH YeTUPWAECET M Tpu neBa U Hyna ctotuHkm) 6e3 AC, cvrnacHo LieHoBoTo
npeanoxeHue Ha UIMBIHUTENA - Mpunoxenve Ne 3.2 (nonwnea ce 3a cbomsemHama no3uyus, 3a Koamo
y4acmHuKbm e U3bpaH 3a u3NbAHUMENT), HEpa3AenHa YacT OT HACTOALWMA LOroBOP.
(2) Bb3NOXUTENAT 3annawa Ha U3NBAHUTENA ueHata 3a nanbnHeHata gocTaBka chobpasHo
LieHuTe Ha oGopyaBaHeTo, nocodeHu B LieHosoTo npeanoxenne Ha USMBIHUTENS - MNpunoxexue e 3.2



KbM HacToALMs foroBop {nomb/iBa ce 3a CbOTBETHAaTA NO3NLMSA, 3a KOATO Y4aCTHUKLT € 13bpaH 3a
N3MbHUTEN), YMHOXEHO MO BPOA Ha CbOTBETHOTO JOCTABEHO M NpUeTo 060pyaBaHe (xapayep u copTyep).

(3) B yenute no an. 2, CbOTBETHO B obWaTa LEeHa Mo an. 1, ca BKIKYEHW BCUYKM pasxogn Ha
N3MBAHUTENA no n3nbiHeHWeTo Ha fgorosopa, kato BB3NIOXUTENAT He ab/ku 3annaliaHeto Ha
KaKBWTO 1 @ e ApYr1 pasHOCKW Mo JOroBopa.

(4) LleHute mo an. 2, CbOTBETHO obulaTta LeHa no an. 1, nocoyeHn B LIeHOBOTO Mpef/iokeHne Ha
N3NBAHUTENA - Mpunoxenne Ne 3.2 (nomb/iBa ce 3a CbOTBETHATA NO3NLMA, 32 KOSTO YYaCTHUKLT e
M36paH 3a W3MbAHUTEN) Ca KpailHu M He Morar Aa ObJaT NPOMEHsIHM 3a Cpoka Ha [0roBopa, OCBEH B
cnyvyawTe, Korato npomsaHata € B nonsa Ha Bb3/TOXKWUTE/ISA, KakTo n npu cnassaHe Ha peja 1 ycnosuata
Ha 30r1.

Un. 3.(1) MnawaHeto ce m3sbpLLBa B cpok 4o 30 (TpuaeceT) AHU Cnef NpeAcTaBsHe Ha CnefHuTe
LOKYMEHTH:

1. IBycTpaHHO nognucaH npuemo-npeAasaresied NMPOTOKO/ 3a U3BbpLLEHa focTaBka no ui. 6, an. 1
CBLOTBETHO Y/1. 6, &1. 3, KoraTto € npuaoxumo.

2. OpurvHanta paktypa, npegoctaseHa ot VI3MbJIHUTE/IA, koaTo CbAbpxa noapobHa pa3duska no
eVNHUYHM LIEHW, MO YCNYTW W BUAOBE 3a BCEKM €AUH KOMMOHEHT, ChAbpXaLl Ce B 40CTaBEHOTO 060pyABaHe.

(2) MnawaHeto ce cnupa, korato N3MbIHUTENIAT 6bae yBeJOMeH, Ye (haktypata My He MOXe Aa
Obfle nnaTeHa, Tbil KATO CymaTa He e Ab/KMMa nopagn NNNcBaw UM HEKOPEKTHN MPUARYXUTENHN
[OKYMEHTW WNW HanMuMe Ha [okasarTesiCTBa, Ye pasxofbT € HenpaBoMmepeH. B To3n cniyvai,
N3MBIHUTENAT TpsabBa fa faje pasfiCHeHus, fa HanpaBu M3MEHeHUs Wau NpeAcTaBu AOMb/IHUTENHA
NHhopmaums B cpok 4o 3 (Tpu) paboTHW AHW, Cneq kato 6bae yBeJOMEH 3a TOBa. B T031 cnyyaii CpoKbT 3a
N3BbpLIBaHe Ha nnatlaHe kbM V3MBIHWTE/A 3anoysa fa Teye ot gatata Ha KoAato Bb3/TOXUTENAT
noslyyn NpaBuIHO OhOpMeHa (hakTypa MMM NOUCKaHUTe PassiCHEHWs, KOpeKUuuu uWwnn LOmbAHUTENHA
NHopmaums.

(3) MnawannaTa ce nsswbpear 0T Bb3/IOXUTE/A B 6bnrapcku NeBOBe, C NNATEXHO HapexaaHe no
6aHKoBa cmeTka, nocoyeHa ot U3MbJHUTENS, kakTo cneapa:

BaHka: Paidhaii3eH6aHk

IBAN: BG94RZBB91551060362319

BIG: RZBBBGSF

(4) N3ANBNHUTENAT e pnbxeH fa yefomssa nucmeHo Bb3/IOXXKWUTENA 3a Bcuuku nocneasatim
MpOMeH o a1. 3 B CPOK 0 3 (TpW) SHM, CYNTAHO OT MOMEHTa Ha npomsHaTa. B ciyyai ye U3MbAHUTENAT
He yBegomu Bb3NNOXWTE/IA B T031 CPOK, cunTa ce, Ye nnalaHuaTa ca HaglexHo U3BbPLLEHN.

(5) Korato VIBMBJHUTENAT e cknounn foroBop/aoroBopy 3a noamsnbiHeHne, Bb3NOXUTENAT

M3BbPLLUBa OKOHYATENHO TMawjaHe KbM HEro, Crief Karto 61;,an npeAcTaBeHn [okasaTencrsa” ue



U3NBAHUTENAT e 3annatun Ha NOAVSMLAHUTENA/MOANIMLIHUTENUTE 32 UIMBLAHEHUTE OT TAX pabotu,
KOMTO Ca NpreTH No peaa Ha pazaen |V 1 ca cnaseHn YCNOBMATA Ha pasaen 1Xa oT HacTosWus QoroBop.
llil. CPOK U MACTO 3A U3NMBNHEHUE
Un. 4. (1) floroeopbT BiM3a B CUNA OT AaTaTa Ha NOANMCBAHETO My OT ABETE CTPaHU N ASHCTBUETO
MY Ce NpeKkpaTsiBa ¢ M3TUYAHETO Ha rapaHUMOHHOTO obcnyxXBaHe, nocoueHo B an. 3. [latara Ha nognuceatHe
e flatara, nocoueHa B fienosoaHua Homep Ha Bb3NOXUTENSA, noctaeeH Ha C1p. 1 0T HAaCcTOAWMA A0rOBOP.

(2) CpokbT Ha M3BbPLIBAHE HA AocTaBkata Ha obopyaBaHeTo € 0 78 (cemempeceT U ocem)
KaneHaapHW aHu (0o 80 kanexdapHu GHU chaniacHo uslCKeaHuamMa Ha doKyMermayusama 3a obuiecmeeHama
nopuyKa no ceomeemxama 06ocobexa no3uyus) OT NONy4YaBaHe Ha NUCMeHaTa 3aseka no un. 1, an. 2 ot
BB3NOXUTENSA.

(3} CpoxbT Ha rapaHUMOHHO obCnyxBaHe Ha A0CTaBeHOTO 0bopyaBaHe e 5 roguHn (Muxumym 5 (nem)
200UHU CbeflaCHO U3UcKeaHusma Ha dokyMeHmayusama 3a obujecmeeHama nopbyxa) U 3anoysa ga Teue oT
fiatata Ha noanmMcBaHe Ha ABYCTPaHeH Npuemo-npeaasateneH NPoToKON 3a npuemMaHe Ha AocTaBKara.

Un.5. (1) Msictoto Ha M3BbpLUBaHe Ha focTaBkata € Ha Teputopusita Ha rp. Codwma, karo
Bb3NOXUTENAT we nocoun B nucmeHaTa 3asieka no un. 1, an. 2 KOHKpETHUA agpec Ha u3BbpLUBaHE Ha
AoCTaBKara.

(2) TapaHuuoHHOTO ODCNYXBaHe WE Ce M3IBLPWBA MO MECTOHAXONMAEHWETO Ha AOCTaBeHOTO W
MHCTannpaxo oBopyasaHe.

Iv.YCNOBUA HA JOCTABKA. NPEAABAHE U NPUEMAHE HA U3NBNHEHUETO

Un.6. (1) MpuemaHeTo Ha BCAKA KOHKpETHA AOCTaska Ha oOoOpyaBaHeTo ce y.qocToBepﬂBa o
ABYCTPaAHEH npueMo-npeaaBateneH NpoTOKOS, KOUTO Ce NOLMMCBA O YMTbHOMOLLEHUTE NPeACTaBUTENU Ha
cTpaHute no porosopa. [pu uasbpweaHe Ha poctaska Ha cocdpryep, USMBAHWUTENAT npeacrasa Ha
BBb3NOXUTENA HeobxoaumuTe cepTudukatii unm Apyri AOKYMEHTH, YAOCTOBEPABALLN NPEAOCTaBEHOTO
npaso Ha Non3BaHe Ha codryepa. {,fipuemo-npegaBareneH NPoTOKON 3a A0CTaBKa Ha 0GoOpyaABaHETO").

(2) Bb3NOXUTENAT e anvxeH fia nperneaa AoCTaBeHoTo 0DOpyABaHe B MOMEHTa Ha [A0CTaBKaTa U
He3abasHo aa yeepomv USMBIHUTENA 3a HeCHOTBETCTBUSA N0 OTHOWEHUE HA KONUYECTBOTO M KAYECTBOTO
Ha HAKOE OT JOCTaBEHOTO 0DOpyABaHE, B MPOTUBEH Cryyal Ce CuMTa, 4e Cbluute ca npepajeHn bes
HepocTaTbuy. [puemaHeTo Ha AoOCTaBkaTa Ha OOOpPYABAHETO C NpUEMO-NpeRaBaTeneH rnpoTokoN HAMa
OTHOLUEHME KbM YCTaHOBEHUTE BMOCNEACTBME B CpOKAa HA rapaHumoHHO obcnyxsaHe aedektn wunm
necvoteeTcTBUs, komTo UMBITHUTENAT e armokeH aa otcTpaHu 3a CBOS CMETKa B CbOTBETCTBME C
YCROBUATA Ha HAaCTOSALLMA [OTOBOP.

(3) MNpw kOHCTaTMpaHe Ha ABHW HEAOCTATLUM, NOBPEAM, AeeKTH, NUNCKH, WWNKU HECHOTBETCTBUA Ha
obopyasaHeTo ¢ TexHudeckata cneundukaumn — Mpunoxenue Ne 1, Mpunoxenre Ne 1.2 kbm Hen (nonbiea

ce 3a coomeemHama nNo3uyud, 3a Kosmo ydacmHukbm e u36paH 3a uananumen) unu TexHnyegkoTo

/



npegnoxexne - Mpunoxenne Ne 2.2 (Nonb/Ba ce 3a CbOTBETHATA NO3NLUMSA, 38 KOATO YYaCTHUKLT €
n3bpaH 3a U3MbAHUTEN) NPK M3BBPLLBAHE Ha nperneda no an. 2, Bb3/IOXUTENAT uma npaso fa oTkaxe
[ia noAnuwe CbOTBETHUSA NPUEMO-NpeaasaTesieH NPOToKO/. B Te3un ciyyan cTpaHuTe NoAnucBar AByCTpaHeH
KOHCTaTWUBEH MPOTOKO/, B KOWTO Ce OMMUCBAT KOHCTaTUPaHUTe HefocTaTbuy, NoBpeau, Aedecrn, auncu ninm
HEeCbOTBETCTBMA 1 Ce NOCOYBA CPOKLT, B KOWTO ChLyMTe fa 6bAaT oTCTpaHeHn (,KOHCTaTMBEH NPOTOKON 3a
nunca Ha cboTeeTcTBMe”). Cned OTCTPaHABAHETO MM CTpaHWTe NOAMWUCBAT [BYCTPAHEH mnpuemo-
rpezasaTe/ieH NPOTOKO/ MO pefa 1 yCcrioBuaTa Ha as. 13a npuemaHe Ha foctaskara.

(4) MpaBwunoTo MO an. 2 He ce npuara 3a HefocTarblLy, KOUTO He ca Morn fa 6baar 3abenasaHn npu
00VKHOBEH Npernea. B te3un cnyyan npasata Ha Bb3/IOXXWUTENSA no an. 3 ce 3anasgar, ako TO He3abaBHO
ysegomu U3Mb/IHUTENA 3a OTKpUTMA HEAOCTATHK.

(5) CobcTBeHocTTa Ha [OCTaBEHOTO O060pyABaHE W BCUYKM PUCKOBE MPEMWHABAT  BbpXY
Bb3/IOXXWUTENA oT gatata Ha noAnucBaHe Ha AByCTpaHHUA npuemo-npefasarteneH npoTokon no an. 13a
npuemaHe Ha JoCTaBKkaTa, CbOTBETHO OT JaTarta Ha MOAN1CBaHe Ha Npuemo-npeAasarte/iHus NpoTOoKO Mo al.
3, Korato e npuIoXMMo.

(6) Korato W3MBAHUTENAT e ckntoumn [ONOBOP/AOrOBOPU 3a MOAM3NbAHEHMe, paboTata Ha
noan3nbAHUTENs/MoAn3NbAHUTENUTE ce npuema 0T Bb3/TIOXNTENA B npucketeneto Ha N3N bIHNATENA
W NOAN3ITAHUTENA/NOAU3NBIHUTENNUTE.

V. MNMPABA N 3AOB/MKEHUA HA CTPAHUTE MO 4OTOBOPA

Un. 7. M36posBaHETO Ha KOHKPETHM MpaBa ¥ 334 b/IKEHUSA Ha CTpaHUTe B TO3W pasjen OT 4orosopa
e HeusyepnaTenHo U He 3acsra JeNCTBMETO Ha pYyru knaysu OT 4OroBopa Wiam 0T NPUIOKMMOTO Mpaso,
nNpeABMXaaLLY NpaBa MMNN 3a4b/KEHNA HA KOATO U fia € OT CTpaHuTe.

Yn. 8. BBINOXUTENAT nma npaso ga:

1. um3ucksa ot V3MBJHUTENA ga nonyuu o60pyABaHETO CbINACHO YCNOBMATA Ha HACTOALLMS
[0r0BOP W NPUIOXEHNATA KbM HETO;

2. N3BbPLUBA NMPOBEPKA BbB BCEKM MOMEHT OT W3Mb/IHEHWMETO Ha [0roBOpa OTHOCHO Ka4ecTso,
KONMYecTBa, CTafuin Ha N3Mb/IHEHe, TEXHUYECKM NapamMeTpu 6e3 cTaBa Ja Npeyn Ha onepatueHaTa 4enHoCT
Ha M3MBNHNTENS,

3. u3ucksa ot U3MbIHUTENA fa cknoum n fa My npeActasy 4OTOBOPU 3a NOAW3MBL/HEHWE C
rnocoyeHnTe B othepTara My NOAU3MbIHUTENN.

Un. 9. BDBINNIOXKUTENAT e pnbxeH pa:

1. okasBa HeobxoaumoTo cbaencteue Ha M3MBAHUTENSA 3a M3NbAHEHME Ha 3afb/IKEHUATa,
npou3T1YaLLy oT A0roBopa;

2. TpyvemMe [0CTaBeHOTO 060pyABaHe NpU KayeCTBEHO M TOYHO U3Mb/IHEHWE Ha 3afb/hKeHuATa OT
cTpaHa Ha U3MbJHUTENA;



3. Ba wsnonsea obopyasaHeTo cboOpasHo npegHasHA4YeHVETO My W NpeanucaHusTa Ha
NpouU3BoAUTENs;

4. [a 3annatv ueHarta npy W3BbPLUBAHE Ha [OCTABKATA NPU KAYECTBEHO W TOYHO M3ITbJIHEHWE Ha
3abMKEHWATE, CHITIACHO KNayauTe Ha HAaCcTOALLMA A0TOBOP.

Yn. 10. VBNBNHUTENAT uma npaso:

1. NPYU MBAHO, TOYHO U HABPEMEHHO M3MbAHEHWE Ha 3a0bIKEHUSTA CU fa TONyHK YrOBOPEHOTO
Bb3HarpaxaeHve NPy YCNOBUATA 1 B CPOKOBETE, NMOCOYEHMN B HACTOALUMA [OTOBOP;

2. na ncka ot Bh3NTOXUTESA HeobxoanmoTO ChaeicTBME 32 OCHLIECTBABAHE HA 3abIKEHUATA
CH 110 A0TrOBOPA;

3. na ncka o1 BB3NOXWUTENA npruemane Ha AOCTABKaTa, KOraTo TH OTrOBApA HA W3UCKBAHUATA,
NOCOYEHW B HACTOALLMA JOFOBOP U NPUNOXEHUSITA KbM HETO.

Un. 11. USMTBAHUTENAT e amxet pa:

1. W3MbIHY NOpBYKATA, NPeAMET Ha HACTOAWWA AOTOBOP, B CPOK W KAYECTBEHO, B CbOTBETCTBUE C
M3NCKBAHMATA HA TexHUJECKaTa cneumdukaums n TEeXHWYECKOTO NPEAnOKEeHWe, KOUTO npeacTasnsasar
Hepa3sgerHa YacT OT HacTOALKS 4OroBOp;

2. wHdopmupa Tekywo Bb3NOXUTENSA 3a xoaa Ha MIMbNHEHVETO HA HACTOALLMA AOrOBOP U Aa ro
YBEOMABA 3a BCAKO BbL3HMKHanNoO cbbutue, koeto 6u gosenc go 3abaea WiMnM HeW3MbNHEHWE Ha
3agbIXeHUe NO JOrOBOPA U Aa NPEeLIoKY MEPKMA 33 HETOBOTO NPEOAONSBaHE;

3. pa npepage obopyasateto Ha BBINOXUTENA B CuecTOsHME, OTIOBApAWC HA CnepHWTe
U3WUCKBaHWA;

3.1. Aa e HOBO W OpPUTKHANHO, ONAKOBAHO B OPUTMHANHA ONAKOBKA Ha NPOU3IBOAMTENS C HEHapyLeHa
LANOCT W BCUYKW HEOBXOOUMO, NPUAPYKEHO CbC CHOTBETHATA TEXHUYECKA AOKYMEHTAUVS HA EneKTPOHEH
HOCHTE;

3.2. pna otroBaps Ha BCUYKM CTaHAapTh B Penybnvka Bbnrapus OTHOCHO €PrOHOMUYHOCT, NOXapHa
6e30MacHOCT, HopMM 33 HE30NaCHOCT W BKNKYBAHE KbM €NEKTPUYecKaTa Mpexa;

4, na 3ameHs goctaseHoto obopyapaHe npu KoHctatvpaHe oT BB3NIOXUTENA Ha ckputu
He[oCTaTbUW C HOBO 0BopyaBaHe, 0TroBapsALo Ha mauckeaHuaTa Ha BBb3NMOXWUTENSA, curnacHo knayaute
Ha HacTosIwms foroBop. Beudky pasxoam no 3aMsHara ca 3a cmetka Ha U3MBbNHUTENA;

5. Aa v3BbpWBa rapaHUMoHHO 0OcAyxBaHe Ha 0BOpyABAHETO CbIAACHO MPEAnMCcaHMsTa Ha
NPOU3BOANTENS, M3UCKBAHMATA HA HACTOSLLMA AOrOBOP U NPUNOKEHUATA KbM HETO,

6. NO OTHOWEHME Ha BOCTABEHUA COBTYEP (KOraTo € NPUNOKUMO):

6.1. Aa npenocTaBs BCWYKM HOBM BEPCUM Ha COdTyepHUTE NPOAYKTK, C OKa3BaHe Ha HeobxoanmoTo
cbaeicTane Ha BB3NIOXWUTENSA 3a uaternaHeTo um v 3a pabotara ¢ Tsix (Korato e NpunoXumo);



6.2. fa npefocTaBsa MH(hopMaLMs No 3anuTBaHWA W 3asBki OT cTpaHa Ha BB3/TOXWTENSA BbB
Bpb3Ka C NON3BAHETO Ha NPOAYKTUTE (KOraTto e Mpuioxumo);

6.3. 4a oKa3Ba BUCOKOKBa/MGMLMpaHa creuyuanmnsnpaHa noMoLL 1 CbAencTeme 3a 0TCTPaHABaHETO
Ha Bb3HWUKHaUIM VHLMAEHTU 1 Npobnemm (korato e NpuioXnmo);

6.4. [a OTCTpaHABa Bb3HWKHAN rPeLLKn B COoTyepa 1 CBOEBPEMEHHOTO Aa ro 06HOBSABa (KoraTto e
MPUIOXMMO);

6.5. fa ocurypu cBOGOAHO M 6e3npensTCTBEHO NO/3BaHe Ha NPOAYKTUTE 3a CpoKa Ha LeiCTBue Ha
[0CTaBeHNTE 3a TAX INLEH3M (Korato e Npuioxumo).

1. fa ysefomu He3abaBHO BB3MNOXWTENA npu Bb3HWKBAHE HA MPEYKM OT CTOMAHCKM,
afIMMHUCTPATUBEH WM JpYr Xapaktep, KOWTO MoraT fa 3abaBAaT WM fAa HanpassT HEBb3MOXHO
WU3Mb/IHEHMETO Ha TO3W [0TOBOP, KaTO MOXe Aa noucka oT Bb3/IOXWTENA ykasaHus ninnn cbaeicteme 3a
OTCTPaHABAHETO VM.

VI. TAPAHUWA 3A U3MBbIHEHUE

Un.12. (1) Npu nognuceaHeto Ha TO3M goroBop, W3MbAHUTENAT npepoctaBd  Ha
BBH3NOXNTENA rapaHums 3a u3mb/HeHue B pasmep Ha 1% (e4HO Ha CTO) OT CTOHOCTTa Mo yn. 2, an. 1.
(,FapaHuyusTa 3a n3nbvnHexne”) unm 40 866,43 nB. (YeTUPUAECET XUSALM OCEMCTOTUH LLIECTAECET U LWeCT
NeBa 1 YETUPUAECET U TPN CTOTUHKM).

(2) TapaHumsaTa 3a M3Mb/IHEHWE e MpefHasHayeHa 3a 0b6e3neyaBaHe Ha 3af4b/DKEHUATA Ha
N3MBbHWTE/A no forosBopa, kakTo cneasa:

1.50% ot cymata no an. 1- 3a U3Nb/HEHWE Ha IEAHOCTITE MO JocTaBka Ha 060pyABaHETO;

2.50 % o1 cymata no an. 1- 3a M3Mb/IHEHWE HA AENHOCTUTE MO rapaHLMOHHO 0BCyXBaHE.

(3) MSNBTHUTENAT n3bupa dhopmarta Ha rapaHuusiTa B eHa 0T cnefHuTe opmu:

1. napunyHa cyma BHeceHa no baHkoeaTa cMeTka Ha Bb3noxutens;

2. 6aHkoBa rapaHums; um

3. 3acTpaxoBka, KOATO o00e3neyaBa W3Mb/HEHWETO uYpe3 MOKPUTWE Ha OTFOBOPHOCTTA Ha
N3NBAHUTENSA.

Un. 13. (1) B cnyyai Ha U3MEHEHWe Ha [0roBopa, W3BbPLUEHO B CbOTBETCTBUE C TO3W [OTOBOP W
npunoxumoto npaso, W3MbAHUTENAT ce 3agbnxasa ga npeanpueMe Heobxogumute [eNCTBUSA 3a
npuBeXxaaHe Ha MapaHLuuaTa 3a U3Mb/IHEHWE B CbOTBETCTBIE C U3MEHEHUTE YC/IOBUSA Ha I0T0BOPa, B CPOK 0
3 (Tpu1) paboTHN AH OT NOANMUCBAHETO HA LOMb/IHUTENIHO CNOPa3yMeHe 3a U3MEHEHNETO.

2 [lelicTBusATa 3a npuBexpaHe Ha lapaHuusTa 3a U3Mb/HEHWEe B CbOTBETCTBME C U3MEHEHUTE
YC/I0BUS Ha JOroOBOpa MOorar Aa Bk/oyBsar, no n3bop Ha VI3MbJIHUTENSA:

1 BHaCSiHe Ha AOMb/IHWTENHA MapuyHa Cyma no 6GaHkoBaTta cmeTka Ha BBINOXWTENA, npu

cnassaHe Ha un. 14 oT goroBopa; unu;



2. NpepocTaBsHe Ha AOKYMEHT 33 U3MEHEeHue Ha MbpBOHauanHaTa DaHkoBa rapaHuus WM HoBa
DaHkoBa rapaHuus, Npy CNaseaHe Ha M3MCKBaHWATa Ha un. 15 oT forosopa; wunm

3. NpPefOCTaBAHE HA AOKYMEHT 32 W3MEHEHMEe Ha NbPBOHAYanHaTa 3acTpaxoeka WM HOBa
3aCTPaxoBKa, NPy Cnia3BaHe Ha M3UCKBaHMATA Ha 4N, 16 oT gorosopa.

Yn.14. (1) Korato rapaHumsiTa ce NpeaocTaes BbB BMA Ha NapiyHa CyMa, TA Ce BHacA No cnepHata
baHkoBa cmeTka Ha Bb3NOXUTENA:

IBAN: BG43CECB979010C7866100;

BIC: CECBBGSF

Banka: LleHTpanHa koonepatueHa baHka“ Afl

(2) Bevukm bankosy pa3xoan, CBbp3aHu € NPEBOAUTE Ha Cymata ca 3a cmeTka Ha U3IMTBIHUTENA.

Yn.15. (1) Korato kato rapaHuus 3a u3mbiHeHve ce npeactaBA ©aHkOBa rapaHuws,
U3MBIHUTENAT npepasa Ha Bb3NOXUTENA opvrHaneH eksemnnsp Ha baHkoBa rapaHuus, u3aaneHa
B non3a Ha Bb3NOXUTENA, kosito Tpabsa fa 0TroBaps Ha CrESHATE U3NCKBRHUA;

1. na 6bae GeaycrosHa v HeoTMeHseMa BaHKkoBa rapaHLmus BbE opMa, NpesBapuUTenHo ChrnacysaHa
¢ Bb3NNOXWUTENSA, v na cbavpxa 3apgbixeHve Ha OaHkata-rapaHT Aa U3BLPWM Nnaljaxe npu mbpeo
nucMeHo wuckade o1 BB3NTOXKUTENSA, gexnapupaly, Ye € Harnvue HeuanbiHeHWe Ha 3adbfikeHVe Ha
NU3MBIIHUTENA unu apyro ocHosanue 3a 3aabpxaHe Ha MapaHuuaTa 3a M3mbNHeHWe Mo To3u A0roBop;

2. na 6bae CbC CPOK Ha BANWOHOCT 3a LENUA CPOoK Ha feicTame Ha gorosopa, nntc 30 (TpuaeceT) aHw,
KaTo Npy HeoBX0AMMOCT CPOKBLT Ha BaMMAHOCT Ha DaHKoBaTa rapaHLmMs ce YAabMKaBa uiv ce u3gasa HoBa.

(2) Benuky BaHkoBYM pa3xoam CBLP3aHK C OTKpUBaHETO W 0BCNyXBaHETO Ha GaHKoBaTa rapaHLua, no
YCBOSIBRHETO Ha cpeacTBa ot cTpaHa Ha BB3NOXWTENA, npu HanuumeTo Ha ocHOBaHKE 3a TOBA, KaKTO U
Npy HEMHOTO BpbLlaHe ca 3a cmeTka Ha U3MBJTHUTERNA.

Un.16. (1) Korato kato MapaHuws 3a U3NbiHeHWe ce npefcTasn 3acTpaxoeka, USMBIIHUTENAT
npegasa Ha BBINIOXKUTENA opurvHaneH eksemnnap Ha 3acTpaxoBaTenHa nonuua, npeasaputenHo
cbrnacysava ¢ Bb3MIOXUTENS, usnanena e nonsa Ha Bb3NOXUTENSA, B koato BB3NOXUTENAT e
MOCOMEH KaTo TPETO NON3BaLLo ce nuue {beneduumep), kosTo TpabBa Aa OTroBaps Ha CNEAHNTE UINCKBaHWS.

1. pa obesneuyaBa MW3IMbLNHEHWETO HA TO3M AOTOBOP YPE3 MNOKPUTWE HA OTIOBOPHOCTTA Ha
WU3NBNHWUTENSA B onpeaenenns B un. 12, an. 1 pasmep;

2. pa 6bAe CbC CPOK Ha BANMHOCT 3a LIENKA CPOK Ha eicTRue Ha gorosopa, nnoc 30 (TpuaeceT)
[IHY, KaTO Npu HeODXOAUMOCT CPOKBLT Ha BANWOHOCT Ha rapaHLVATa ce YabIkasa W Ce U3/laBa HoBa.

3. 3acTpaxoBaresniHara npemMusaTa Nno 3acTpaxoBkaTa CneBa Aa e nrareHa Ha CTo npoueHTa (He ce
[ONYCcKa pa3cpoveHO 3annallaHe Ha 3acTpaxopavenHata npemus) n He Moxe Aa Bbae usnoneaka 3a
obesneyeHne Ha OTTOBOPHOCTTA HA U3MbRRUTENA NO APYr AOrOBOP.



(2) Pa3xoauTe no CKNKYBAHETO Ha 3aCTpaxoBaTe/IHWA [0roBOp W NOAABPXAHETO Ha Ba/IMAHOCTTA Ha
3acTpaxoBkata 3a W3WCKBaHWS CPOK, KAKTO W MO BCAKO M3M/allaHe Ha 3acTpaxoBaTte/iHo 06eslleTeHne B
nonsa Ha Bb3NTOXUTE/NA, npy HaMumneTo Ha OCHOBaHWe 3a TOBa, ca 3a cmeTka Ha V3Mb/IHUTENA

Un. 17. (1) Bb3/IOXUTENAT ocBobOX/gaBa rapaHuusTa 3a U3Mb/HEHWe, KakKTo Crejsa:

1. Cymata no un. 12, an. 2, 1. 1 ce ocBoboxaasa B cpok 4o 30 (TpUAECET) AHM Cief OKOHYATEe/THOTO
npremaHe Ha [oCTaBKaTa, ako /IMNCcBaT OCHOBaHWA 3a 3adbpXaHeTo oT cTpaHa Ha Bb3/IOXUTENA, Ha
KaKBaTo 1 a e Cyma no Hesl.

2. Cymata noun. 12, an. 2, 1. 2 ce ocBo60xaasa B cpok 4o 30 (TpuAeceT) AHu e n3TnyaHe Ha cpoka
Ha rapaHLOHHOTO 06CNy)XBaHe, NOCOYeH B un. 4, an. 3, B C/lyyaid, Ye INNCBAT OCHOBAHMUSA 3a 3abpXaHeTo
0T cTpaHa Ha Bb3/IOXWTE/NA, Ha kakBaTo 1 ia e cyma no Hes.

(2) OcBobOXAaBAHETO Ha MapaHLyMATa 3a U3Mb/IHEHWE Ce U3BBPLLBA, KAKTO CNejpa:

1. KoraTo e BbB (popmara Ha napuyHa cyma - upes npeBex/aHe Ha Cymara no 6aHkoBata CMeTka Ha
N3MbAHWATENSA, nocoyeHa B un. 12, an. 1 ot forosopa;

2. Korato e BbB (hopmara Ha OaHKOBa rapaHuMsi - uYpe3 BpbLUAHE Ha HeiHWA OpurMHai Ha
npeactasuten Ha U3MB/IHUTENA nnn ynbIHOMOLLEHO OT Hero nuLe;

3. KOraTo e BbB (hopmara Ha 3acTpaxoBka - uYpe3 BpbLUaHe Ha OpUrMHasia Ha 3actpaxoBaresiHara
nonuua/3actpaxosareniHus ceptudomkar Ha npeactasuten Ha U3MbJIHATEA nan ymb/HOMOLLEHO OT Hero
nmue.

(3) FapaHumsaTa UM CLOTBETHATA YaCT OT Hesl He ce 0cBobOXAaBa 0T Bb3/TOXWTENA, ako B npoLeca
Ha U3MbJIHEHWE Ha [l0roBopa € Bb3HUKHA crop Mexay CTpaHuTe OTHOCHO HEU3Mb/IHEHNE Ha 3ab/DKEHUATa
Ha W3MB/IHWTE/IA v BbNPOCHT € OTHECEH 3a peLlaBaHe npej CcbA. Npu pelaBaHe Ha cnopa B nossa Ha
BBH3/TOXUTENA TOM MOXe Aa NPUCTHINN KbM YCBOSIBAHE Ha rapaHLunTe.

Un. 18.  BDB3NNOXKUTENAT uma npaso Aa 3aAbpxu CbOTBETHA 4acT W fa Ce YAOBNETBOPU OT
[apaHumuaTa 3a u3nbiHeHue, korato U3MB/JHUTENAT He W3NbiHU HAKOE OT HEroBUTE 3aA4b/DKEHMA MO
[10r0BOpa, KaKTo U B C/ly4aunTe Ha JIOWo, YaCTUYHO 1 3a6aBEHO U3Mb/IHEHE HA KOETO 1 A € 3afb/IKeHNe Ha
N3NBNHATENA, kato ycBoM TakaBa 4acT OT [apaHuudTa 3a M3Nb/IHEHME, KOATO CbOTBETCTBA Ha
YroBOpeHarta B [I0roBopa HeyCcTonka 3a CbOTBETHUA C/ly4ail Ha HEU3Mb/HEHME.

Un. 19.  BDB3NOXUTENAT uma npaso 4a 3aabpxiu apaHupsaTa 3a u3nbIHeHUe B Mb/eH pasMep, B
CNnefHuTe cryyan:

1. npn NMbAHO HEM3NBL/IHEHWE U pa3BasiAHe Ha foroBopa OT cTpaHa Ha BBb3/IOXKWUTE/A Ha ToBa
OCHOBaHue;

2. npn npekpataBaHe Ha fJelHoctta Ha W3MBAHWTENA wwm npu o6sBsBaHeTo My B

HECBHCTOATE/THOCT.



Un.20. BubB BCceku cnyvail Ha 3agbpxaHe Ha [apaHuusata 3a u3mbnHenve, BbINOXUTENAT
ysenomsea U3MBNHUTENA 3a 3aabpxaHeTo M HEroBOTO OCHOBaHWE. 3agbpXaHeTo Ha [apaHuwsaTa 3a
U3MbNHEHUE M3LANO MMM YaCTU4HO He uavepnea npasata Ha Bb3NOXWUTENA aa Topeu obesiuetexme e no-
FONAM pasMep.

Un.21. Korato Bb3NOXUTENAT ce e yaoerneTeopun ot MapaHUMATa 3a U3MbIHEHWE W JOrOBOPLT
npogbnxasa Aa e B cuna, USNBNHUTENAT ce 3agbrkasa B cpok Ao 5 (neT) AHM Aa aonbnHmv apaHuuaTa
33 W3rbiiHEHKWe, KaTo BHece ycsoeHata oT Bb3NIOXUTENSA cyma no cvetkara Ha BB3NOXWUTENA vru
NpefocTaBn JOKYMEHT 3a M3MEHEHWe Ha MbpBoHa4anHaTa baxkoBa rapaHuma MnK HoBa 6aHKoBa rapaHLms,
CLOTBETHO 3aCTPax0BKa, Taka Ye BbB BCEKW MOMEHT OT AEWCTBUETO Ha [OroBOpa pasmepbT Ha [apaHuusTa
3a U3mbHeHve Aa 6bae B cbOTBETCTRME C YN, 12, an. 1 oT AoroBopa.

Un.22. BDBINOXUTENAT He obmkyn n1xea 3a BPEMETO, Npe3 KOBTO cpeacTeaTa no FapaHuuaTa 3a
M3MbNHEHUE ca NPECTOANM NPY HErO 3aKOHOCHObPa3HO.

VIl. TAPAHLMOHHO OBCNYXBAHE

Yn.23. (1) MSNBIHUTENAT rapanTtipa 3a cpoka, NOCOYEH B 4N. 4, an. 3, mbnHata dyHKUMoHanHa
TOAHOCT Ha AOCTaBeHOTO oDOpyABaHe CbiNAcHO NMpeAnMCaHWATa Ha MPOW3BOAMTENSA, WUBUCKBAHWATA Ha
HacTORLMA AOrOBOP M NPUNOXKEHUAITA KbM HEro.

(2) B pamkuTe Ha cpoka no an. 1 U3MBbNHUTENAT otcTpaHsea 3a CBOS CMETKA BCHUKW NOBpEaN Winy
HECHOTBETCTBUA Ha 0DOPYABAHETO, CHOTBETHO NOAMEHS ASEKTUPANM YacT, YCTPOIACTBA, MOAYNM Wunu
KOMIMOHEHTM C HOBM CBITIACHO NPEANUCAHUATA Ha NPOU3BOAUTENSA, UINCKBAHUATA HA HACTOSILMSA AOrOBOP U
MPUNOKEHNSTTA KbM HEro,

(3) B rapaHUMOHHOTO OBCNYKBAHE CE BKMIOYBA 3aMAHA Ha YaCT (KOMNOHEHT) CbC CKPUTI HEROCTATBLM C
HOBa WM Ha UANOTO YCTPOWCTBO C HOBO, aKO HEAOCTAaTbKLT o MpaBu HErOAHO 3a W3NOM3saHe no
NPEOHA3HAYEHVETO MY, K3KTO M BCUMKM Pa3X0am No 3amaHaTta.

Yn.24. (1) B cnyvait Ha KoHCTaTMpaH gedekT unu HecboTBECTBME OT CTpaHa Ha BB3NOXUTENA,
NOCNEOHUAT ce 3aab/iKaBa ceoeBpemeHHo aa yseaomu UINMBIHUTENA 3a sbsnukHanua aedekt wunu
HECHOTBETCTBME NO (haKc, enekTPOHKa noula {(e-mail) UM Ypes perucTpauus B ENEKTPOHHATa CUCTEMA Ha
U3MBHUTENA (,,pexnamalinorHO CHobLeHne").

(2) UMBNHUTENAT e pmexeH Aa ocurypy nperned Ha MACTO B CPOK He NO-KbCHO OT crepsaluua
paboten ged or 9.00u. go 17.30u. cnep nonyyaBaHe Ha PpEKNaMaLMOHHOTO CbODUiEHWEe Ha
BB3NOXUTERNA no an. 1. Cneg npernea Ha 0b6opyasaHeTo ce CbCTasA KOHCTATMBEH NPOTOKON 3a BMAA Ha
nospeaata uiunu HeCLOTBETCTBUETO, PaboThTe 1 CpoKa, HeobXoAMMM 3a OTCTPaHABaHETO (,KOHCTaTUBEH
npoTokon 3a noBpeaaTa“). KOHCTATMBHMAT NPOTOKOR 3@ NoBpejata ce MoanMcBa oT NpeacTasuTent Ha

CTpaHuTe no Aorosopa.
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(3) U3MBNHUTENAT ce 3agb/ixasa fa OTCTPaHW HacTbnunarta nospefa WMNM HeCLOTBECTBUE W
Bb3CTAHOBABAHE Ha Mb/HaTa paboToCnoCOOHOCT Ha 060pyABaHeTo. OCTPaHABAHETO Ha HACTbNKUMIA NOBPeja
NN HeCbOTBETCTBMETO CE OCHLLECTBABA N0 MECTOMNO/IOXEHNETO HA 0O0PYABAHETO.

(4) Mpn HEBB3MOXOCT 3a OTCTPaHABaHe Ha HacCTbhuila noBpefa WM HecbOTBETCTBME B CPOK OT
cneapawumre aga padotHu gHu, U3NBAHUTENAT ocurypssa Ha Bb3/TIOXXUTENA 06opoTHO 060pyaBaHe,
npuTeXaBaLlo xapakTepucTukute B TexHuyeckoto npegnoxeHne Ha 3MbJHUTENA, BKIOUMTENHO HOBY
a/ITepHATVBHM peLleHns Npy 3anasBaHe Ha Mb/HaTta U31CKBaHa PYHKLMOHAHOCT, A0 Mb/IHOTO OCTpaHsABaHe
Ha noBpefja WM HeCbOTBECTBUE, KATO CPOKa Ha rapaHLMOHHO 06C/y)XBaHe Ha 060pyBaHeTOo B NpoLec Ha
rnonpassiHe, Ce y4b/hKaBa CbC CPOKa, NPe3 KOWUTO e Tpaesio OTCTpaHsABaHETO Ha NnoBpesata.

(5) B cnyyait, 4e nospefarta wnim HeCbOTBECTBUETO NPaBM YCTPOWCTBOTO HErOAHO 3a M3M0/3BaHe Mo
npepHasHaveHneto my, W3NBAHUTENAT e AnbxeH fa 3aMeHy [0 3aMeHW C HOBO, C MapameTpu
rapaHTupalyy colyata wam no-gobpa (OyHKUMOHAIHOCT M NPOWU3BOAUTENHOCT. MpUeMaHeTo Ha HOBOTO
YCTPOIACTBO € N0 pefda Ha un. 6, an. 1 (CbOTBETHO un. 6, an. 3, Korato € MPUIOXKUMO). B To3n cnyyail
NpoLb/kaBa fia Teye cpoka Ha rapaHLyoHHO 06CNyXBaHe 3a CbOTBETHOTO 3aMEHEHO YCTPOICTBO, YacT oT
0bopy/ABaHeTo, YacT 0T 060pyLBaHETO, CYATAHO OT Jarata Ha MPUEMAHETO My C MpuemMo-rpesasaresieH
MpOTOKOA N0 uA. 6, an. 1, (CbOTBETHO YA. 6, &1. 3, kOraTo e NpUIoXMMO). Beuukn pasxoay 3a 3amsHarta ca 3a
cmeTka Ha U3Mb/IHUTENA.

(6) 3a BCAKa M3BbPLLEHA AEMHOCT MO rapaHLMOHHO 06CNYXBaHe Ce CbCTaBs NPOTOKOS, KOTO ChAbpXa
OnMcaHne Ha M3BbpLUeHaTa AerHOCT. MPOTOKOBLT Ce NOANMCBA OT NPeSCTaBUTE N HA CTPaHUTE N0 J0roBopa.

Un.25. (1) NW3NBJHUTENAT ce 3agbixaBa fa npefoctaBs 0006LEH OTYET 3a M3BbpLUEHUTE
[ENHOCTM MO rapaHLMOHHO 06C/y)XBaHe Ha BCAKO TpUMeceuure, kouto ce npuemart oT Bb3/IOXUTENSA. B
0000LLeHNTE OTYETU CE€ NOCOYBA HaW-MasIko CrefHaTa MHopMauus: Nepuos Ha MOKPUTUE Ha OT4yeTa W
CMMCHK C Bb3HUKHANUTE NpobnemMin u napametpute, npu kouto N3MBAHUTENAT e oTcTpaHnn npobnemure.

(2) B cnyuail, ye BB3NOXUTENAT wnma 3abenexkn no npeacTaBeHMs OT4eT no an. 1,
BBb3/IOXUTENAT moxe fa oTkaxe fa ro nognuiue. B to3u cnyyain Bb3NIOXUTENAT ysefomsBa NUCMEHO
N3MBHUTENA v B cpok fo 10 (mecet) paboTHWM AHM OT MonyyaBaHe Ha YBELOMJ/IEHUETO, CTpaHuTe
NoAn1cBaT KOHCTATUBEH MPOTOKO/, B KOWTO Ce 0Tpa3sBaT HanpaBeHUTe 3a6e/1exkn 1 ce onpesesns Cpok 3a
TAXHOTO OTCTpaHsBaHe. B cnyvain ue MIMBAHUTENAT oTkaxe fa NoAnuile KOHCTATWBHUS NPOTOKO/
BB3/IOXUTENAT nma npaso cam Aa CbCTaBy TakbB NPOTOKO KATO CbAbPXAHNETO My € 3a4b/IKUTE/THO 3a
N3NBAHUTENA. MpuemaHeTo ce U3BbPLIBA CNej 0TCTpaHsBaHe Ha 3abenexknTe B YCTAHOBEHWS CPOK C
NOLNICBAHETO Ha KOpUTMpaH OTYeT.

(3) Ako 3abenexkute He ObAAT OTCTPAHEHN B yCTaHOBEHUSA cpok, Bb3TIOXUTENAT moxe Aa passam

[10r0BOPA C &IHOCTPAHHO YBEOM/IEHIE, OTNPABEHO A0 ApyraTa CTpaHa, 63 Aa fasa AOMbIHUTENEH CPOK 38
M3Mb/HEHNE.



Vill. HEYCTOMKH

Un.26. (1) [Mpu mMbLMNHO HeuambNHEWWe Ha fJoroBopa OT CTpaHa Ha  U3ITBHITHUTENSA,
BBb3NOXUTENAT yceonsa npenocTaBeHaTa rapaHums 3a W3nbIiHEeHKe.

(2) Mpn 3abaBeHo MsMbrHEHME Ha 3ambMKEHWA Mo foroBopa OT cTpaHa Ha M3MBJIHUTENSA s
HapyLUeH1e Ha YroBOpeHUTe B TO3W [OroBOp CPOKOBE, ChlluAT sannawja Ha Bb3NTOXWUTENA HeycToika B
paamep Ha 0,1 % (Hyna usino v eaHa peceta Ha CTO) OT CymaTa No un. 2, an. 1, 3a BCeKu NPOCPOUEeH JeH.

(3) Mpu 3a6apa Ha BH3NIOXUTENSA 3a nambnHexve Ha 3agbikeHUsiTa My 3a NnaujaHe no AOroBopa,
chlumaT 3annawa Ha U3MBNTHUTENSA Heycroika B pasmep Ha 0,1 % (Hyna usno 1 eaHa peceta Ha CTo) oT
cymara nio un. 2, an. 1, 3a BCekv NPOCPOYEH AeH, HO HE NOBEeYe OT 3 Ha CTO (TPK Ha CTO) OT Ta3u cyMa.

(4) Npw cvucTemHo (TpU W NOBEYE MbTH) HEM3MHIHEHWE Ha 3afbIIKEHUATA 3a CEpBU3HO oBCnyxBaHe B
rapaHuuoHnmna cpok, M3MBMHUTENAT aenku Ha BB3NOXWUTENS, Heycroitka 8 pasmep Ha 0.5 (Hyna uano
W NeT AieceTi Ha €T0) Ha CTO OT Cymarta no un. 2, an. 1.

Un.27. BBINOXUTENAT moxe ga npeteHaupa obesweTenve 3a HaHECEHU Bpeau W NponycHath
MION3# Mo 0BLIKA pefl, HE3aBUCKMO OT HAUMCIEHUTE HEYCTOWKMA M HE3ABUCUMO OT YCBOABAHETO Ha rapaHLuATa
33 U3MbIHEHKE.,

{Xa. NOAU3NBNHUTENM {korato e npunoxumo)’

Yn. 27a. (1) UIMBNHUTENAT e anbxeH B CPOK OT TPM AHW OT CKNIOYBAHETO Ha AOFOBOP 3a
MOAM3MLNHEHWE, K3KTO U Ha [OMbIHWTENHO CrIOpasyMeHWe 3a 3aMsHa Ha nocoyeH B odeprara
noavsmennuten, aa vanpatn Ha Bb3JIOXXUTENA xonve Ha AoroBopa/A0MbIHUTENHOTO CriopasymeHue,
3ae[iHO C A0Ka3aTenCTBa, Ye Ca U3MbiIREHW YCNoBusTa Ha un. 66, an. 2 unu an. 14 ot 30T1.

(2) W3MBNMHUATENAT Hock MbnHa OTrOBOPHOCT 33 AeicTBMATAa Wunu GespeicTeusta Ha
NOAN3MLITHATENUTE CW, KATO YYACTUETO UM NPWU M3MTLNHEHWETO HA NOPBUKATA, HE U3MEHS UMM HaMmansaea
3agbmkeHusita Ha USMBNHUTENA, cbrnacHo Hactoswms AoroBop. BuabT u gembT Ha yyacTMeTo Ka
noau3mbAHUTENs/Te cnepea aa 6baar culuuTe, Kato nocodewuTe B oceptata Ha U3MBITHUTENA.

(3) Mpu ckniouBaHETO Ha [OrOBOP/M ¢ nogusmbnHATEn/n, odepupaH/i B odeprata Ha
M3MBIHUTENSA, nocnepHvsT e asTexeH Aa cb3gane YCnoeus, Ye:

1. RPUNOKMMUTE KNay3n Ha AOTOBOPA €A 334bIDKUTENHU 33 U3MbIHEHUE OT NOAMSMBIHUTENAMTE;

2. NeCTBMATA HA NOAMINBLIHUTENA/MTE HAMA [a A0BEAAT MPAKO UMK KOCBEHO A0 HEM3MbIHEHWE Ha
norosopa, 3a koeto U3MbAHUTENAT na ucka ocBOOOKAABAHETO CU OT OTTOBOPHOCT,

3.MpW OCHIECTBABAHE HA ApaBaTa cv Mo HacToAwms goroeop, BBINOKUTENAT we moxe tes

orpaHudeHns Aa U3BBLPLLIBA NpoBepka Ha JenHocTTa 1 JOKYMEHTAUMATA Ha ﬂOﬂH.'iﬂbﬂHMTeﬂﬂ/HTe;

1 UsncKBaHuATa M YCroBusATa, NPeNBUAEH B TOIM pasgen ce npwnarar B cny4awTe, KoraTo WamenumtenaT e n Wann
W3AN0A3BAHETO HA NOAUIMBITHUTENN
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4. NOAM3MBLIHUTENAT HAMA NPaBo Aa NpeBb3nara efjHa Un noseye OT AeMHOCTUTE, KOUTO Ca BKIOYEHM B
npeAmeTa Ha [0roBopa 3a NoAu3mb/HEeHNe.

(4) UBMBNHNATENAT moxe fa “3BbpLUBA 3aMsHa Ha NMOCOUEHUTE NOAUSMB/IHATENN 3a U3Mb/IHEHNE
Ha [O0roBopa, KakTo W Aa BKIYBA HOBW MNOAM3NLAHUTENM B npeasugeHute B 30 cnydam v npu
npeasugexute B 30IM ycnosus.

(5) CkntouBaHETO Ha A0r0BOP C NOAM3MB/HMTEN, KOWTO He e 06siBeH B ohepTata Ha N3MbIHUTENS
W He e BK/II0YEH N0 BPeMe Ha M3MbJIHEHWE Ha [oroBopa no npegsugerus B 300 pes unm U3MbAHEHNETO Ha
[ENHOCTITE NO A0roBOpa OT MINLE, KOETO He e NoAM3MbHNUTEN, 0651BeHO B othepTata Ha V3Mb/IHUTENS,
Ce cunTa 3a Heusnb/IHeHWe Ha [0roBopa ¥ e OCHOBaHWE 3a efHOCTPaHHO NpekpaTsBaHe Ha [0rosopa ot
CTpaHa Ha Bb3noxutens 1 3a ycBOsIBAHE HA Mb/IHWA pasMep Ha rapaHuuaTa 3a U3Mb/HEHNE.

(6) HesaBucuMO OT M3M013BAHETO HA NOAU3MBHUTENN, OTTOBOPHOCTTA 3a U3Mb/IHEHWE HA HACTOALLMS
porosop e Ha U3MbIHUTENSA.

Yn. 276. (1) Korato yacTta OT nopbykara, KOATO Ce U3Mb/HABA OT NOAU3NBLHUTEN, MOXe A Obje
npegageHa kato otgeneH 06ekt Ha M3MBAHUTENA wam Ha Bb3NOXWUTENA, BBHINIOXUTENAT
3annalla Bb3HarpaxeHue 3a Tasu YacT AUPEKTHO Ha NOAUMbHUTENS.

(2) PasnnatlaHusaTa no as. 1ce oCbLLeCTBABAT Bb3 OCHOBA Ha M CkaHe, 0TNPaBEHO OT NOAU3MbAHUTENS
A0 Bb3NTOXUTENA upe3 U3MBIHNATENS, KoiTo e AnbXeH fa ro npegoctasu Ha Bb3NOXNTENA B 15-
[HEBEH CPOK OT N0/1y4aBaHETO My.

(3) Kbm nckaHeTo no an. 2 M3MbJIHUTENAT npefocTtaBs CTaHOBMLLE, OT KOETO Aa € BWUAHO Aasin
ocrnopsa NnaLLaHnaTa Uin YacT OT TAX KaTo HeAbIKUMMU.

(4) Bb3NOXWTENAT mma npaBo fa OTKaxXe nnaijaHe no asi. 2, Korato MCKaHeTO 3a naijaHe e
OCMOpPeHO, 0 MOMEHTA Ha OTCTpaHABaHe Ha npuyMHaTa 3a 0Tkasa.

IX. NMPEKPATABAHE /1 PA3BANAHE HA JOFOBOPA

Un.28. (1) HacToswmAaT oroBop ce npekparssa:

1. C M3Nb/IHEHME HA BCUYKW 3ab/DKEHUSA Ha CTPaHWUTE Mo 40roBopa;

2. NpV HacTbMBaHe Ha 0OEKTUBHA HEBB3MOXHOCT 3a U3Mb/IHEHWE Ha [OT0BOPa, BKIOUNTENIHO OTMSAHA
Ha W3KMIOYUTENIHUTE MpaBa 3a CUCTEMHWS MHTETPTOP 3@ M3Mb/HEHWE HA CbLOTBETHUTE [EeHOCTH,
nocpeACcTBOM NPOMsHA B HOpMaTBHaTa ypesoba.

3. MpWM HacTbnBaHe Ha fpyra HEBWHOBHA HEBBL3MOXHOCT 3a W3Mb/HEHWE, HenpeaBUAEHO Wm
HenpeLoTBpaTUMO CbLOWTUE OT U3BBLHPEAEH XapakTep, Bb3HWKHAMO Chef CKIYBAHETO Ha [0oroBopa
(,HenpeogonMma cuna“), NnpoAb/xuna noseye ot 45 AHu;

4. npn npekpaTsBaHe Ha topuauyecko uue - CTpaHa no forosopa 6e3 npasonpuemMcTso, Mo CMUCH/A

Ha 3aKOHOAaTENCTBOTO Ha AbpXaBaTa, B KOATO CbOTBETHOTO J/INLE € YCTAHOBEHO,



5. npu ycrniosusta no un. 5, an. 1, 1. 3 ot 3aKoHa 3@ WKOHOMUYECKUTE W (PUHAHCOBUTE OTHOLLEHUA C
APYXecTBaTa, perucTpupaHu B OPUCANKLAM ¢ NpedepeHuManeH AaHbYeH PEXUM, KOHTPONUPAHUTE OT TAX
n1ua ¥ TEXHUTE ASACTBUTENHU COBCTBEHMULM.

(2} HacToswmsT aorosop Moxe Aa Gbae npekpaTeH:

1. no B3auMHO chbimacue Ha CTpahuTe, U3PA3EHO B NMCMEHA HOpMa;

2. korato 3a UBMBITHUTENA 6bae OTKPUTO NPOM3BOACTEO NO HECHLCTOATENICHOCT WAKM NUKBMAALMA —
no uckaHe Ha Bb3NIOXUTENS;

Un. 29. BBH3INOXUTENAT npexparasa aorosopa s cnyqaure no un. 118, an. 1 ot 300N, 6e3 pa Aumim
obesweterve Ha UINBIHUTENA 3a nperbpnenu ot npekpaTasaHeTo Ha [loroBopa Bpeaw, OCBEH ako
NPeKpaTaABaHeTo e Ha ocHoaHue wn. 118, an. 1, 1. 1 or 30M. (B nocnegHua cryyail pasMepbT Ha
obeaweTeHreTo Ce onpeaens B NPOTOKON UNu cnopasymekue, noanucaHo ot CTpaHuTe, a NpK HENoOCTUraHe
Ha cbrnacue — NO peaa Ha Knaysara 3a paspellasaHe Ha CnopoBe NO TO3W JOroBOp.)

Yn.30. (1) Becaka OT cTpaHuTe Moxe Aa pasBanM [OrOBOPa MPW BMHOBHO HEM3MbLNHEHWe Ha
CHLLECTBEHO 33/Ib/DKEHVE Ha ApyraTa CTpaHa fo [OroBopa, NPU YCrioBUATa M C NOCNEANUMTE CbINIACHO 4N,
87 u cn. oT 3aKkoHa 33 3aAbIKEHUATA M AOTOBOPUTE, Ype3 OTNPABAHE HA NUCMEHO MpefynpexaeHue oT
u3npaeHaTa CTpaHa A0 HEM3NpaBHaTa U onpeaensHe Ha NOAXOAALL CPOK 33 M3fbiiHeHWe. PasganaHe Ha
AOrosopa He Ce [onycKa, KOrato HeW3MMbIHEHATa YacT OT 3afb/DKEHVETO € HEe3HauUMTEnNHa C ornef Ha
WHTEpeca Ha u3npapHara cTpaHa.

(2) Mo cwmucbna Ha TO3M AOTOBOP ,BUHOBHO HEUSTTBIHEHWE HA CLLIECTBEHO 3afblKeHue Ha
HU3MBIHUTENA" e

1. korato U3NBIIHUTENAT 3abaeu U3MbNHEHWMETO Ha 3aAb/TKEHME N0 HACTOALMA AOTOBOP C NOBEYE
ot 30 (TpuaeceT) KaneHaapHN AHK;

2, Npy CUCTEMHO (TPW WMWK MOBEYE MbTW) HEM3MbAHEHWE Ha 3agwmkeHusTa Ha UMBIHUTENA 3a
rapaHuMoHHo ofcnyxsaHe Ha ofopyaBaHeTO W NpU MbNHO HEUIMBbAHEHWE Ha 3afbiKeHWATa Ha
U3NBMHATENA 3a rapanyunoHHoTo obopyaBaHe;

3. korato USMTBNHUTENAT usnonasa noavanbnHuTen, 6e3 aa e Aeknapupan Tosa B opeprarta cu.

Yn.31.  [lpu npeacpouHo NpekpatsBaHe Ha gorosopa, BL3NIOXKUTENAT e abxer Aa 3annatv Ha
U3MLNHUTENSA peanto U3mbHEHNTE W NPUETY MO YCTAHOBEHWS Pef] 0CTaBKU/yCyry.

X. HENPEOAOITUMA CHUNA

Yn.32. (1) Ctpanure ce ocBOBONAABAT OT OTTOBOPHOCT 38 HEMU3ITBITHEHUE HA 33MTLITKEHNUATA CU, KOraTo
HEBB3MOXHOCTTA 33 U3MbAHEHUE Ce ObITKM Ha HenpeogonuMa cuna. HUKOR OT CTpaHUTe He MOXe Aa ce
N030BaBA Ha HENpeoaonMMa cuna, ako € buna B 3abasa v e e wHopmvpana gpyrata CTpaHa 3a

BL3HUKBAHETO Ha HeNpeoaonuMa chna.
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(2) CtpaHara, 3acerHara OT HEMpeogonMMa Ciia, e LJ/TbXHa Aa NpeAnpreMe BCUUKI pasyMHI yCUns
W MepKu, 3a fa Hama/Im 40 MUHUMYM MOHECEHWUTE Bpeau U 3arybu, KakTo 1 fa yBefoMu NUCMEHO apyrata
CTpaHa He3abaBHO MPpW HAaCTbMNBAHE Ha HenpeojonMmara cua.
(3) QokaTto Tpae HenmpeoLonMMaTa cuna, U3NbIHEHETO Ha 3a4b/HKEHUETO Ce Cnnpa.
(4) He moxe fa ce mo3oBaBa Ha HENpeofonnMa Cuna OHasu CTpaHa, YMATO HeOpeXHOCT win
YMULL/IEHN LeNCTBUA WK Be3eiicTBusA ca L0BeN 40 HEBB3MOXHOCT 3 W3Mb/IHEHUE Ha [0r0BOPA.
Xl.  KOHOWAEHUMAMHOCT

Un. 33. (1) Bcaka oT cTpaHuTe no TO3W LOr0BOpP Ce 3afb/KaBa fa nasi B NMOBEPUTE/THOCT U Aa He
paskpuea WM pasnpocTpaHsaBa MHQopMauma 3a apyrata ctpaHa, craHasia 0 M3BECTHa Mpu W Mo MoBOj,
W3Mb/IHEHVETO Ha foroBopa (,,KoHuaeHUManHa nHopmauua®) BKIIOYMTENHO 1 CIef NPeKpaTABaHETO Ha
CbLLMA, HEOrpaHNYeHo BbB BpeMeTo. KoH(huAeHUManHa nHpopmaums Bknoyusa, 6e3 fa ce orpaHnyasa fo:
BCAKakBa (PMHAHCOBA, TbPrOBCKA, TEXHWYECKA WM pyra MHKDOPMAUWs, aHau3Kn, CbCTaBEHN MaTepuasiv,
n3cneaBaHus, LOKYMEHTU WKW APYrM MaTepuani, CBbp3aHu ¢ GU3Heca, ynpasieHneTo uin LeiHocTTa Ha
Apyrata CtpaHa, OT KakBOTO U [ja e eCTecTBO, WIW B KakaTo W fa e qopma, BKIUNTENHO (DUHAHCOBM U
onepaTtuBHK pe3ynTatu, nasapy, HaCTOALM WM MOTEHUMATHWN KIMEHTW, COBCTBEHOCT, METOAM Ha paboTa,
nepcoHan, A0roBopu, aHraXMMeHTW, MpaBHU BBLNPOCK WM CTpaTteruu, NpoAyKTW, NpoLecH, CBbp3aHu C
[OKYMEHTaLMS, YepTexu, cneuudukaumm, auarpamu, nnaHose, yBeLOMSIEHUS, AaHHU , 06pa3suyn, MOAenu,
MOCTpU, COTyEp, COPTYEPHN NPUIOXEHIUS, KOMMKOTBPHI YCTPOCTBA WM LpYTA MATEPUasIN WK 3anncy Uin
Apyra vHdopmaLms, He3aBucuMo Aauin B MUCMEH WM YCTEH BUL, WK CbAbpXalla ce Ha KOMMIOTbPEH AUCK
WK Apyro YCTPOICTBO. He ce cmATa 3a KOH(MAEHUMaHa MH(hopMaLMATa, Kacaella HauMeHOBaHUeTo Ha
[I0T0BOpa, CTOMHOCTTA W MNpefMeTa Ha TO3W [OroBop, C Orfef ObAello no3oBaBaHe Ha NpUao6uT
npohecvoHanex onut ot U3MbJIHUTENA.

(2) KoHchuaeHumanHa nHdopmaLms 3a LenTe Ha HaCTOALLMA [OTOBOP BK/IOYBA U

1. CbAbPXaHMETO HA AaHbyHA W OCUTYpUTESHA MHAPOPMALMA, NMNYHU JaHHU WK Apyra 3aluTeHa ot
3aKOH WK Mo cunarta Ha [oroBopa MHGopMaLKs, KOATO e CTaHana M3BEeCTHa MpuU U3Mb/IHEHWETO Ha TO3u
[0roBop.

2. NHChopmaLms, KOATO e CTaHasia U3BeCcTHa Npu U3Nb/IHEHVETO Ha TO3W AOr0BOP OTHOCHO BbTPELLHY
npaswna ¥ npoueaypu, CTPYKTypa, HauuMH Ha (OyHKUMOHMpaHe Ha HauuoHanHata areHuus 3a npuxopuTe
(HAM) u BDBINOXUTENA, KOMYHUKALMM, MPEXM W WHGOPMALMOHHM cucTemm Ha HAM u Ha
BB3/IOXXNTEA, 13roTBeHM B X0fa Ha M3Mb/IHEHWETO Ha [OKYMEHTU UMM BCAKaKBK ApYr pesynTatu oT
W3Mb/IHEHWETO, pa3paboTeHa B nossa Ha HAM wim npegoctaBeHa M JOKYMEHTaUUs Win nporpameH Koj B
SIBEH W U3Mb/IHUM BUZ, BbB BPb3KA C U3NMb/IHEHWNETO Ha HACTOSLLMA LOT0BOP.

(3) JInunn ganHm ce obpaboTtear 0T CTpaHWUTe e4MHCTBEHO 3a LeNNTe Ha U3NMb/IHEHWE Ha [0roBopa, Npy

CTPUKTHO cna3saHe Ha PernameHT (EC) 2016/679 Ha EBponeiickusi napnameHT u Ha CbeeTa 0T 2'  pun



2016 rogvHa OTHOCHO 3aluMTaTa Ha (PMaMYECKUTE NWLA BbB Bpb3Ka ¢ 0OpaboTBAHETO Ha AUYHU AaKHU U
OTHOCHO CBOBAHOTO ABVKEHUE Ha TAKMBA AaHHV U [eCTBAWATa HOPMATHBHE Ypeaba.

{4) He ce cuvTa 3a HapyLUEHVE Ha 3aIbNKEHMATE 32 HepaskpKBaHe Ha KoHthupeHuManHa nHcopMaums,
Koraro:

1. Undpopmayuata e ctaHana mnv craea nybnmyHo [OCTLAHA, B3 HapylaBaHe Ha TO3n A0roBOp OT
KOATO U 43 € OT CTPaHuTe;

2. VincbopMaLmsTa Ce M3UCKBA NO CUIATa Ha 3AKOH, MPUMOXMM CNIPSIMO KOSITO W 4a € OT CTPaHUTE; Un

3. MpepocTaBaHETO Ha MHGOPMALMAITA CE M3UCKBA OT PEryNaTopeH Wnu APYr KOMNETEHTEH OpraH W
CbOTBETHATA CTPaHa & ATbXHa A2 M3MbITHY TaKOBA M3UCKBAHE;

B cnyyaute no Touku 2 unu 3 cTpaHara, KOATO cneasa 4a npefocTasu uHGopMauuaTa, yeeaomaea
HeszabaeHO Apyrara cTpaHa no Aorosopa.

(5) 3agbrkenmnsta Ha U3MBNHUTENA Bbe Bpb3aKa ¢ M3NCKBAHWSTA 33 KOHMASHUMANHOCT BKNIOYBAT

1. 3apbiKeHMe Aa cna3Ba BLTPELUHWTE NPaBUna 3a A0CTbN Y pexuM Ha paboTa go crpagwute Ha HAM 1
Ha Bb3JIOXWUTERNA, korato € Npunoxumo;

2. Aa cna3Ba BCWHKM NpoLeaypH v n3ncksaHus Ha HATI 3a paboTa e uHthopmauoHHaTa MHdpacTpykTypa
Ha HAIT;

3. Aia na3u B NOBEPWTENHOCT M A He pa3kprea UK PasnPOCTpaHsaBa MHGopMaums 3a apyrara Ctpama,
CTaHana My U3BECTHa Np1 WK MO NOBOA U3MLIHEHWETO Ha AEAHOCTUTE, NPeAMET Ha A0roBOpa.

4. npepcrasnagawyre USMBAHUTEASA v nuuata, kouTo MMaT AOCTBN A0 cucTeMuTe Ha HAM e
HeoDX0AMMO 33 NPEACCTaBSAT MOANUCAHM OeKnapauu 33 OnassaHe Ha wHpopMmaumaTra no obpasel,
yTBbpAeH oT HAM npu nognuceaHe Ha [oOroBOpa W Npy HEOGXOOMMOCT OT NpeaocTaBaHe Ha AOCTBN A0
cuctemute Ha HAIM.

(6) C unaknioueHre Ha cnyvauTe, NOCOMEHW B an. 4, koHbuaeHUWanHa nHgopmaums Moxe fa bbae
pasKpMBaHa Camo crief NpeaBapuTerHo ncMeHo ofobpeHne oF apyrarta cTpaHa, KaTo ToBa chrnacue He
Moxe Aa Obje oTkasaHo He3npUUNHHO.

(7) 3ambrKeHusTa Mo onNasaHe OT HepernaMeHTUpaH AIoCTLN A0 KOH(UAEHUMANHa MH(OpMaLMs ce
otHacaT Ao USMBHUTENSA, Bcuukv HEroBY NOAENEHMS, KOHTPOMUPaHU OT HEro pmu M opraHuaauwu,
BCMUKA HEroBM CNYKMTENM W HAaeTW OT Hero (U3NYECKN WM I0pMAVYECKM NWUa, B TOBa “MCNO
noavanbnHuTeny, kato USMBIHUTENAT otroBaps 3a W3MLHEHUETO HA TE3M 3aAbIKEHUA OT CTpaHa Ha
Takvea mua.

(8) Bcsika OT cTpaHuTe ce 3afb/xkasa fia MHGopMvpa Apyrata Npu HapyllasaHe Ha MavckBaHuATa 3a

onasBaHe Ha NOBEPUTENHOCT Ha UH(OPMaUMsTa No TO3W A0roBOp.
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9) 3afbKeHusATa, CBbp3aHu C HepaskprnBaHeTo Ha KoHuaeHUanHara nHopmalys octasar B cuia

W Cef, npekpaTsBaHe Ha LoroBopa, Ha KakBOTO U a e OCHOBAHME.
XIl.  SAKNHOUNTENHW PA3MOPELBN

Un. 34. (1) OcBeH aKo ca AethuHUpaHN M3PUYHO MO APYT HAYMH B TO3M [OTOBOP, MU3M0NI3BaHNTE B HETO
MOHATUA MMAT 3HaueHMeTo, AadeHo um B 30I, CLOTBETHO B NeranHuTe AedvHALMM B [OMbAHUTENHUTE
pasnopea6ou Ha 300 unun, ako HAMA TakuBa 3a HAKOM MOHATUSA - Cropes, 3HaYEHNeTO, KOeTO UM ce npuaasa
B OCHOBHWTE pa3nopeaou Ha 3001.

(2) Mpu npoTUBOpeUne Mexay pasnyHi pasnopeadu Uan ycroBus, ChabpXaln ce B 4Oroopa
MpunoxexusTa, ce npunarar cefHuTe npasuna:

1. cneumasHUTe pasnopeaou uMat npeauMcTBO Npes 06LmuTe pasnopesom;

2. pasnopeabute Ha MpunoxeHusTa mMaT NpeauMCTBO Npej pasnopeabute Ha [lorosopa.

(3) B cnyvante, korato U3MbBbHUTENAT e npeactasun O6Wm ycnosus B oeprara cu, npu
Bb3HUKHA/I0 MPOTUBOpEUME MeXZy TAX U Knay3uTe Ha HacTosLMs [O0roBOp, C NPUOPUTET ce npunarat
KnaysuTe Ha JoroBopa.

Un. 35. HacToAwwmaT 4oroBop Moxe Aa 6bae M3MEHsH UK A0Mb/IBaH OT CTPAHUTE NPpKW YCNOBUATA Ha
yn. 116 ot 30r1.

Un. 36. (1) Beuukn ysesomnenns mexsgy CTpaHute BbB Bpb3ka C TO3W [lor0BOp Ce W3BbPLUBAT B
nucMeHa hopMa W morat fa ce npefasar IMYHO WKW Ype3 MpenopbyaHo nucMo, Mo Kypuep, no dhakc,
e/IeKTPOHHa MoLLa UK Mo TenedioH, KOeTO ce NOTBPbXAaBa MMCMEHO Ha CleAHUTe afpecy:

1.3a Bb3/TOXUTENA:

Appec 3a kopecnoHaeHuus: rp. Codona 1504, yn. MaHaiiot Bonos* Ne 2
dakc: 02/943 66 07

e-mail: office@is-bg.net;

Ten. 02/942 0340

2. 3a BNBNTHATENA:

Agpec 3a KopecnoHgeHumus: rp. Codous, O6wmHa MnuHger”, x.k. ,3axapHa abpuka“, n.k.1309,
yn. Kykyw® Nel

dakc: 02495 79 07

e-mail: martin .vordanov@al ,ba

Ten. 0882204054

(2) Crpanute ynbiHOMOLW,aBaT CreAHUTe MpeAcTaBUTENN, KOWTO Aa npocnefssat W npuemar
W3Mb/IHEHNETO Ha 3afb/IKEHMATA UM MO HACTOALMA [OrOBOP, A& OCbLLECTBABAT KOHTPO/ MO LAOCTHOTO
U3Mb/IHeHWe Ha [loroBopa 1 fa NoAnuceat npegsuaeHnTe B [lorosopa fAOkyMeHTI (YBEAOMNEHUS, MPOTOKON
n p.), KaKTo cnefjga: /


mailto:office@is-bg.net

1. 3a Bb3/IOXUTENSA:
| - PbkoBoguTen, WHGOPMALMOHHA U KOMYHWKALMOHHU TexHonorun, OTaen
,KOMyHUKauumn*, e-mail: [, Ten. |
2. 3a V3NbAHUTENA
| AkayHT MeHnmKBP "[AbpKasHu cTpyKTYpu'" npu AL Bbarapua EAJL e-mail:
Ten,|
(3) 3a farta Ha nony4yasaHe Ha yBelOM/IEHMETO/3asABKaTa Ce CunTa:
1. fatata Ha npefaBaHeTo - Mpu INYHO NpefaBaHe Ha yBeJOM/IEHNETO;
2. latara Ha NoLLeHCKOTOo k1eidMo Ha obpaTHaTa pasnucka - npu u3npaliaHe no nowiata;
3. Aartara Ha fjocTaBka, 0TbenssaHa BbpXy Kypuepckara pasnucka - npu 1snpawaqe no kypuep;
4. natata, Noco4YeHa B U3B/IEYEHNETO OT (hakC YCTPOUCTBOTO- NP U3npaLlaHe no ghakc;
5. farata Ha KOATO YyBefOM/IeHMeTo/3asBkaTa € mnocTbnuna B nocoyeHata ot W3MbJHUTENA
WHChopMaLLMoHHa cucTema (e-mail) - mpu u3npataqe no eNeKTpPoHHa noLa.

(4) Bcska kopecnoHfieHums mexay CTpaHuTe e ce cuuTa 3a Ba/MfHa, ako e usnpateHa Ha
rocoYeHUTE Mo-rope agpecyt (B T.4. IEKTPOHHY), Ype3 NOCOUEHUTE MO-Tope CPeLCcTBa 3a KOMYHUKALMS 1 Ha
nocoyeHuTe nnuya no an. 2. Mpyn NpomsHa Ha NocoYeHuTe afgpecu, TenedioHn U ApYri AaHHW 3a KOHTAKT,
cboTBeTHaTa CTpaHa e [/TbkHa Ja yBeJoMu Apyrata B NMUCMEH BWA B CPOK 40 3 (Tpu) paboTHW HW OT
HacTbnBaHe Ha npomsHara. Mpu Hen3Mb/IHEHe Ha TOBa 3ab/IKEHNE BCAKO YBELOMIIEHME e Ce CuMTa 3a
B&/IMAHO BPBYEHO, aKo € U3NPaTeHO Ha MOCOYeHUTE MOo-Tope afpecu, upes OnucaHuTe CpeacTsa 3a
KOMYHUWKALMA 1 Ha MOCOYEHNTE NMLA 38 KOHTAaKT.

(5) Mpu npeobpasysaHe 6e3 NpekpaTaBaHe, NPOMSHA HA HAMEHOBAHWETO, NPABHOOPraHN3aLMoHHaTa
(hopma, cefjannLLeTo, aapeca Ha ynpas/ieHne, NpeAmeTa Ha AeiHOCT, CpoKa Ha CbLeCTBYBaHE, OpraHnuTe Ha
ynpasneHne u npeactasutenctso Ha U3MBAHUTENA, cbwmar ce 3afgb/ikasa [a  YyBefoMu
BB3NOXUTENA 3a npomsaHata B CPOK A0 3 (TpK) AHW OT BNUCBAHETO i B CbOTBETHUSA PETUCTBP.

Un. 37. Bcuuku cnopose no TO3K LOroBOp Lie Ce ypexaar upes Nperosopy Mexay cTpaHuTe, a npu
HernocTUraHe Ha cbrnacue, Le Ce OTHACAT 3a pellaBaHe 0T KOMMETEHTHUA CbA B Penybinka bbarapus.

Un. 38. 3a BCUYKM HeypeLeHn B TO3M LOTOBOP BBMNPOCK Ce npunarar pasnopeonte Ha LeiCTBalyoTo
3aKOHOZATe/ICTBO.

Hepa3szgenHa yacT 0T HacToAW KA LOroBop Ca;

1. TexHuyecka cneuundmkaumns Ha Bb3TOXNTENA - Mpunoxerue Ne 1

11. MpunoxeHne Ne 1.2 - TexHnWyecka cneuudoukaums, oTHocUMa KbM 060cobeHa nosvums No 2 ¢
npeamet [loctaBka Ha CopTyepHO AerHupaHa Mpexa 3a NpeHoc Ha faHHu” - Mpunoxenre Ne 1.2 (nombisa
Ce 3a CbOTBETHATA NO3NLYMSA, 38 KOATO Y4aCTHUKBLT € U36paH 3a U3Mb/IHNTEN)

2. TexHnuyecko npepnoxenne Ha U3MBAHUTENA - MpunoxeHne Ne 2.2; /

18



3. LleHoBoto npepnoxeHne Ha U3Mb/IHUTENA - Mpunoxexne Ne 3.2.
[Mpu noZnuceaHe Ha JOroBopa, Ce NpeAcTaBuxa CnefHuTe LOKYMEHTH:

1. MapaHupna 3a U3MbJIHEHWE Ha [0roBopa;
2. DokymenTut o un. 112, an. 1ot 30r1.

HacToAwumaT 40rosop ce cbCTasu B 2 (4Ba) €AHO00PA3HM OPUTMHATIHU eK3eMN/isApa Ha Obarapcku
e3nk-1 (egwH) 3a Bb3/IOXXUTENA v 1 (eguH) 3a U3MBJIHUTENA, n ce nognuca, kakro cnefjsa:

3A Bb3/IOXKUTENA: 3A U3MBNHUTENA:

Kamenusa CodpoHn”Ba

[MaBeH cyeTOBOAMTEN



TEXHUYECKA CMNEL/®UKALINA
MO OTKPUTA MPOLIEAYPA 3A Bb3/NArAHE HA OBLLECTBEHA MNMOPBYKA C MNPEAMET:
»JOCTABKA HA KOMYHUKALUMOHHO OBOPYABAHE, XAPAYEP N CO®TYEP, HEOBEXOAVMU
3A ObHOBABAHE HA NH®OPMALIMOHHWN 1 KOMYHUKALIMOHHW CUCTEMIA HA
HAUMOHA/THA ArEHUMA 3A NMPUXOONTE"

l. MPEAMET HA OBLLECTBEHATA MOPBYKA

1. B npegmeTa Ha o6LecTBeHaTa nopbyka no 060co6eHmn nosuumm Nel, Ne 2, Ne 3, Ne 4, Ne 5, No 6
n Ne 9 ce BK/OYBAT CNefHUTE LENHOCTY:

1.1. poctaBka Ha KOMYHMKAUWMOHHO 060pyABaHe, Xapyep W coTyep, Heobxogumu 3a
00HOBSIBAHE Ha VHCHOPMALMOHHN N KOMYHUKALMOHHW CUCTEMI Ha HaumoHaHa areHums no npuxoaure
(HapnyaHo no-HaTaTbK 3a KpaTkocT ,060pyABaHeTO"”), NOAPOOHO OnMcaHu Mo BWA, KOMNYECTBO U
TEXHWUYECKN XapaKTepuCTUKK B HacTosLaTa TexHuyeckara creuudukaums, MNpunoxeHuaTa KbM Hes u
TexXHNYECKOTO MpPeLJIOKEeHNe Ha y4acTHUKA, M30paH 3a W3MbJHMTEN MO CbOTBETHATA 060CO6eHa
nosuuus.

1.2. rapaHUMOHHO 06CnyxBaHe Ha [ocTaBeHoTo no T. 1.1. obopyaBaHe, OCUTYPEHO B paMKuTe Ha
Cpoka Ha rapaHUMOHHO O00C/NyxBaHe B CBLOTBETCTBME C NPeAnuCaHusTa Ha MPOW3BOANUTENS,
W3MCKBAHWATA Ha OroBOpa 3a 00LLECTBEHA NMOPbYKa U NPUNOXEHNSATA KbM HETO.

2. B npeameta Ha obLiecTBeHaTa nopbyka no 06ocobeHn nosuumn No 7 m Ne 8 ce Bktousar
CcnefHuTe AenHOCTH:

2.1. poctaBka Ha cotptyep, HeobxoA4MM 3a 0OHOBSABaHE Ha MHDOPMALMOHHA N KOMYHUKALMOHHN
cucTeMn Ha HauuoHasHa areHuus no npuxogute (HapnyaHo No-HaTaTbk 3a KPaTKoCT ,copTyep” nim
,OCTaBKNTE"), NOAPOBHO OnMcaH Mo BMA, KOSIMYECTBO U TEXHUYECKN XapakTepUCTUKM B HacTosLiata
TexHuyecka cneuudmkaums, MNpunoxeHnsTa KM Hest 1 TEXHUYECKOTO MpPe/IoKEHNE Ha yYacTHIKA,
n36paH 3a U3MbIHUTEN N0 CbOTBETHATA 060C06EHa NO3NLKA.

2.2. TapaHUMOHHO 00C/NyxBaHe Ha [JocTaBeHus copTyep no T. 21 (HapuyaHO anTepHaTUBHO
JapaHuMs 1 noaapbxka“), OCUIYpeHO B paMkWTe Ha Cpoka Ha rapaHUMOHHO 06CNyXBaHe B
CbOTBETCTBME C MpeAnucaHuaTa Ha npou3BOAMTENs, U3MCKBAHUATA Ha [0rosopa 3a obLiecTBeHa

nopbYKa 1 NPUIoXKeEHNATa KbM HErO.



Il. N3ANCKBAHNA KbM U3MbJIHEHUETO HA NMOPBYKATA

1. HaBcsakbfe B TexHudyeckata creuuukaums, Kb4eTo ce CbAbpXa NocoYBaHe Ha KOHKpETeH
MOZEeN, U3TOYHMK, NPOLLEC, ThbProBCka Mapka, MaTeHT, TWM, NPOKU3X0A, CTaHAapT Wi NPOU3BOACTBO Aa
ce yete 1 pasdupa mnn EKBUBAIEHT".

BaxHo! YuaCTHUKLT cnefpa fja JOKaxe, uye npepfiaraHuTe peLleHns yaoBneTBopsBaT Mo
eKBMUBa/IEHTEH HaYWH U3UCKBAHUATA, ONpejeneHn 0T TexHUYeckaTa cneyudmkaums.

2. O6opyaBaHeTo, NpeAMeT Ha focTaBkaTa, Ce CbCToW OT XapAyep 1 codpTyep, kouto Tpsbea aa
CbOTBETCTBAT WM [a HAZBWLLIABAT B TEXHNYECKO OTHOLLEHWE NOCOYEHUTE MUHUMa/IHU U3UCKBAHWUS B
HacToAwara TexHuyecka creuudukauma winav npunoxeHusaTa KbM Hed. 3a UenTa y4yacCTHUKBT
npeactaBd KoM TEXHWYECKOTO CU MpeAioKeHne Mo CbOTBETHaTa 060cobeHa no3vums noapo6Ho
OnucaHue Ha npefnaraHoTo 0T Hero 0bopyaBaHe/npenaraHna copryep.

3. ObopyasaHeTo (xapfyep 1 codhTyep), NpeaMeT Ha JocTaBkaTta, TpsbBa Aa 6bie dabdbpnyHo
HOBO, HeynoTpebsiBaHo, fa € B aKTyaslHUTe NPOAYKTOBW /INCTU HA NPOW3BOAMTENS KbM faTata Ha
CK/Il0YBaHe Ha [OroBopa 3a Bb3/fiaraHe Ha 06LLecTBeHaTa nopbyka 1 a He e ClpsHO OT NPOM3BOACTBO.

4. XapfyepHuTe KOMMOHEHTM Ha 060pyaBaHeTo TpsibBa Aa OTroBapsT Ha BCUYKM CTaHAapTV B
Penybnuka Bbarapust OTHOCHO EPrOHOMWUYHOCT, MoXapHa 6e30MacHOCT, HOpMK 3a 6e30MacHoCT K
BK/TIOYBAHE KbM e/leKTpruyeckaTa Mpexa.

5. O6opyasaHeTo cnefpa fa 6bfe 40CTaBEHO B Mb/IHO PAabOTHO CLCTOSHWE, B OpUrMHa/HATA
ONaKkoBKa Ha MPOM3BOAWTENS C HEHapylleHa LAMOCT, OKOMMIEKTOBAHO C BCWYKM HEobXo4umu
NHTepencHN 1 3axpaHBallyn kabenu, B Ciyuail, ye ca pasnuuHn ot ctaHgaptHn IEC C14 - [EC C13
wwm [EC C20 - IEC C19. HeobOxogumara TexHW4Yecka [OKyMEeHTauusi, Kato noTpe6uTescku,
WHCTaNTALMOHHM, KOH(OUIypaLMOHHM 1 Ap. PbKOBOACTBA Aa Ce NPeACTaBAT Ha eIEKTPOHEH HOCUTEN 3a
BCEKW TUN OT Npej/iaraH1Te YCTPOCTBa.

6. Mpu goctaBkata Ha copTyep cneapa fa 6baat npefocTaBeH HeobxoaumMuTe cepTuduKaTy

WM ApYTU IOKYMEHTH, YA0CTOBEPABALLM NPEAOCTABEHOTO NPABO Ha NoM3BaHe Ha codTyepa.

. YCnoBihA HA JOCTABKA

1 [locTaBKaTa Ha 060pyABAHETO (Xapayep v codhTyep) Ce U3BbLPLLBA Bb3 OCHOBA Ha MUCMEHa
3asBKa, OTNPABEHa Ype3 aapeca 3a KOPECNOHAEHLMS Ha XapTUeH HOCUTEN UM MO eNEKTPOHHA NoLa,
noanucaHa C €NeKTPOHEH MOANUC, Cb3AafieH C KBaINUUMPAHO YAOCTOBEPEHNE 3a €NEKTPOHEH
NOANNC HA Bb3MOXUTENS WM YTb/THOMOLLLEH HEFOB NPEACTAaBUTEN, CITIACHO Knay3uTe Ha A0roBopa 3a
06L1ecTBEHa NOpbYKA. B ncMeHaTa 3asiBka Ce NoCouBar:

1.1. Bug 1 KonnuecTBO Ha 0GOpyABaHETo (xapayep W codpTyep), KOeTo crefsa da 6bae
[I0CTABEHO;

1.2. MscTo Ha locTaBKa Ha 060pyABaHETO (xapayep 1 codTyep);



1.3. Cpok Ha fjocTaBka, CbobpaseH CbC CPOKOBETE 1 YC/IOBMSATA Ha JOCTaBka No 40rosopa 3a
06LLeCTBEHA NOPBYKA.

14. [lpyra uHpopMauus no npeleHka Ha Bb3NOXMTENs, OTHOCKMA KbM M3Mb/IHEHWETO Ha
[0roBopa 3a 06LLecTBeHa nopbuka.

2. TpvemaHeTo W npefaBaHeTO Ha W3Mb/HEHWETO Ce OCbLLECTBABA Bb3 OCHOBA Ha

N3NCKBaHNATA Ha A0roBopa 3a 06U.I|ECTBeHa NMopbYKa.

IV. TAPAHUNA N NMOAAPBXKA. YCNOBUA HA TAPAHLNOHHO OBCNY)XBAHE

1. Y4yaCTHMKBLT, M36paH 3a W3MbJHWTEN, rapaHTMpa 3a Cpoka, MocoyeH B T. V.2, Mb/HaTta
(DYHKLMOHa/IHA TOAHOCT Ha J0CTAaBEHOTO 060pyABaHE/A0CTaBEHNA CONTYep CbINACHO NpejnucaHuaTa
Ha NPOM3BOAUTENS, N3UCKBAHMATA HA [0roBOpa 3a 06LLeCTBEHA NOpbYKa N0 CbOTBETHATA 060c06eHa
Mo3nLMsA 1 NPUMIOKEHNATA KbM HETO.

2. B pamkuTe Ha cpoka no nocoveH B T.V.2. U B CbOTBETCTBME C PeXMMA Ha rapaHLyMOHHO
06Cy)XBaHe Y4aCTHUKLT, U30paH 3a U3Mb/IHUTES, OTCTPaHsBa 3a CBOS CMETKa BCUUKW MOBPeau i
HeCbOTBETCTBUS Ha 060PYABaHETO, CbOTBETHO NOAMEHS AedpeKTMpasin YacTu, YCTPOACTBa, MOy
WM KOMMOHEHTM C HOBW CbINIACHO NMpefnucaHnaTa Ha NPoM3BOANTENS, UNCKBAHUATA Ha [0roBopa
3a 06uiecTBeHa nopbyka MO CbOTBETHATA 000COOEHA MO3NUMA W MPUMOXEHUATA KbM Hero. B
rapaHLMOHHOTO 06CNyXBaHe Ce BK/IKYBA 3aMsiHa Ha 4acT (KOMMOHEHT) CbC CKPUTM HedocTaTbuy C
HOBA WM Ha LANOTO YCTPOWCTBO C HOBO, aKk0 HEAOCTAaTbKbT [0 MpaBi HErO4HO 3a U3NoJ3BaHe Mo
NpeAHa3HauYeHNeTo My, Kakro 1 BCUYKW Pasxofu Mo 3aMsHara.

3. PeXumbT Ha rapaHuMoHHOTO 06CNyXBaHe Ha xapgyepa e 5 fHu B cegmuuarta (0T NoHeaeHuUK
[0 NeTbK), 8 yaca B pamkuTe Ha paboTHOTO Bpeme ot 9.00 u. o 17.30 u.

4. BpemeTo 3a peakuus Ha n36paHns 3a U3MbHUTES YYaCTHUK e 40 cneapawmus paboTeH AeH oT
YBEIOMSBAHETO My.

* Bpeme 3a peakuus € BpeMeTO 0T MOMEHTa Ha YBeJOMsiIBaHe 0T CTpaHa Ha Bb3noxnTens 3a
Bb3HWKHaN Npo6/iem 0 0bpaTHa peakuus (obaxaaHe W NPpUCTUraHe Ha MACTO) OT Y4aCTHUKE,
n36paH 3a U3MbAHUTEN.

5. 30paHuAT 3a N3MbIHUTEN YYaCTHUK € AThXEH Aa OCUrypu npernes Ha MAcTo B CPOK He Mo-
KbCHO OT cnefpallna paboteH geH ot 9.00 . go 17.30 u.

6. M36paHuAT 3a U3MbIHUTEN YYaCTHUK Ce 3ab/XaBa Aia 0TCTpaHu HacTbnunata nospesa unmm
HeCbOTBETCTBME UM Bb3CTAHOBABAHE Ha Mb/iHaTa PabOTOCNOCOOHOCT Ha  06OpyABaHETOo.
OTCTpaHsBaHeTO Ha HacTbnuia noBpefa WM HECLOTBETCTBMETO Ce OCbLUecTBABa M0
MeCTOMO/OXEHNE Ha 000pYABAHETO.

7. Mpn HEBB3MOXHOCT 3a OTCTPaHsABaHe Ha HacTbnula nospesa Winan HeCLOTBETCTBIE B CPOK

0T cnefapalluTe iBa paboTHW AHW, cneapa fa 6bae ocurypeHo 060poTHO 060pyaBaHe, NPUTEXaBaLLLo



XapakTepucTuknTe B TEXHUYECKOTO MPeA/IOKEHME HA Yy4yacTHUKa, W30paH 3a  M3Mb/HUTeN,
BK/IOUNTE/IHO HOBW &/ITEPHATUBHY PELLeHUs Npu 3anas3saHe Ha Mb/HaTa M3nckBaHa qyHKLMOHAIHOCT,
[0 Mb/IHOTO OTCTPaHsBaHe Ha NoBpesa Ui HECHOTBETCTBUE, KATO CPOKa Ha rapaHLMOHHO 06Cy)XBaHe
Ha 060pyJBaHeTO B MPOLEC Ha MonpassHe, Ce YAb/xaBa CbC CPOKA, NPe3 KOMUTO e Tpaeno
OTCTPaHsBAHETO Ha noBpejara.

8. B cnyyaid, ye nospefata WMaM HECHOTBETCTBMETO MNpaBu YCTPOWCTBOTO HEroAHO 3a
U3non3BaHe Mo NpeaHasHaueHneTo My, U36paHUAT 3a U3Mb/IHUTES YYACTHUK € LJThXEH Aa [0 3aMeHN
C HOBO, C MapameTpy rapaHTUpaLLy cbliata uam no-gobpa yHKLUMOHAHOCT U NPON3BOAUTENHOCT.

9. 3a BCAka M3BbPLUEHA [EAHOCT, N36PaHUAT 3a WU3MbIHUTEN YYaCTHUK U3rOTBS W NpeLocTaBs
MPOTOKO/, KOWUTO ChAbPXA ONMUCaHNe Ha M3BBLPLIEHOTO. MPOTOKOMBT Ce NOAMUCBA OT NpeAcTaBUTENN
Ha [jBeTe CTpaHu.

10. 136paHnAT 3a U3MbIHUTEN YYaCTHUK CrefBa 4a npefocTass 0600LEeH OTYET 3a U3BbPLLEHUTE
[ENHOCTU N0 rapaHLMOHHO 06C/yXBaHe Ha BCAKO TPUMECEYMe, KOMTO Ce NPUEMaT 0T Bb3/loxutens. B
0606LLeHNTe OTYETU Ce NOCOYBA Hail-MasKo cnefHarta MHhopMaums: Nepuog, Ha NoKpuTheE Ha oT4yeTa
W CMIUCBK C Bb3HWKHA/IUTE NPoBIeMn 1 napaMmeTpuTe, Mpu KOUTO U3BPaHUAT 3a U3MbHUTES YYACTHUK
e oTCTpaHun npobnemute.

11.Bcuyky pasxofy no Bpeme Ha rapaHUyMoHHOTO 06CyXBaHe fa ca 3a CMeTka Ha u3bpaHns 3a

N3MBbNHUTEN YYaCTHUK.

V. CPOK HA U3Mb/IHEHNE

1. YyacTHUKbT CnefiBa ia NPeAIoXmn B odiepTaTa Cv CPOK 3a M3BbPLUBAHE Ha A0CTaBKaTa, KOUTO
He MOXe Aa 6be No-Ab/br 0T 80 KaNeHAAPHN [HM, CYMTAHO OT MOMyYaBaHe Ha NUCMeHaTa 3asBKa Mo
1111

2. CpOKbT Ha rapaHLMOHHO OBCMYXBaHe € MUHUMYM 5 (NeT) rofuHM, CYMTaHO OT AaTaTta Ha
npuemo-npeaaBaTe/iHiis NPOTOKO/ 3a J0CTaBka Ha 060pyBaHETO (xapayep 1 codpTyep). YUacTHUKLT
cneasa fa mocouM B odpepTaTa Cu CPOK HA rapaHUMOHHO 06C/yXBaHe, KOWTO Aa OTroBapsi Ha

CbOTBETHUTE M3NCKBAHWA.

VI. MACTO HA U3Mb/IHEHNE
1. MSCTOTO Ha M3BBPLLUBAHE Ha [J0CTaBKaTa € Ha TeputopusTa Ha rp. Codus, KaTo KOHKPETHUS
aJpec Ha M3BbPLLBaHE Ha JocTaBKaTa Lie 6be NOCOYEH B NCMeHaTa 3asBka no T. 111.1.

2. TapaHLMOHHOTO 06C/YXBAHE LLe Ce U3BBPLLBA CIPAAMO MECTOHAXOX/EHINETO Ha JOCTABEHOTO
W MHCTaNMpaHo 06opyaBaHe.



VII. APYTW N3VNCKBAHUA. LOKYMEHTU KbM O®EPTATA HA YHACTHNKA

1. B cnyuail, 4e He e Npou3BOANTEN YYaCTHUKBLT CieaBa fa e YMb/HOMOLLEH OT NPOU3BOANTENS
W 0T ohuuManeH NpeAcTaBUTeN Ha NPOU3BOAMTENS 3a [0CTaBKA W rapaHLMOHHO 06C/TyXBaHe Ha
KOMYHMKaLMOHHO 06opyaBaHe, Xxapayep 1 copTyep, Heobxoaumm 3a 06HOBsBaHe Ha MH(HOPMAaLMOHHN
N KOMYHWKaLMOHHW CUCTEMM Ha TepuTopusTa Ha Penybnvka Bbnrapus.

3a yaocToBepsiBaHe Ha rOPHOTO YYaCTHUKBLT cneapa Aa npeactasy OduumanHo 0TOpu3aLmoHHO
MMCMO (M EKBWBANEHTEH [OKYMEHT) C akryanHa Aata OT NPOM3BOAUTENS WAWM OT odmumaeH
NpeAcTaBUTEN Ha NMPOM3BOAUTENS HA NpefnaraHoto 060pyaBaHe. [OpenoCcOYEHUAT AOKYMEHT ce
MpeAcTaBs B TEXHUYECKOTO NPeSJIOKEHNE Ha Y4aCTHMKA.

3abenexka: B cnyyanTe Ha npeAcTaBsHe OT yyaCTHMKA HA OTOPM3ALMOHHO MUCMO OT
ohmumManeH NpeAcTaBUTEN Ha NPOU3BOANTENA, B 0dhepTaTa Cce npunara 1 0TOPM3aLMOHHO NCMO,
W30afleHo OT MNpOU3BOAUTENS (MNN EeKBMBAJIEHTEH [OKYMEHT), C KOeTO Ce YNb/HOMOLaBa
ohuymantms npeacTaBMTeN Ha NpoM3BOAMTENs 3a [OCTaBka U rapaHUMOHHO 0OC/TyXBaHe Ha
npegnaraHoTo 0bopysaHe.

2. YyacTHUKBLT cnegga Aa npefctaBn OO YCNoBus WM APYrM NPUNOKMMM YCNOBUSI 3a
rapaHLMOHHO 0BCy)XBaHe OT NPOU3BOAUTENS Ha NPOAYKTUTE, NpeAMET Ha 06LLecTBeHaTa nopbyka,
KaTo M4 NPUMOXN KbM TEXHUYECKOTO CY NPEANOXEHME M0 CbOTBETHATA 060C06EHa NO3NLWA, B CyYail,

ye e NPUIOXMMO.

VIIl. NPUNOXXEHUA:

1 TexHunuecka cneuucpukaums no obocobeHa nosuums Ne 1 ¢ npeamer. ,JocTaBka Ha
LleHTpasieH npouecopeH 610K 3a 06paboTka Ha WHQopMauusi, COMTYEPHU MaKeTn W
ornepauMoHHN CUCTEMM 3a BUPTYauIn3aLms 1 CbpBBbPU 3a TOYHO Bpeme “- punoxerne Ne 1.1,

2. TexHuuecka cneuudpmkaums no obocobeHa nosuumst Ne2 ¢ npegmet. ,JlocTaBka Ha
copTyepHO AehuHMpaHa mpexa 3a NPeHoC Ha AaHHn- TpunoxeHne Ne 1.2.;

3. TexHuuecka cneumndmkaums no o6ocobeHa nouums Ne 3 ¢ npegmer: ,,JloctaBka Ha cuctema
3a unTtpupaHe, npocnenssaHe 1 6110kMpaHe Ha IHTEpHET Tpaduk, cucTema 3a ynpas/ieHne Ha
TEXHUYECKMN YA3BUMOCTM Y 3aLUMTHU CTEHU 3a rpaHuyeH coid- Mpunoxenne No 1.3.;

4. TexHuyecka cneuudoukalms no o6ocobeHa nouuus Ne 4 ¢ npeamer: ,,JloctaBka Ha ANCKOBU
MacuBM 3a JaHHU ¥ XapAyepHu YCTPOMCTBA U COOTYEPHN MakeTU 3a Cb3JaBaHe Ha Pe3epBHU
KOnua 1 Bb3CTaHOBABaHE Ha AaHHW™ - [TpunoxeHne Ne 1.4,

5. TexHuyecka cneuudukaums no obocobeHa nosvuma Ne5 ¢ npegmvet: ,JlocTaBka Ha
CO(PTYepHM MakeTn W XapAyepHW YCTPOWCTBa 3a feuHMpaHe Ha OMnopHa Mpexa, MpPEeXoBO
obopyfBaHe 3a [JOCTbN [0 MacuBuTE 3a AaHHW, 3alWTHW CTEHU 3a WHTEPHET Tpadvk K

€/1eKTPOHHa noLla 1 3a okanHa mpexa™ - MpunoxeHue Ne 1.5.%



6. TexHuuecka cneumdmkaums no o6ocobeHa nosuums Ne 6 ¢ npeamer ,,JlocTaBka Ha XxapAyepHu
YCTPOMCTBA M COPTYEPHM NakeTn 3a nnatopma 3a 3alimTa OT CbLLeCTBYBaLLM U HOBOOTKPUTH
knbep 3annaxu“- MpunoxeHune Ne 1.6.

7. TexHuyecka cneupndomkauma no 06ocobeHa nosmuma Ne 7 ¢ npeamer: ,, JJocTaBka Ha cucTeMa
3a 3allyTa OT U3TYaHe/3a\ba Ha fjaHHN OT KpaiHWUTE TOUKM 1 OT Mpexata““- Mpunoxexne Ne 1.7.;

8. TexHuuecka cneumudmkaums no o6ocodeHa nosuums Ne 8 ¢ npegmer: ,,JloctaBka Ha cuctema
3a ynpaB/ieHe W KOHTPOJ/T Ha efIeKTPOHHaTa MAEHTUYHOCT M AOCTbNa A0 MH(opMaumaTa“ -
MpunoxeHne Ne 1.8.;

9. TexHuyecka creuudoukaums no obocobeHa nosvums Ne 9 ¢ npegmet: ,JlocTaBka Ha
XapAyepHU YCTpoiCTBa M COPTYepHU NakeTu 3a nnaropma 3a ynpasfieHne Ha CbouTms u
CUrypHOCTTa Ha MHgopmMaumaTa“- MpunoxeHne Ne 1.9.



MpunoxeHune Ne 1.2.

TexHuuecka cneuucpukalns no 06oco6eHa nosuuus Ne 2 ¢ npeamet: JlocTaBka Ha cODTyepHO

REQ.L.
REQ.2.
REQ23.
REQA4.
REQS.
REQS.
REQ.7.
REQS.

REQJ.

REQ.10.
REQ.11.

REQ.12.

REQ.13,
REQ.14.
REQ.15.
REQ.16.

REQ.17.
REQ.18.

REQ.19.
REQ.20.
REQ.21.

REQ.22.
REQ.23.
REQ.24.

REQ.25.
REQ.26.
REQ.27.

REQ.28.

AednHupaHa mpexa 3a npeHoc Ha gaHHu"

36
O6wwa nHopmauus
3axpaHBaHe -B AuanasoHa oT MuHuMym 100 go 240 VAC
PaboTeH TemnepatypeH AnanasoH ot 0° ao +40 °C
BeswymHa paboTta - 6e3 BEHTUNATOPH
-T
-BMCOKA

MuHumym 4GB DRAM
MuHumym 4 GB Flash
MpownssoguTenHocT oT MuHumym 500Mbps throughput 3a IPSec SDWAN Tpadnk ¢ 1400 6aiita, wim

YL,0CTOBEPEHA Ypes3 6poLUypa, TEXHUYECKN PbKOBOACTBO WK AeknapaLus oT Npou3BOAUTENS
SDWAN SDWAN
Pv4 n IPv6 WAN
SDWAN overlay ¢ n3nonssaHeto Ha IPSec Bbpxy pasnuniuHun WAN
Internet  MPLS
-256 GCM anroputbM 3a KpunTpaHe Ha Tpaguka
Psec AH -
IPSec WP Sec pairwise keys
GRE
TLS wwm DTLS SDWAN
KOHTpOnepuTe
[la nofabpxa yA0CTOBEPSBAHE HA WAEHTUYHOCTTA MeX[y KOHTPONepuTe U MapLupytusatopute C
L1dhpoBY cepTrdomnkaTi
TPM
XapAyepHo peLLeHve 3a 3ali1Ta Ha cepTudukatute v kI04oBETE C NOJ06HA PYHKLUMOHAHOCT
CA
-256 GCM airoputhbM 3a LUMPOBaHE Ha KOHTPO/IHUTE BPb3KK 40 SD-
WAN
SDWAN VRF, MPLS

packet loss, jitter 1 delay 3a Bcekn SDWAN IPSec TyHen.
WAN
IPSec WAN macket loss, jitter u delay
[la nva srpageH zone firewall
[la nva application firewall ¢ BrpageHo pasno3HaBaHe Ha NPUIOXeHUATa
[la nogabpxa untpupare Ha Tpaduka upes ACL
- plug-and-play, zero touch



Mpunoxerue Ne 1.2,

REQ.29.

[a nopnbpxa ynpasnsemm SDWAN [PSec Tononorvm — hub-and-spoke, full mesh u kombuHaumm
Mexay ABeTe.

REQ.30.

[la nopabpxa oTaenHa, BUPTyanHa, TOnomnorvs 3a BCekU CETMEHT

REQ.31.

[la nopmbpxa cneaHuTe MpOTOKOMW 3a MHTErPaLus C BbHLUHM MPEXW:;
e Static route
e OSPF
e BGP

REQ.32.

[a nogabpxa PIM

REQ.33.

[a nopawpxa cnegrute supose NAT ycnyru
o cratmyeH NAT
e cumMetpuyeH NAT
e NATO64
e NAT pools
e PAT

REQ.34.

[a nopawpxa usrpaxaaHe Ha SD-WAN IPSec npea NAT Ha BbHLLHO yeTpoiictso (CPE, Internet
Gateway 1 nogo6buu) — NAT overlay

REQ.35.

[a nopmbpxa QoS:
e CoS mapkupaHe
MuHumym 8 nakeTHM onaLlku Ha MHTepeinc
LLQ onatuka
YnpaBneHue Ha nakeTHuTe onatuki ¢ WRP unu nogobeH anroputbm
YnpasneHue Ha 3agpcbTBanusTa ¢ RED u WRED anroputmu
Traffic policing
e Traffic shaping

REQ.36.

[a nogobpxa packet duplication — n3npavaqe Ha eguH nakeT no Asa wunm noseve otaenHn SDWAN
IPSec TyHena po npuemawms SD-WAN mapLupyTusarop

REQ.37.

[a nopabpka aBToMaTyeH u3bop Ha Han-pobpus MapLIpyT 0 SaaS NpUnoxeHWUs Ype3s usMepsaHe
Ha 3aKbCHeHWeTo 1 3arybata Ha nakeTu [0 SaaS npunoxeHusTa npes avpekTHa Internet Bpb3ka u
npes Internet Bpb3akata Ha LieHTpanHa nokaums. [la nogabpxa muHumyM Microsoft Office 365 u AWS

REQ.38.

[la nogabpxa MUHUMYM CReaHUTE METOAM 3a ynpaBrieHne 1 HabniopeHue:
e YnpaeneHxve upe3 SD-WAN KoHTporepuTe B ToBa 3ajaHue

DHCP knueHT

DHCP cbpebp

DHCP Relay

DNS

Split DNS

DDOS sawura

NTP

SNMP

SSH

EkcnopTupare Ha TpadmuHa nHdopmauws upes IPFIX, JFlow, NetFlow unu nogobeH

MPOTOKON KbM BLHLLUHA CUCTEMA 33 aHanu3 Ha Tpaduka




REQ.39.
REQ.40.,

REQ.41.
REQ.42.
REQ.43.
REQ.44.

2.

REQ.45.
REQ.46.
REQ.47.
REQ.48.
REQ.49.
REQ.50.
REQ.51.
REQ.52.

REQ.53.

REQ.54,
REQ.55.
REQ.56.
REQ.57.
REQ.58.
REQ.50.
REQ.60.

REQ.61.
REQ.62.

REQ.63.
REQ.64.
REQ.65.

REQ.66.

MpunoxeHune Ne 1.2.

« Traffic policing 3a KOHTpONMPaHe Ha Tpadnka 4O KOHTPOHATA CUCTEMA HA MapLUpyTM3aTopa
« ABTOMaTW4HO OTKpMBaHe Ha MTU, Ha WAN TpaHCnopTHUTE Mpexu
* YnpasenHue Ha foctbna upe3 RADIUS n TACACS+ cuctemu.
YCTPOICTBOTO fja € OKOMMN/IEKTOBAHO CbC CbOTBETHUTE NINLEH3N 1 Npasa 3a U3no/3BaHe Cropes
yCNnoBusATa Ha Npou3BOAUTENS;
SDWAN bps WAN

[apaHuua n noaapbxka:
CpoK Ha TeXHUYecKa NMOAABPXKA - MUHUMYM 5 (MET) roauHu.

- MUHUMYM 5 (IEeT) roguHM

CoptyepHo gemHupaH mappytusartop tun 2 - 42 6pos.
Obwa nHdopmavms
3axpaHBaHe -B AuanasoHa oT MuHuMym 100 go 240 VAC
PaboTeH TemnepaTtypeH AnanasoH ot 0° ao +40 °C

BeswymHa paboTta - 6e3 BEHTUNATOPH
-T upga uHTepdeiica SFP

4GB DRAM
MuHumym 4 GB Flash

ronemu, naket. Mpou3BOANTENHOCTTA Ha NPeLIaraHoTo YCTPOICTBO Tpsibea Aa 6b/e YA0CTOBEPeHa
ype3 bpoLuypa, TEXHUYECKU PHKOBOACTBO UK AeKnapauns oT NpousBoauTens
[a yyactea B SDWAN mpexa nog ynpasneHue Ha SDWAN KoHTposiepuTe B TOBa 3aaHue
[a nogabpxa IPv4 n IPv6 WAN TpaHCNopTHU Mpexu
[la nogabpxa usrpaxaaHeto Ha SDWAN overlay ¢ n3nonssaHeTo Ha IPSec
-256 GCM

WP Sec pairwise keys
[a nogabpxa usrpaxaaHe Ha GRE TyHenu 10 BLHLLUHW CUCTEMU 33 CUTYPHOCT
-WAN

KOHTponepuTe
[la noaabpxa yooCTOBEpABaHE Ha WAEHTUYHOCTTa MEXAYy KOHTPOMepuUTe W MapLupyTU3aTopuTe C
LdppoBy cepTudmKaT
[la vma uHCTa/mMpaH OT NPoM3BOAUTENSA LMpoB ceptudpukar 8 TPM mMoayn wim fa w3nonssa
XapAyepHo peLLeHue 3a 3alyuTa Ha cepTudukaTuTe 1 KnyYoBeTe ¢ NogobHa (yHKUMOHANHOCT
[la nogawbpxa n3nonssaHe Ha ceptudmkatit ot CA Ha Bb3oxuTens

-256 GCM anroputbM 3a LUMpoBaHe Ha KOHTPO/THUTE BPB3kK 40 SD-
WAN KOHTponepute 1 Bepudpukauns Ha UHTErpUTeTa Ha LaHHUTe.
[la nogabpxa cermeHTupaHe Ha Tpadmka npu SDWAN npeHoca uype3 VRF, MPLS wam nogobeH
MPOTOKO/ 3a CermeHTaums.



Mpunoxerue Ne 1.2,

REQ.67. |[lanoggbpxa aBToMatM4HO U3mepBaHe Ha packet loss, jitter v delay 3a Bceku SDWAN IPSec TyHen.
[a nopabpxa aBTOMaTMYHO MapLLyTU3UpaHe Ha NPUNOXKEHWS U rPYN OT NPUIOXEHUS NPe3 PasnuyHu
REQ.68. [WAN Bpb3ku Ha basa guHamuuHuTe napametpute Ha IPSec WAN TyHenute — packet loss, jitter u
delay.
REQ.69. [[a wma BrpageH zone firewall
REQ.70. [[awma application firewall ¢ BrpageHo pa3sno3HaBaHe Ha NPUIOoKEHUATa
REQ.71.  [[a nopgbpxa duntpupaHe Ha Tpacdmka ypes ACL
REQ.72 [la nogabpxa HambiHO aBTOMATU3MPaHO MbPBOHAYANHO NpoBM3npaHe - plug-and-play, zero touch
7 | plug&play v nofo6HM 32 aBTOMAaTMYHO OTKpUBaHE 1 cBbp3aBaHe kbM SD-WAN koHTponepure
REQ.73. [[anopabpxa ynpasnsemu IPSec Tononoruu — hub-and-spoke, full mesh n kombuHauum Mexay nserte
REQ.74. |[anoggbpxa oTAenHa, BUPTYanHa, Tonororus 3a BCEKM CETMEHT
[la nogabpka cneaH1Te NPOTOKOMW 3@ UHTErPaLMS C BbHLLHU MPEXU:
e Static route
REQ.75. e OSPF
e BGP
e VRRP
REQ.76. |[anopabpxa 802.1Q
REQ.77. |[la nogabpxa obeauHssaHe Ha uHTepdeiicy B bridge rpynu
REQ.78. |[anoagbpxa IGMP vl nv2
REQ.79. |[anoambpxa PIM
[a nogabpxa cnegHute supose NAT yenyri
e cratiieH NAT
e OuHamuueH NAT
REQ.80. e NAT64
e NAT pools
e PAT
REQ.81 [a nopabpxa narpaxaaHe Ha SD-WAN npes NAT Ha BbHLWHO yeTpoiicTso (CPE, Internet Gateway u
" |nogobHu) — NAT overlay
[a nopawpxa QoS:
e CoS mapkupaHe
e  MuHumym 8 nakeTHM onallku Ha MHTEpMEIC
e LLQonawka
REQ .82 e YnpasrneHve Ha nakeTHuTe onawuki ¢ WRP unu nopobeH anroputbm
e YnpasenHve Ha 3agpcbTBaHusaTa ¢ RED u WRED anroputmu
e Traffic policing
e Traffic shaping
REQ.83. [a nogobpxa packet duplication — uanpalaHe Ha eguH nakeT no OBa OTAENHM MaplupyTa Ao
npvemaluma SD-WAN mapLupytusatop
[la nogobpxa aBTomMaTyeH u3bop Ha Hain-podbpus MapLIpYT A0 SaaS NpUnoXeHUs Ype3 UaMepBaHe
REQ.84. |Ha sakbcHeHWeTo M 3arybara Ha nakeTu 1o SaaS npunoxeHusiTa npes aupektHa Internet Bpbaka u
npes Internet Bpbakata Ha LieHTpanHa nokaumst. [la nogabpxa muHumyM Microsoft Office 365 u AWS
REQ.85. [la nogabpxa MUHUMYM CRieaHUTe METOAM 3a ynpaBneHue u HabniogeHue:

o YnpasneHrve ype3 SD-WAN KoHTporepuTe B TOBa 3afjaHuie




REQ.86.
REQ.87.

REQ.88.
REQ.89.
REQ.90.
REQ.91.

REQ.92.
REQ.93.
REQ.94.
REQ.95.
REQ.96.
REQ.97.
REQ.98.
REQ.99,

REQ.100.
REQ.101.

REQ.102.

REQ.103.
REQ.104.
REQ.105.
REQ.106.

MpunoxeHune Ne 1.2.

*  DHCP knuent
* DHCP cbpBbp
DHCP Relay
DNS
Split DNS
+ DDOS 3awura
NTP
SNMP
SSH
« EkcnopTupaHe Ha TpadmuHa nHdpopmaums upes IPFIX, JFlow, NetFlow wnn nogobeH
MPOTOKO/ KbM BBHLUHA CUCTEMA 33 aHa/In3 Ha Tpadmka
« Traffic policing 3a KOHTpONMPaHe Ha Tpaduka 40 KOHTPOIHATA CUCTEMA HA MapLUpyTM3aTopa
» ABTOMaTW4HO OTKpMBaHe Ha MTU, Ha WAN TpaHCnopTHUTE Mpexu
* YnpasneHue Ha foctbna upe3 RADIUS n TACACS+ cuctemu.

YCTPOICTBOTO fja € OKOMMN/IEKrOBAHO CbC CbOTBETHUTE NWLEH3N U MpaBa 3a U3N0/3BaHe Cropes
yCnoBusTa Ha Npou3BoOAUTeNs;
YCTpOICTBOTO Aa e okomnnektoBaHo ¢ SDWAN nmueH3mn 3a MuHuMym 1Gbps WAN Tpadimk.

FapaHumMs 1 noAApbxKa:

CpoK Ha TeXHUYeCKa NMOAABPXKA - MUHUMYM 5 (MET) roAuHU.

36
O6Lwa nHopmauus
3axpaHBaHe -B AnanasoHa ot muHumym 100 go 240 VAC
PaboTeH TemnepaTypeH AnanasoH ot 0° ao +40 °C
LLlac 3a MoHTaX B 19 WwWKadh
[lBa TOKo3axpaHsaLlly moayna
BASE-T v SFP
-1
GB DRAM

LTE cat. 6
Base-T nopta

ronemu, naket. MpousBoAUTENHOCTTA HA NPeAnaraHoTo YCTPOMCTBO TPsibBa Aa 6b/e YA0CTOBEPEHA
ype3 OpoLLypa, TEXHNYECKM PHKOBOACTBO UK Aeknapauuns 0T Npou3BoAUTENs

[la yuyactea B SDWAN mpexa nog ynpasneHne Ha SDWAN KoHTposiepuTe B TOBa 3ajaHne

[a nogabpxa IPv4 n IPv6 WAN TpaHCNOpTHW MpPexu

[la nogabpxa usrpaxaaHeto Ha SDWAN overlay ¢ n3nonssaHeTo Ha IPSec



Mpunoxerue Ne 1.2,

REQ.107. |[anogabpxa IPsec AH ¢ usnonasaHe Ha MuHuMym HMAC-SHA1 anroputobm
REQ.108. [[avanonssa yHuKkanHa [BoMKa Kro4oBe 3a Bceku IPSec TyHen B mpexara — IPSec pairwise keys
REQ.109. [[anoggbpxa usrpaxpaHe Ha GRE TyHenu 40 BbHLWHW CUCTEMM 3@ CATYPHOCT
REQ.110. [a nogabpxa TLS wnm DTLS npoTtokonu 3a usrpaxgaHe Ha KOHTpornHute Bpb3ku o SD-WAN
KOHTpOnepure
REQ111 [la nogabpxa yaoctoBepsiBaHe Ha WOEHTUYHOCTTa MEXaY KOHTPONEpUTE U MapLUpYTU3aToOpUTe C
" |undposu cepTrdmKaTm
REQ.112 [la ma uHcTanupaH ot npousBoauTens uudpos ceptucdmkar B TPM moayn wnu ga w3nonssa
7 | xapAyepHo peLueHye 3a 3alluTa Ha CepTMPUKaTUTE W KNoMoBETe C NofotHa (yHKLMOHANHOCT
REQ.113. [[a nogabpxa uanonasaqe Ha ceptudmkati o1 CA Ha Bb3NoXuTeNns
REQ.114 [a nopabpxa MuHumym AES-256 GCM anroputsbM 3a LUMpoBaHe Ha KOHTPOSTHUTE BPBL3KKM 10 SD-
"~ |WAN KoHTponepure 1 BeputuKaLua Ha UHTErpuTeTa Ha JaHHUTE.
REQ.115 [la nopabpxa n3onupaHeTo Ha Tpaduka OT OnpeaeneHn BLTPELHA UHTEPERCH Ypes 1anon3saHe
"7 |Ha VRF, MPLS vnu nogo6eH npoToKon 3a cermeHTauus
REQ.116. [a nopobpxa cermeHTupaHe Ha Tpadouka npu SDWAN npeHoca ype3 VRF, MPLS wnu nogobeH
MPOTOKON 32 CErMEHTaLMsI.
REQ.117. [[la nogabpxa aBToMaTM4HO U3mepBaHe Ha packet loss, jitter n delay 3a scekn SDWAN IPSec TyHen.
[a nopabpxa aBTOMaTUYHO MapLLYTU3UPaHe Ha NPUNOXEHWS 1 TPy OT NPUINOXEHUA NPEe3 PasnuyHu
REQ.118. |WAN Bpb3ku Ha 6asa auHamuuHute napameTpute Ha IPSec WAN TyHenute — packet loss, jitter u
delay
REQ.119. [[la wma BrpapeH zone firewall
REQ.120. [[la uma application firewall ¢ BrpageHo pasno3HaBaHe Ha NPUMOXEHUsTa
REQ.121. [[a noagbpxa duntpupate Ha Tpacdmka ypes ACL
[la nogabpxa HambHO aBTOMATM3MPaHO MbpBOHaYarnHo nposuanpaHe - plug-and-play, zero touch
REQ.122.
plug&play 1 nogobHu 3a aBTOMaTUYHO OTKpPUBaHE U cBbp3BaHe kbM SD-WAN koHTponepuTe
REQ.123. |[anopabpxa ynpasnsemu IPSec Tononoruu — hub-and-spoke, full mesh 1 kombuHaumm Mexay nsete
REQ.124. |[la nogabpxa oTaenHa, BUpTyanHa, TONosors 3a BCeKU CEerMeHT
[a nopmbpxa cneaHuTe NMPOTOKONW 3@ UHTErPaLMs C BbHLUHUA MPEXM:
e Static route
REQ.125. e OSPF
e BGP
e VRRP
REQ.126. |[anogabpxa 802.1Q
REQ.127. |[la nopabpxa IGMP v2 n v3
REQ.128. [[a nogabpxa muHumym PIM SSM
REQ.129. |[la nopabpxa PIM rendezvous point
REQ.130. |[anogabpxa cratuyeH u guHammded NAT n NAT pool
REQ.131 [a nopabpxa marpaxaaqe Ha SD-WAN npea NAT Ha BbHWHO yeTpoiicTo (CPE, Internet Gateway u
"7 |mopo6ru) — NAT overlay
[a nopawpxa QoS:
REQ.132. e  MuHuMym 8 nakeTHM onaLLKkv Ha MHTepdeiic

e LLQonawwka
e YnpasneHve Ha nakeTHuTe onawku ¢ WRP unu nopobeH anroputbM




REQ.133.

REQ.134.
REQ.135.
REQ.136.
REQ.137.

REQ.138.

REQ.139.

REQ.140.

REQ.141.
REQ.142.

REQ.143.
REQ.144.
REQ.145.
REQ.146.

MpunoxeHune Ne 1.2.

* YnpasenHue Ha 3agpcbtBaHuaTa ¢ RED n WRED anroputmu
Traffic policing
Traffic shaping
+ AstomatuyeH traffic shaping 3a Bceku VPN TyHen cbobpasHo nponyckearesiHaTa
-WAN pyTep
« QoS Bbpxy VLAN nHTEpdheicH
+ [pemapkupaHe Ha DCSP noneto Ha 6a3a NonUTHKM
[la nogabpxa packet duplication - w3npallaHe Ha eduH nakeT Mo ABa OTAENHW MapLlupyTta Ao

[la nva srpageH IPS

[la uma Brpagera Anti Malware 3awuta

[la nva URL countpupaHe no kateropum

[la ocurypsiBa gekpuntupaHe Ha SSL 1 TLS 3a MHCNeKTMpaHe Ha KpunTupaH Tpadmk

Ha 3aKbCHEHMETO 1 3arybara Ha naketu 40 SaaS npunoxeHusTa npes AuMpekTHa Internet Bpb3ka
npes Internet Bpb3kaTa Ha LeHTpasHa fnokaums. a noaabpxa MuHumym Microsoft Office 365 n AWS
[la nofabpxa BUCOKa HafeXAHOCT Ype3 CbBMEeCTHa pabota C BTOPO YCTPOWCTBO OT ChLUWS TUM U
n3non3saHe Ha Herosute WAN TpaHcropTHW WHTepdpelicn 3a usrpaxgaHe Ha IPSec SDWAN
TPaHCNOPTHU TyHenN!
[la nogabpxa MAUHUMYM CNefHUTE METOAM 3a YNpaB/ieHne 1 Hab/oLeHMe:
YnpasneHue ype3 SD-WAN KoHTposiepuTe B TOBa 3aJaHue
*  DHCP knuent
* DHCP cbpsbp
DHCP Relay
DNS
NTP
SNMP
SSH
«  EkcnoptupaHe Ha TpadhuuHa nHdpopmaums upes IPFIX, JFlow, NetFlow um nogobeH
MPOTOKO/T KbM BBHLUHA CCTEMA 38 aHa/I13 Ha Tpaduka
+ Traffic policing 3a KOHTpOMIMpaHe Ha Tpadhuka 0 KOHTPO/HATA CMCTEMA Ha MapLLpyT13aTopa
* AsTomatnyHo oTkpuBaHe Ha MTU, Ha WAN TpaHCnopTHUTE Mpexw
* YnpasesnHue Ha gocTtbna uype3 RADIUS n TACACS+ cuctemu.
YCTPOIACTBOTO [ja € OKOMMNEKroBaHO CbC CbOTBETHWUTE NWLIEH3N W MpaBa 3a M3Mosi3BaHe Cropes,
YCNOBWATA Ha NPOU3BOAUTENS;
SDWAN nmueHsm 3a MuHuMym 1Gbps WAN Tpadink

[apaHuuMa n noaapbxka:

CpOK Ha TeXHNYecKa NOAABLPKKA - MUHAMYM 5 (NeT) roauHM.



REQ.147.
REQ.148.
REQ.149.
REQ.150.

REQ.151.

REQ.152.
REQ.153.
REQ.154.
REQ.155.

REQ.156.

REQ.157.
REQ.158.
REQ.150.
REQ.160.
REQ.161.
REQ.162.
REQ.163.

REQ.164.
REQ.165.

REQ.166.
REQ.167.
REQ.168.

REQ.169.

REQ.170.
REQ.171.

REQ.172.

REQ.173.
REQ.174.
REQ.175.

REQ.176.
REQ.177.

MpunoxeHune Ne 1.2.

mf
O6Lwa nHhopmaums
3axpaHBaHe -B AnanasoHa ot muHumym 100 go 240 VAC
PaboTeH TemnepatypeH AnanasoH ot 0° go +40 °C
LLlack 3a MoHTaX B 19" WKadh
[lBa TOKo3axpaHBalLy Moayna
BaseT SFP+

GBASE-SR SFP+ mogyna
- MUHUMYM 1,

GB DRAM

ronemu, naket. Mpou3BOAUTENHOCTTA Ha NPeLIaraHoTo YCTPOICTBO Tpsibea Aa 6b/e YA0CTOBEPeHa
ype3 OpoLLypa, TEXHNYECK PHKOBOACTBO UM Aeknapauuns 0T Npou3BoaUTENS
SDWAN SDWAN
Pv4 n IPv6 WAN
SDWAN overlay ¢ n3nonssaHeTo Ha IPSec

AES-256 GCM
IPsec AH -
IPSec TyHen B Mpexara - IPSec pairwise keys
GRE
TLS wwm DTLS SD-WAN

KOHTpO/iepuTe
[la nofabpxa yA0CTOBEepsiBaHE HA WAEHTUYHOCTTA MeX[y KOHTPONepuTe 1 MapLupytusatopute C
LndppoBu cepTudumkaTu
TPM
XapAyepHo peLLeHue 3a 3aluTa Ha cepTudukaTuTe 1 K1YoBeTe ¢ NogobHa (yHKUMOHAHOCT
[la nogabpxa n3nonssaHe Ha ceptudpmkati ot CA Ha Bb3oxuTens
-256

WAN KoHTponepute 1 Bepudpukauns Ha UHTErpUTeTa Ha JaHHUTe.
[la nogabpxa 1301MpaHeTo Ha Tpadhuka OT OnNpeesneHn BbTPELHIN MHTepgencn Ypes 13non3saHe
Ha VRF, MPLS w1 nogo6eH npoToKoN 3a CerMeHTawms
[la nogabpxa cermeHTMpaHe Ha Tpadmka npu SDWAN npeHoca uype3 VRF, MPLS wam nogobeH
MPOTOKO/T 3a CerMeHTauus.
[la nogabpxa aBToMaTnyHoO 13mepsaHe Ha packet loss, jitter n delay 3a Bcekn SDWAN IPSec TyHen.
[la NoAAbPXa aBTOMATUYHO MapLLYTU3MPaHE Ha NPUIOKEHUS W TPYNK OT NPUIOXEHUS NPEe3 Pas/IMyHN
WAN Bpb3ku Ha 6a3a auHamuyHute napametpute Ha IPSec WAN TyHenute - packet loss, jitter u
delay
[la nva srpageH zone firewall
[la nva application firewall ¢ BrpageHo pasno3HaBaHe Ha NPUIOXeHUsATa
[la nogabpxa untpupare Ha Tpadmka ypes ACL

- plug-and-play, zero touch

IPSec' hub-and-spoke, full mesh



Mpunoxerue Ne 1.2,

REQ.178.

[la nopabpxa oTaenHa, BUPTyanHa, TONomnorvsl 3a BCEKU CETMEHT

REQ.179.

[la nopmbpxa cneaHuTe npoTOKONW 33 MHTErpaUys C BLHLUHA MPEXM:
Static route

e OSPF

e BGP

e VRRP

REQ.180.

[a nopgbpxa 802.1Q

REQ.181.

[a nogawpxa IGMP v2 u v3

REQ.182.

[a nopabpxa muHumym PIM SSM

REQ.183.

[a nogabpxa PIM rendezvous point

REQ.184.

[a nogabpxa cratiyeH u guHamuyeH NAT n NAT pool

REQ.185.

[a nopabpxa marpaxaaqe Ha SD-WAN npes NAT Ha BbHLWHO yetpoictso (CPE, Internet Gateway u
nogo6Hu) — NAT overlay

REQ.186.

[a nopabpxa QoS:
e  MuHnmym 8 nakeTHM onaLlku Ha NHTEpMEC
LLQ onawuka
YnpaBneHue Ha nakeTHuTe onatuki ¢ WRP unm nogobeH anroputbm
Ynpasnexve Ha 3agpcbTeaHusTa ¢ RED n WRED anroputmu
Traffic policing
Traffic shaping
AstomatuueH traffic shaping 3a Bcekv VPN TyHen cbobpa3sHo nponyckatenHara cnocobHocT
Ha WAN Bpb3kata, Ha otganeyenusi SD-WAN pytep
e QoS ebpxy VLAN uHTepdeiicu
e [IpemapkvpaHe Ha DCSP noneTo Ha 6a3a nonuTukmM

REQ.187.

[la nogobpxa packet duplication — u3npawaHe Ha eguH nakeT no OBa OTAENHM MaplupyTa [o
npuemalumsa SD-WAN mapLupytusatop

REQ.188.

[la nopabpxa aBToMaTuyeH u3bop Ha Han-podpMs MapLUPYT A0 SaaS NpUNoXeHUs Ype3 M3MepBaHe
Ha 3aKbCHEHWETO W 3arybarta Ha nakeTu Ao SaaS npunoxeHusiTa npe3 aupekTHa Internet Bpbaka U
npes Internet Bpbakata Ha LieHTpanHa nokauus. [la nogabpxa MuHumyM Microsoft Office 365 u AWS

REQ.189.

[a nopgabpxa BMCOKA HafeXAaHOCT Ype3 CbBMECTHA paboTta ¢ BTOPO YCTPOMCTBO OT ChLUWS TWM W
usnonasaHe Ha Herosute WAN TpaHCMopTHU WHTepcbeiicn 3a usrpaxaaHe Ha IPSec SDWAN
TPAHCMOPTHW TYHENM

REQ.190.

[la nogabpxa MUHUMYM CReAHUTE METOAM 3a ynpaBrieHue 1 HabnogeHue:
e YnpaeneHxve ype3 SD-WAN KoHTpornepuTe B TOBa 3afjaHuie
e DHCP knuent

DHCP cbpebp

DHCP Relay

DNS

NTP

SNMP




REQ.191.
REQ.192.

REQ.193.
REQ.194.
REQ.195.
REQ.196.

REQ.197.
REQ.198.
REQ.199.

REQ.200.

REQ.201.

REQ.202.
REQ.203.

REQ.204.

REQ.205.
REQ.206.
REQ.207.

REQ.208.
REQ.209.
REQ.210.

REQ.211.
REQ.212.

MpunoxeHune Ne 1.2.

SSH
«  EkcnoptupaHe Ha TpachuuHa uHdpopmaums upes IPFIX, JFlow, NetFlow num nogobeH
MPOTOKO/T KbM BBHLUHA CCTEMA 38 aHa/In3 Ha Tpadhuka
+ Traffic policing 3a KOHTpOMMpaHe Ha Tpadhuka [0 KOHTPO/HATA CMCTEMA Ha MapLLpyT13aTopa
* ATomatnyHo oTkpuBaHe Ha MTU, Ha WAN TpaHCnopTHUTE Mpexw
* YnpasesnHue Ha goctbna uype3 RADIUS n TACACS+ cuctemu.
YCTPOIACTBOTO [ja € OKOMMNEKrOBaHO CbC CbOTBETHWUTE NIULIEH3N W NpaBa 3a M3MoJi3BaHe Cropes,

yCnoBusTa Ha NPON3BOANTENS;
SDWAN Gbps WAN

[apaHuma 1 noaapbxka:

CpOK Ha TeXHNYecKa NOAABLPXKA - MUHAMYM 5 (NeT) roauHM.

O6wa nHhopmaums

SDWAN SDWAN

MapLLpyTM3aTopuTe B TOBA 3aJaHne
VMWare ESXi Ha Bb3/ioxutens
KonmyecTBo - CbracHo M3MCKBAHUATA Ha MPOWU3BOAMTENS 3a MOCTUraHe Ha BUCOKA HALEXAHOCT U
SDWAN
ABTOMAaTUYHO MpUCHESMHABAHE W NpOBM3UpaHe Ha MapLupyTusatopute B SDWAN cpegata upes
-and-

Nof00HN peLleHns 3a aBToMaTu3aLms.
YnpaBneHue Ha MapLUpyTU3aTopuTe 1 TexHuTe dyHKU B SDWAN Mpexara upes TeMnientu

YnpaeneHue Ha ycnyrute u BuptyanHute tononorun 8 SDWAN Mpexara upes noinTukm
YnpaBeneHue Ha TpaHcropTHata IPSec Tononorusa Ypes noanTuku

[MHamMMyHO ynpaBneHWe Ha pasnyHM  TpadomuHu  knacose npe3  IPSec  TpaHcnopTHata
WHAppacTpykTypa Ha 6a3a napameTpuTe Ha TyHenuTe - jitter, latency, 3ary6a Ha naketu

YnpasneHne Ha IPS, application Firewall, URL Filter n Malware 3awurata B SDWAN
MalLLpLLpYrM3aTopuTe C Takuea PYHKLMK.

HabnoaeHne Ha SDWAN mapLupyTusatopute

HabnopaeHne Ha SDWAN IPSec TpaHCNOPTHUTE TYHENN 1 TEXHUTE NapaMeTpu - MUHUMYM up/down,
packet loss, jitter n delay

WAN mpexara
Busyanusauus Ha MapLupyTuTe 3a pasnimyHnuTe knacose Tpaguk npes SDWAN mpexara

CTpaHarta.

Busyanuaaus Ha MbTs HA TPAghUUHMTE NOTOLA, Ha HUBO NPUMOXEHIAS,, BbPXY TPAHCTIOPTHUTE TyHENN.
MpeofcTaBsHe Ha MHhopMaLys 3a QoS Ha TpachuHUTE NOTOLY OT NPUOKEHNATA
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REQ.213.
REQ.214.
REQ.215.
REQ.216.
REQ.217.

REQ.218.
REQ.219.
REQ.220.
REQ.221.

REQ.222.

MpunoxeHune Ne 1.2.

icTopuyecku cnpasku 3a TpaguyHuTe notoum npe3 SDWAN mpexara
Web GUI nHTepdpeiic

Role based access controll

[la nogabpxa SSO cbBmecTumo ¢ Microsoft ADFS

[la uma REST API 3a uHTerpauums ¢ BbHLUHW COPTYEPHU CUCTEMM

FapaHUus 1 NoAapbXKa:

CpOK Ha TeXHNYecKa NOAABLPKKA - MUHAMYM 5 (NeT) roauHM.

CbBMECTUMOCT Ha KOMMOHEHTU
O6wa nHhopmaums
3a MocTMraHeTo Ha Mb/HA CbBMECTUMOCT W YyfecHeHa ekcnnoatauma Ha SDWAN mpexara,

npegnaraHnte SDWAN pytepu, SFP+ Mogyv 1 COPTyepHI KOMMNOHEHTU 3a CUTYPHOCT TpsbBa Aa ca
OT efl'H NPOU3BOAMTEN.

11
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NbAHOMOLLHO

JonynognucaHaTa,

EMH: L4 1n. k. Ne [ n3pageHa Ha Ha ANBXHOCT
Crapwwu MpogyktoB MeHnmxbup ,,LleHoo6pa3yBaHe “ oTaen ,,4bpXXaBHU CTPYKTYpu* HanpasneHue
,KopnopaTtneHu npogaxxéun” npu ,,Al bvarapusa” EAL,

B Ka4eCTBOTO CM Ha Nb/IHOMOLHUK Ha V3NbAHUTENHWUTE AUPEKTOPU Ha ,,Al Bbnrapus” EA[, CbC
cefanuilie n agpec Ha ynpasneHue: rp. Cocua 1309, CTonnyHa o6wWmnHa, panoH ,,MnuHgen”, yn.
“Kykyw” Ne 1, peructpupaHo B TbHpProBCKU peructop - AreHuma no BnuceaHuAaTta ¢ EUK:

_ 131468980, NH no 344C: BG131468980, ¢ nbnHoMouwHO per. Ne 1287/ 2020 r., HOTapuanHo

13aBepeHO OT HOoTapmyc Mupa FnocoBa, ¢ painoH Ha geilicTtBue CPC ¢ per. Ne 074 Ha HoTapuanHata
Kamapa,

' MPEYMNMBb/TITHOMOUWL ABAM:

MAPTUH AUMWNTPOB NOPAAHOB.

ErH1 1 Ha ATbKHOCT
Akayal- WCHUMKbP  AbPXaBHA CTPYKTYPU  otgen "[bpXKaBHU CTPYKTYpW”, HampasieHue
»KopnopatneHu npogaxoun” npu ,,Al BbNITAPNA” EAL,

CTAHVNCINAB AHITENOB AHITEJTIOB.

EFH{" 1, HaAMbXHOCT
AKayHT MeHnpkop “Abp)KaBHU CTPYKTYpu”, oTaen "[bpXaBHW CTPYKTYypu”, Hanpab/ieHue
»KopnopatueHu npogaxéu” npn ,,Al BbJIFTAPUA” EAL;

3aejHO M nooTaenHo fa npepctasnseat “Al BbJITAPUA” EAL npeg ,,/IHpopMaumonHo
o6cnyxBaHe™ A/, KaTo W3BbPLIBAT BCUUYKM HEOOXOLMMWU MpPaBHU W (PaKTUYECKU [elCTBUA,
CBbP3aHM C yyacTue B 06LLeCTBEHA NOPbYKA CbC CNeAHUA NPeSMeT:

~A0CTABKA HA KOMYHUMKALMOHHO OBOPYABAHE, XAPAYEP N COPTYEP,
HEOBXO4VNMWU 3A OBHOBABAHE HA MHD®POPMALNVMOHHN n
KOMYHUWKAUNMOHHW CUCTEMWHA HALULNOHAJTHA ATEHLUWA 3A NMPUXOONTE*
O6ocobeHa nosuuymsa Ne 1 ¢ npegmert: ,JiocTaBKa Ha UeHTpasieH npouecopeH 670K 3a
o6paboTKa Ha MH(opMauunsa, coPTyepHN NaKeTU U oNepayuoHHN CUCTEMNW 3a BUpTyanumsaums
M CbPBBLPU 3a TOUHO Bpeme, O6ocobeHa nosnuma Ne 2 ¢ npegmet: ,,JJocTaBka Ha CopTyepHO
JepHMpaHa Mpexa 3a NpeHoC Ha faHHK, O6ocobeHa no3uuma Ne 3 cnpeagmeT: JlocTaBKa Ha
cucTteMa 3a punTpupaHe, npocnefsapaHe n 6/10kMpaHe Ha VHTepHeT Tpaguk, cucrtema 3a
yrnpaB/leHNEe Ha TEXHWYECKMN YSA3BMMOCTU M 3alLUTHUN CTEHM 3a rpaHumyeH cnoi, Ob6ocobeHa
nosvunsa Ne
U copTyepHM NakeTu 3a Cb3faBaHe Ha pPe3epPBHU KOMUA W Bb3CTAHOBABAHE Ha JaHHU®,
O6ocobeHa nosuyma Ne 5 ¢ npegmeT: ,,JlocTaBKa Ha CO(TYepHU MakKeTU U XapAyepHwU
yCTpoOicTBa 3a AepMHUPaHe Ha ONopHa Mpexa, MpeXX0oBo 060pyaBaHe 3a 4OCTHLM 40 MacMBUTE
3a JaHHW, 3alUTHN CTEHWN 32 NHTEPHET TpadUK N eNeKTPOHHa lMowa n 3a nokanHa Mmpexa*,
O6ocobeHa no3muma Ne 6 c npeagmeT ,, JjocTaBKa Ha XapAyepHW yCcTponcTBa U cCOPTyepHMU
nakeTn 3a njaatopma 3a 3alluTa OT CbllecTBYBaU,M U HOBOOTKPUTU Kubep 3annaxum*, ,
O6ocobeHa mo3myumn”™ Ne 7 ¢ npegmeT: ,,JiocTaBKa Ha cucTema 3a 3awimMTa OT ustndaHe/3atyba

danpepmeT: ,,[locTaBKa Ha JUCKOBU MacWBU 3a fJaHHW U XapAYyepHMW yCTpoOncTBa



Ha fJaHHW 0T KpalnHWTe TOYKM K OT MpexaTa“, O6ocobeHa no3mumna Ne 8 ¢ npefmert:
,JocTaBKa Ha cMcTeMa 3a ynpaB/leHNe U KOHTPOJ1 Ha efleKTPOHHaTa UAEHTUYHOCT M 40CTbNa
[0° nHpopmaymaTa“, O60cobeHa nosnuma ‘Ne 9 ¢ npegmeT: ,,JlocTaBka Ha XapgyepHu
yCTpohNCTBa U COPTYEPHU NakKeTn 3a nnatdopma 3a ynpassieHne Ha CbOUTUA U CUTYPHOCTTA

Ha MHpopmMayunaTa“

Y NbAHOMOLLEHMTE LA MMaT NPaBO BKAOUYMTENHO U 63 orpaHuyeHue, fa NoAasaT 1 nonyvasat
[OKYMEHTM MO MpolieAypata, Aa 3aBepsBaT 3a BAPHOCT C OpuUrMHana v Aa noAnuceaT odepTarta,
BK/TOUMTE/NHO LIEHOBaTa oepTa 1 BCUUYKM NpeACcTaBeHN AOKYMEHTU, Aa y4yacTBaT Npu oTBapsiHe W
pasriexgaHe Ha NpeAnoXeHnsTa, fja y4acTsaTt B NPeroBopu u ap.



VJ*

nbnHo MOWHO

LOonynognucaHnte ANNEKCAHOBP BACWIJIEB
ANMUNTPOB. | I TTTTIT™Hry,

MJNALEH MAPKOCYW Maiffinmififii rpaxxgaHuH,
| MakegoHus,

npuTexaren Ha nacnop'f M3pageH Ha
). OT BnacTute Ha MakefoHus,

B Ka4eCTBOTO CU CbOTBETHO Ha "aBeH N3nbaHUTeN1eH
OVpPeKTop M Ha W3nbnHuTeneH gupekTop Ha “Al

Bvarapua” EA[, cbc cejanuviuie W agpec Ha
ynpasneHue: rp. Cogusa, yn. “Kykyw” Nel, EVK
131468980, Jivile: Ne BG 131468980
(,,ApyxecTBOTO”),

YMNbAHOMOLWABAME:

CTAHUCNIABA T\aM rrPoBA MITHAT®BA,

o n3faneHa
Ha_ na gwxupet |
CTrapium Mpogykros MeHnpibp

,LleHoo6pa3syBaHe", oTaen ,AbpXXaBHU CTPYKTypu“,
HanpasneHne ,,KoprnopaTueHu npogaxown” npu ,,Al

Bvnrapua™ EAL

npaHa

CbC cnepgHMTE

1. Oa npegactaBngasa Al Bwarapua™ EAL npu
yyacTus Ha SpYy>KecTBoTO B lNMpouesypu 3a Bb3naraHe
Ha 06LLeCTBEHM MOPBYUKK, MPOBEXAAHM MO peja Ha
[elicTBALLL0TO 3aKOHOAATENICTBO, BKNOUNTENHO, HO He
camo Ha: 3akoHa 3a o6LiecTBeHUTE nopbykm (30T0T),
KaKTO 1 Mo peja Ha Apyruv feicTBallM HOPMAaTUBHU
akToBe (B TOBa UMUC/0 U NOA3AKOHOBU aKTOBE), KaTo
M3BbLPLLIBA  BCUYKM  HeobXogMMW  MpaBHU U
(haKTUYEeCKN [eACTBUSA, BKIKOUUTENHO, HO 6e3
orpaHuyeHue, fa nogasa v nonyyasa JOKYMEHTW MO
npouegypuTe, a nNpeactass NpeanoxeHus (oepTu),
[a 3aBepsiBa 3a BAPHOCT C OpurvHana, fa noanucea
ohepTH, BKAOUNUTENTHO LIEHOBU O(EePTU, N BCAKAKBU
NnpeacTaBAHW BbB BPb3Ka C NMPoLesypuTe JOKYMEHTH,
fa y4yacTBa Mpu OTBapsiHe W pasrfnexjaHe Ha
NpeanoXeHnaATa, fja yyactsa B NperoBopu u fp.

2 YNbJAHOMOLLEHOTO fuue  MMa npaso ja
npeynbjHOMOLWL,aBa 3aefHO WM MOOTAENHO, TPeTU
nuua - cnyxuntenn Ha ,,Al bonrapua™ EA /] ¢ BCUYKH
W/N C YacT OT NpaBaTta Np HacTOALLOTO Mb/IHOMOLL{HO.
HacToAwoTo NbAHOMOWHO Ce MpekpatsaBa e
OTTErNIAHETO MY UM NPU NpPeKpaTaBaHe Ha TPYLOBUSA
[OroBOp Ha YMb/IHOMOLLEHUSA, KOeTO OT [BeTe
CbbUTUSA HacTbMn
Plroa nbnubiiow,po € M3roTBEHO Ha 6bArapcku u

nobpato.

POWEROFATTORNEY

WE HEREBY EMPOWER:

with the following rights:

To represent Al Bulgaria EAD in public
procurement procedures carried out according to the
operative legislation, including but not limited to the
hiblic Procurement Law (PPL), as well as according
to the active legislation (including secondary
egislation), as to perform all necessary legal and
lactual activities related thereto, including but not
limited to submitting and receiving of documents
related to the procedures, to file proposals, certifying
for authenticity the copies and signing offers,
including price offers, and any other submitted
documents related to the procedures, participating
upon opening and supervising offers, participating in
negotiations etc.

2. The authorised person shall be entitled to re-
authorise jointly or separately third paities-
employees of Al Bulgaria EAD, with all or part of
the rights granted herein.

case of the withdrawal there of or terminal
employment contract of the authprizecL/nic]

occur

W T aw T T W



Ha 2020r o
». Onib
- e 2020, 1 the undersigned

nognucaHara
fh) XK &Kb:M.LW-M<T byaHu&

A S r A LP AmpTap"’\VIOHﬂ
jencteue-paioHa Ha Coduiickn painoHeH Cbj
BJJy CThpa  i0lapuagHata kamapa

Ha ocHoBaHume un582 of MK H aTn,
npesoja? nuueTo J

GAEMH I w M>
*[1 cnef Kato ce yBepux B Juncata Ha

Ne no un. 584 o1 MK, ro npegynpegnx 3a
[#cTranoun 290 an.2oT HK 3a HeBepeH
MpeBogaybT fage obelaHme ja Hanpasu

bBof 1 3a UCTUHHOCTTA 3a TOBA, KOETO

Luasa npefj MeH - HoTapuyca, CbracHo

anl ot IMTIK BbB Bpb3Ka ¢ 4n.170 ot

MK, cnef KOETO TEKCTbT Ha [OKYMeHTa ce
NMpPOYETE Ha aHT/TMICKM €3UK OT NpeBodadya ]
J Ha MnageH Mankocku

MaKefOHCKUW rpaxgaHuHl

UXBnactute Ha MakegoHus, n cneg o4o6peHneTo
MM ce nognuca ot MnageH MapkKocku, n ot
npesojava. *

*
"> MAALEH MAPKOCKW / NAADEN m Xb KOSKI

MPEBOOAY/ TRANSLATOR



MPUNOXEHWNE Ns 2.2

Ao
MHPOPMALIMOHHO OBCNTYXBAHE AL
rp. COoUA, YINLA No 2

TEXHUWYECKO NPEANOXEHWE

HavmeHoBaHMe Ha

06LI.I,€CTBeHaTa MnopbYKa:

HanmeHoBaHWe Ha 060co6eHa
no3unums, 3a KOSITO y4aCTHUKBLT

nogasa ogpepra

HavMeHOoBaHWe Ha y4aCTHUKa;

lpaBHO-OpraHN3aLMoHHa

(hopma Ha y4acTHUKa:

Cefanuie no perucTpaums u
afipec Ha ynpaB/ieHue:

EVK/ Kog no pernctsbp
BYNCTAT/ pervctpayyoHeH
HOMeEp nnn apyr
NOEHTUCOMKALMOHEH KOA;

NpeacTaBnasaty

JocTaBka Ha KOMYHUKaLMOHHO 06opynBaHe, Xapayep U
copTyep, Heo6XxoAMMM 3a 0OHOBSBaHe Ha MH(OPMALOHHA W
KOMYHUKaLMOHHN CUCTEMM Ha HauuoHanHa areHums 3a

npuxoguTe”

ObocobeHa mnosvuma Ns 2: JlocTaBka Ha COPTYepHO

AedhrHMpaHa MpeXxa 3a NPeHOC Ha JaHH! -

A1 BBJITAPUA EAL

EfHONMNYHO AKLIMOHEPHO [pYXeCcTBO

(m3nyecko wnn  opuUAMYecko nuue, obefAMHeHWe WM pyro
0bpasyBaHne, KOeTO MMa NPaBo [a U3Mb/IHABA A0CTaBKM CbIacHO
3aKOHOAATENCTBOTO Ha [bpXaBaTa, B KOATO € yCTaHOBEHO)

rp. Cochusi, O6LmHa MnnuHAeH", X K. ,3axapHa dhabpuka“, n;k.1309, yn.
KyKyL* Nol

ENK 131468980

MAPTVH JUMWUTPOB IOPIAHOB- AkayHT MeHnmkbp “[dbpKasHu
CTPYKTYpU™- YMTb/IHOMOLL,EHO NINLE
(3aKOHEH NpeACTaBUTenN Wi finue, CreunanHo ymbIHOMOLLEHO 3a

yyacTve B npolefypaTal

TwrnacHo un. 41, an. 5 ot MpaBunHUKa 3a npunaraHe Ha 3akoHa 3a obuiectseHuTe nopbuki (MM30MM)(
p3aHn C yyacTue” 0BLLeCTBEHU NOPBYKKA Ce NOLABAT OT NINLE, KOETO NPELCTaBs YHaCTHUKA MO NbT
oneiicki f 0y H T 3a obLiectBeHn nopbuki (EELLOM) ce nocoyBa MHhopMauyst OTHOCHO 0bXBaTa H;

amact: [1//1 U



MPUNOXEHWE Ns 2.2

YBAXAEMU T'OCTOXW 1 TOCIMOIA,
Cnep, 3anosHaBaHe C [OKyMeHTaUMATa 3a ydyactue B OOLiecTBeHarTa nopbyka C ropenocoueHus

NPeaMeT, Hie MpefocTaBsMe CNEAHOTO TEXHUYECKO Mped/ioKeHne Mo ropeuuTvpaHata 060coGeHa

NO3NLNS, ChAbPXALLO:

1.NPEANIOXEHNE 3A N3MB/IEHNE HA NMOPBYKATA

B kayecTBOTO CV Ha NpeAcTaB/ifBall y4acTHWKa, [eknapupam, Ye CMe 3ano3HaTty C YC/10BUATa Ha
nopbykata 1 ¢ NoAaBaHeTo Ha HaCTOALL0TO NPeS/IoXeHne YA0CTOBEPsABaM CIeAHOTO:

1. TpeoMeT Ha 06LLecTBEHaTa NOPBbYKA:

1.1. [leknapupam, 4Ye NpeacTaBnsiBaHUAT OT MEH YUYaCTHWK L U3Mb/IHU NopbykaTa, CbobpassBaiiku
Ce C YCnoBuATa Nno W3Mb/IHEHWE, MOCOYEHN OT BL3/IOXUTENA B [OKyMeHTauusTa 3a obLiecTBeHaTa
nopbuka.

1.2. 3ano3Hatm cme, 4e cbrnacHo uni. 39, an. 1 oT [paBuiHMKA 3a npunaraHe Ha 3akoHa 3a
obLectseHnTe nopbuky (MM3OM) ¢ nogaBaHeTo Ha odpepTara no HacTosLlaTa 00LLeCTBEHA NOPbYUKA Ce
CUuMTa, Ye Ce Cbl/acsiBaMe C BCUYKW YCNOBUA HA Bb3/IOXWUTENS, B T.4. C ONPejeneHns CpoK 3a BanaHOCT
Ha ohepTara v C MpoeKTa Ha [ioroBop, Hepasae/Ha vacT OT LokyMeHTaumsATa 3a 06LLecTBeHara nopbyka.

1.3. 3agb/mxaBame ce Aa U3BbpLUKM CNeAHUTE AeHOCTM:

1.3.1. [ocTaBKa Ha KOMYHMKaLWOHHO 060pyaBaHe, Xapayep v codaTyep, HeobXo4UMM 3a 06HOBSABaHE
Ha WHOPMALMOHHM 11 KOMYHUKALWMOHHM CUCTEMI Ha HaloHaIHa areHUmMs no npuxoauTe (HapuyaHo no-
HaTaTbK 3a KpaTKoCT ,060pyABaHeTo"), MOAPOGHO OnMCaHO MO BWA, KO/IMYECTBO M TEXHWUYECKM
XapakTepucTuku B TexHnyeckata cneundmkaums, Mpunoxerre 1.2. KbM Hesi, OTHOCUMO KbM HacTosiLlaTa
0bocobeHa nosuLys, 3a KoATo nogasame odhepTa ¥ HaCTOALLETO TEXHUYECKO NPea/IoKeHME.

1.3.2. rapaHUMOHHO 0bCyxBaHe Ha focTaBeHoTo no T. 1.3.1. obopyasaHe (HapuyaHO Mo-HaTaTbk
a/ITEPHATUBHO fapaHLMa 1 NOALPBXKA®), OCUTYPEHO B paMKuTe Ha CpoKa Mo T.5.2. B CbOTBETCTBME C
npegnucaHusTa Ha nPOU3BOAMTENS, UM3UCKBAHMATA Ha [Or0BOpa 3a OOLlecTBEHA Mopbyka W
NPUIOXEHNATA KbM HEro.

1.4. Tlogpo6HO onucaHue Ha Braa, KOMMYECTBOTO M TEXHUYECKUTE XapakTepPUCTUKA Ha [OCTaBEHOTO
0T Hac 06opy/BaHe, xapayep v copTyep, e onucaHo, KakTo cneapa:

1.4.1. CotpTyepHo AehmHmpaH mapLupyTusatop Tmn 1-36 6pos.



REQ.L

REQ2.

REQ3.

REQ4.

REQS5.

REQS6.

REQ.7.

REQS.

REQJ.

REQ.10.

3axpaHBaHe -B anasoHa o1 MuHuMym 100 go 240
VAC.

PaboTeH TemneparypeH guanasoH ot 0° go +40 °C.

beslwymHa pabota - 6e3 BeHTUNATOpU.

MuHuMym yeTupu uHTepdpeiica 100/1000BASE-T.

Bpoii USB noptoBe - MuHUMYM efuH, Bepcust 3.0

1IN NO-BMCOKa.

CepueH KOH30/EH NOPT - MAHAMYM eyH.

Munumym 4GB DRAM.

Munumym 4 GB Flash.

MpousBoguTenHoctT  OT  MuHUMyM  500Mbps
throughput 3a IPSec SDWAN Tpachuk ¢ 1400 baiira,
WA no-ronemu, naketu. lpon3BOANTENHOCTTA Ha
nNpeAnaraHoTo  yCTPOMCTBO TpsbBa fa Obae
y4OCTOBepeHa  upe3  6Gpowlypa,  TeXHU4Yecku

PBKOBOACTBO MW IEKNapaLyst OT NpoM3BOANUTENS.

[la yuyactea B SDWAN mpexa noj ynpasfieHue Ha
SDWANjt#dTponepuTe B TOBA 3aaHue

MPUNOXEHMENS 2.2

MpegnoxeHoto ot AL buarapus EAL Cisco
ISR1100-4GPM20 npuTexaBa 3axpaHBaHe
B AnanasoHa 100 go 240 VAC
MpepnoxeHoto oT ALl buarapua EAL
Cisco ISR1100-4GPM20 uma paboTeH
Temn. AnanasoH ot 0 o 40°C
MpepnoxeHoto oT Al bunrapua EAL
Cisco ISR1100-4GPM20 noagbpxa
besLuymMHa paboTa 6e3 BEHTUNATOPMW.
MpepnoxeHoto ot A1l bbarapusa EAL
Cisco ISR1100-4GPM20 nputexasa 4
nHtepdoeiica 100/1000BASE-T
MpepnoxeHoto oT Al buarapua EAL
Cisco ISR1100-4GPM20 nputexasa eauH
USB nopt Bepcus 3.0

MpepnoxeHoTto ot Al bunrapusa EAL
Cisco ISR11004GPM20 nputexasa efuH
RJ45 KoH30/1eH nopT

MpepnoxeHoto oT Al Bbnrapua EAL
Cisco ISR1100-4GPM20 nputexasa 4GB
DRAM

MpepnoxeHoto oT Al Bbarapua EAL
Cisco ISR1100-4GPM20 nputexasa 8 GB
Flash.

MpepnoxeHoTto oT Al bunrapusa EAL
Cisco ISR1100-4GPM20 nputexasa
npomssoauTenHocT ot 730Mbps
throughput 3a IPSec SDWAN Tpadiuk ¢
1400 6aiita. Mpon3BoaUTENHOCTTA Ha
npeanaraHoTo ycTpoiicTBo 0T AL Bbarapus
EA/ ce ynocToBepsBa € Aeknapalmsa ot
npon3BoauTENs

MpepnoxeHoto oT AL bunrapus EAL
Cisco ISR11004GPM20 yya



J21L

RiQ.11.

REQ.12.

REQ.13.

REQ.14.

REQ.15.

REQ.16.

REQ.17.

[la nopmbpxa IPv4 n IPv6 WAN TpaHCnopTHU

MPEXU.

[la nogabpxa marpaxagaHeto Ha SDWAN overlay ¢

u3nonseaHeto Ha IPSec Bbpxy pasnmyHn WAN

Mpexu - Internet u MPLS.

[la nogabpxa MuHuMym AES-256 GCM anroputsbm

3a KpUnTupaHe Ha Tpadhuka.

[la nogabpxa IPsec AH ¢ n3nonssaHe Ha MUHUMYM

HMAC-SHAL anroputbm.

[la u3non3sa yHUKaiHa /IBOiKa K/io4oBe 3a BCEKU

IPSec TyHen B mpexata - IPSec pairwise keys.

[a nogabpxa wsrpaxpaHe Ha GRE TyHenu po

BbHLIHW CUCTEMW 3a CUTYPHOCT.

fla nogabpxa TLS wam DTLS npotokonm 3a
n3rpaxgaHe Ha KOHTpOMHUTE Bpb3KM A0 SDWAN

KOHTponepuTe.

mr

MPUNOXEHWE Ne 2.2

SDWAN Mpexarta nof ynpas/eHue Ha
SDWAN KoHTponepute.

MpepnoxeHoTo oT AL Buarapua EAL
Cisco ISR1100-4GPM20 nogabpxa IPv4 n
IPv6 WAN TpaHCnopTHU MpeXH.
MpepnoxeHoTo oT Al Buarapusa EAL
Cisco ISR1100-4GPM20 noaabpxa
n3rpaxaaHeTo Ha SDWAN overlay ¢
13Mn0n3BaHeTo Ha IPSec BbpXy BCAKAKBY
WAN Mpexw, BKIoUUTeNHO Internet n
MPLS

MpepnoxeHoto oT Al Buarapua EAL
Cisco ISR1100-4GPM20 noaabpxa AES-
256 GCM anroputsbMm 3a kpunTupaHe Ha
Tpaduka.

MpepnoxeHoto oT Al bvnrapus EAL
Cisco ISR1100-4GPM20 noaabpxa IPsec
AH c n3nonssaHe Ha HMAC-SHA1
anropuTbM

MpepnoxeHoTo oT Al buarapus EAL
Cisco ISR1100-4GPM20 n3non3sa
YHUKa/Ha [BOiiKa Kto4oBe 3a Beekn IPSec
TyHen B Mpexara - IPSec pairwise keys
MpepnoxeHoto oT AL Buarapua EAL
Cisco ISR1100-4GPM20 noaabpxa
n3rpaxgaHe Ha GRE TyHenn [0 BbHLUHK
CUCTEMM 3a CUTYPHOCT.

MpepnoxeHoTto oT AL Bbarapua EAL
Cisco ISR1100-4GPM20 nopabpxa TLS 1
DTLS npotokosnu 3a usrpaxiaHe Ha
KOHTPOHUTE BPb3KM A0 SDWAN

KOHTpONepuTE.



MPUNOXEHMEN9 2.2

[la nopobpxa yaocToBepsABaHe Ha WAEHTUYHOCTTa [lpeanoxeHoto oT Al buarapua EAL
Mexay koHTponepute U Maplipytusatopute  Cisco ISR11004GPM20 nogabpxa 2048
LndppoBK cepTndmkaTy. bit RSA Authehtification (ygoctoBepssaHe

REQ.18.
Ha AEHTUYHOCTTA) Mexay
MapLLpyTU3aTOPUTE W KOHTPONIEpUTE C
M3r0/13BaHe Ha LMMPOoBM CepTnimKaTy.
[la vma uvHcTanuMpad OT npousBoguTens LugpoB lMpeanoxeHoTo oT Al Bwuarapus EAL
cepucpukar B TPM wmogyn wim ga wusnonssa Cisco ISR1100-4GPM20 uva Trusted board
XapAyepHo peLueHme 3a 3aluTa Ha cepTudoukatute iD umn ( xapfyepHo peLLeHre 3a 3alluTa Ha
W KMTtoYoBETE € NOA06HA (DYHKUMOHATHOCT. cepTmdmkaTMTe M KIHYOBETE C Nofo6Ha
REQ.19. (hYHKLMOHA/THOCT), B KOMTO Ce
CbXpaHsBsiBa LMPOBMAT CepTUMKAT Ha
MapLupyTu3atopa. Tosu cepTucukar
BK/IKOUBA NYBNNYHMS U YACTHUAT KIHOHOBE,
KaKTo M CepUIiHNAT HOMep Ha cepTudimkare.
[la nogabpxa usnonssaHe Ha ceptugpukaty ot CA MpepnoxeHoto ot AL Bwarapus EAL
REO0 Ha BB3/IOXUTENS. Cisco ISR1100-4GPM20 noaabpxa
W3M0M3BaAHETO Ha CepTUdIMKATH, NOANMUCAHM
oT CA Ha Bb3noxuTens.
fla nopabpka MuHUMYM AES-256 GCM aroputem [MpeanoxeHoto oT Al Bwuarapus EAL
3a LWMhpoBaHe Ha KOHTPOsIHUTE BPb3kM 0 SD-WAN  Cisco ISR1100-4GPM20 nogabpxa AES-
REO2L KOHTpONepuTe 1 BepudpnkaLmus Ha uHTerputeTa Ha 256 GCM anroputbM 3a LNgpoBaHe Ha

[aHHuTe. KOHTpO/IHMTE BPB3kK A0 SD-WAN
KOHTpONepuTe 1 Bepudmkauma Ha
WHTErpuTeTa Ha AaHHUTE

[la nogabpxa cerMeHtMpaHe Ha Tpadmka npu MpegnoxeHoto oT Al Bwuarapus EAL

SDWAN npeHoca upe3 VRF, MPLS wnm nogobeH Cisco ISR1100-4GPM20 nogabpxa

REQ.22. npoTOKON 3a CerMmeHTauus. CermMeHTMpaHe Ha Tpaduka npu SDWAN
npeHoca upe3 VRF, MPLS npotokon 3a

CerMeHTaums.
[la nogabpxa aBTOMaTUYHO M3MepBaHe Ha packet MpeanoxeHoto oT AL Bbarapus EAL

REQ.23. loss, jitter n delay 3a scekn SDWAN iPSec TyHen.  Cisco ISR1100-4GPM20 nogabpxa
aBTomMatnyHo n3mepBasnap”keNpss,



REQ.24.

REQ.25.,

REQ.26

REQ.27.

REQ.28.

REQ.29.

REQ.30.

[la nogabpxa aBTOMaTUYHO MapLuyTU3MpaHe Ha
HWBO MpunoxeHusa npe3 pasnniHn WAN Bpb3ku Ha
0asa AuHamuuHUTe napameTpute Ha IPSec WAN

TyHenmTe - packet loss, jitter n delay

[la uma BrpageH zone firewall.

lla wuvva application firewall ¢ BrpageHo

pa3no3HaBaHe Ha NPUI0XKEHUATA.

[la noaabpxa guntpupaqe Ha Tpadmka upes ACL.

[la  nogabpka Hamb/HO  aBTOMATM3MpPaHO
MbpBOHaYa/IHO NpoBu3upaHe - plug-and-play, zero
.ouch plug&play u nogobHn 3a  aBTOMATMYHO

OTKpMBaHe M cBbp3BaHe KoM  SD-WAN

KOHTpONEpUTE.

[a nopabpxa ynpasnsemm SDWAN  IPSec
Tononormn - hub-and-spoke, full mesh n

KOMBUHaLMKM MeX[y fBeTe.

[la nogabpxa OTAeNHa, BUPTyasiHa, TOnosoris 3a

BCEKN CEIMEHT.

MPUNOXEHNENS 2.2

jitter n delay 3a Bcekn SDWAN IPSec
TyHen.

MpepnoxeHoto ot AL Buarapus EAL
Cisco ISR1100-4GPM20 nogabpxa
aBTOMATNYHO MapLLPYTU3NPaHe Ha HIBO
npunoxeHue npes pasnuyHu tunose WAN
BPb3KN Ha 6asa AMHaMUYHUTE NapameTpu
Ha IPSec WAN TyHenute packet loss, jitter
n delay.

MpepnoxeHoto oT AL buarapusa EAL
Cisco ISR1100-4GPM20 nma BrpafeH zone
firewall.

MpepnoxeHoTo oT Al Bwarapusa EAL
Cisco 1SR1100-4GPM20 nma Application
Firewall ¢ BrpageHa cuctema, KoATo
pasnosHasa Haz 1400 npunoxeHnsa Ha
Layer7.

MpepnoxeHoTto oT Al Bbwvnrapua EAL
Cisco ISR110Q-4GPM20 nogabpxa
cuntpupare Ha Tpaduka upes ACL.
MpepnoxeHoto oT AL buarapus EAL
Cisco ISR1100-4GPM20 noaabpxa
Hanb/IHO aBTOMATU3MPAHO MbPBOHAYATHO
nposm3mnpaHe - plug-and-play, zero touch
plug&play 3a aBTOMaTN4YHO OTKPMBAHE W
cBbp3BaHe kbM SD-WAN KoHTponepute.
MpepnoxeHoTo oT AL bwuarapus EAL
Cisco ISR1100-4GPM20 nogabpxa pabota
B pa3nuuHn SDWAN IPSec Tononoruu,
kato hub-and-spoke, full mesh n
KOMGUHaLmMs MexXay ABeTe.
MpepnoxeHoTto oT Al bunrapusa EAL
Cisco ISR1100-4GPM20 nogabpxa



MPUNOXEHMENS 2.2

0TAENMHa, BUPTYasiHa, 1ornyecka Tonosorma

3a Bcekn VPN (VRF) cermeHT.

[la nogabpxa cnefHUTe NPOTOKOMM 3a UHTerpauma  MpepnioxeHoTto oT AL Bbarapua EAL

C BBHLLIAN Mpexit Cisco ISR1100-4GPM20 noambpxa
+ Static route
cneaHnuTe NPOTOKOM 3a UHTEerpauund C
REQ.3L « OSPF A P pau
. BGP BBHLLHN MPEXY:

Static route, OSPF n BGP

REQ:22 [la nopabpxa PIM. MpegnoxeHoto ot AL Bwarapua EAL
o Cisco ISR1100-4GPM20 noagbpxa PIM.
[la nopabpxa cnegHute sugose NAT ycnyrm MpegnoxeHoto oT Al Bbarapua EAL
e CcTaTnueH NAT Cisco ISR1100-4GPM20 nogabpxa NAT
REQ.33. +  cumeTpuyeH NAT ycnyri, Bkn. CTatuueH NAT, CMETpUUeH
*  NAT64
« NATpools NAT, NAT64, NAT pools, PAT
o PAT
[la nogawpxa nsrpaxaaHe Ha SD-WAN IPSec npes lMpegnoxeHoto ot AL Bbarapus EAL
NAT Ha BbHLLUHO ycTpoiicTBo (CPE, Internet Gateway Cisco ISR1100-4GPM20 nogabpxa
1 nogo6Hn) - NAT overlay. n3rpaxaHe Ha SDWAN IPSec npes
pa3nnyHn Buaose NAT Ha BBHLLUHO
REQ.34. .
ycTpoiicteo (CPE, Internet Gateway 1
nogo6Hm), kakto u NAT Overlay- NAT Ha
KMEHTCKUAT Tpadhuk Npesy BKapBaHeTo My
B SDWAN TyHena.
[la nogabpxa QoS: MpegnoxeHoto ot AL Bwarapua EALL
«  CoS MapKipaHe Cisco ISR1100-4GPM20 noagbpxa QoS:
L MI/IHI/IMyM 8 NakeTHW onaLky Ha MHTep(*)EVIC e CoS MapkupaHe
* LLQonauwka ©  MuHUMYM 8 MakeTHU OnalKu Ha
* YnpasneHve Ha nakeTHuTe onatku ¢ WRP UHTEpdeiic
WM NOJ06EH airopuTHM « LLQ onawka
REQ3.  + ynpasnenve Ha sagpcbTBanmsta ¢ RED *  YnpaBneHue Ha NakeTHUTe onaLLKi
WRED anroputmi ¢ WRP anroputbm
»  Traffic policing *  YnpaBfieHve Ha 33pbCTBaHNATA C
*  Traffic shaping RED 1 WRED anroputmu

+  Traffic policing
+  Traffic shaping



REQ.36

REQ.37

REQ.38.

MPUNOXEHVE Ne 2.2

[la nogobpxa packet duplication - w3npawaHe Ha MpeanoxeHoto oT AL Bbarapus EAL

€0VH NakeT no Aga um noseye otaenHn SDWAN

IPSec

TyHena o npuemawms  SD-WAN

MapLLpyTA3aTOP.

[la noaabpka aBTOMATAYEH 13G0p Ha Haii-o6pus

MapLLPyT 10 SaaS NpUIoXeHIst upes M3MepBaHe Ha

3aKbCHEHNETO 1 3ary6aTa Ha naketTn Ao SaaS

NPUNOXeHUsiTa Npes AMpeKTHa Internet Bpb3ka U

npe3 Internet Bpb3kaTa Ha LieHTpasHa nokauys. Aa

nogabpxa MuHumym Microsoft Office 365 n AWS.

[la noambpxa MWAHAMYM CReHUTE METoau 3a
yNpaB/ieHe 1 HabMOEHNE:

YnpasneHue ype3 SD-WAN koHTponepute B
TOBa 3ajaHue

DHCP knueHTt

DHCP cbpBbp

DHCP Relay

DNS

Split DNS

DDOS 3auurta

NTP

SNMP

SSH

EkcriopTupaHe Ha TpaguyHa MH(opmaLms
ype3 IPFIX, JFlow, NetFlow w1 nogobe
NPOTOKON KbM BBLHLUHA CUCTEMA 33 aHa/N3
Ha Tpadmka

Traffic policing 3a KoHTpo/MpaHe Ha
Tpaguka [0 KOHTpO/SHAaTa CucTeMa Ha
MapLLpyT13aTopa

ABTOMaTUYHO OTKpMBaHe Ha MTU, Ha WAN
TpaHCMopTHUTE MPEXM

YnpasenHue Ha poctbna ypes RADIUS u
TACACS+ cuctemm.

Cisco ISR110Q-4GPM20 noaabpxa packet
duplication - u3npaLlaHe Ha efyH NakeT no
Aga unu noseye otaenHn SDWAN IPSec
TyHena go npuemawing SD-WAN
MapLupyTu3aTop.

MpepnoxeHoTto oT Al Bbarapua EAL
Cisco ISR1100-4GPM20 noaabpxa
aBTOMaTU4eH 1360p Ha Haii-0o6bp
MapLLpyT npe3 AupekTHa Internet Bpb3ka v
npe3 Internet Bpb3kaTa Ha LieHTpasHa
nokaumus ao SaaS npunoxenns, Microsoft
Office 365 1 AWS Ha 6a3a 3akbCHeHue
3aryba Ha naketu.

MpepnoxeHoto oT Al buarapua EAL
Cisco ISR1100-4GPM20 nogabpxa mMeToau
3a ynpas/ieHie 1 HaboaeHme:

YnpasneHne  4pes  SD-WAN
KOHTpO/iepuTe B TOBA 3ajaHue
DHCP knueHt

DHCP cbpBbp

DHCP Relay

DNS

Split DNS

DDOS zawyta

NTP

SNMP

SSH

EkcnoptvpaHe  Ha  TpaguuHa
nHpopmaums upes IPFIX, JFlow,
NetFlow wnm nogobeH npoTokon
KbM BBHLLUHA CUCTEMA 33 aHa/Iu3 Ha
Tpaduka

Traffic policing 3a KOHTpO/IMPaHe Ha
Tpadhuka 40 KOHTPO/HATA cucTeMa
Ha MapLLpyTu3aTopa

ABTOMAaTUYHO OTKpKBaHe Ha MTU,
Ha WAN TpaHCMopTHUTE MPEXK
Ynpasenuu/ vM'Ac|cTbBa  upes



OKOMIM/1IEKTOBAHO

YcTpoiicTBoTO fga e

CbC

REQ.39. CbLOTBETHUTE /MLEH3M W MpaBa 3a W3No/3BaHe

REQ40.

REQ41

REQ42.

CMOpe/l YCNIoBNSTa Ha NPOU3BOANTENS;

YCTpOICTBOTO Aa € okommniektoBaHo ¢ SDWAN

nnueHsmn 3a MuHrMym 100Mbps WAN Tpadimk.

FapaHLyis U NOAAPbXKA:

CpoK Ha xapayepHarta rapaHuys - MUHUMYM 5 (neT)

FOAMHN.

CpoK Ha TexH1Yecka noaabpxka - MUHUMYM 5 (neT)

FOAMHM.

MonyyaBaHe Ha HOBM Bepcuu Ha codoTyepa

MUHUMYM 5 (NeT) roAuHm.

MPUNOXEHWE Ne2.2

MpepnoxeHoto oT Al buarapua EAL
Cisco ISR1100-4GPM20 e okoMn/iEKTOBAH
C BCWYKM HEOOXOAMMM NULIEH3M 1 NpaBa 3a
N3M0N3BaHe, CbINIACHO M3NCKBAHMATA Ha
npomssogutens Cisco Systems.
MpepnoxeHoto oT Al Buarapusa EALL
Cisco ISR1100-4GPM20 e npef/ioxeH ¢
SDWAN nuueH3seH aboHameHT 3a 100Mbps
WAN Tpadhmk, 3a CPOK 0T 5 roAnHU.
Mpoayktos Homep E2N-SDWAN-C-T1-G-A
(Enterprise WAN Tier 1 Cloud (100M) DNA
EA Advantage)

Cisco ISR11004GPM20 e npea/ioxeH CbC
cepsuseH nakeT CON-SNT-ISR1104G (
SNTC-8X5XNBDISR1100 Series Router, 4
Eth LANAWAN Por), KoiiTo ocurypsisa
XapfyepHa rapaHums 3a 5 roauHi ¢
npefapuTenHa nogMsHa no cxema
8x5XNBD Ship.

Cisco ISR1100-4GPM20 e npef/oxeH CbC
cepsu3eH nakeT CON-SNT-ISR1104G (
SNTC-8X5XNBDISR1100 Series Router, 4
Eth LAN/WAN Por), KoiiTo ocurypsisa
L0CTBN 0 LEHTbPa 3a TeXHMYecka
nogapbxka (Technical Assistance Center-
TAC) Ha Cisco Systems 3a Cpok 0T 5
TOLNHMN.

Cisco ISR1100-4GPM20 e npeanoxeH cbe
cepam3eH naket CON-SNT-ISR1104G (
SNTC-8X5XNBDISR1100 Series Router, 4

Eth LAN/WAN Por), koiiTo 00 rypsiBa
Ir— o * at-i
I



MPUNOXEHWE Ne 2.2

[I0CTBN 10 BCUYKM COOTYEPHN BNAEATY 1

bArpeiign 3a npogykta npes Web caiita Ha

MPOV3BOANTENS 3a CPOK OT 5 rOANHM.

Cisco ISR1100-4GPM20 e npefoxeH ¢

aboHameHTeH nuueH3 E2N-SDWAN-C-T1-
Cpok Ha aboHameHTWTEe 3a W3non3BaHe Ha G-A, KOITO jaBa NpaBo HA Bb3/IOXUTENS

COPTYEPHM CHYHKLMM - MUHUMYM 5 (NET) rOANHM 2 13r0/13Ba BCUYKI COOTYEPHU (PYHKLMK
Ha NpOLYKTa, ON1CaHMN B TEXHNYECKUTE

REQ.44.

W3ICKBAHMS 3a HETO, 33 CPOK OT 5 rOfIMHNA.

1.4.2.CothTyepHo aedhmHMpaH MapLupyTu3aTop T1n 2-42 6pos.
N3uckaHo 0T Bb3noxutens MpeanoxeHo 0T yyacTHUKa
A. b.
O6wia nHgopmauus

3axpaHBaHe -B AnanasoHa oT MuHumym 100 go 240 MpepnoxeHuat ot AL bunrapua EAL

VAC. Cisco ISR1100-6GPM20 nputexasa
3axpaHBaHe pabortelLo B AgnanaszoHa 100
[0 240 VAC

Pa6oTeH TemneparypeH gnanasoH ot 0° o +40 °C  Mpeanoxennat o1 AL bbnrapus EAL

REQ.46. Cisco ISR1100-6GPM20 nma paboTeH

Temn. AnanasoH ot 0 go 40°C

REQ.S.

BeswymHa paboTa - 6e3 BeHTUNnaTopy. MpepnoxeHuat oT Al bunrapusa EAL
REQ.47. Cisco ISR1100-6GPM20 noanbpxa
be3lymHa paboTa, 6e3 BEHTUIATOPM.

MuHumym yeTnpmn nHTepdpeiica 100/1000BASE-T n Mpeanoxernat oT AL Bwnrapus EAL

REQ.48 ABa nHTepdeiica SFP. Cisco 1SR1100-6GPM20 nputexasa 4
nHTepeiica 100/1000BASE-T 1 2
nHTepdpeiica SFP

Bpoii USB noptose - muHumym eovH, Bepeus 3.0 Mpegnoxenusat ot AL Bbarapus EAL

REQ49. wnu no-BuCOKa. Cisco ISR1100-6GPM20 nputexasa efunH

USB nopr Bepcus 3.0

10



REQ.50.

REQ51.

REQ.52.

REQ.53,

REQ.54.

REQSS.

REQ.56.

REQS57.

CepyeH KOH30/1eH MOPT - MAHUMYM eVH.

MuHumym 4GB DRAM.

MwuHumym 4 GB Flash.

Mpon3BoaMTENHOCT OT MUHUMYM 1Gbps throughput
3a IPSec SDWAN Tpadouk ¢ 1400 6aiita, nam no-
rofiemMn,  NakeTu. Mpou3BOANTENHOCTTA  Ha
npeanaraHoTo  YCTPOMCTBO TpsibBa fa 6bae
ygocToBepeHa  uype3  6powypa,  TeXHUYecku

PBKOBOACTBO WM IEKNapaLys 0T NPOM3BOAUTENS.

[la yqactea B SDWAN mpexa nog ynpasfieHne Ha

SDWAN KOHTpO/iepuTe B TOBA 3afaHue.

[a nopobpxa IPv4 n IPv6 WAN TpaHCnopTHu
MPEeXu.
[la nopabpxa narpaxgaHeto Ha SDWAN overlay ¢

M3M0n3BaHeTo Ha IPSec.

fla nogabpxa MuHuMym AES-256 GCM anroputsm

3a KpUnTMpaHe HaTpaduka.

[fa noaabpxa IPsec AH ¢ u3nonssaHe Ha MUHUMYM

" AMAC-SHAL anropuTbm.

MPUNOXEHUENS 2.2

MpepnoxeHuar ot Al Bwnrapusa EAL
Cisco ISR1100-6GPM20 nputexasa efyH
RJ45 koH30neH nopTt

MpepnoxeHnar ot AL bunrapua EAL
Cisco ISR1100-6GPM20 nputexasa 4GB
DRAM.

MpepnoxeHuar ot Al bunrapua EAL
Cisco ISR1100-6GPM20 nputexasa 8 GB
Flash.

MpepnoxeHnar ot Al Bwarapus EAL
Cisco ISR1100-6GPM20 nputexasa
npoussoguTenHoct ot 1,8Gbps throughput
3a IPSec SDWAN Tpadouk ¢ 1400 6aiiTa.
MpoM3BOAMTENIHOCTTA HA Mpej/iaraHoTo OT
Al bbnrapusi EAL ycTpoidcTBO ce
yA0CTOBEPSBA C Aeknapauus ot
NPOU3BOANTENS.

MpepnoxeHuatr ot Al bvnrapusa EAL
Cisco ISR1100-6GPM20 yyacTBa B
SDWAN mpexara noj ynpasneHue Ha
SDWAN koHTposniepuTe.

MpepnoxeHnat oTAl bvnrapusa EAL
Cisco ISR1100-6GPM20 nogabpxa IPv4 n
Pv6 WAN TpaHCnopTHN MpPeXu.
MpepnoxeHnar o1 Al bwvarapua EAL
Cisco ISR1100-6GPM20 noaabpxa
N3rpaxpaHeto Ha SDWAN overlay ¢
13non3saHeTo Ha IPSec.

MpepnoxeHnat oT AL buarapua EAL
Cisco ISR1100-6GPM20 nogabpxa AES-
256 GCM anroputbMm 3a KpUntupaHe Ha
Tpaduka.

Mpepnoxenuat oTAl Bbnrapusa EAL
Cisco ISR1100-6GPM20 noaabpxa IPsec |

r .



MPUNOXEHMENS 2.2

AW ¢ n3nonssaxe Ha MuHUMyM HMAC-

SHAL anroputbMm.

[la u3non3sa yHukanHa ABoika kno4ose 3a Beek [MpeanoxeHust oT Al Bwnrapus EAL
REQ59 IPSec TyHen B Mpexara - IPSec pairwise keys. Cisco ISR1100-6GPM20 u3nonssa
o yHUKaNHa fiBoiika KntoyoBe 3a Bceku [PSec

TyHen B Mpexara - IPSec pairwise keys

[la nogpbpxa usrpaxgaHe Ha GRE TyHenu po lMpegnioxennat ot AL Bonrapus EAL
REQ.60. BBHLUHM CUCTEMM 3@ CUTYPHOCT. Cisco ISR1100-6GPM20 nogabpxa GRE
TYHE/N 0 BBHLUHW CUCTEMM 3a CUTYPHOCT.
fla nopggbpxa TLS wmm DTLS npotokonm 3a MMpeg/ioxeHusat oT Al Bbarapus EAL
nsrpaxgaHe Ha KoHTposnHuTe Bpb3kuM A0 SD-WAN Cisco ISR1100-6GPM20 nogabpxa TLSn
REQ.61. KOHTponepuTe. DTLS npoTokonu 3a usrpaxgaqe Ha
KOHTpO/HMTE Bpb3ki A0 SD-WAN
KOHTpOnepuTe.
[la nogabpxa yaoctoBepsABaHe Ha WAeHTUYHOCTTa [pegnoxeHusat oT AL bbarapua EAL
Mexzay KoHTponepute u  mMapwpytusaropute ¢ Cisco ISR1100-6GPM20 noaabpxa 2048
LndppoBu cepTudmkaTy. bit RSA Authentication (ygoctoBepsiBaHe Ha
REQ.62. naentuyHoctTa) Ha Control Plane mexay
MapLUpyT13aTOpUTE 1 KOHTPONEpUTE C

W3r0/13BaHe Ha LupoBy CepTuUchmKaTu.

fla »ma wHcTanmpad OT npowssoauTens uudpos MpegsioxeHust oT AL Bbarapns EAL
cepcpukar B TPM mogyn wnm ga wusnonssa Cisco ISR1100-6GPM20 uma Trusted
XapAyepHo peLleHye 3a 3aliuTa Ha ceptudmkatute Board ID umn ( XapAyepHo peLleHme 3a
W K/0YOBETE C NoA06HA OYHKLMOHATHOCT. 3alluTa Ha cepTUMKATTE 1 KNKYOBETE C
REQ.63. nofo6Ha PYHKLMOHATHOCT), B KOWTO €
WHCTa/MpaH LUnchpoBus cepTudumkar Ha
MapLupyTu3aTopa. Tosu cepTudomkar
BK/THOYBA NMyO/IMYHNA 1 YACTHUAT K/THOUOBE,
KaKro 1 CEpUHNAT HOMep Ha cepTudinkarta.
fla noaabpxa usnonssaHe Ha ceptudmkatt o1 CA Mpeanoxennst oT AL Buarapus EAL
— Ha BBb3/I0XUTENS. Cisco ISR1100-6GPM20 nozabpxa
s M3MI0N13BAHETO Ha CEPTUCHIKAT, NOAMMCaH
bt CA Ha Bb3noxutens. M 4\”
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REQ.65.

REQ.66.

REQ.67.

REQ.68.

REQ.69.

REQ.70.

EQ7L

[la nogabpka MuHuMym AES-256 GCM aroputbm
3a LWndhpoBaHe Ha KOHTPO/HITE BPb3KK A0 SD-WAN
KOHTPONepuTe 1 BepudMKaLma Ha WHTerpuTeTa Ha

[aHHNTE,

[la noAmbpka CcerMeHTMpaHe Ha Tpaduka npw
SDWAN npeHoca upe3 VRF, MPLS wnu nogobeH

NPOTOKO/1 3a CErMEHTaLNA.

[la noaabpxa aBTOMaTUYHO M3MepBaHe Ha packet
loss, jitter n delay 3a Bcekn SDWAN IPSec TyHen.

[la nopfobpka asTOMATUYHO MapLUyTU3MpaHe Ha
NPUIOXKEHNA W TPYNK OT NPUIOKEHNSA NPE3 Pas/INyH
WAN Bpb3Kki/ Ha 6a3a AMHaMWU4HUTE napameTpuTe

Ha IPSec WAN TyHenmte - packet loss, jitter v delay.

[la uma BrpageH zone firewall.

fla wuwwa application firewall ¢  BrpageHo

pa3no3HaBaHe Ha NPUNoXeHnATa.

iLla nogabpxa dmntpupare Ha Tpadmka upes ACL.

MPUNOXEHWE Ne

MpepnoxeHnar ot Al bbarapua EAL
Cisco ISR1100-6GPM20 noaabpxa AES-
256 GCM anroputsbMm 3a LUMpoBaHe Ha
KOHTpOMHWTE BPb3kK A0 SD-WAN
KOHTpOsIepuTe 1 BepudukaLmsa Ha
WHTErpuUTeTa Ha JaHHUTE.

MpepnoxeHuar ot A1 buarapua EAL
Cisco ISR1100-6GPM20 nozabpxa
cermeHTMpaHe Ha Tpadouka npu SDWAN
npeHoca ype3 VRF, MPLS npotokon 3a
CermMeHTauus.

MpepnoxeHnat ot Al buarapua EAL
Cisco ISR1100-6GPM20 noaabpxa
aBTOMAaTNYHO 3MepBaHe Ha packet loss,
jitter n delay 3a Bcek SDWAN IPSec
TyHen.

MpepnoxeHuar oTA! buarapua EAL
Cisco ISR1100-6GPM20 noaabpxa
aBTOMATUYHO MaPLLPYTU3MPAHE Ha HIBO
MPUNOXKEHNE U TPYNK OT NPUIOXEHNS Npe3
pa3nnuHu TYnose WAN Bpb3ku Ha 6asa
AnHaMuyHUTe napameTpute Ha IPSec WAN
TyHenuTe - packetloss, jitter u delay.
MpepnoxeHnar ot Al buarapusa EAL
Cisco ISR1100-6GPM20 uma BrpageH zone
firewall.

MpepnoxeHuar ot Al bwnrapua EAL
Cisco ISR1100-6GPM20 unma Application
Firewall ¢ BrpageHa cuctema, KosiTo
pa3no3HasaH Hag, 1400 npunoxeHns Ha
Layer 7.

Mpepnoxenuar oTAL Bwvarapua EAL 7~
Cisco ISR1100-6GPM20 noaabpxa / i
huntpupare Ha Tpadpmka upe3 ACIi a i*-



MLA

REQ.72.

REQ.73.

REQ.74.

REQ.7S.

REQ.76.

REQ.77.

REQ.78.

[la  nopabpka HambIHO — @BTOMATW3MPAHO
MbpBOHaYa/IHO NpoBu3npaHe ¢ plug-and-play, zero
touch plug&play v nogobHM 3a aBTOMATWYHO
OTKpuBaHe W cBbp3BaHe kbM  SD-WAN

KOHTpONepuTe.

[la nogabpxa ynpasnsemu IPSec tononorum - hub

and-spoke, full mesh 1 kom6uHaumn Mexay aBeTe.

[la noaabpxa OTAenHa, BUPTyasiHa, TOMo/ors 3a

BCEKN CEIMEHT

[la noAgbpPXa CreaHUTE NPOTOKON 3a MHTErpaLys
C BBHLLHN MPEXM:

+  Static route

+ OSPF
+ BGP
* VRRP

[la nogabpxa 802.1Q

[la noambpka obeavHsBaHe Ha WHTepdeiick B

bridge rpynu

[a nogavpxa IGMP v1 n v2

[la nogawvpxa PIM

MPUNOXEHWNENs 2.2

MpepnoxeHuar ot Al bunrapua EAL
Cisco ISR1100-6GPM20 noaabpxa
Hamb/IHO aBTOMATU3MPAHO MbPBOHAYATHO
nposu3npaHe - plug-and-play, zero touch
plug&play 3a aBTOMaTNYHO OTKpUBAHE U
ceBbp3BaHe kbM SD-WAN koHTponepuTe.
MpepnoxeHuar ot Al bunrapusa EAL
Cisco ISR1100-6GPM20 noaabpxa pabota
B pasnnyHn SDWAN IPSec Tononoruu,
kato hub-and-spoke, full mesh un
KOMOMHaLMs Mexzay ABeTe.

MpepnoxeHuar ot AL bbnarapua EAL
Cisco ISR1100-6GPM20 noaabpxa
0TAeNHa, BUPTyasHa, Noruyecka Tonosors
3a Bcekn VPN (VRF) cermeHT.
MpepnoxeHnatr ot Al bwuarapus EAL
Cisco ISR1100-6GPM20 noaabpxa
CIe[JHMTE NPOTOKO/M 3 MHTErpaums ¢
BBHLUHN MPEXM:

Static route, OSPF, BGP 1 VRRP.

MpepnoxeHnaTr ot Al bunrapusa EAL
Cisco ISR1100-6GPM20 nogabpxa 802.1Q
MpepnoxeHuar ot Al bvnrapus EAL
Cisco ISR1100-6GPM20 noaabpxa
0beanHsBaHe Ha uHTepdeiicy B bridge
rpynu.

MpepnoxeHuar oT Al bunrapua EAL
Cisco ISR1100-6GPM20 nogabpxa IGMP

vl nv2.

MpepnoxeHnaT ot Al bwuarapua EAL
Cisco ISR1100-6GPM20 nogabpxa pH



MPUNOXEHME Ne 2.2

[la nogabpxa cnegHute sugose NAT ycnyrum MpepnoxeHuar ot AL bunrapua EALL
e cTaTnueH NAT Cisco ISR1100-6GPM20 noaabpxa NAT
REQ80.  * AnHamuueH NAT ycnyri, Bkn. Ctatnued NAT, quHamuyen
+  NAT64
« NAT pools NAT, NAT64, NAT pools, PAT.
« PAT

[a nogabpxa nsrpaxaaHe Ha SD-WAN npe3 NAT Ha [MpepnoxeHnaTr ot AL Buarapua EAL

BbHWHO YycTpoictBo (CPE, Internet Gateway u Cisco ISR1100-6GPM20 nogabpxa

nogo6Hn) - NAT overlay nsrpaxaHe Ha SD-WAN IPSec npe3
pa3nuyHu Baose NAT Ha BBHLLUHO

REQ.81 yctpoiicteo (CPE, Internet Gateway

nofo6Hm), kakto 1 NAT Overlay - NAT Ha
KMEHTCKNA TpathuK Npeaun BKapBaHeTo My
B SDWAN TyHena.

[la nogabpxa QoS: Mpegnoxennat ot Al bwvarapus EAL
¢« CoS mapkupaHe Cisco ISR1100-6GPM20 nozabpxa QoS:
¢ MuHMMyM 8 nakeTHU onaLlku Ha MHTepdeiic «  CoS MapKapaHe

* LLQonawka ©  MuHMMYM 8 NaKkeTHU OnawKkn Ha
* YnpaBneHve Ha nakeTHuTe onawku ¢ WRP WHTepdheiic
REQ.82. WM NOJ00EH anropuTbM *  LLQ onaLka
* YnpaBsenHue Ha 3agpcbTBaHuATa ¢ RED u «  YnpaB/ieHue Ha MakeTHUTE onaLLKu
WRED anroputvm ¢ WRP anroputbm
*  Traffic policing *  YnpaBeNHWe Ha 3a4pChTBaHuATA C
*  Traffic shaping RED 1 WRED anroputmu

+  Traffic policing
+ Traffic shaping
[la nogobpxa packet duplication - w3npawane Ha lMpegnoxenust oT AL Bbarapus EAL,
eiMH nakeT no fsa otaenHu Mapuwpyta Ao Cisco ISR1100-6GPM20 noaabpxa packet
REQ.83. npuematms SD-WAN mapLupyTusatop. duplication - u3npaLyaHe Ha e4uH naket no
[iBa OTZE/IHN MapLUpyTa A0 NpueMalLms
SD-WAN mapLupyTtusartop.
[Ja nogabpxa aBTOMaTMyeH M360p Ha Hail-gobpus Mpeanoxennsat oT AL Bbarapns EAL
MapLupyT Ao SaaS npunoxeHus ypes nsmepeaHe Ha Cisco ISR1100-6GPM20 noaabpxa
REQ.84. 3aKkbCHeHVETO 1 3arybara Ha nakeTn [0 SaaS aBTOMarTWyeH 136bop Ha Haii-go6bp
hpunoxeHusiTa npe3 aupekTHa Internet Bpb3ka M MapLupyT Npe3 AUpekTHa Internet Bpb3ka 1
pes Internet Bpb3kaTa Ha LieHTpasiHa



L

REQ.85.

REQ.86.

MPUNOXEHWUE NS 2,2

npe3 Internet Bpb3kaTa Ha LieHTpasHa nokauyst. a nokauus A0 SaaS npunoxeHus,

nogabpxa MuHumym Microsoft Office 365 n AWS

BKntouutenHo Microsoft Office 365 n AWS

Ha 6a3a 3aKbCHeHWe 1 3aryba Ha naketu.

fla noAAbpxa MUHUMYM cnefHuTe MeToan 3a lMpeanoxenusT oTAL Bbarapus EAL

ynpaBfieHne 1 HabnoaeHve:;

Cisco ISR1100-6GPM20 noaabpxa

*  Ynpasnenue 4pe3 SD-WAN KOHTPONEPUTE B yeTou 3a yrpaBreHme 1 HaGoAeHHe:

TOBa 3ajaHve
DHCP knuneHt
DHCP cbpBbp
DHCP Relay
DNS

Split DNS
DDOS 3auuta
NTP

SNMP

SSH

EkcriopTvpaHe Ha TpadmuHa nH(opmaLms
ype3 IPFIX, JFlow, NetFlow nnm nogobeH
NPOTOKO/T KbM BBHLLUHA CHUCTEMA 38 aHa/In3
Ha Tpaduka

Traffic  policing 3a KoHTpo/MpaHe Ha
Tpaduka [0 KOHTpONHATa CucTemMa Ha
MapLupyTu3aTopa

ABTOMaTWYHO OTKpMBaHe Ha MTU, Ha WAN
TPaHCMOPTHUTE MPEXN

Ynpasnexve Ha fgoctbna ype3 RADIUS u
TACACS+ cuctemum.

YCTPOIiCTBOTO  fla €  OKOMN/IEKTOBAHO

CbC

CbOTBETHUTE JIMLUEH3M W MNpaBa 3a WU3MN0N3BaHe

criopef, YCNoBNsTA Ha NPOU3BOANTENS;

YCTpoCTBOTO fa e okomnnektoBaHo ¢ SDWAN

NMLEH3M 3a MHUMYM 1Gbps WAN Tpadouk.

* Ynpasneune  ype3  SD-WAN
KOHTpONepuTe B TOBA 3ajaHue
DHCP knneHt
DHCP cbpBbp
DHCP Relay
DNS
Split DNS
DDOS sawuta
NTP
SNMP
SSH
ExcnoptvpaHe  Ha  TpaguuHa
nHcpopmaums ypes IPFIX, JFlow,
NetFlow KbM BbHLUHA cucTema 3a
aHann3 Ha Tpadmka
Traffic policing 3a KOHTpONMpaHe Ha
Tpadhmka 4O KOHTPOHATA CUCTeMa
Ha MapLLpyTu3aTopa
ABTOMATWYHO OTKpMBaHe Ha MTU,
Ha WAN TpaHCMOpTHUTE MPEXK
YnpasneHue Ha [JocTbna upes
RADIUS n TACACS+ cuctemm.

MpepnoxeHnar ot Al buarapua EAL

Cisco ISR1100-6GPM20 e okomniekroBaH
C BCUYKM HEOOXOAMMM NTNLEH3N 1 NpaBa 3a
M3M0N13BaHe, CbINIACHO U3NCKBaHUATA Ha
npoussogutens Cisco Systems

Cisco ISR1100-6GPM20 e npefnoxeH ¢
SDWAN nuueH3eH aboHameHT 3a 1Gbps
WAN Tpachuk, 3a CPOK OT 5 rofinHw.
Mpogaykros Homep E2N-SDWAN-C-T2-G-A
(Enterprise WAN Tier 2 Cloud (1G) DNA EA
Advantage).



rtiw Li-Xe_,

[apaHuusa 1 noaapbXKa,;

CpoK Ha xapayepHarta rapaHuus - MuHUMym 5 (et

REQ.88.
rOAVHN.

CpoK Ha TeXHYecka NoaabpXKa - MuHAMYM 5 (neT)

REQ.89.
FOAHN.

MonyyaBaHe Ha HOBM Bepcun Ha cogtyepa -

REQ.90.
MUHUMYM 5 (NET) rof4NHM.

Cpok Ha abOHaMeHTMTE 3a 13N0N3BaHe Ha

REQJL

CO(PTYEPHM (PYHKLMM - MUHUMYM 5 (MET) roguHM.

MPUTOXEHWENe 2.2

Cisco ISR1100-6GPM20 e npeAnoxeH cbe
cepsu3eH naket CON-SNT-GSR11060 (
SNTC-8X5XNBDISR1100 Router, 4 GE
LAN/WAN Ports and 2), KoiiTo ocurypsiea
XapLyepHa rapaHuus 3a 5 roguHn ¢
npegapuTesiHa noAmsHa no cxema
8x5xNBD Ship.

Cisco ISR1100-6GPM20 e npef/ioxeH CbC
cepsu3eH nakeT CON-SNT-GSR11060 (
SNTC-8X5XNBDISR1100 Router, 4 GE
LAN/WAN Ports and 2), KoiiTo ocurypsisa
L0CTHN [0 LieHTbpa 3a TexHn4ecka
nogapwxka (Technical Assistance Center-
TAC) Ha Cisco Systems 3a CpoK 0T 5
rOAVHN.

Cisco ISR1100-6GPM20 e npef/ioXeH CbC
cepsu3eH nakeT CON-SNT-GSR11060 (
SNTC-8X5XNBDISR1100 Router, 4 GE
LAN/WAN Ports and 2), KoiiTo ocurypsisa
A0CTHMN 40 BCUYKM COPTYEPHI BIAEATH U
BArpeiian 3a npofykta npe3 Web caitta Ha
NpOoN3BOAUTENS 32 CPOK OT 5 TOANHM.

Cisco ISR1100-6GPM20 e npef/ioxeH ¢
aboHameHTeH nueH3 E2N-SDWAN-C-T2-
G-A, KOiiTO jaBa NpaBo Ha Bb3NOXUTENS
[ia 13M0/138a BCUYKN COCDTYEPHM OyHKLMK
Ha NpOAyKTa, ONKCaHN B TEXHUYECKUTE

131CKBaHWA 3a HEero, 3a CPOK OT 5 roANHM.

1.4.3.CothTyepHo fethunHmpaH mapLupytusarop tin 3 - 36 6pos.

3nckaHo oT Bb3noxutens

A.

MpenoXeHo OT yyacTHUKA
b.

O6ua nHgopmaums

naEAL
14
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MpepnoxeHnaT ot Al bvarapusa EAL
3axpaHBaHe -B AnanasoHa oT MiuHuMyMm 100 po 24C
REQ.92. VAC. Cisco ISR 4451 npuTexasa 3axpaHBaHe B
AvanasoHa 100 fo 240 VAC
MpepnoxeHnaT ot Al Bwvarapus EAL
REQ.93. PaboteH TemneparypeH anana3soH ot 0° o +40 °C  Cisco ISR 4451 uma paboTeH Temn.
ananasoH ot 0 go 40°C
MpepnoxeHnat ot Al bunrapusa EAL
REQ.94. Llacu 3a MoHTax B 19" Lukadh Cisco ISR 4451 e s or
NpPOu3BOANTENA B LUACK 38 MOHTaX B 19
wad.
MpepnoxeHuat oT Al bvnrapusa EAL
REQ.95. [lBa ToKo3axpaHBaLLy Mogyna Cisco ISR 4451 uma fiBa ToKO3axpaHBalLLy
Mogyna.
MpennoxeHnat ot Al bvnrapus EAL
Cisco ISR 4451 vma ueTpm nHTebeica,

MUHUMYM YeTupu MHTepdeiica, KOUTO noaabpxar
REQ.%. nogabpxawy 100/1000BASE-T v SFP.

100/1000BASE-T u SFP
KaTto 1ma Bb3MOXHOCT 3a fl06aBsiHe Ha
[OMb/IHUTE/IHA KapTa C NOPTOBE.
MpepnoxeHnar oT AL bunrapua EAL
REQ.97. Bpoit USB noptoBe - MUHUMYM 1, Cisco ISR 4451 nputexasa USB nopt

Bepcua 3.0

MpepnoxeHuar ot AL bunrapua EAL
REQ.98. KoH3oneH nopt -1 Cisco ISR 4451 nputexasa RJ45

KOH30/1eH nopT

MpepnoxeHnar ot AL bunrapus EAL

REQ.99. MuHuvym 8GB ORAM _
Cisco ISR 4451 nputexasa 8GB DRAM

Mpepnoxennar or AL bwnrapua EAL

Bb3mMOXHOCT 3a fobaBsaHe Ha mogyn ¢ LTE cat. 6
REQ.100 Cisco ISR 4451 noppbpxa LTE cat. 6

MOZEeM
MOZEM.
MpepnoxeHnar ot Al bvnrapus EAL

Bb3amoxHocT 3a fAob6aBsHe Ha MuHMMyM ocem Cisco ISR 4451 nogabpxa Bb3MOXHOCT 3a

REQ.101;
WOOBase-T nopta [06aBAHe Ha [JOMb/IHUTE/HI OCEM MnopTa

1000Base-T.



REQ.102

REQ.103

REQ.104

REQ.105

MPUNOXEHVEN9

MpoussogutenHoct ot MuHuMymM 30bps throughput{ Mpeanoxenust oT AL Bbnrapus EAL
3a IPSec SDWAN Tpadouk ¢ 1400 6auta, unm no- Cisco ISR 4451 nputexasa

ronem,

NnakeTn.

MponsBoauTeNHOCTTA  Ha

MpefnaraHoTo  YCTpoiicTBO TpsiBa fAa Gbae

YI0CTOBEpPEHa

ype3  Gpolypa,

TEXHNYECKN

PBKOBOACTBO UK Aeknapauns ot NPpon3BoAnTENA

[la yyactBa B SDWAN Mpexa nof ynpas/ieHue Ha

SDWAN KoHTponepuTe B TOBa 3ajaHue

[la nogabpxa IPv4 1 IPv6 WAN TpaHCNOPTHI MPeXu

[la nogabpxa marpaxaaHeto Ha SDWAN overlay ¢

13M0n3BaHeTo Ha IPSec

[la nogabpxa MuHMMym AES-256 GCM anroputsm

REQ.106. 3a kpunTipaHe Ha Tpadmka

REQ.108

REQ1Q9

—C T

[la nogabpxa IPsec AH ¢ M3non3saHe Ha MUHUMYM
REQ.107. HMAC-SHAL anroputsm

[la u3nonssa yHuKanHa [goiika KnoUoBe 3a BCEKM

PSec TyHen B Mpexara - IPSec pairwise keys

[la nogavpxa wsrpaxpaHe Ha GRE TyHenn po

BBbHLUHW CUCTEMM 3a CUTYPHOCT

£>.

npownssoautenHoct ot 3,6Gbps throughput
3a IPSec SDWAN 3a 1400 6aiiToBu
nakeTu. lpon3BoaMTENHOCTTA Ha
npeanaraHoTo ycTpoiicTBo 0T AL Bbarapus
EAJ ce ynocToBepsiBa ¢ feknapauus o1
npon3BoauTeNs.

MpepnoxeHnar ot AL Bwarapus EAL
Cisco ISR 4451 yyacta B SDWAN
Mpexara nog ynpasneHue Ha SODWAN
KOHTpOnepuTe.

MpepnoxeHuar ot Al bunrapua EAL
Cisco ISR 4451 nogabpxa IPv4 u IPv6
WAN TpaHCnopTHY MPEXH.

MpepnoxeHuaT ot AL bunrapua EAL
Cisco ISR 4451 nopabpxa u3rpaxaaHeTo
Ha SDWAN overlay ¢ n3non3saHeTo Ha
IPSec Bbpxy Bcakaksn WAN Mpexu
Mpepnoxennar ot Al buarapua EALL
Cisco ISR 4451 nogabpxa AES-256 GCM
anropuTbM 3a KpUNTUpaHe Ha Tpaduka.
MpepnoxeHuar oT Al bwvnrapusa EAL
Cisco 1SR 4451 nopabpxa IPsec AHC
n3nonssaHe Ha HMAC-SHAL anroputbm.
MpepnoxeHuar oT Al bunrapua EAL
Cisco ISR 4451 3non3Bea yHuKasHa
[ABOViKa KNto4oBe 3a Bceku IPSec TyHen B
Mpexara - IPSec pairwise keys
MpepnoxeHnar ot AL bunrapua EAL
Cisco ISR 4451 nopabpxa usrpaxiaHe Ha
GRE TYHENW A0 BbHLUHK CUCTEMU 3a

kurypHocr.
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MPUNOXEHWNE Ne 2.2

fla nogabpxa TLS wmm DTLS npotokonm 3a MpegsioxenusT oT AL Bbnrapus EAL
nsrpaxgaHe Ha KoHTponHute Bpb3kM A0 SD-WAN Cisco ISR 4451 nogabpxa TLS wm DTLS

REQ.110
KOHTpONEpUTE

[la nogabpxa yAocToBepsiBaHe Ha UAEHTUYHOCTTA

MEX[y KOHTPONEpUTE W MaplupyTi3aTopuTe C

LndppoBK ceptudnkati

REQ.111

[la ¥Ma MHCTa/mMpaH OT MpOW3BOANTENS LMGIPOB

ceptudpukar B TPM wmogyn wwm fa W3nonssa

XapflyepHo peLLeHme 3a 3alluTa Ha cepTudmkaTiTe

W KNKYoBETe € NofobHa doyHKLMOHaTHOCT

REQ.112

[la nogabpxa m3nonssaHe Ha ceptudoukatn ot CA

Ha Bb3/I0XUTENA

REQ.113

[la nogabpxa MuHuMym AES-256 GCM aroputbm

3a LUMhpoBaHe Ha KOHTPO/THITE BPb3KK 40 SD-WAN

KOHTPONEPUTE M BEPUCMKALIMA HA MHTErpUTETA Ha

REQ.114
AaHHUTE,

[la nogmbpxa M30/MpPaHETO Ha Tpadmka OT

onpe/enexu

BbTPELLHN

nHTEpdeiick

ypes

REQ.115 u3nonssaHe Ha VRF, MPLS unu nogo6eH npoToKon

3a CerMeHTaumsa

TT

(Ku .

MPOTOKO/N 3a U3rpaxJaHe Ha KOHTPO/THUTE
BPb3KM 10 SD-WAN KoHTponepure.
Mpepnoxennat oT AL buarapua EAL
Cisco ISR 4451 noaabpxa 2048 bit RSA
Authentication (ygocToBepsiBaHe Ha
naeHTnyHoctTa) Ha Control Plane mexay
MapLLpyTU3aTOPUTE 1 KOHTPO/IEPUTE C
M3M0/13BaHe Ha LMpoBK CepTUthuKaTL.
MpepnoxeHuar ot AL bunrapua EAL
Cisco ISR 4451 uma Trusted Board 1D uun
(XapAyepHo peLLeHue 3a 3alluTa Ha
CepTUdMKaTUTE W KTKOYOBETE), B KOWTO €
NHCTaMPaH LpoBMS cepTUdmkar Ha
MalupyTu3aTopa. Tosu cepTudonkar
BK/Tt0UBA NMYBNYHUS 1 YaCTHUS KITHOUOBE,

KaKTO 1 CepUitHIS HOMEp Ha cepTudMKaTa.

MpepnoxeHuat ot AL Bunarapua EAL
Cisco ISR 4451 nopaabpxa 13nosi3BaHeTo
Ha cepTuchmkat, nognucad ot CA Ha
Bb3/IOXUTENS.

MpepnoxeHnar oT AL bunrapus EAL
Cisco ISR 4451 nopabpxa AES-256 GCM
anropuTbM 3a LWMgpoBaHe Ha
KOHTPO/HMTE BpB3kK A0 SD-WAN
KOHTpONepuTE 1 BEpUMKaLms Ha
WHTErpuTETa Ha AaHHUTE.

MpepnoxeHnat ot AL buarapua EAL
Cisco ISR 4451 nogabpxa 13onnpaHeTo
Ha Tpadhuka 0T OnpefeNieH BbTPELLHN
nHTepdheiicn upes usnonssaHe Ha VRF,

MPLS npotokon 3acerm!
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[la noaobpka cermeHTvpaHe Ha Tpadmka npu Mpeanoxenusat oT Al Bbarapua EAL
SDWAN npeHoca upe3 VRF, MPLS wm nogobeH Cisco ISR 4451 nogabpxa cermeHTpupaHe

MPOTOKON 3a CETMeHTaLus. Ha Tpadhuka npu SDWAN npeHoca ype3
VRF, MPLS npoTokon 3a CermeHTauus.

REQ.116,

[la nopabpxa asTomatnyHo m3mepBaHe Ha packet MpegnoxeHust ot AL bbarapus EAL

loss, jitter v delay 3a Bceku SDWAN IPSec tyHen.  Cisco ISR 4451 nopgbpxa aBTOMaTnyHo
n3MepBaHe Ha packet loss, jitter n delay 3a
Bcek SDWAN IPSec TyHen.

REQ.117

[la nofabpxa aeBTOMATWYHO MapllyTusnpaHe Ha [MpepnoxeHuaT ot Al buarapua EAL
NPUIOXEHNA U TPYNK OT NpUIoxeHns npes pasnuyHn Cisco ISR 4451 noaabpxa aBToMaTUyHO
WAN Bpb3ki Ha 6a3a AMHAMUYHWUTE NapameTpuTe MapLUpyTU3MPAHE HA HUBO NPUIOXEHUS W
REQ.118 Ha IPSec WAN TyHenute - packet loss, jitter n delay rpynu oT npunoxeHus npes pas/inyHu
TunoBe WAN Bpb3ku Ha 6a3a
AvHamMnyHuTe napametpute Ha IPSec WAN
TyHenmTe - packet loss, jitter u delay.

[la nma BrpageH zone firewall Mpesnoxernat oT AL Buarapus EAL

REQ.119 _ _
Cisco ISR 4451 wwva BrpageH zone firewall.

lla uma applicaton firewall ¢ BrpageHo MpepnoxeHnst oT Al Buarapus EAL
REQ120 pasno3HasaHe Ha NpuUIoxeHusaTa Cisco ISR 4451 uwma Application Firewall ¢
' BrpajieHa cuctema, KosTo pasnosHasaH

Hag 1400 npunoxeHusa Ha Layer 7
[la nogavpxa duntpupane Ha Tpagouka upe3 ACL - MpegioxeHnat oT AL Buarapus EAL
REQ.121 Cisco ISR 4451 nogabpxa huntpupaHe Ha
Tpaguka upes ACL.
[la  nogavpxa  Hanmb/HO  aeTOMaTu3vpaHo [MpegnoxeHuAT ot Al buarapua EAL
MbpBOHaYa/IHO nposu3npaHe - plug-and-play, zero Cisco ISR 4451 nogabpxa Hamb/HO
REQZ2 touch plug&play v nogobHu 3a aBTOMATUYHO ABTOMATM3MPAHO MbPBOHAYAIHO
oTkpuBaHe 1 cBbp3BaHe  KbM  SD-WAN nposusmpaHe - plug-and-play, zero touch
KOHTpOnepute plug&play 3a aBTOMaTYHO OTKPUBAHE W

cBbp3BaHe kbM SD-WAN KoHTponepute.
{Ja nogabpxa ynpasnsemu IPSec Tonosioruv - hub- Mpegnoxernat oT AL Bbarapus EAL

"?EQ.123 and-spoke, full mesh n kombuHauun mexay agete  Cisco ISR 4451 nogabpxa paboTa B
pa3nnyHn SDWAN IPSec Tononoruu, kato



MPUNOXEHME Ne 2.2

hub-and-spoke, full mesh n kombuHaLms

MeXay ABeTe.
[la nopabpxa oTAenHa, BUPTYyasiHa, Tononorua 3ai Mpeanoxenuat oT Al Bbarapus EAL
BCEKN CerMeHT Cisco ISR 4451 noaabpxa OTAeNHa,

REQ.124
BUPTYyaU1Ha, /iornyecka Tono1orna 3a BCeKu

VPN (VRF) cermeHr.

fla nogabpxa cneaHUTe NPoOTOKOMM 3a UHTerpauusa MpesnoxeHuat ot AL Bbarapus EAL

C BBHLUHU MpeXu: Cisco ISR 4451 nofabpxa cnefHute
«  Static route MPOTOKO/IN 38 WHTErpaums C BbHLLHM
REQ.125
+  OSPF MPEXM:
+ BGP Static route, OSPF, BGP n VRRP
+ VRRP
REQ.126 [a nogabpxa 802.1Q MpepnoxeHnar ot AL Bwuarapus EAL
Cisco ISR 4451 nogabpxa 802.1Q
REQ.127 [la nogabpxa IGMP v2 nv3 Mpepnoxeunar ot AL Bwarapus EAL
Cisco ISR 4451 nogabpxa IGMP v2 nv3
REQ.128 [la nogabpxa MuHumym PIM SSM Mpepnoxennar ot AL buarapus EAL
Cisco ISR 4451 nogabpxa PIM SSM
[la nogabpxa PIM rendezvous point MpepnoxeHnar ot AL Buarapua EAL
REQ.129 Cisco ISR 4451 nogabpxa PIM rendezvous
point (RP)
nogabpxa cratniyed u guHamded NAT u NAT Tpegnoxenuat ot AL Boarapus EAL
REQ.130 pool Cisco ISR 4451 nopabpxa cratudeH NAT,

BK/1. AnHamuyed NAT u NAT pool

[la nopabpxa nsrpaxaaqe Ha SD-WAN npes NAT Ha Mpeanoxennst ot AL Bbuarapus EAL
BbHIWHO YycTpoiicTBo (CPE, Internet Gateway u Cisco ISR 4451 noambpxa U3rpaxaHe Ha
nogo6Hu) - NAT overlay SD-WAN npe3 pa3nuynu Bugose NAT Ha
REQ.131. BBHLUHO ycTpoiicTso (CPE, Internet
Gateway 1 nofo6Hu), kakro n NAT Overlay
- NAT Ha KnmeHTCKna Tpadomk npeau A
BKapBaHeTo My B SDWAN TyHena.

arno a QoS: Mpepnoxe oTAl Bbhral
REQ.132'D' noaabpxa Q PeLI0KEHNAT OT brapus EA[ 11

« M 8 nakeTHu onal a uHTepdelic Cisco ISR 4451 noaonbpxa QoS — s*.
NHMYM 8 MakKeTHM onaLLKv Ha MHTepdeil JiTige) i,g'—f*» 4
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LLQ onatuka

YnpasneHue Ha naketHuTte onawku ¢ WRP
WM NOAOGEH anroOpUTHM

YnpasenHue Ha 3afpcbTBaHuATa ¢ RED u
WRED anroputmu

Traffic policing

Traffic shaping

AsTomaTtnyeH traffic shaping 3a Bcekn VPN
TYHEeN  CbOOpasHO  nmponyckatenHata
cnocobHoct Ha WAN  Bpb3kata, Ha
otpaneyernss SD-WAN pytep

QoS Bbpxy VLAN uHTepdhelicy
MpemapkupaHe Ha DCSP noneto Ha 6asa

NOSTUTUKK

[la nogabpxa packet duplication - u3npatiaqe Ha
eONH NakeT Mo fABa OTAe/HW Mapwpyta Ao

npuemawms SD-WAN mapLupyTt13aTto
REO.133 p L pLipyT p

a uma BrpaaeH IPS
REQ.134 A PaA

[la uma BrpageHa Anti Malware 3awura

REQ.135

[la uma URL dhuntpupaHe no kareropum
4REQ.136

MPUNOXEHNENS 2.2

MuHumym 8 nakeTHu Onalki Ha
nHTEpdheiic

LLQ onatuka

YnpaBfieHne Ha nakeTHUTE onaLku
¢ WRP

YnpaBsenHue Ha 3afpchbTBaHusTa C
RED n WRED anroputmu

Traffic policing

Traffic shaping

AsTomatnyeH traffic shaping 3a
Bcekn VPN TyHen cbobpasHo
nponyckatenHata CnocobHOCT Ha
WAN Bpb3kata, Ha OTAasIeyeHus
SD-WAN pytep

QoS Bbpxy VLAN nHTEpheiicy
MpemapkupaHe Ha DCSP noneto

Ha 6a3a NoAUTUKM

MpepnoxeHuar ot Al bunrapua EAL
Cisco ISR 4451 nopabpxa packet
duplication - u3npatLaHe Ha eauH nakeT no
/iBa OTAEMHN MapLUpyTa 40 NpremaLLms
SD-WAN mapLupyTmr3aTop, ¢ TexHonoruara
Packet Duplication for Noisy Channels.
MpepnoxeHnat ot Al Buarapua EALL
Cisco ISR 4451 nma BrpageH IPS
MpepnoxeHnar ot Al buarapua EAL
Cisco ISR 4451 vma BrpageHa Anti
Malware 3awuta

Mpegnnoxennar of AL Bbnrapus EAL
Cisco ISR 4451 nma URL chuntpupare no

KaTeropuu



REQ.137

REQ.138

[la ocurypasa pekpuntupaHe Ha SSL u TLS 3a

NHCEKTVPaHe Ha KpUNTUpaH Tpaduk

[la nogabpxa aBTOMaTUYeH 1360p Ha Hail-0o6pus
MapLUpyT A0 SaaS NpUIoXeH!s upes n3mepBaHe Ha

3aKbCHEHNETO U 3ary6ata Ha naket Oo SaaS

npe3 Internet Bpb3kaTa Ha LeHTpanHa fokaums. [la
noAgbpxa Muaumym  Microsoft Office 365 n AWS

[la noAbpXa BICOKA HAAEXIHOCT Ype3 ChbBMECTHA
pabota C BTOPO YCTPOMCTBO OT ChbUiS TUM W

n3non3saHe Ha Herosute WAN TpaHCNOPTHM

REQ.139 uHTepdoeiicn 3a uarpaxpaHe Ha SPSec SDWAN

REQ.140

TPAHCMOPTHM TyHENM

Ynpasnexue ype3 SD-WAN koHTponepute B
TOBA 3a/laHne

DHCP knmneHTt

DHCP cbpBbp

DHCP Relay

DNS

NTP

SNMP

SSH

EkcriopTupaHe Ha TpadmyHa WH(opmaums
ype3 IPFIX, JFlow, NetFlow i nogobeH
MPOTOKO/ KbM BBHLUHA CUCTEMA 38 aHa/IN3
Ha Tpaduka

Traffic policing 3a KOHTpo/MpaHe Ha
Tpaguka [0 KOHTpO/HaTa CuUCTeEMa Ha
MapLupyTu3aTopa

AN

MPUNOXEHME Ne 2.2

MpepnoxeHnar or Al bbarapua EAL
Cisco ISR 4451 noaabpxa gekpuntupaqe
Ha SSL 1 TLS 3a uHcnektpaHe Ha
KpunTupaH Tpaduka

MpepnoxeHnar oT Al bunrapua EAL
Cisco ISR 4451 nopabpxa aBToMaTtuyeH

1360p Ha Hait-0o6bP MapLIpyT npe3

npUNoXeHuaTa npe3 AupekTHa Internet Bpb3ka U [upekTHa Internet Bpb3ka v npes Internet

Bpb3KkaTa Ha LieHTpasHa fiokauma o SaaS
NPUoXeHns, BKIouMTENHO Microsoft Office
365 1 AWS Ha 6a3a 3aKbCHEHWe 1 3aryba
Ha naketu.

MpepnoxeHnar ot Al buarapua EAL
Cisco ISR 4451 nogabpxa BuUcoka
HaJeXAHOCT ype3 paboTa ¢ BTOPO
YCTPOMCTBO OT CHLUMAT TUN U U3M0/3BaHE
Ha HerosuTe WAN TpaHCnopTHM
nHTEpheiicK 3a nrpaxaaqe Ha IPSec
SDWAN TpaHCnopTHU TyHenwu.

[a nogabpxa MuHUMYM cnegHute Metoau 3a [pepnoxeHuAaTr ot Al bwnrapus EAL
yrpas/ieHne 1 HabMioLeHue:

Cisco ISR 4451 nopgbpxa MeToam 3a
ynpaBneHne n HabntoaeHue:

* YnpasneHne  u4pes  SD-WAN
KOHTpO/IepUTE B TOBA 3aaHue
DHCP knmneHT
DHCP cbpBbp
DHCP Relay
DNS
NTP
SNMP
SSH
EkcnoptupaHe  Ha  TpaguuHa
nHpopmauus  upes  IPFIX, JFlow,
NetFlow KbM BBHLUHA cucTema 3a
aHa/3 Ha Tpadhuka
Traffic policing 3a KOHTpO/IMpaHe Ha
Tpaguka [0 KOHTpOo/HaTa cuctema
Ha mMapLLpyTu3artopa _ -

\ 24
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YCTpOIACTBOTO

AsTOMaTNYHO OTKpMBaHe Ha MTU, Ha WAN
TPaHCNOPTHUTE MPEXK

Ynpasenuue Ha goctbna ype3 RADIUS u
TACACS+ cuctemn.

€ OKOMM/EeKToBaHO  CbC

Aa

REQ.141 cbOTBETHWTE /IMLEH3N W NpaBa 3a W3N0S3BaHe

REQ.142

REQ.143

REQ.144

REQ.145

criopeq, yCnoBusTa Ha Npou3BoAUTENS:;

YCTpOIACTBOTO Aa € okomniektoBaHo ¢ SDWAN

" MLEH3N 32 MuHUMYM 1Gbps WAN Tpadhmk

FapaHUus v NoAAPbXKA:

Cpok Ha xapayepHarta rapaHuus - MUHUMYM 5 (TeT)

FOAMHU.

CpoK Ha TeXHYECKa NOAAbPXKA - MAHUMYM 5 (NeT)

FOAMHM.

MonyyaBaHe Ha HOBM BepcM Ha codhTyepa -

" MUHUMYM 5 (NET) oAy,

MPUNOXEHMENS 2.2

* AsTOMaTW4YHO OTKpMBaHEe Ha MTU,
Ha WAN TpaHCNOpPTHUATE MPEeXw

* YnpasneHue Ha [gocTbna upes
RADIUS n TACACS+ cuctemu.

Cisco ISR 4451 e OKOMMNEKTOBAH C BCUYKM

HeobXo4YMM NLIEH3N 1 NpaBa 3a
13no/i3BaHe, CbINacHo U3NCKBaHUATA Ha
npoussoauTens Cisco Systems

Cisco ISR 4451 e npepgnioxeH ¢ SDWAN
NnueH3eH aboHameHT 3a 1Gbps WAN
Tpaduk, 3a CPoK 0T 5 roanHu. MpoayKToB
Homep E2N-SDWAN-C-T2-G-A (Enterprise
WAN Tier 2 Cloud (1G)DNAEA
Advantage).

Cisco ISR 4451 e npea/ioxeH CbC
cepau3eH nakeT CON-SNT-ISR445D1 (
SNTC-8X5XNBD Cisco ISR 4451 (4 GE, 3
NIM, 2 SM) with), KoitTo ocurypsiBa
XapAyepHa rapaHuus 3a 5r ¢
npesapuTeniHa nogMsaHa no cxema
8x5xNBD Ship.

Cisco ISR 4451 e npef/ioxeH CbC
cepau3eH naket CON-SNT-ISR445D1 (
SNTC-8X5XNBD Cisco ISR 4451 (4 GE, 3
NIM, 2 SM) with), koliTo ocurypsiBa 4OCTbN
10 LieHTbpa 3a TeXHM4Yecka NofApbXKa
(Technical Assistance Center- TAC) Ha
Cisco Systems 3a Cpok 0T 5 rofuHm.

Cisco ISR 4451 e npefnoxeH cbC
cepsu3eH naket CON>SNT-ISR445D1 (
SNTC-8X5XNBD Cisco ISR 4451 (4 GE, 3
NIM, 2 SM) with), KoiiTo ocurypsisa 4oCTbN



MPUNOXEHNENs 2.2

3a npogaykTa npe3 Web caitta Ha
MPOU3BOAUTENA 38 CPOK OT 5 TOAUHMU.
Cisco ISR 4451 e npefioxeH ¢
aboHameHTeH mueH3 E2N-SDWAN-C-T2-
Cpok Ha aboHameHTUTE 3a u3non3saHe Ha G-A, KOITO asa npaBo Ha Bb3/OXUTENS

COPTYEPHN PYHKLMAN - MUHUMYM 5 (NET) roAnHM [ia U3M0/138a BCUYKN CODTYEPHN (PYHKLMN
Ha NpOAyKTa, OnMCaH1 B TEXHNYECKUTE

REQ.146

31CKBaHWA 3a HEro, 3a CPOK OT 5 roAnHM.

1.4.4.CodpTyepHO aedomHMpaH MmapLipytnsatop tun 4 -2 6pos.
N3nckaHo OT Bb3noxuTens MpeaIoKeHO OT yyaCTHMKA
A. B.
0O6uia nHhopmauus
Mpegnoxennat ot AL Buarapua EAL
3axpaHBaHe -B AnanasoHa ot MuHumym 100 fo 240
REQ.147 VAC Cisco ASR1001-X nputexasa 3axpaHBaHe
B Anana3oHa 100 fo 240 VAC
MpepnoxeHuar ot AL bunrapus EAL
REQ.148 PaboteH TemnepartypeH gnanasoH ot 0° go +40 °C  Cisco ASR 1001-X paboTeH Temn.
AvanasoH ot 0 go 40°C
Mpegnoxenuat ot AL Buarapus EAL
REQ.149. LLiacy 3a MoHTaX B 19" lwKkady Cisco ASR 1001-X & o/ or
NPOK3BOANTENA B LUACK 38 MOHTaX B 19°
Lwkad.
Mpepnoxenuat ot AL Bunrapusa EAL
REQ.150 [lBa ToKo3axpaHBaLly mogyna Cisco ASR 1001-X uma apa
TOKO3axpaHBaLy Mogyna.
Mpegnoxexnat oT AL Buarapus EAL
Cisco ASR 1001-X nputexasa LecT
nHTedpeiica 100/1000BASE-T n aga SFP+

nopta.

REQ.151 Mwunumym wwect 10Q0BaseT v aABa SFP+ nopra.

Mpennoxennat ot AL Bwnarapus EAL

YCTpoicTBOTO fa Obfle [A0CTaBEHO C YeTupn
REQ.152 Cisco ASR 1001-X e 6bae 10CTaBEHO C

10GBASE-SR SFP+ mopyna
yetupn 10GBASE-SR SFP+"ogyna.

N



REQ.15: Bpoit USB noptose - MUHUMYM 1,

REQ.154 CepueH KOH30/1eH NOPT - MAHUMYM 1

REQ.155, MuHumym 8GB DRAM

[MpOn3BOAMTENHOCT OT MUHUMYM 6Gbps throughput
3a IPSec SDWAN Tpadwmk ¢ 1400 6aiita, nam no-

ronemu,  naketu.

REQ.156

yOCTOBEpEHA  upe3  6polLypa,

Mpou3BOAUTENHOCTTA  HA

npefnaraHoTo YCTPOICTBO TpsibBa fa 6Obae

TEXHNYECKK

PBHKOBOACTBO WM AAeKnapalns 0T NPoU3BOAUTENS

[la yyactBa B SDWAN Mpexa nof ynpasneHne Ha

SDWAN KoHTponepuTe B TOBa 3afiaHue

REQ.157.

nogabpxa IPv4 n IPv6 WAN TpaHCnopTHU Mpexu

REQ.158

[la nogabpka usrpaxgaHeto Ha SDWAN overlay ¢

13n013BaHeTo Ha IPSec
REQ.159

[la nogabpxa MuHuMym AES-256 GCM anroputbm

3a KpUNTpaHe Ha Tpamuka
REQ.160 PATTp Pacp

MPUNOXEHMENS 2.2

Mpepnoxennar ot Al bunrapua EAL
Cisco ASR1001-X nputexasa USB nopt
Bepcua 3.0

MpennoxeHnat ot Al bbarapua EAL
Cisco ASR 1001-X nputexasa RJ45
KOH30/1EH MOpT.

Mpepnoxennar oT AL Bovarapua EAL
Cisco ASR 1001-X nputexasa 8GB DRAM.
MpennoxeHuat ot Al Bwvarapua EALL
Cisco ASR 1001-X nputexasa
npownssoguTenHoct ot 7,8Gbps throughput
3a IPSec SDWAN Tpadhuk ¢ 1400 6aiitosu
naketu. lNpon3BoauTENHOCTTA Ha
npeanaraHoTo YCTponcTeo oT Al Bbarapus
EA/ ce ynocToBepsBa C Aeknapauma ot
MPOU3BOANTENS.

MpepnoxeHnar ot AL Bbarapua EAL
Cisco ASR 1001-X yuyactea 8 SDWAN
Mpexara nog ynpasneHue Ha SDWAN
KOHTpONepuTe.

MpepnoxeHuar ot AL Bunrapua EAL
Cisco ASR 1001-X nogabpxa IPv4 n IPv6
WAN TpaHCnopTH1 MPEexu.
MpepnoxeHnat ot AL Buarapua EAL
Cisco ASR 1001-X noaabpxa
nsrpaxaaHeto Ha SDWAN overlay ¢
13non3saHeTo Ha IPSec BbpXy BCAKaKBY
WAN Mpexu

MpepnoxeHuar oT AL bunrapusa EAL
Cisco ASR 1001-X nogabpxa AES-256
GCM anroputbm 3a KpunTupaHe Ha

Tpadmka.

27



REQ.161

REQ.162

REQ.163

REQ.164

REQ.165

REQ.166

REQ.16

MPUNOXEHNENs Z22

fla nogabpxa IPsec AH ¢ n3nonssaHe Ha MUHUMYM [peg/ioxeHusaT oT AL bbarapus EAL

HMAC-SHAL anroputbm

[la u3nonssa yHukasHa ,U,BOVIK& KNHO4Y0BE 3a BCEKK

IPSec TyHen B Mpexara - IPSec pairwise keys

[a nopgabpxa wmsrpaxpaHe Ha GRE TyHenu po

BbHLIHW CUCTEMW 3a CUTYPHOCT

[a nogobpxa TLS wnn DTLS npotokonn 3a
n3rpaxaaHe Ha KOHTpO/HUTE Bpb3ku A0 SD-WAN

KOHTpONepuTe

[la noaabpXa yAoCcToBepsiBaHe Ha UAEHTUYHOCTTA

MEX[y KOHTPONepUTE W  MapLupyTM3aTopute C

LndppoBu cepTudpmkatm

[la »ma wHCTasMpaH OT MpOW3BOAUTENS LMCPOB
ceptucpukar 8 TPM wmogyn wam fa u3nonssa

Xap/lyepHo pelLeHe 3a 3alluTa Ha cepTudukaTTe

W KNKOYOBETE C NMoao6Ha (hyHKLIMOHANHOCT

fla nogabpxa 13nonssaHe Ha ceptudmkatn ot CA

Ha Bb3noxuTens

Cisco ASR1001-X nogabpxa IPsec AH ¢
n3nonssaHe Ha HMAC-SHAL anroputbm.
MpepnoxeHnar ot A1 buarapua EAL
Cisco ASR 1001-X u3non3Bea yHukasHa
[BOIKa KNo4oBe 3a Bcekn IPSec TyHen B
Mpexara - IPSec pairwise keys
MpepnoxeHuar ot Al buarapua EAL
Cisco ASR 1001-X nogabpxa nsrpaxaaHe
Ha GRE TyHenm 0 BLHLLUHK CUCTEMU 33
CUIYPHOCT.

Mpepnoxennar ot AL buarapua EAL
Cisco ASR 1001-X nopabpxa LiBunn
DTLS npoTokonu 3a usrpaxgaHe Ha
KOHTPO/HMTE BPb3kK 40 SD-WAN
KOHTpOnepuTe.

MpepnoxeHuar ot AL bunrapusa EAL
Cisco ASR 1001-X nogabpxa 2048 bit RSA
Authentication (yzoctoBepsiBaHe Ha
naeHTnyHocTTa) Ha Conrol Plane mexay
MapLUpyTU3aTOpUTE U KOHTPONEPUTE C
13n0/13BaHe Ha LhpoBu cepTudmKaTy.
Mpepnoxenuat oT Al buarapua EAL
Cisco ASR 1001-X uma Trusted Board ID
yun( xapAyepHoO peLLeHie 3a 3aluTa Ha
cepTMuKaTMTE 1 KTKOYOBETE), B KOWTO €
WHCTa/IMPaH LMpoBIS cepTudmkaT Ha
MaLpytmsaropa. Tosw cepTudmkar
BK/Tt0YBA MyG/IMYHISA 11 YACTHUS KIHOUOBE,
KaKTO 1 CepuiiHMs HOMep Ha cepTidukaTa.
MpepnoxeHnaT ot AL Boarapua EAL
Cisco ASR 1001-X nogabpxa
N3M0N3BaHETO Ha CepTUCMKAT, NOANMPaH

<T CA Ha Bb3noxuTens.



MPUNOXEHMENS 2.2

[la nogabpxa MuHUMym AES-256 GCM aroputbmi Mpeanoxennat ot AL Bbarapus EAL
3a LWndposaHe Ha koHTponHUTE Bpb3ku 10 SD-WAN  Cisco ASR 1001-X noaabpxa AES-256
REQ.68 KOHTpOnepuTe 1 BepudukaLmus Ha uHTerputeta Hei GCM anropuTbM 3a WKUhpoBaHe Ha
[aHHNTE. KOHTpOMHUTE BPBb3KM A0 SD-WAN
KOHTpO/IepuTE 1 BEpUhMKaLmsa Ha
WHTErpuUTeTa Ha laHHNTE.
[la nopgobpxa w3onMpaHeto Ha Tpaduka ot Tpegnoxennat ot AL Bbarapus EAL
onpefeneHn  BbTpelwHW  uHTepcpeicn  uype3 Cisco ASR 1001-X noaabpxa
REQ.169 u3nonssaHe Ha VRF, MPLS w1 nogobeH npoTokon 130MMpaHeTo Ha Tpaduka oT onpeaeneHi
3a CerMeHTauus BbTPELLHN MHTepdhelick upes 13non3saHe

Ha VRF, MPLS npoTokon 3a cerMeHTaums
[la noambpxa cermeHTMpaHe Ha Tpadwka npu lMpeanoxenust oT AL Bwnrapus EAL
SDWAN npeHoca ype3 VRF, MPLS ww nogobeH Cisco ASR 1001-X noaabpxa

REQ.170 npoToKo/ 3a CermeHTauys. cermeHTpupaHe Ha Tpadgouka npy SDWAN
npeHoca ype3 VRF, MPLS npotokon 3a

CermMeHTauus.
[la nogabpxa aBTOMATMYHO M3MepBaHe Ha packet Mpeanoxeust oT AL Bbarapust EAL
loss, jitter n delay 3a Bcekn SDWAN IPSec TyHen.  Cisco ASR 1001-X nogabpxa aBTOMaTU4YHO
n3mepBaHe Ha packet loss, jitter n delay 3a
Bcekn SDWAN IPSec TyHen.

REQ171

fla mopabpxa aBTOMATUMYHO MapllyTusvpaHe Ha Mpegnoxenust ot AL Bbarapus EAL
NPUNOXEHNA W TPYNN OT NpunoxeHua npes pasnumunn Cisco ASR 1001-X noaabpxa aBToMaTniHo
WAN Bpb3KM Ha 6a3a AMHaMUYHUTE NapameTpuTe MapLUpyTU3vpaHe Ha HMBO MPUOXEHNE U
REQ.172. Ha IPSec WAN TyHenure - packet oss, jitter n delay rpynu oT npunoxenns npes pasnnyxu
WAN Bpb3k/ Ha 6a3a AMHaMUYHNTE
napametpute Ha IPSec WAN TyHenuTe -
packet loss, jitter v delay

[la nma BrpazieH zone firewall MpepnoxeHuar ot ALl buarapus EAL
REQ.173 Cisco ASR 1001-X uma BrpafieH zone
firewall.
la wuma applicaton firewall ¢ BrpageHo MpepnoxeruaTof Al Bbarapus EAL >
REQ.174 pasno3HaBaHe Ha NpPUIoXeHNATa Cisco ASR 1001-X Application Firewall c

BrpajeHa cuctema, KoATo pasno3HaBaH

Hag 1400 npunoxeHnsa HaU y e r7 M\
— — ww n—,
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MPUNOXEHNE Ne2.2

[la nogavpxa dunrpupare Ha Tpadpuka ype3 ACL  TMpepnoxenust ot AL Bbnrapus EAL

REQ.175J

fla  nopabpka  Hamb/IHO  @BTOMATWU3WPaHO
MbpBOHAYa/HO NpoBK3NpaHe - plug-and-play, zero

touch plug&play ¥ nogobHn 3a aBTOMATUYHO

REQ.176

OTKpuBaHe N CBbp3BaHe KbM

KOHTpONepuTe

[la nogabpxa ynpasnsemu IPSec Tononorum - hub-
and-spoke, full mesh 1 kom6uHaLum Mexay ABeTe

REQ.177

[la nogabpxa OTAeNHa, BUPTyasiHa, TOMoorMs 3a

BCEKM CerMeHT
REQ.178

[la noaabpXa crefHuTe NPOTOKOMM 3a MHTErpaLiys

C BBHLLUHN MPEXN:

REOLTO «  Static route
QIS . ospr

+ BGP
* VRRP
[la nogabpxa 802.1Q

REQ.180.
[a nogabpxa IGMP v2 1 v3

REQ.181

REQ.162 [la nopabpxa MuHuMym PIM SSM

illa nogabpxa PIM rendezvous point
REQ.183

Cisco ASR 1001-X noaabpxa cunrpupaqe
Ha Tpaghuka upe3 ACL.

MpepnoxeHnar ot AL Buarapua EAL
Cisco ASR 1001-X noaabpxa Hamb/HO
aBTOMATU3MPaHO MbPBOHAYASTHO
nposu3upaHe - plug-and-play, zero touch
plug&play 3a aBTOMATUYHO OTKPUBAHE W
cBbp3BaHe kbM SD-WAN KoHTponepuTe.
MpepnoxeHuat or Al bunrapua EAL
Cisco ASR 1001-X nogabpxa pabota B B
pasnmyHn SDWAN IPSec Tononoruu, Kato
hub-and-spoke, full mesh 1 kom6uHaLms
MeXzy ABeTe.

MpepnoxeHuar ot AL buarapua EAL
Cisco ASR 1001-X noaabpxa otaenHa,
BUPTYa/IHa, /I0r14ecka Tonosiorms 3a BCeKM
VPN (VRF) cermeHr.

MpepnoxeHuar oT Al bbnrapua EAL
Cisco ASR 1001-X nogabpxa cnefHute
NPOTOKO/IN 38 MHTErPaLus C BbHLLHM
MPEXH:

Static route, OSPF, BGP 1 VRRP

MpepnoxeHuar ot AL buarapua EAL
Cisco ASR 1001-X nogabpxa 802.1Q
MpepnoxeHnat ot Al bunrapusa EAL
Cisco ASR 1001-X nogabpxa IGMP v2 u
v3

MpepnoxeHuar ot AL bvnrapusa EAL
Cisco ASR 1001-X noaabpxa PIM SSM
MpepnoxeHnat ot AL bwuarapua EAL
Cisco ASR 1001-X nogabpxa PIM
fendezvous point(Rp) / ~ J '\
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fla nopabpxa cratnued n guHamuded NAT u NAT TMpegnoxenuat ot AL bbarapus EAL
REQ.184 pool Cisco ASR1001-X nogabpxa cratuyeH
NAT, Bkn. guHamuyeH NAT u NAT pool
[a nopabpxa usrpareaHe Ha SD-WAN npe3 NAT Ha Mpegnoxennat oTAL boarapus EAL
BBHWHO YycTpoiictBo (CPE, Internet Gateway u Cisco ASR 1001-X nogabpxa usrpaxaHe
nogo6Hu) - NAT overlay Ha SDWAN [pes pasnuyuu Bugose NAT Ha
REQ.185 BBHLUHO ycTpoiicTBo (CPE, Internet
Gateway 1 nogo6Hn), kakro u NAT Overlay
- NAT Ha K1eHTCKIA Tpaduk npeau

BkapsaHeTo My B SDWAN TyHena.

[la nogabpxa QoS: Mpepnoxenuat ot Al bunrapus EAL
MUHIMYM 8 nakeTHY onatukv Ha uHtepdpeiic Cisco ASR 1001-X nogabpxa QoS:
LLQ onatuka «  MuHMMYM 8 nakeTHU Onalikid Ha

YnpasneHne Ha naketHuTe onawku ¢ WRP
UNW NoJ06EH aNnropuTbHM
YnpasneHve Ha 3afpcbTBaHusaTa ¢ RED u * LLQ onaLuka

UHTepcheiic

WRE,D AropyTA *  YNpaB/ieHne Ha NakeTHUTE onavku
#  Traffic policing

Traffic shaping ¢ WRP aroputsm
AsTomartnueH traffic shaping 3a sceku VPN * YnpaBsneHve Ha 3afpbCTBAHMATA C
TyHen  CbobpasHo  mponyckatesnHarta RED 1 WRED anropurhy
cnocobHoctT Ha WAN Bpb3kata, Ha -
otganeyeHns SD-WAN pytep +  Traffic policing

REQ.186 y
QoS Bbpxy VLAN nHTEpdeicn «  Traffic shaping
MpemapkpaHe Ha DCSP noneto Ha 6a3a _ ,
ONUTVIN « AsTomatnueH traffic  shaping 3a

Bcekn VPN TyHen cbobpasHo
nponyckaTesiHata CnocobHOCT Ha
WAN Bpb3kata, Ha OTAasieueHns
SD-WAN pytep

¢ QoS Bbpxy VLAN nHTepdheiicn

* [lpemapkmpaHe Ha DCSP noneto

Ha 6a3a NoUTUKM

[la nopgabpxa packet duplication - wn3npawaHe Ha Mpeanoxernat oT AT bbarapus EAL
REQ.187 eAMH nakeT no fBa otgenHn wmapwpyta Ao Cisco ASR 1001-X nogabpxa packet

npuematyys SD-WAN mapLupyTtusartop duplication - n3npatry aket no
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REQ.188

REQ.189

REQ.190

[la noaabpxa aBTOMAaTUYEH U360p Ha Haii-1o6pus
MapLUpyT 40 SaaS npuioxeHns upes n3mepsaHe Ha
3aKbCHEHMETO W 3arybata Ha naketm Ao SaaS
NPUNOXEHNATa Npe3 AupekTHa Internet Bpb3ka K
npes Internet Bpb3kaTa Ha LeHTpanHa nokauns. fa

nogabpxa MuHumym Microsoft Office 365 n AWS

[la nofabpxa BMCOKa HafeXaHOCT Ype3 CbBMECTHA
pabota C BTOPO YCTPOWACTBO OT Cblyns TvM W
n3nonssaHe Ha Herosute WAN TpaHCMNOPTHM
nHTepdoeiic 3a msrpaxgaHe Ha IPSec SDWAN

TPAHCMOPTH TYHe

[la noambpka MUHUMYM CRefHuTe MeToau 3a
ynpaBnieHne 1 HabtoieHue:

* YnpasneHue ype3 SD-WAN KoHTponiepuTe B
TOBa 3ajaHune
DHCP knuneHt
DHCP cbpBbp
DHCP Relay
DNS
NTP
SNMP
SSH
EkcnopTupaHe Ha TpadmyHa MHopmaLuus
ype3 IPFIX, JFlow, NetFlow u nogobeH npoTokon
KbM BBHLLHA CCTEMA 32 aHa/In3 Ha Tpagmka
« Traffic policing 3a KoHTpo/MpaHe Ha
Tpauka [0  KOHTpO/HaTa  cucteMa  Ha
MapLupyT13aTopa
* ABTOMATMYHO OTKpMBaHe Ha MTU, Ha WAN
TPaHCNOPTHUTE MPEXN
* YnpasenHue Ha foctbna upe3 RADIUS u
TACACS$S puctemun.

MPUNOXEHNENS 2.2

[iBa OTAE/H MapLLpyTa [0 npruemaLLms
SD-WAN mapLupyTusarop, ¢ TexHonormaTa
Packet Duplication for Noisy Channels.
MpepnoxeHnar oT Al bwarapua EAL
Cisco ASR1001-X mogabpxa
aBTOMaTMyYeH 1360p Ha Haii-0o6bp
MapLLpyT npe3 AupekTHa Internet Bpb3ka 1
npe3 Internet Bpb3kaTa Ha LieHTpasHa
nokaumusa Ao SaaS npuioxeHus,
BrtoumnTenHo Microsoft Office 365 n AWS
Ha 6a3a 3aKbCHEHWe 1 3aryba Ha nakeTu
MpepnoxeHnar oT AL bvnrapua EAL
Cisco ASR 1001-X noaabpxa Bucoka
HaZleXaHoCT Ype3 paboTa ¢ BTOPO
YCTPOIACTBO OT CHLUMAT TUM 1 13M0M3BaHE
Ha HerosuTe WAN TpaHCnopTHY
nHTepdeiicy 3a narpaxaaHe Ha IPSec
SDWAN TpaHCMopTHY TyHe .
MpennoxeHuat or AL buarapua EAL
Cisco ASR 1001-X nogabpxa Metoam 3a
ynpas/ieHne 1 HabntoeHve:

* YnpaeneHne  u4pe3  SD-WAN
KOHTpO/IepuTe B TOBA 3aJaHue
DHCP knueHTt
DHCP cbpBbp
DHCP Relay
DNS
NTP
SNMP
SSH
EkcroptupaHe  Ha  TpaguuHa
nHpopmaumsa ypes IPFIX, JFlow,
NetFlow KbM BbHLUHA cuCTEMA 3a
aHanm3 Ha Tpagmka
Traffic policing 3a kKOHTpO/MpaHe Ha
Tpadmka 0 KOHTpO/HaTa cuctema
Ha MapLupytusaropa



YCTpOACTBOTO @ €  OKOMNIEKTOBAHO
REQ.191 cbOoTBETHUTE NWLEH3M W MpaBa 3a W3Mos3BaHe

cnopen ycnosuATa Ha Npou3BOAUTENA,

YCTpoiicTBOTO Aa € okomnniektoBaHo ¢ SDWAN

REQ.192

FapaHuns 1 noaapbXka:

CpoK Ha xapfyepHara rapaHuus - MUHUMYM 5 (neT)

REQ.193
FOAVHM.

CpoK Ha TeXHWN4YecKa NoALbpXKKa - MUHUMYM 5 (neT)

REQ.194
FOAIVHM.

NMLEH3N 3a MUHMMYM 5Gbps WAN Tpadomk

MPUNOXEHWNENs 2.2

* ABTOMATMYHO OTKpUBaHe Ha MTU,
Ha WAN TpaHCMopTHATE MPEXN
* YnpaBneHne Ha [ocTbna upe3s
RADIUS n TACACS+ cuctemm
Cisco ASR 1001-Xe oKOMM/IEKTOBaH C

BCUYKI HEOOXOAMMM NILIEH3N M NpaBa 3a
13M0/13BaHe, CbINIACHO U3UCKBAHNATA Ha
npomssoauTens Cisco Systems

Cisco ASR 1001-X e npef/ioxeH ¢
SDWAN nuueH3eH aboHameHT 3a 5Ghps
WAN Tpadhuk, 3a CpOK OT 5 roguHm.
MpoayktoB Homep E2N-SDWAN-C-T3-G-A
(Enterprise WAN Tier 3 Cloud (10G) DNA
EA Advantage).

Cisco ASR 1001-X e npea/ioxeH cbc
cepau3eH nakeT CON-SNT-ASR1001A (
SNTC-8X5XNBD Cisco ASR 1001-X
Crypto,6GE, Dual-PS wit) 1 CON-SNT-
FLSABGEX (SNTC-8X5XNBD ASR1001-X
Built-In 10GE 1-port License), KoiiTo
ocuUrypsiBa XapLyepHa rapaHuns 3a sr ¢
npesaputenHa nogMsHa no cxema
8x5xNBD Ship.

Cisco ASR 1001-X Cisco ASR 1001-X e
NpeL/IoXeH Cbe cepaum3eH naket CON*
SNT-ASR1001A ( SNTC-8X5XNBD Cisco
ASR 1001-X Crypto,6GE, Dual-PS wit) n
CON-SNT-FLSABGEX (SNTC-8X5XNBD
ASR1001-X Built-In 10GE 1-port License),
KOIATO ocurypsiBa JOCTbN O LieHTbpa 3a
TexHu4ecka noaapbxka (Technical
Assistance Center- TAC) Ha Cisco Systems

38 CPOK OT S rOfUHN.



MPUNOXEHNE NS 2.2

Cisco ASR 1001-Xe npef/ioxeH cbC
cepsu3eH naket CON-SNT-ASR1001A (
SNTC-8X5XNBD CiscoASR 1001-X
Crypto,6GE, Dual-PS wit) n CON-SNT-
MonyyaBaHe Ha HoBM Bepcun Ha codpryepa - FLSABGEX (SNTC-8X5XNBD ASR1001-X
MUHUMYM 5 (MeT) roAunHN. Built-In 106E 1-port License), KoiiTo
OCUrypsBa JOCTHIM 10 BCUUKM COPTYEPHN

REQ.195

BrLUIEATV 1 BNrPENam 3a NpodykTa npes
Web caiita Ha Npon3BoANUTeNs 3a CPok 0T 5
TOLMHN.
Cisco ASR 1001-X e npep/ioxeH ¢
aboHameHTeH nmueHseH E2N-SDWAN-C-
T3-G-A, KoiiTo jaBa npaBo Ha
Cpok Ha aboHaMeHTUTE 3a W3M0N13BaHE Ha
Bb3/I0XWUTENA @ U3M0/13Ba BCUYKM
coqpTyepHu oyHKLMM Ha NPoAayKTa,
OMUCAHW B TEXHNYECKUTE U3UCKBaHMA 3a

REQ.196
COMPTYEPHU CPYHKLWM - MUHUMYM 5 (NeT) rofuHw.

HEro, 3a CPOK OT 5 roAuHN.

1.4.5.CothTyep 3a ynpas/ieHve Ha COPTYEPHO AedHMpaHa Mpexa
N3nckaHo oT Bv3noxutens MpesLNoXeHO OT y4YacTHUKa
A. b.
Obula nHopmauus
MpepnoxeHute oT Al bunrapua EAL
CopTyepHn  KoHTposnepn 3a  usrpaxgaHe u Cisco vSmart codoTyepHi KOHTpoNnepu 3a
REQ.197. ynpasneHne Ha SDWAN Mpexa SDWAN u3rpaxpaaHe 1 vManage 3a ynpasfieHue Ha

MapLUpyT13aTopuTe B TOBA 3aJaHue. SDWAN wmpexa c SDWAN
MapLUpyTU3aTopuTe B TOBA 3aJaHue.

MpepnoxeHute oT AL Bbnrapua EAL

REO.198 WucTanaums - Bbpxy VMWare ESXi Ha Cisco codpTyepHu KOHTposepH ca 3a
" BB3NOXMTENS WHcTanauus Bbpxy VMWare ESXi Ha
Bb3/I0XUTENS.
MpepnoxeHute ot AL Bbnrapua EAL
KonnyectBo -  CbIMacHO  UM3UCKBaHWATa Ha
REQ. Cisco vSmart codoTyepHu KOHTposiepn 2

npou3BOAMTENS 3@  MOCTUTAHE Ha  BMCOKa .
6pos, codpTyepeH Me AN )MbKIAXK ne 1
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MPUNOXEHWVENS 2.2

HaZeXaHocT 1M pesepsupaHe Ha  SDWAN 6poit, codhTyepeH opkecTtpatop vBond 1
KOHTpO/HaTa cucTema Opoi1, 3a NOCTUraHe Ha BUCOKa HaAEXAHOCT
1 pe3epsupaHe Ha SDWAN KoHTponHaTa

cucrtema

ABTOMATNYHO MpPUCLEAMHABaHE W NpoBu3npaHe Ha [MpeasioxeHute oT Al Bbarapusa EAL
maplpytnatopute B SDWAN cpegata upe3 Cisco MapLupyT13aTopu nogabpxar
13n0/13BaHE Ha KOMMOHEHT 3a OPKECTPUPaHE, KOWTO aBTOMATUYHO MPUCHEAMHSBAHE W
ocurypssa plug-and-play, zero touch plug&play n nposusupaHe B SDWAN cpeaata upes
REQAD NOAO0OHN peLLeHns 3a aBTomaTnaums. W3M0/13BAHETO HAa KOMMOMEHT 3a
opKecTpupaHe, vBond koiiTo ocurypsisa
plug-and-play, zero touch plug&play
peLLeHns 3a aBToMaTn3aums.
Ynpas/ieHne Ha MapLupyTu3aTtopute 1 TEXHUTE YNpaBMEHMETO Ha MapLUpyTU3aTopuTe
(yHKUMM B SDWAN Mpexata upes TeMnieiTu npesnoxenn ot AL bunrapus EAL n
REQ.201 TexHuTe doyHkUuM B SDWAN mpexara ce
ynpaB/isBaT uype3 TEMMIENTH, KOETO ce

n3sbpwsa BCiscovManage.

YnpaBsneHve Ha ycnyrute u BupTyanHuTe tononorui MpepnoxeHoto ot AL bbarapua EAL
SDWAN wmpexara upe3 nosimTuku Cisco SDWAN peLueHue ynpasnsisa
REQ.202 YCNyruTe n BUPTYyaJIHUTE TOMOI0TUM B
SDWAN mpexara upe3 nonmtuku B Cisco
vManage
YnpaBneHne Ha TpaHcnopTHata IPSec Tomonorusa MpegnioxeHoto oT Al Bbarapus EAL
ypes NoIUTUKK Cisco SDWAN pelueHve ynpasnsisa
REQ.203
TpaHcnopTHata IPSec Tononorus ypes
nonmtukn BCiscovManage.
[IMHaMW4HO ynpaB/ieHne Ha pasnnyHn TpadnuHn MpeanoxeHoto oT Al bwarapus EAL
Knacose npes IPSec TpaHcnoptHata Cisco SDWAN pelueHne nogabpxa
WHpacTpykTypa Ha 6asa napameTpute Ha AWHaMUYHO YNpaBneHUe Ha pasnnyHu
REQ.204 TyHenuTe -jitter, latency, 3ary6a Ha nakeTu TpadnyHn knacose npes IPSec
TpaHcnopTHaTa NHpacTpykTypa Ha 6asa
napameTpurte Ha TyHenute-jitter, latency,

3aryba Ha nakeTy
) / \
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REQ.205

REQ.206

REQ.207

REQ.208

REQ.209

REQ.210

MPUNOXEHNENS 2,2

Ynpasnenue Ha IPS, application Firewall, URL Filters MpeanoxeHoto ot AL Bbarapust EAL

n Malware 3alMTaTa B

MalLLPLLPYTU3ATOPUTE C TaknBa PYHKLMN.

HabntogeHne Ha SDWAN MapLupyTtusatopuTte

HabntogeHne Ha SDWAN IPSec TpaHCnopTHUTE

TYHENN 1 TEXHWUTE NapameTpu - MUHUMYM up/down,

packet loss, jitter 1 delay

HabniofeHme Ha TpaduuyHuTe napameTpu OT

pa3nn4yHn Knacose MPUIOXEHNA, KOUTO M3N0M3Bat

SD-WAN mpexara

Busyanmsauns Ha MaplipyTuTe 3a  pasfnyHuTe

knacose Tpacouk npe3 SDWAN mpexarta

VsrpaxxgaHe Ha kapTa ¢ Tononoruata Ha SD-WAN

Mpexara ¢ OBbp/ieli BbpXy reorpadicka kapta Ha

CTpaHaTta.

Busyanusauns Ha MbTs Ha TpaduyHUTE NOTOLM, Ha

REQ.211 H1BO NpWNOXEHWs, BbPXY TPAHCNOPTHUTE TYHENN.

SDWANI Cisco SDWAN pelleHre nogabpxa

ynpasneHue Ha IPS, application Firewall,
URL Filter n Malware 3awutata 8 SDWAN
MaLLpyLIpyTU3aTOpUTE C Taku1Ba (yHKLK
ypes npepnoxeHnaT oT AL buarapua EAL
Cisco codpTyepeH koHTponep vManage.
MpepnoxeHoTto oT Al Bbarapus EAL
peLleHre uva HabntoaeHre Ha SDWAN
MapLupyTuatopute upes Cisco vManage
MpepnoxeHoTo oT Al Bbarapus EAL
LiveAction LiveNX peLueHune nva
HabnwopaeHrne Ha SDWAN IPSec
TPAHCMOPTHUTE TYHENN U TEXHUTE
napameTpu - MUHUMYM up/down, packet
loss, jitter n delay

MpepnoxeHoTto oT Al Bbarapua EAL
LiveAction LiveNX npegnara HabnoaeHne
Ha TpaduyHMTE NapameTpy OT Pa3nYHi
KnacoBe NpUIoXeHus, KOUTO U3n0N13BaT
SD-WAN mpexara.

MpepnoxeHoto oT Al Bbarapua EAL
LiveAction LiveNX npeg/iara Busyanmsaums
Ha MapLLpyTUTe Ha pas/nyHINTe Knacose
Tpaduk npe3 SDWAN mpexara.
MpepnoxeHoTto oT Al bunrapua EAL
LiveAction LiveNX npegnara nsrpaxaaqe
Ha KapTa ¢ Tononornata Ha SDWAN
Mpexara c OBbp/ieil BbpXy reorpagcka
KapTa Ha CTpaHara.

MpepnoxeHoTto oT Al Bvnrapua EAL
LiveAction LiveNX npeg/iara Bu3yanusaums

Ha NbTA Ha Tpa(*)l/IlJHVITe notouu,.Ha H1MBO



MpeoflcTaBsHe Ha WH(opMaums 3a QoS

TpahUuHNTE MOTOLY OT MPUNOXEHNSATA

REQ.212

McTopuyecki cnpaBky 3a TpagMUHNTE NOTOLM Npes

SDWAN wmpexarta
REQ.213

Web GUI nHtepdheiic
REQ.214

Role based access control!
REQ.215

Jla nogabpxa SSO cbBMecTMO ¢ Microsoft AdFS

REQ.216

fla vma REST APl 3a wuHTerpauysi C BBbHLUHM

COMOTYEPHU CUCTEMU
REQ.217 pryep

FapaHuus 1 NOAAPBXKA:

CpoK Ha XapflyepHaTa rapaHuyst - MuHMyM 5 (neT)

REQ.218.
FOAMHN.

MPUNOXEHWVENS 2.2

NPUNOXEHIAS], BbPXY TPAHCMOPTHUTE

TYHENW.

I MpepnoxeHoto oT AL Bbnrapus EAL

LiveAction LiveNX npegnara
npefocTassHe Ha MH(hopmauys 3a QoS Ha
TpauyH1TE NOTOLYM OT NPUNOXEHUATA
MpepnoxeHoto oTAl Buarapus EAL
LiveAction LiveNX npegnara nCToOpuyecku
CMpaBKK 3a TpapuyH1Te NOTOLM Npe3
SDWAN mpexara.

MpepnoxeHoto oTAL Bwuarapusa EAL
Cisco SDWAN codhTyepeH KoHTponep nma
Web GUI nHTepderic.

MpepnoxeHoTo oT AL Bbuarapusa EAL
Cisco SDWAN codpTyepeH KoHTposiep nma
Role based access contrail
MpepnoxeHoto oT AL Bwnrapua EAL
Cisco SDWAN codpTyepeH KoHTponep
nogabpxa SSO cbBMecTUMO ¢ Microsoft
ADFS.

MpepnoxeHoto oT Al Bbvarapua EAL
Cisco SDWAN codpTyepeH KOHTposiep nma
REST API 3a nHTErpaumsa ¢ BLHLIHK

codpTyepHM CUCTEMM.

Mpepnoxexneto ot AL bunrapua EAL
BK/TtOYBA C/IEHUTE COOTYEPHM PELLEHNS:
vManage, vBond, vSmart, kouto ca
BK/OYEHNTE B INLIEH3NTE Ha
npesnoxenute Cisco MapLupyTu3aTopy
SR1104, ISR1106, ISR4451, ASR1001-X
3a 5 roguH1 1 He M3NCKBAT LOMbHUTENEH
cepau3eH naket, Al bunrapnaAL
npegnara copTyepHa” xapayepHa'
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[apaHLus 3a cpok oT 5 roguHn. Crep,
ro/ly4aBaHeTo Ha ropecrnoMeHaTuTe
JMLEH3M 38 MapLLpyTU3aTopK, N36poeHuUTe
CODTYEPHN peLLeHmns ca CBOO6OAHM 3a
CBa/IAHE W MHCTaIMpaHe Bbpxy VMware
cpepa Ha Bb3/IOXKNTENA.
Mpepnoxennat oT AL bunrapua EAL
codpTyep 3a Bu3yanu3aums Ha TpauyHmTe
notouy LiveNX e CbC CepBu3eH NnakeT 3a
125 ycTpoiictea 3a 5 roguHn-5 6pos M-
SP-LA-E-25-K9 LiveNX Ent Annual Maint.,
25 devices, unlimited history) un 10 6pos M-
SP-LA-E-50-K9 (LiveNX Ent Annual Maint.,
50 devices, unlimited history)

REQ.219 CpokK Ha TexHnyecka noAabpxa - MuHuMyM 5 (net) Mpeanoxenneto oT Al bbarapus EAL
" roguHm. BK/IOYUBA 5 TOAUHN TEXHUYECKA NOAAPBXKA
Mpepnoxexneto ot AL Buarapua EAL

MonyyaBaHe Ha HOBW Bepcun Ha codpTyepa -
REQ.220. BK/OYBA NPeioCTaBAHETO Ha HOBW BEPCUK

MUHAMYM 5 (NET) roauHu.
Ha cogpTyepa 3a 5 (net) roguHw.
Mpepnoxexneto ot AL buarapua EALl e

Cpok .Ha aboHaMeHTUTE 3a M3NOM3BaHe Ha

REQ.221 BK/IHOYEH 5 rofuiueH aboHamMeHTUTe 3a

copTyepHM hyHKLMM - MUHUMYM 5 (NET) TOANHN.
13M0/13BaHe Ha CONTYEPHU QOyHKLN.

1.4.6.CbBMECTMOCT Ha KOMMOHEHTM
N3nckaHo 0T Bb3noxutens MpeAnoxeHo OT yYacTHUKa
A. B.
Obuia nuthopmauus
3a nocTraHeto Ha Mb/iHA CbBMECTUMOCT W 3a NOCTUraHEeTo Ha Mb/iHA CbBMECTUMOCT I
ynecHeHa ekcnnoatauma Ha SDWAN wmpexata, ynecHeHa ekcnnoarauus Ha SDWAN
npegnaraHute SDWAN pytepu, SFP+ mMogynn u mpexara, npefoctaBeHute oT Al
REQ.222. cohTyepHM KOMMOHEHTU 3a CUrypHoCT Tpsibea Aa ca bwuarapus EALL SDWAN pytepu, SFP+

OT €[MH NPON3BOANTEN. MOy 1 CO(OTYEPHM KOMMOHEHTM 3a
CUrYpHOCT ca OT efH npoussoguTen Cisco .

Systems.



MPUNOXEHWE Ne 2.2

3abenexka: a) HaBcakbie B TeXHNYeckaTa cneLutukaums, KbeTo Ce CbAbpxa NnocoyBaHe Ha
KOHKpeTEeH MOAEN, W3TOYHUK, NPOLeC, TbProscka NaTeHT, Twn, NPousXos, CTaHdapT wiu
NPOU3BOACTBO Aa Ce yeTe u pasbupa mnm EKBUBAJIEHT. YuacTHUKLT cnedBa fa [okaxe, 4e
npeAnaraHnTe pelleHus yA0BNeTBOPABAT MO EKBUBA/IEHTEH HAUMH U3UCKBAHWATA, ONpejeneHn oT
TexH1yeckaTa cneLugukaLms.

6) ObopyasaHeTO, NpeaMeT Ha JOCTaBKaTa, Ce CbCTON OT XapAyep 1 copTyep, KoMTO Tpsbea
fa CbOTBETCTBAT WM [a HAABMLWABAT B TEXHWYECKO OTHOLIEHWE MOCOYEHNTE MUHUMAITHU
N3NCKBaHMA B TeXHUYecKaTa creuugmkaLmus 1 npuioXeHneTo KbM Hest, 0THOCUMO KbM HacTosALaTa
060co6eHa nosuuy.

2. M3ucKBaHMS KbM M3Mb/IHEHWETO HA MOpbYKaTa:

2.1. [lexnapupame, ue 060pyaBaHeTO, NPeAMET Ha focTaBkata, LWe 6bie abpuyHO HOB,
HeynoTpebsBaH, BK/IOYEH € B aKTyaslHUTE MPOAYKTOBM NINCT Ha NPOWU3BOAUTENS, Le NPoAb/ikasa fa
Ob/ie BKIIOYEH KbM AaTtaTta Ha CK/to4BaHe Ha JoroBopa 3a Bb3/araHe Ha o6LecTBeHaTa nopbyka 1 He e
CMpsH OT NPOU3BOACTBO.

2.2. XapfyepHuTe KOMMOHEHTW Ha 060py/ABAHETO LLe OTrOBapAT Ha BCUYKM CTaHAapTh B Penybnnka
Bbnrapusi OTHOCHO EProHOMUYHOCT, NoXapHa 6e30MacHOCT, HOPMM 3a 6Ee30MacHOCT U BK/IOUBAHE KbM
eneKTpuyeckaTa Mpexa.

2.3. O6opyzsaHeTo Lie 6be LOCTaBEeHO B Mb/IHO PabOTHO CbCTOAHNE, B OPUrHAUTHATA OMakKoBKa Ha
MPOU3BOANTENS C HEHapyleHa USAIOCT, OKOMMIEKTOBAHO C BCUYKM HEOOXOAUMU MHTEPHErcHn K
3axpaHBally kabenu, B ciyyai, ye ca pasnuuHu ot ctaHaaptHu IEC C14 - IEC C13 wm IEC C20 - IEG
C19. HeobxogMmaTta TexHuM4ecka [AOKyMEHTaUMs, Kato  MOTPEOWUTENCKW,  MHCTaNALWOHHK,
KOH(OUTYpaLyMoHHU 1 Ap. PHbKOBOACTBA LUe Ce MPeACTaBAT Ha eNeKTPOHEH HOCUTEN 3a BCEKU TUM OT
npegiaraHuTe yCTpoiicTBa.

2.4. Mpu [ocTaBkarta Ha cogoTyep Lie Obaar NpesocTaBeHn HeobXoauMuTe cepTuduKkaT uam apyrm

[OKYMEHTW, yaocToBepABall NPeOCTaBEHOTO MPaBO Ha Mo/3BaHe Ha cochyepa.

3. YcnoBwua Ha goctaeka

3.1 3anosHatu cme, Ye [ocTaBkata Ha 060pyaBaHETO (xapAyep v codpTyep) Lie ce U3BbpLLBA Bb3
OCHOBA Ha MICMeHa 3asBKa, OTNpaBeHa upes afpeca 3a KOPECNOHAEHUMA Ha XapTWeH HOCUTeN uin no >
e/IeKTPOHHA MOLL@, MOANMCAaHA C eNIEKTPOHEH MOAMKC, Cb3AaLeH C KBaIM(IULMPAHO YAOCTOBEPEHNE 3a
€/TEKTPOHEH MOZMUC Ha BB3/IOXUTENS WAW YIT/IHOMOLLEH HEroB NPeACTaBuUTeN, ChINIACHO Kay3ute Ha

[orosopa 3a 06U.l,eCTBeHa NOpPbYKa.



MPUNOXEHWNE Ne 2.2

Ha 4orosopa 3a 06LLecTBeHa Nopbyka.

4. YCNnoBuWs Ha rapaHuyoHHO 06CNyxBaHe

4.1. TapaHTpaMe 3a Cpoka* nocoyeH B T.5.2., Mb/iHaTa (oyHKUMOHAMHA TOAHOCT Ha A0CTaBEHOTO
060pyaBaHe CbIIaCcHO NpeanucaHnsaTa Ha Nponu3BOANTENS, U3NCKBAHMATA Ha LOroBopa 3a 06LLecTBeHa
nopbyka no 060cobeHara nosvuus, 3a KoATo NpefocTaBsAMe HACTOALLETO TEXHUYECKO MPeL/IoKeHre
NPUNOXEHUATA KbM HEro.

4.2. B pamkuTe Ha cpoka no nocoyeH B T.5.2. ce 3afb/xaBaMe Aa OTCTpaHsABaMe 3a Halla CMeTka
BCWYKW MOBPEAN WMNWN HECLOTBETCTBUA Ha 0OOPYABaHETO, CbOTBETHO MOAMEHA AedheKTUpann YacTy,
YCTPOIACTBA, MOAY/M WM KOMMOHEHTU C HOBM CbIMACHO MpeAnMcaHnsiTa Ha MpOM3BOAUTENS,
N3MCKBaHUATA Ha [OroBopa 3a 06LLecTBeHa nopbyka no 060cobeHara nosuups, 3a KosTo npegoctaBsame
HaCTOALLETO TEXHWYECKO NpeS/IoKEHNE W NPUIOXEHNATA KbM HEro. B rapaHLMOHHOTO 06C/yXBaHe ce
BK/0YBA 3aMsIHA Ha 4acT (KOMMOHEHT) CbC CKPUTI HEA0CTaTbLM C HOBA W/ Ha LANOTO YCTPOICTBO C HOBO,
aKo HefoCTaTbKbLT ro NpaBv HErof4HO 3a 13MNo/3BaHe Mo NpefHasHauYeHNETo My, KaKTO U BCUUKW pasxoau
no 3amsHara.

4.3. PefbT 3a 0TCTpaHsBaHe Ha KOHCTATUPaH LedhekT uinnm HeCbOTBETCTBIE B CPOKA Ha rapaHLIOHHO

06Cﬂy)KBaHe € OnncaH B Aorosopa 3a O6I.Ll,eCTBeHa nopbyka Mo obocobeHata no3nuna, 3a KoATO

npefocTaBsMe HacTOALETO TEXHUYECKO Npes/loKeHue.

5. CpoK Ha n3nb/iHeHne

5.1. 3agb/nxaBame ce [a M3BbLPLUMM [0CTaBKka Ha 000pYABaHETO B CPOK A0 78 KaneHAapHu AHU,
CUMTAHO OT fjatata Ha noslyyaBaHe Ha MUCMeHa 3asBka Mo un. 1, an. 2 OT MpoekTa Ha [0rosop 3a
00LLeCTBEHA NOPBYKA.

3abenexka: Y4aCTHUKLT cnefpa fa MNpeanoxu B oepTaTa CU CPOK 3a W3BbPLIBAHE Ha
[0CTaBKaTa, KO TO He MOXe Aa 6bae no-Ababr 0T 80 KaNeHaapH AHK, CYMTaHO OT NosyyaBaHe Ha
nuCMeHaTa 3asBKa o wi. &n. 2 0T npoekTa Ha A0roBop 3a 06LEeCTBEHA NOPbYKA.

5.2. CpoKbT Ha rapaHLoOHHO 06C/TyXBaHe e 5 rouHI, CYMTaHO OT AataTta Ha NpreMo-npeaaBaTeHus
NPOTOKO/ 3a [loCTaBka Ha 060py/BaHeTo.

3abenexka: Y4aCTHUKLT criefBa fia NPeAnoxu B odhepTaTa cu CPOK3a rapaHLMOHHO 06CyXBaHe,
KOWT 0 cnefpa fa 6be MUHUMYM 5 (MeT) roguHu, CYMTaHo 0T daTaTaHa NoANMCBaHe Ha ABYCT paHeH

npremo-npefasaTeNEH NPOTOKOM 3a NPUEMaHE Ha AOCTaBKaTa.



MPUNOXEHMENS 2.2

KaTo CMe 3arno3HaTi, ue e Gb/le NOCOYEHO B NCMEHaTa 3asiBKa KOHKPETHNS afipec Ha U3BbpLUBAHE Ha
[I0CTaBKaTa.

6.2.  lapaHLMOHHOTO 0GC/YXBaHe Lie Ce N3BBPLLBA CIPSMO MECTOHAXOX/IEHNETO Ha [0CTaBEHOTO

NHCTaNIMPaHO 0Gopy/aBaHe.

7. [Opyrn n3ucksaHua

7.1.  [leknapupame, ye CMe NpoM3BOAUTEN HA 06OPYABAHETO/CME HAAMEXHO YMbHOMOLLEHM fa
n3BbpLIBAME [O0CTaBKA W TapaHUMOHHO 06CNyXBaHe Ha Mpef/iaraHoTo OT Hac KOMYHUKALMOHHO
obopy/BaHe, xapayep 1 copTyep, Ha TeputopusiTa Ha Penybinka Bbarapus.

3a ygocToBepsiBaHe Ha rOpHOTO NpeacTtassame OTOPU3ALMOHHO MNCMO OT NPOM3BOANTENA

(Monis, nocoyeTe onMcaHne Ha 0KyMEHTa)

3abenexka:

3aypocToBepsiBaHe Ha rOPHOTO YYaCTHUKLT cnefpa aa npeacTasn OguLmanto 0T opu3aLoHHO
NMCMO (U1 eKBMBA/IEHTEH [OKYMEHT) C akTya/Ha jaTa 0T Npou3BoauTens win oT oduunaneH
NPeACTaBNTEN Ha NPOM3BOAUTENS Ha MpeAnaraHoTo 06opyaBaHe. [ OpenocoYeHUsT JOKYMEHT ce
NPeACTaBsA B TEXHNYECKOTO NPEA/IOKEHNE Ha y4ac T HUKA.

B cnyyanTe Ha npeAcTaBsHe OT y4yaCTHUKA Ha OTOPM3ALMOHHO NUCMO (MM EKBUBANEHTEH
[OKYMEHT) OT ochuuManeH npeAcTaBATeNn Ha Mpou3BoguTeNs, B odepTaTa ce npunara W
0TOPW3aLMOHHO MUCMO, M3AafeH0 0T NPOM3BOANTENA (MM EKBUBANEHTEH [IOKYMEHT), C KOeTO ce
YMb/IHOMOLL@Ba O(hULMaHNA NpeacTaBuTen Ha Npou3BOAMTeNs 3a LOCTaska W rapaHUMOHHO
obcnyxBaHe Ha npegiaraHoTo o6opyaBaHe.

7.2.  TMpunarame 06K YCNOBUS UK APYTA NPUMOXKUMIA YCOBWSA 3a rapaHLMOHHO 06CNyXBaHe OT

MPOV3BOANTENS HA NPOAYKTUTE, NPEAMET Ha 06LLECTBEHATA NOPbUKA (B Cyyail, Ue € NPUIoXMMO).

[laTa Ha noAnNncBaHe: v, J £13/07/2020 .
ognuc 1 nevar:

me v chamunma v+ lopaaHos

AnbXHoCT AkayHT MeHnpkbp “AbpXaBHU CTPYKTYpPU™

HavmeHoBaHMe Ha yYacTHUKa Al BBJ/ITAPUA EAL
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MpeBof OT aHTINIACKK e3UK

OTOPU3ALUWNOHHO NMMNCMO
Jarta: 9twnm 2020r.
Jo: MHpopMaynoHHK ycnyru

OTHoCHO: JlocTaBKa Ha KOMYHUKaLWNOHHO obopyaBaHe, Xxapayep v copTyep, Heobxo4nmu 3a
06HOBSIBaHE Ha UH(POPMALNOHHN N KOMYHUKALWOHHM CUCTeMU Ha HaunoHanHa areHumsa 3a
npunxognte*

Cisco International Limited, peructpupaHa B AHrnva n Yenc (upmeH Homep 06640658), cbe
ceganuue B 9-11 New Square Park, Bedfont Lakes, Feltham, England TW14 8HA, O6eanHeHO
KpancteoOU/1BCO™), KOMTO € [OCTaBUMK Ha MPEXOBU NPOLYKTW U YCNYTK, C HACTOALLOTO
NOTBBLPXKAABA, Ye KbM fartara Ha HacToAw,oTo nucmo Al Bwnrapus EAL, (“Ounbp ”) XKenae ga
y4yacTBa B TbPr WM NPOEKT, MOCOYEHN NO-rope, U e CKAYMna [MapTHLOPCKO criopasyMeHme 3a
WHOVPEKTEH KaHan] [cnopa3yMeHuWe 3a TEXHONOTMYeH MHTErpaTop Ha peLleHuns], KoeTo AaBa
npaBo Ha Aunbpa fa U3BbpLLBa CNeAHOTO:

(1) pa npenpofasa U/Mnun ga pasnpocTpaHaBa npoaykTn uimnm yenyru Ha Cisco B B bJITAPUA
KbM KpaiHWUTe NOTPedbuTenn Ha Ta3un TepuTopus;

(2) paHappasa, fa Aorosapsa M fa CKAKOYM [OT0OBOP C BAC 33 FOPENOCOYEHUTE NPOAYKTU/YCIYTH,
npoussefeHn unu npegoctaseHn oT Cisco. AuUbpbT € He3aBUCUM U3MBAHUTEN U HAMA
npaBso fa aHraxupa wn/unm fa 068bp3Ba Mo HAKakbB Ha4MH CiSCO MM CBBbP3aHUTE C Hero
nmua.

B pamkunTe Ha CBOMTE CropasyMeHus ¢ paspelleHnTe KaHanu Cisco e npefoctaBa Noaapbxka u
rapaHUMOHHM YCNyrun 3a NnpodyKtu Ha Cisco, NpMAoOGUTY Ype3 HeroBMTe paspeLleHn KaHalw.
KaTo TakbB, Cisco npenopbyBasa nosyymTe NoTBbPXAEHNE OT MOCOYEHOTO NO-A0/Y NLE 3a
KOHTaKT Ha Cisco, Ye npofyKktute u/mnm ycnyrute Ha Cisco ce 4OCTaBAT Ype3 YMb/HOMOLLEH
n3TO04YHMK Ha Cisco.

Mo nogo6eH HaumH Cisco npenopbyBa fa NOTBLPAUTE CEPUIAHMTE HOMEpa Ha NPOAYKTUTE Ha
Cisco upe3 MHCTPYMeHTa 3a NpaBu/IHa NOKYMKa, HaMupaly, ce Ha agpec
https://www.cisco.eom/c/m/en emear/brand-protection/index.html. «f.VPJ

I 1 Ab3>
ouma 1504, yn. "Cs. KnumeH™mOxpuackn" Ne 4\"i'\ jK ‘nin
n.:02/946 13 92; ten./bakc:02/943 86 65
e-mail: office@fides.bg '
www.fides.bg


https://www.cisco.eom/c/m/en
mailto:office@fides.bg
http://www.fides.bg

[onbAHUTENHA MHDOPMALIMS OTHOCHO 3HAUYEHMETO Ha 3aKyMyBaHeTO Ype3 paspeLleH KaHaiu Ha
Cisco Moxe fia 6b/ie pasrfiefaHa Ha NMHKa, NPeAoCTaBeH Mo-rope, a CMMCbKbLT Ha

YNbAHOMOLLEHNTE NapTHLOPK Ha CisCo MOXe Ja ce BUAN Ha:
https://locatr.cloudapps.cisco.com/WWChanneis/LOCATR/oDenBasicSearch.do.

MOoTBbPXAEHNETO, NPEAOCTABEHO CHIIACHO HacToAWMSA DopMynsp 3a paspelleHue, Lie 6bae
[0CTOBEPHO KbM flaTaTa, NOCOYEHa B FrOpHaTa 4acT Ha TOBa MUCMO U B MPOAb/MKEHNE Ha 6 (LUecT)

ceAMULM OT Tasu Jata.

AKO nmMate HyXfa OT JONb/IHATENHA UH(OPMaLMs, MONS Aa ce CBbpxKeTe ¢ MnameH XeuyeB Ha
Ten. +359 899 908 715. 3a noBeye MHPOpMaLMA OTHOCHO NapTHbOpPCcKarta nporpama Ha Cisco 3a
KaHanu, mons, noceteTe cnegHmsa URL agpec: http://www.cisco.com/web/partners/index.html.

Hafne>kHo ynb/HOMOLEH Aa noAnuile Tosn ®opmynap 3a ynbaHOMOLWaBaHe 0T UMEeTO Ha:
Cisco International Limited

Mopgnwuc- He ce YeTe
Loxeitmc FneHncTbp
ONPEKTOP YMNPABNEHWE - PUUHAHCU
«iftiili»
CISCO
Cisco International Limited
9-11 New Square Park
Bedfont Lakes, Feltham
Middlesex, TW14 8HA
0O6eANHEHO KpancTeo


https://locatr.cloudapps.cisco.com/WWChanneis/LOCATR/oDenBasicSearch.do
http://www.cisco.com/web/partners/index.html
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CISCO

MANUFACTURER’S AUTHORIZATION FORM

Date: 9 July 2020
To: Information Services
Subject: SUPPLY OF COMMUNICATION EQUIPMENT, HARDWARE AND SOFTWARE

NECESSARY FOR UPDATING OF INFORMATION AND COMMUNICATION SYSTEMS
OF THE NATIONAL REVENUE AGENCY.

Cisco International Limited, registered to England and Wales (Company Number 06640658). having a principal place
of business at 9-11 New Square Park. Bedfbnt Lakes. Fettoam, England TW 14 8HA, United Kingdom (“Cisco*), who is
a provider of networking products and services, hereby confirms that as of the date of this letter, A1 Bulgaria EAD
(“Reseller”) wishes to participate in the Bid or Project stated above and has entered into [an Indirect Channel Partner
Agreement]” Solutions Technoiogy Integrator Agreement] which entities Reseller to do the following:

(2) resell and/or distribute Cisco products and/or services in BULGARIA to end users within that territory;

(2) bid, negotiate and conclude a contract with you tor toe above producis/servfces manufactured or s"ppfied by
Cisco. The Reseller is an independent contractor and has no authority to commit and/»' bind Cisco or its
affiliates to anyway.

Cisco will, within toe scope of its agreements wito the authorized channels, provide support mid product warranty
services tor Cisco products acquired through its authorized channels. As such, Cisco recommends that you obtain
confirmation, from the Cisco contact person listed below, that toe Cisco products and/or services are being procured
through a Cisco authorized source.

Similarly, Cisco recommends that you validate toe serial numbers of toe Cisco products through the Buy Right tool
located at httos™lwww.cisco.corn/c/rn/en emear/brand-protecfionTinctex.htirt.

Additional information regarding the importance of purchasing through Cisco authorized channels can be reviewed at
toe link provided above and the list of Cisco authorized channel partners can be viewed at
https:/llocatr.cloudapps.cisco.com/WW Channels/LOCATR/openBasicSearch.do.

The confirmation provided under this Authorization form shall be accurate as of the date appearing at the top of this
letter and for six (6) weeks from such dale.

If you need any additional information, please do not hesitate to contact Ptamen Zhechev at +359 899 908 715. For
more information about Cisco's channel partner program, please visit the following URL:
http:/lwww.dsco.comAveb/partnersfindex.html.

Duly authorized to sign this authorization form for and on behalf of: Cisco intemattonat Lim ited

CISCO
Ciico Irttemafiwal
811 NewSquare,
Qram

<
Janiesem itter Meklesex TWL48HA
DIRECTORMGMT-FINANCE tinted o™ >


http://www.cisco.corn/c/rn/en
https://locatr.cloudapps.cisco.com/WWChannels/LOCATR/openBasicSearch.do
http://www.dsco.comAveb/partners/index.html
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0O Al BB/ITAPUA EAL

OT CMCKO CUCTEMC BB/ITAPUA

YBEAOMWTEMHO MUCMO

BB Bpb3ka C Bawe yyactme B TpbXHa npouepypa c npegmet: «/loctaBka Ha
KOMYHMKaUWOHHO ob6opyfBaHe, Xxapgyep W codtyep, Heobxogumu 3a o0O6HOBsABaHe Ha
MHPOPMALMOHHN U KOMYHUKAaLMOHHM cucTeMu Ha HauuoHanHa areHuus 3a npuxogute",
jeknapupame, 4ye un3bpoeHnte Mogenn mMaplytusatopu nputexkaat SDWAN  IPSec
NPON3BOANTENHOCT, KakTo crejsa:

e |SR1100-4G- SDWAN IPSec npoun3soantenHoct oT 730Mbps 3a 1400 6ainToBN NakeTu.
= |ISR1100-6G - SDWAN IPSec npon3sBogutenHocT oT 1.8Gbps 3a 1400 6ainToBM NakeTu.
= ISR4451 - SDWAN IPSec nponssoautenHoct oT 3.6Gbps 3a 1400 6ainToBN NakeTu.

= ASR1001-X- SDWAN IPSec npousBogutenHocT oT 7.8Gbps 3a 1400 6aiiToBM NakeTu.



NEK/TAPALUA

Yye MNPV N3TOTBSHE Ha oepTaTa ca CnaseHU 3afb/XXEHNSATA, CBbP3AHU C JaHBLUM U
OCUTYpPOBKW, OMa3BaHe Ha OKOJIHATa cpefja, 3aKpu/ia Ha 3aeToCcTTa M YyC/I0OBUSAITA Ha TPY4

Jonynognucaumat MAPTUH AVMMWTPOB MOPAAHOB, n.K.| n3gageHa Ha
Ha ANBXHOCT AKayHT MeHupxbop “Abp)KaBHU CTPYKTYpU”, oThen
"[bpXKaBHW CTPYKTYpW”, HanpasneHue ,,KopnopaTusHu npogaxeéun” npu ,,AL BbJITAPNA” EAL
B KQYeCTBOTO CM Ha YMb/JIHOMOLLLEHO nunLe Ha ,,Al bunarapua” EAL, peructpupaHo B AreHuuaTa no
BnunceaHuATa, ¢ ENK: 131468980, H no 344C: BG131468980, cbc cefanuilie N agpec Ha ynpasieHue:
1p.Cogpma, yn. “Kykyw” Nel,
Yy4aCTHMK B 00LLECTBEHA MOPbYKa C NPegMeT:

»dOCTABKA HA KOMYHUWKALMNOHHO OBOPYABAHE, XAPOYEP N CODPTYEP,
HEOBXOAMMW 3A OBHOBABAHE HA MH®POPMALUVMOHHW N KOMYHUKALVNOHHW®
CNCTEMMNHAHAUVMNOHANHA ATEHUWNA BATIPUXOOANTE*™
3ayyactme no O6ocobeHa no3numa Ne 2 ¢c npeameT: ,,JlocTaBKa Ha COPTYepHO AedhMHMpaHa Mpexa
3a NPeHOC Ha flaHHU

OEKTAPWMWPAM, ue:

npu N3roTBsiHe Ha odepTaTa ca CMa3eHun 3afb/KeHNATa, CBbP3aHU C JaHbLM U OCUTYPOBKMN,
ona3BaHe Ha 0XO/iHaTa Cpefa, 3aKpua Ha 3aeTOCTTa M YyCNOBUATA Ha TPYA.

fOata: 13.07.2020 roaga.

AKayHT MeHUDKXBbP “AbpXaBHN CTPYKTYpU”
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*

Cepusata pytepn 3a uHTerpupaHu ycnyrn Cisco® 4000 (ISRs) cdopmupar coptyepHo geduHupaHa WAN
nnaropma, KOSATO ocurypsisa Npou3BOAUTENHOCT, CUTYPHOCT M Bb3MOXHOCTU 3a KOHBEPreHUWs, OT KOUTO ce
HY>AanT CbBpeMeHHMTe 6paHLLIoBU odumcu.

[pernen Ha npoaykTa

Cepusata pytepu 3a nHterpmpanm ycnyrm Cisco 4000 (ISR) pesontoumonunsnpa WAN KoOMyHuKauumute B GpaHLloBeTe
Ha npegnpusatneto. C HOBUTE HMBA Ha BrpafeHn WHTENUTEeHTHU MPEeXOBU Bb3MOXXHOCTU U KOHBEpreHuus, te ca
KOHKPETHO Haco4YeHM KbM HapacTBaljara Hy)Kja OT CBbP3aHOCT Ha Mpexara C MPUIoXKeHuATa, pasnpefeneHn B
pasnnyHMTe 06EKTUN Ha npeanpusaTneTto. Te3n 06eKTn 06MKHOBEHO uUMaT orpaHuyeHn UT pecypcu. Ho yecto umart um
HapacTBallia Hy>Kia OT JMpEeKTHa KOMYHMKaLMSA, KakTo C LLeHTPOBe 3a IMYHU AaHHW, Taka 1 ¢ nyb6nnyHu obnauu npes
pasnnyHn BPbH3KW, BKIKOUUTENHO MyNTUNPOTOKON 3a npeBkntouBaHe Ha etuketn (MPLS) VPN n UHTepHer.

CepusaTta Cisco 4000 cbabpyka cnegHute nnaropmu: 4461, 4451, 4431, 4351, 4331, 4321 n 4221 ISRs.

durypa 1. Cepusa pytepn 3a nHterpupanu ycnyru Cisco 4000

XapaKkTepUCTUKN 1 NpegumcTBa

Cepusata ISR Ha Cisco 4000 Bu npepocTaBAT cogtyepHute dyHKUMM Ha Cisco® CodTypHO aethmHupaHa WAN
(SDWAN) n KoHBepTMpaHa WHMpacTpyKTypa Ha 6paHwa. 3aefHO € MpeBb3XodHata MNpou3BOAMTENHOCT, Te3n
Bb3MOXKHOCTW (hopMupaT rpagnBHUTE eleMeHTU Ha cnefBaloTo nokoneHme WAN pelueHus 3a 6paHLIoBus oduc.

CogtypHOo gedhmnHmpaHa WAN Ha Cisco
Cisco SDWAN e Habop OT WHTEIUreHTHU COMTYEepHU YCAyrn, KOUTO BU MO3BOMABAT HaAEXAHO U CUTYPHO Ja

cBbp3Bare notpebuteny, ycTpocTBa M nokauuu Ha 6paHLioBeTe C eAMH pa3Hoo6paseH KOMMIEKT OT TPaHCMNOPTHMU
Bpb3kM Ha WAN. MopabpxkaHn ot SDWAN mapupytusaropy kato ISR 4000 gMHamMuU4yHO MapLipytuavpar Tpajuka
npes ,Hali-gobpara” Bpb3ka, 6a3upaHa Ha akTyanHO NPUIOXKEHNE 1N MPEXOBU YCNOBMA 3a MbAHOLEHHO M3MON3BaHe Ha
npunoXeHveto. MonyyasaTte CTPOr KOHTPON BbPXY pabotara Ha NPUIOXKEHWETO, U3NO0N3BaHEeTO Ha YeCcToTHAa NeHTa,
noBepuTeNnHoCTTa Ha fJaHHuTe n Hanmumeto Ha Bawmte WAN BPB3KM - KOHTPOS, OT KOWTO ce HyXpjaeTe, Tbil Karo
BalLMTe 6paHLIOBE U3BLPLUBAT ronsiM 06emM OT KPUTUYHO BadkHM 3a BM3Heca AeinHoCcTn.

Cisco KoHBepTupaHa 6paHLloBa MHppacTpykTypa
ISRs ot cepuara Cisco 4000 kKoHcOAMAMPAT MHOrMo 3afbMKUTENHU WT  (QYHKUMKW, BKIKOYUTENHO MPEXKOBMU,

N3UYUCIUTENHN U CbXPAHUTENHU pecypcu. BUCOKOMPOUIBOAUTENHUTE WHTErPUpaH/M MapLUpyTU3aTtopu W3NbHsSBaT
MHOY>KECTBO €[JHOBPEMEHHW YC/YTY, BKIOUNTENHO KpUNTUpaHe, ynpasneHne Ha Tpaduka n ontummnsauust Ha WAN, 6e3
Ja 3a6aBsAT NpeMyHaBaHeTo Ha BaluTe JaHHU. OCBeH ToBa BME MOXKETE fa aKTMBMpaTe HOBU YCNYrn Npu NoVCKBaHe
ypes 06MKHOBEHA MPOMSsIHA Ha NULIEH3a.



MHTepHeT-6a3npaHa mpexa Ha Cisco n Undposa mpexxkoBa apxutektypa (Cisco DNA)
Mpe3 nocnegHUTe HAKONKO rOAuHU ce HabnwgaBa 6bp3a TpaHchopMaums U npuemMaHe Ha LugpoBUTE TEXHONOTUM.
ToBa OKa3Ba HaTUCK BbpPXY MPEXOBUTE eKUNK, KOUTO NoAAbpXKAaT Ta3n NpoMeHsLLa ce MHpacTpyKTypa - ocobeHo npu
ocurypsiBaHeTo, ynpaBieHWEeTO, MOHUTOPUHTa W OTCTPaHABAHETO Ha HEW3NPaBHOCTM Mpu Te3n pasHOoOo6pasHu
ycTpoiictBa. OCBEH ToBa MHOBauuu Kato coptyepHo gemHmpaHa WAN (SDWAN), BupTyanusaumsi Ha MpexoBute
dyHkumn (NFV), otBopeHn APl n O6n1ayHo ynpaBneHue ca MHOroobellasawm 3a TpaHcopmupaHeTo Ha AT mpexunte
Ha opraHmnsauuuTe. Ta3n TpaHcopmMaLma nocTass JONbAHUTENHN BBIPOCU U Npeu3Bukarencrtea npeg N T ekunure.
LUnpposaTta mpexoBa apxutektypa Ha Cisco (Cisco DNA) e oTBopeHa, paswuuvpsiemMa, COMTyepHO OpueHTUpaHa
apxuTeKTypa, KOATO ocurypsisa no-6bp3n MHoBauum, nomara 3a reHepvpaHe Ha no-Ab/l60KM NO3HaHUA 1 npefocTaBs
M3KIIUUTENEH OMUT B MHOMO pasnuyHu npunoxeHus. Cisco DNA pasuvta Ha 6asvpaHnm Ha HaMepeHus Mpexu,
pPEBONIOLUMOHEH MOAXO[ B MPEeXute, KOWTO nomara Ha opraHusauuute fa asBTomMaTtmsuvpar, ONpoCTAT U 3aluTtar
Mpexkarta.
BasupaHarta Ha HamepeHus mpexxa Cisco DNA e:
< VHpopmMmpaHa OT KOHTEKcTa: VHTepnpeTnpa BCeKu 6aiiT JaHHW, KOMTO NMpemMuHaBaTt npe3 Hesl, KOeTo BOAu A0
no-gobpa curypHocT, rno-nepcoHaM3npaHo n3rnon3saHe n no-6bvp3u onepauumun.
< 3aaBwKBaHa OT HamMepeHueTo: TpaHcAuMpa BalleTo HaMepeHue B npasBuiHaTa MpeXxxoBa KOHUrypaums, Karo
npaBy Bb3MOXKHO yrpaBfeHNEeTO 1 NPefoCTaBAHETO Ha MHOXXECTBO YCTPOMCTBA M Hella 3a MUHYTH.
= BogeHa oT uHTyMuusaTa: HenpekbCcHaToO ce yynm OT OrPOMHUTE KOMM4vecTBa [JaHHW, NpemMuHaBally npes Hes, ”
npesBpbLla Te3n JaHHW B felcTBeHM m3Boan. lNomara BM fa peluasare BbMpOCWU, Npeau Te ja ca craHanm
npo6nemMmu unga ce noy4ymte OT BCEKW UHLUMAEHT.
LleHTbpbT Ha Cisco DNA ocurypsiBa LueHTpanM3anpaHo Tabno 3a ynpasneHue B usfata BM Mpexa - bpaHLia, Kammyca,
UeHTbpa 3a fgaHHM KW obnaka. Bmecto fga pasuvtate Ha ynpaBneHWe Ha OTAeNHUTe efeMeHTU, MoXeTe f[a
npoekTmMpare, ocurypute 1 3agagerte noaMtuka oT Kpai A0 Kpali OT eguHCTBEeHUA UHTepdeic Ha LeHTbpbT Ha Cisco
DNA. ToBa BM no3BonsiBa fa OTroBopuTe Mo-6bLP30 Ha OpraHU3auUMOHHUTE HYXAM W fa ONpoCcTUTe eXXefHeBHUTe
onepauun. Cisco DNA AHann3 u OcurypsiBaHe ©n MpexoBa nnatpopma 3a gaHHM Ha Cisco (NDP) B nomarar ga
M3BfleyeTe MakCcUMymMa OT BallaTa Mpexka, Karo HernpekbcHaro cbbupate v peannanpare BalluTe UHTYUTUBHU OLEHKM.
Cisco DNA e oTBOpeHa, paswupsiemMa u nporpamMmvpyemMa Ha BCSIKO HUBO. TS uHTerpupa texHonormm Ha Cisco u Ha
TpeTn cTpaHu, otBopeHn APl m nnatopma Ha pas3pabotumka, 3a fa nojabp)ka borata ekocuctemMa OT MPEXOBU
NpUIoXeHus.
Tabnmua 1 nokassa MHOro OT (yHKUMUTE M npeammcTBata Ha Cepusata Cisco 4000, kouTo cb3gaBaT copTyepHO
neduHnpaHa WAN (SDWAN) n koHBepTupaHa 6paHLLoBa MHpacTpyKTypa.

Tabnuua 1. OcHOBHU (hyHKUMKM Ha cepusATta ISRCisco 4000

BuaHec nsncksaHe(s) dyHKums/PeweHne
[OeiicTBne » EJHOBpEeMeHHN cohTyepHM YyCnyrm cbC CKOpocCT Ao 2 Gbps, ApxuTtektypara Ha
= MponyckaTtenHa crnoco6HocT CcBbp3Baliara nnartka noAgbpxa KOMyHUKaLUa Mexay MOAynnTe C BUCOKa YeCTOTHa
* HagexXHoCT Ha ycnyrata NneHTa cbC cKopocT o 10 Gbps.
» PasnpegeneHa MHorosiipeHa apxutektypa c NbpBus 3a MHAYCTPUSATA NaHen 3a BbTPELLHU
ycnyru.

>[IUCTAHUMOHHO UHCTANMpPaHe Ha CBbP3aHu C NPUIOXKEHUsTa YCNyru, KoUTo pa6oTaT
MAEHTUYHO CbC CLOTBETHUTE €IEMEHTU B ONpPeAeNneHunTe ypeau.

Mo-Hucku pasxoamn 3a WAN ' BrpageHo SDWAN pelueHne 3a cb3gaBaHe Ha 6M3HEC Knac MHTEPHET BPb3KK;
3annauaHe c pacTexa Ha 6usHeca KanaunteTsT Ha pyTepa Moxe fa 6bAe yBennyeH c oTaaneyeHo HagrpaxkjaHe Ha
= Mogen 3a HagrpaxkgaHe Ha AMLeH3a 3a U3nbiHeHne No 3asBKa (6e3 HaAcTpoiika Ha xapayepa) 3a BUCOKK
NpOU3BOAUTENHOCTTA cnecTaBaHus.

« 3awuTa Ha nHBecTuumnTe
« YnpasneHue Ha 6ropKeTa 3a KanuTanosu

pasxoau
MpeBb3X04HO U CUTYPHO M3MNON3BaHe Ha »CodTyepeH nakeT ISR-AX ,,0NuT B NPUNOXKEHNETO4C pasLuMpeHn ycnyru 3a
noTpebuTencknTe NPUNOXeHUs .MapLIpyTU3“paHe U MOHUTOPWHI Ha MpeXarta.

«lnHamnyeH myntmtoukoB VPN (DMVPN), 30HOBO-6a3vpaHu 3alinTHU CTEHMN,
npegoTtsparsaBaH! : (Short & Umbrella Branch) n ynpaBneHue Ha
cbabpKaHue” tCisco Cloud Web Security n OpenDNS 3auuta Ha
AaHHuTe.

coun/mn™eitHn B\crmwA npaBa 3anaseHu. Toaw JOKyMeHT

Y+ =n



BusHec nsncksaHe(s)

AT KoHconupauma, cnectaBaHe Ha
NPOCTPaHCTBO U Nogo6peHn 06N
pasxopau 3a co6cTBeHocT (TCO)

HenpekbCcHaTOCT Ha 6u13Heca u
noBuweHa r-BKaBoCT

Mo-Hucku pasxogm 3atenedonus ¢ VolP
n 6orat MefneH onuT

Easier manageability and support

®yHKUmA/PelleHne

npegocTaBsH” Ha naeniTiplikar OHHM faHHW U NpejaBaHuns; KOUTo He.ce o6paboTear
obpaTtHo npes3 ueHTbpa 3a4&HM. T

= GyHKLMsITA 3a CUTYPHO 3apeajaHe U3BbpLUBA XapAyepHo yaocToBepsBaHe Ha codTyepa 3a
3apexjaHe, 3a ga npefoTBpaTv 3apeXxjaHeTo Ha 3N1oHaMepeH U HenpegaBugeH codtyep B i
cucrtemara. * i

= BnlizaHeTo ¢ Koj nposepsiBa LnpoBuTe CUTHATYpY Ha U3nbaHUMUTE haiinose npean npean.;
TAXHOTO 3apexxjaHe, 3a a ce npefoTBPaTn M3nbiHEHWETO Ha NPOMEHEeH 1A nospedeH kog.1

= XapayepHOTO yfocToBepsiBaHe npeanassa OT xapfyepHo danwunduumnpaHe upes
n3non3BaHe Ha CUAMKOH, Mpeanassaty oT hanwmndpukauumn Ha niatkuTte, BKIIOUYNTENHO 1 3a
nonesuTe 3aMeHseMy Moaynn. AKO yOCTOBEPSABAHETO € He yCMeLHo, MOAYNbT He MoXe Aa }
ce crapTupa.

j = EgMHmMYHaTa KoHBeprvpaHa 6paHLwoBa nnatopma UHTerpvpa mapLlupytmsaums, komytauus, (
BUPTyaneH CbpBbP, CbXpaHeHue, CUTYPHOCT, YHUduumpaHn komyHukaumm, WAN
onTMMM3aLmnsa 1 UHCTPYMEHTU 3a ynpasieHne Ha Npou3BogUTENHOCTTA.

= Mogenute ot cepusita ISR 4400 (4461,4461 n 4431 iSR) nogabp>kaT ABOVIHW UHTErpUpaHn )
M3TOYHMLM Ha eHeprus 3a apxmeupaHe. Usanarta cepusa ISR 4000 nogabp>ka onunmoHanHO
[OMBAHUTENHO 3axpaHBaHe, KOeTo MOXe fja AoCcTaBM JonbaHMUTEeNHa POE MOLHOCT Ao
KpanHuTe TOYUKN.
= MofynHN MPEeXoBu MHTepdeicn ¢ pa3Hoo6pasHMN Bb3MOXHOCTY 3a CBbp3BaHe 3a
6anaHcvpaHe Ha HaToBapBaHeTO M yCTOWYMBOCT Ha Mpexxara.
; * MopynHu nHtepdericu ¢ oHnaliH npemaxsaHe u noctaBsiHe (OiR) 3a HagcTpoiikn Ha mogynun |
1 6e3 npekbCcBaHe Ha Mpexkata.
« Cisco YHugmumpaHa TenedoHmnsa 3a ouensBaHe Ha oTaanedyeHn obektn (SRST), kosTo
| cnyxu 3aponbiHUTENHA MbBKABOCT HA XOCTBAHOTO OT Cisco pelueHve 3a cbTpyaHuyectso 1
(HCS), Cisco obnauHo-6a3mpaHa UC ycnyra.
= MNofApb>KKa Ha MHOrO 1 pa3Hoo6pa3HN BPb3KKU 3a gocTsn: T1/EL, T3/E3, Serial, xDSL.
Gigabit n Ten-Gigabit Ethernet.

| = BucokonpoussoguTeneH aHanoros/ unpos W03, nossonasaly VolP npe3 no-eBTuHM
cTBONOBE Ha Session Initiation Protocol (SIP).

= NHTerpupan IP P8X (Cisco Unified Communications Express) n cecueH rpaHuyeH KOHTponep j
(Cisco Unified Border Element unn CUBE).

’

+ EAVIHMYHO, YHUBEPCANHO COPTYepHO M306padKeHNe 3a BCUUKU (PYHKLMU 1 MbBKABOCT Ha
JMLEH3NPAHETO MO 3asiBKa.

| * He ca HEO6XOAUMMW AOMBAHUTENHU YCAYTY U NOAAPBKKA 33 KOMMIOTbPHA 06pa6oTKa v
CbXpaHeHue.

= MoaabpXKa ce OT UHCTPYMEHTM 3a ynpasneHve Ha Cisco U TpeTu cTpaHu, ¢
nporpamvpyemMocT 1 aBToMaTusauus.

ApxutekTypa Ha nnatgpopmara

Tabnnua 2 n3bposiBa OCHOBHUTE XapAyepHU apXUTEKTYPHU XapaKTepuUcTUKM u npeammcteBa Ha cepusita Cisco 4000.
Pytepute paboTtaTt ¢ moayneH cogtyep Cisco 10S XE, WMPOKO M3NOA3BaH B Hal-B3MCKaTeNHUTE MpPEeXu Mo CBeTa.
LisnocTHOTO nopThonMo OT ycnyrm Ha codptyepa o6xBalla MHOXECTBO TEXHONOTMYHM 061AaCTWU, BKIKOUYUTENHO
cuUrypHocT, ontnmmsaumsa Ha WAN, KayecTBO Ha ycnyrurte 3a npunoxkeHus n mpexku (QoS) mn BrpageHo ynpasneHue.

Tabnuua 2. BakHUM apXUTEKTYPHU eNeMeHTH

APXUTEKTYPHU XapaKTepucTuku Mon3n/ OnucaHue

MHorosgpeHu npouecopu

BrpafieHo xapfyepHo yckopeHue Ha
VPN IP Security {IPsecj

+ Brcokonpoun3sogutenHnuTe MHOrosgpeHy npoLecopu noaabpixKart BUCOKOCKOPOCTHU W AN Bpb3KU.

PaBHVHaTa Ha faHHWTe U3N0N3Ba emMynMpaH npoLecop Ha notoka (FP), Koiito ocurypsisa
e(eKTUBHOCT Nogo6Ha Ha cneungpuyHa 3a NPUIoXKeHNeTo nHTerpanHa cxema (ASIC), KosTo He ce
Bnowwasa npu 406aBsHe Ha HOBU YC/yTH.

yeennuasa mauwabupyemen$i| onuMoHaneH nMueHs 3a coTyepHa CUrypHOCT Ha
Cisco IDS XE, gaBa r— == Ha WAN Bpb3ka VPN ycnyru.

Vv A arl

©on 1 8 U h!IMS*rTTIAMBCUUKM NpaB@&3anaseHu. To3u JOKYMEHT e ny6amuHa uHhopmauwms Ha Cisco,



ApPXUTEKTYPHU XapaKTepucTuku Monsu”™ OnucaHune

WHTerpupanu Gigabit Ethernet = CepusTta Cisco 4000 ocurypsisa Ao 4etvpu BrpageHy 10/100/1000 Ethernet nopta 3a WAN uim LANJ
nopTtose = B 3aBMcuMoOCT OT nnatdopmara, Hakom oT nopTtoeeTe 10/100/1000 Ethernet morat fa noggabpxar
BK/IOYBAEM3 CBBHP3aHOCT C ManbK popM-thaktop (SFP) B fonbiHEHME KbM RJ-45 Bpb3KM, KOETO
no3Bo/isiBa CBbP3BaHE Ha MEeAHN UM ONTUYHN NPOBOAHULN.
« OnunoHanHo, B 3aBMCUMOCT OT nnatopmara, o 30W PoE+ morat fa 6baaT aktmBMpaHu Ha gsa ot
BrpaZeHnTe uHTepdgeiicu Gigabit Ethernet Ha NnpegHUs naHen, 3a fa OCUTypsT 3axpaHBaHe Ha
BBbHLLUHM ycTpoiicTBa, Kato LTE pyTepu oT 4eTBBLPTO nokoneHue (4G).
= 3a ynpasneHve Ha yCTpOICTBOTO € OCUTypeH AonbaHuTeneH cneyunaneH Gigabit Ethernet noptl

Joctbn fo USB-6a3upaHa KoH30Na « EauH MuHKM nopTanltun B USB KoH30/Ma noggbpyka CBbpP3aHOCT 3a ynpaBneHneTo, Korato
TPaAULMOHHUTE CEPUIiHM MOPTOBE HE Ca HAIMYHW.
« Mpegnarar ce U TPAAULMOHHUTE KOH30/HU U comaraTtenHu nopTose2.

OnuUOHaNHO MHTErpUpaHo = EgHa onuMoHanHa HafcTpolika Ha BbTPELLHOTO 3axpaHBaHe ocurypsiBa IMHENnHO 3axpaHBaHe
3axpaHBaHe 3a pasnpegeneHue ka (802.3af - cbBMecTMo ¢ PoE, unm 802.3at - cbBMecTMMo ¢ POE +) KbM ONLMOHANMHW MHTErpUpaHn j
PoOE KOMYTaLUMOHHN MOAYNN.

= Pe3epBHUTE MOAYNM 3a nNpeo6pasyBaHe Ha POE ocurypsiBat LONbAHUTENHO HMBO Ha TONEPaHC.

OnuuoHaNHO MHTEerpupaHo pe3epBHO \ = 3a cepusTta iSR 4400 ce npepnara pesepsmpaHa MOLHOCT Ype3 UHCTanpaHe Ha onumMoHaseH
3axpaHBaHe (RPS) nHTerpmpaH RPS 3a HamansiBaHe Ha NpekbCBaHe Ha MpexkaTa M 3aluTa Ha Mpexkarta OT NPeKbCBaHe;
Ha 3axpaHBaHeTo.
= OnunoHanHiiaT POE ycunBaly, pexum yBennyasa obwmst PoE kanauutet go 1000W.

Mogyn 3a nofobpeHun ycnyru Ha = Bcekun CNOT 3a cepBM3eH MOAyNn npegnara BYCOKa CNOCOGHOCT 3a nponyckaHe Ha gaHHu o 10 Gbps ;
Cisco (SM-X) KbM cuctemata m o 1 Gbps KbM Apyrv cnotose 3a MOAYNN.

= MoaapbXKKaTa KakTo Ha eAMHUYHU, Taka 1 Ha ABOHO LUMPOKN CEPBU3HMN MOAYN OcurypsiBa
rbBKABOCT MpK onuunte 3a BHeApsiBaHe.

= EguH cnoT SM-X moxe fa 6be npeobpasyBaH B CNOT 3a MpexoB nHTepgdeliceH mogyn (NIM), karo j
ce 13nonssa AoNblHUTENHA HOcewa KapTa.

= CepBMU3HUTE MOAYNM NoagbpyaT oHnalii gobassHe n npemaxsaHe (OIR), kato ce usbsarea
npeKkbCBaHe Ha Mpexkarta Nnpu MHCTanupaHe Ha HOBU MW 3aMecTBaluy moaynnl

Mpexosun”rrepeiicHumogynn ka = [lo Tpu uHTerpupanu NIM cnoTta npu cepuaTta Cisco 4000 No3BonsBat rbBKaBW KOHbUrypauum,

« Bcekn NIM cnoT npeanara onuuun 3a 0 gBe 2Gbps Bpb3KWU. EANH KbM npoliecopa Ha pytepa v e fUH;
3a AUpeKTHa KoMyHuKauus mexay mogynute. (SR 4221 nma caMo efjHa Bpb3Ka OT iGbps Kbm
npotecopa Ha pyrtepa,

= NIM nogabp>xart OIR.

= CneymnanHute NIM go6aBAT nogapbXKa Ha [UCKOBE Ha TBbpAN cxemu (SSD) 1 TBbPAU ANCKOBE
(HDD)1

BrpageH Cnot3a Cisco KapTa 3a = KapTtarta 3a uHTerpupaHu ycnyru nogabpxa no NpuHUUN HOBUTE MOAYN 3a LNMPOBN CUTHATHN
uHTerpupanu ycnyru (ISC) npowecopu ¢ BUcoKa NibTHOCT Ha Cisco (PVDM4s), ocurypsiBallm rnacosa Bpb3Ka C Mno-ronsima
NABTHOCT Ha 3a MHOIO Mefunn.

= Bceku CNnoT 3a KapTa 3a MHTerpupaHu ycnyru ce cebp3sa KbM CUCTEMHATa apxXutekTypa vpe3 Bpb3Ka;
Lo 2 Gbps.

= JonbAHUTENHN MOAYNN MoraT fa 6bAaT XOCTBaHM B CNOTa 3a KapTa 3a UHTerpupaHun ycnyru,
nogo6psiBalikn cucteMHuTe PYHKLUN.

MoaapbXxka Ha hnaw namer = Ha pa3nonoxeHue e eaunH cnoT 3a hnall nameT 3a Nojabp>KaHe Ha BUCOKOCKOPOCTHU NMABTHOCTU Ha:
CbXpaHeHue, KOUTO Morart ja ee paswupsT 4o 32 GS. ISR4221 ce gocTass e hukcupaHa 8GB dnauy;
namer.

« 1Ba USB nopta Tnn A 2.0 npegocTaBAT Bb3MOXKHOCTM 3@ YA06HO CbxpaHeHunel

1He ce noagbpxa Ha ISR4221

21SR4221 nopabpxa CrnofeneHn KOH30/HK 1 crnomaratesiHn nopTose

3YHndmumpann komyHukaumm (UC) n UC-6a3mpaqu NIM He ce nogabpxar



ApPXUTEKTYPHU XapaKTepucTukun Mon3n/ Onucaxne

« 3a cepuaTa ISR 4400 nameTTa Ha KOHTpoONHaTa paBHMHa Mo nogpasbupaHe e 4 GB, Hagrpakgalua
ce go 16 GB, 3aga ce ocurypu jonbaHMTENHA MalLabupyemocT Ha YHKLUNTE Ha KOHTponHaTa
paBHMHa. NameTTa Ha paBHWHATa Ha flaHHW No nogpasbupaHe e 2 GB.

= 3a cepusTa ISR 4300 nameTrta no nogpasbupaHe e 4 GB, Hagrpakgawa ce go 16 GB (camo 8 GB aaj
4321), 3a fa ocurypu gonbaHMTENHA MalLabupyemocrT.

= CepuaTta ISR 4200 ce npegnara ¢ 4GB dukcmpaHa DRAM

DRAM (OnHamun4yHa nameT
NpOM3BOJIEH AOCTHN)

ynpaBneHue Ha Bawwute ISR ot cepuaTa Cisco ISR 4000

MpunoxxeHnATa 3a ynpasneHue Ha mpexxara Ha Cisco, n3bpoeHu B ropHata yacT Ha Tabnuua 3, ca caMOCTOATENHN
NPOAYKTW, KOUTO MoraT fa 6baaT 3aKyneHn unm n3TterfieHu 3a ynpasneHne Ha Bawute CiSCO MPEXOBW YCTPOICTBaA.
MpunoXkeHnsTa ca MW3rpajgeHn cneymanHo 3a pasMyHuTe paboTHM (asun; mnlbepete Te3n, KOUTO Hal-gobpe
OTroBapsiT Ha BalumMTe HY>Xan. Bb3MOXXHOCTUTE 3a ynpaBieHune, n3dpoeHn nog 3arnasmeto ,,Cisco 10S Codtyep XE
3a BrpajieHo ynpasneHue* ca AMPEKTHO VHTErpupaHn B copTyepHara onepaunoHHa cucteMa Ha pytepure.

Tabnnua 3. Cisco DNA LieHTbp

iOnucaHue

Pa6oTHun dasn

WHCcTannpaHe u KOHUrypupaHe Ha
YyCTPOCTBOTO

WHcTanupaHe, KOHGUTypupaHe,
Ha6MoeHne 1 oTCTpaHsABaHe Ha
npo6aemu B Usnata Mpexa

WHcTanupaHe, BHepsBaHe 1
NPOMeHN B KOH(Urypauuata u
thaiinoseTe 3a n306paxeHns
KoHdhurypaums Ha curypHoctTa un
MOHUTOPUHT B 3aBUCUMOCT OT
KOHTeKcTa

YnpasneHue Ha Cisco ycnyrarta 3a
MPUNOXEHNS B LWIMPOKOO6XBaTHA
mpexoBa cpega (WAAS)

Mpuno>keHne

WebUI (Mmpe>koB
notpeéuTenckn
nHTepdelic)

MNHdpacTpykTypa Ha
Cisco Prime ™

Cisco nporpama 3a
KOHhUrypmnpaHe

Cisco OcHoBeH
MEHUIKBP Mo
curypHocTta

Cisco WAAS
LeHTpaneH
MEHUMKBLP

# /IHCTpPyMeHT 3a ynpaBneHue Ha ycTpoicTBa, 6asnpaH Ha GUI, 3a codTyepHo
6a3upaHu pytepn 3a goctbn Ha Cisco 10S n Cisco 10S XE. To31 MHCTPYMEHT
onpocTaBa MapLupyTM3npaHeTo, 3awutHarta cteHa. VPN, yHuduymnpaHute
KoMyHuKaumm u WAN un LAN KoHdurypaumsta Ypes 1ecHu 3a usnon3saHe
crnomarartenHu QyHKunn.

= Mpegnara UANOCTHO yNpaBieHNe Ha XXU3HEHUS LUKbA Ha KabeneH v 6e3xundeH :
[OCTBM, MPEXV Ha LieHTpaneH oduc n Ha 6paHLIOBe, BUCOKA BUANMOCT B
CBbP3aHOCTTa Ha KpaliHusi noTpe6uTen n ocurypsiBaHe Ha etheKTMBHOCTTa Ha
NPUNOXKEHNETO.

« OcurypsBa XXUYHN (yHKLMN HA XXU3HEHNS LMKDBA KaTo ynpaBneHue Ha
VHBEHTapa, KoOH(hUrypauus n ynpasneHne Ha n3obpakeHnsTa; aBToMaTu3npaHo;
BHeApsBaHe; AoKNaZBaHe 3a CbOTBETCTBME; UHTErPMpaHN Hai-[O6pPU NPaKTUKK;!
M U3roTBSIHE Ha OTYeTW.

* 3awuTeH NpoayKT 3a ynpasneHue Ha Mpexara, KOWTo ocurypsisa aBTOMaTUyHO;
pasnpegeneHne Ha N306padkeHNsATa N KOHUrypaumsTa upes LeHTpanmanpaHo |
ynpaBneHne, OCHOBaHO Ha LIaGioHN.

* VIHCTPYMEHT 3a ynpas/feHue 3a KOH(PUIyprpaHe v ynpasieHne Ha CUrypHocTTa i
B 3aBMCKMOCT OT KOHTeKCTa. MpuIoXKeHNeTo noaabpxka hopm-haktopu 3a
ynpaBfneHne KaKTo Ha OTAe/HU, Taka U Ha MHOTO YCTPOIiCTBa..

* MpefocTaBs Bb3MOXHOCT 3a NMCaHEe U NpuaaraHe Ha noApo6HM NOAUTUKK 3a
CUIYPHOCT, CbO6Pa3eHmn C KOHTEKCTa.

* AHCTPYMEHTHT 3a ynpasBneHne Ha uHterpupaHara ycnyra WAASZT\
(onTmmsaums Ha WAN 1 yckopsiBaHe Ha npunoXeHueto). Ocurypssa
LeHTpann3npaH MexaHn3bM 3a KoHdurypupaHe Ha WAAS dyHKUMKN, OTYNTaHE
HabnoaeHune.

Bb3MOXHOCTM 3a ynpaBneHune Ha BrpageHuns cogtyep Ha Cisco I0S XE

Xapakrepucruka

BrpageH MeHngXbp Ha cbbuTtus Ha Cisco

10S (BELY

CnopasymeHus 3a HUBO Ha 06CNYXBaHe Ha

Cisco I0S XE IP (IPSLAS)

OnucaHne

= PasnpepeneH 1 nepcoHanMsnpaH noaxo[ 3a OoTKpnBaHe U Bb3CTaHOBABaHE Ha cboUTUA.

= [Ilpegnara Bb3MOXHOCT 3a HabnogeHne Ha cbouTUA ” npegnpuemMmaHe Ha VIHq)OpMaLI,VIOHHVI,
Kopurupawm nnn xxenaim EEM felicTBMA, KoraTo HabnogasaHute cbOUTUA ce NOABAT NN
Korato ce JOCTUTHe onpejeneH npar.

SNMP [juctaHunoHHo HabnwoaeHne (R3MON),
cuctemHa peructpauns .NetFlow EkcnopT ka

nHpopmauma 3a P notoka (IPFix)

* MNomaraga”ocuipu ePeKTMBHOCTTA Ha HOBU KPUTUYHYM 3a 6r3Heca IP NpunoXeHus, Kakto

1> KoUTONA3iion3Bar faHHu v rnac a IP mpexa.

WUTOPUHT N OTYUTaHe.

ace' BbHWHO WAAS ycTpoMCTBd"1SR42gt f
pu, M~ nf~nasenu. Tosu

Ha Cisco.



Cneundvkaumst Ha NpoayKTa

s Tabnuua 4 n3bpossa obLnTe cneundrkaumm Ha npogykra 3a pytepute ot cepusaTta Cisco 4000.

Tabnuua 4. CneumcumkKaums Ha cepusita pyTepu 3a nHterpupanu ycnyru Cisco 4000

TeXHNn4YecKu Cl'leLlMCbWKaLlMW Cisco 4461 Cisco 4451 !CiSCO 4431 Cisco 4351 Cisco 4331 Cisco 4321 Cisco 4221
I
[
lii
CymapHa nponyckaTesniHa 1.SGbps 1Gbps 500 Mbps .200 Mbps 100 Mbps 50 Mbps 135Mbps
cnoco6HocT (No nogpasbupaxe) I’
|
|
CyMmapHa nponyckaTenHa 3Gbp$ 2 Gbps 1 Gbps 1400 Mbps 300 Mbps .100 Mbps 75 Mbps
crnoco6HocT (JlnyeHs 3a
N3NbHEHNE)
CymapHo camo 3a CEF5 Hapn 7Gbps Hapn 4Gbps Hap 4Gbps  |Hap 2Gbps Hapn 2Gbps 1.5Gbps : 1.2Gbps

nponyckatenHa cnoco6HoOCT
(TmueHs 3a yBennyaBaHe)

Bcuuko Brpagedn WAN unm 4 4 4 3 3 2 2
LAN 10/100/1000 nopToBe
I i
Bcuyko Brpagedn WAN uau 2 ) ) * *
LAN 10Gbps noptoBe
4 4 4 3 2 2 2

RJ-45-6a3upaHn noptoBe

SFP-6a3upaHu nopToBe 4 14 4 3 2 1 11



NN

TexHu4yecku
cneyudmnkaymn

Pa3wnpeHn cnotose :
3a CepBU3HU MOJLYNN :

CnoTtoBe 3a
CEepPBU3HU MOAYyN C
ABOWKaA WMprHa

NiM cnotoBe

OIR (BCcnukun Bx./N3X,;
MOoAynn)

1SC cnot HafjbHHaTa:
njatka

Mo nogpas6bupaHe
namerT c BoiHa
cKopocT 3afjaHHu 3
(DDR3) 3a kopg 3a
KOPEKLUNs Ha rpeLlukmn
(ECC) DRAM
(KoM6uHMpaHu
paBHUHW Ha KOHTpon/
ycnyru)

MakcumanHa namet
DDR3 ECC DRAM
(Komb6iiHMpaHun
paBHWHW Ha KOHTpon/
ycnyru)

1
MameTno no,qpaaSvlpaHe

DDR3 ECC DRAM

(paBHUHa Ha gaHHUTE)

MakcumanHa namet i
DDR3 ECC DRAM
(paBHUHA Ha
faHHUTe)

Namet no
nogpas6upaHe DDR3
ECC DRAM
(paBHMHK Ha
KOHTpOn/ ycnyrn)

Cisco 4461 Cisco 4451 Cisco 4431
it
3 2 G
2 1 (npegnonara, ye 0
He ca
MHCTanMpaHu
SM-X mogynm ¢
eiHUYHa WupuHa)

3 3 3
fa fa fa
1 1 1
Hama Hama Hama
Hama Hama Hama
4GB 2GB 2GB
4GB 2GB 2GB
8GB 4 GB 4 GB

—< -

C i;_(_:o 4351.

1 (npeanonara, ye
He ca
MHCTannpaHun SM-
X mogynm ¢
e/IMHNYHa WnpuHa)

3

Ja

4GB

16 GB

Hama

Hama

Hama

Cisco 4331

Ja

4GB

16 GB

Hama

Hama

Hama

Cisco 4321

4GB

8 GB

Hama

Hama

Hama

Cisco 4221

He

He

4GB

4GB

Hama

Hama

Hama



1 TexXHU4YecKun Cisco 4461 Cisco 4451 Cisco 4431 Cisco 4351 Cisco4331 Cisco 4321 Cisco 4221
I cneyndunkaymn
\
MakcumManHa nameT 32 GB 16 GB 16 GB Hama Hama Hama Hama
Mno4 g yiw!
paBHWHU Ha KOHTpON/
ycnyru)
®naw namet no 8GB 8GB 8 GB 4GB 4 GB 4GB 8GB
nogpasbupare
Makcumanta dna 32GB 32 G8 32 GB 16 GB 16 GB 8GB 8GB
nameT no nogpasbupaHe
BbHuWHM USB 2.0 2 2 2 2 1 1 1
cnotoBe (Tun A)
USB KoH30MeH nopT 1 1 1 1 1 1 0
-Tun B muHm (go 115,2
kbps)
CepueH KOH30/M€eH nopT 1 1 1 1 1 1 1 (komM6VHUpaH
-RJ45 (go 115,2 Gbps CON/AUX
nopT)
CepueH cnomaratesieH 1 1 1 1 1 1 1 (KoM6GUHMpaH
noprt - RJ45 CON/AUX
(Bo 115,2 kbps) : nopr)
onuuu 3a en BbTpeLuHu: BbTpewHu: BbTpeLuHu: BbTpeLuHu: BbTpewHu: BbHLWHN Camo
3axpaHBaHe AC, DCn m AC,DCwn AC, DC u AC, DCwu AC,DC n PoE tACwn BbHLUHO AC
PoE PoE PoE PoE PoE
PesepBHO efl. BbTpelwHu: BbTpewHu: BbTpeLuHu: Hsama Hsama Hama Hama
3axpaHBaHe AC, DCu AC,DCn AC, DCn
PoE PoE POE
o Cneundmkaynm Ha en. 3axpaHBawWwTo
b r.1 EW 33KkwWw 1 Ligpukay P w 1
BXO/HO HanpexeHne AC 100 0 240 : 100 go 240 100 o 240 100 go 240 100 fo 240 100 go 240 100 40 240 mj
VAC VAC VAC VAC VAC VAC VAC
aBTOMaTU4YHO . aBTOMATUYHO | aBTOMATVYHO aBTOMatnyHo aBTOMATUYHO aBTOMATUYHO ABTOMaTM4HO ]
BxoaHo HanpexeHune DC
BxoAHO HanpexeHune 48- 60V 48 —60V 48 - 60V Hama 24- 60V Hama Hama
BXxofieH TOK 12A Makc. 12A Makc. 12A Makc. Hama 14 - 5A Hama Hama
BxogHa YecToTa AC 47 1o 63 Hz 47 po 63 Hz ; 47 po 63 Hz 47 po 63 Hz 47 10 63 Hz 47 go 63 Hz 47 po 63 Hz
'qmanag,OH Ha BXOAHUSA 7.1 ,o3.0A ! 7.1 po 3N1A 3o 1.3A 7.1 no 3.0A 340 1.3A 1:6 5o 0.6A 1.500 0.6A
AC 1ok, AC en.
3axpaHBaHe {Makcumym)
AC BXOfiEH CBPBXTOK 60 A nukos <50 A j 60 A nukos 60 A nukos 60 A nNuKoB 90 A 90 A nuKoB
TOK 1 nog 5 TOK U nog 5 TOK 1 nofg TOK 1 nop 5 NMNKOB TOK TOK M nog 3
Arms 3a Arms 3a 1 12 Arms 3a Arms 3a nnog 3 Arms 3a
NONOBUH Arms 3a nonoBuMH
UNKDBN nonoBuH UNKDBN
42 36 24 ..

j_iTaH,qapTHa MOLWHOCT



| TexHU4YecKu Cisco 4461 Cisco 4451
1 cneyndukaunm

(6e? mopaynn)

(BaTtoBeE)

MakcumanHa 1000W ' 450 (6e3 POE)

MouHocT c AC en. (6e3 POE)

3axpaHBaHe

(saToBE)

MakcumanHa 437 (6e3 PoE) 437 (6e3 POE)

mouHocT ¢ OC en

3axpaHBaHe

(BaToBe)

MakcumanHa .1 1000 c 1000 c......

Mol HocT ¢ PoE pesepBupaHo pesepBupaHo

erb 3axpaHBaHe POE POE

(camo 3a 1450 ¢ PoE 1450 ¢ PoE

F;;Lqégg)mam) ycunsaHe 6e3 ycunsaHe 6e3
pesepBrpaHoOCT pe3epBUPaHOCT

MakcumanHo 500 W .. 500 W

KpaiHo PoE onumoHasHa onuuoHanHa

3axpaHBaHe, pe3epBMpaHoOCT pe3epBMPaHOCT:

HannuyHo ot PoE

€. 3axpaHBaHe

(BatoBe)

MakcumaneH 950 W 6e3 950 W.6e3
KanauuTer Ha pesepBUpaHoOCT pesepBrpaHocT
KpaiiHo PoE

3axpaHBaHe ¢ PoE

ycuneaHe

(BatoBe)

Pasmepn 3,5x17,25 x 3,5 x 17,25 x
(BxWxna) 18,5 nHYa 18,5 nH4a (88,9 ;
88,9 X X
438,15 X 438,15 x 469,9 X
489,9 mm) mm)

Cisco 4431 1 Cisco 4351 Cisco 4331 Cisco 4321 Cisco 4221

fm
[

250 (6e3 POE) 430 250 125 90

437 (6e3 PoE) 437 (6e3 POE) 250 (6e3 POE)

500 c 990 530 260 Hama
pe3epBupaHo (6e3 PoE
PoE noAApbXKKa)
1000cPoE
ycunBaHe 6e3
pesepsupaHocT
. 250 W 500 250 120 Hsama (6e3 PoE
onuuoHanHa MNMopapbiKKa)
pesepBupaHocT
500 W 6e3 Hama Hama Hama Hama (6e3 PoE
pe3epBupaHocTt Moaapbxka) |\
LI 33iipti
11, . Wx jf-CVir  "YapClj wm T
1,73x 17,25 X 3,5 x'17,25 x T75%x 17,25 x 1,75x 1455 x ! 1,72x 12,7 x 10"
19,97 vH4Ya 18.5 nH4a 17,25 vH4a 11.60 MH4Ya (43,7 x322,6 X
(43,9 x438,15x (88,9 x438,15x (44,45 x438,15x (44.55x369,57x1 254 mm)
x507,2 mm) 469,9 mm) X 438,15 mm) X 294,64 mm) -



TexHnyecku Cisco 4461
cneyundurkaumm
Pa3mepu Ha Hama
BBHHLWHOTO Ha eii.
3axpaHBaHe
(BxLW xA)
Pa3smepu Ha 9,75 X 22,25 X
onakoBbyHaTa 26 MHYa
KyTuA (24,76 x 56,51
(B x W xAa) X
X 66,04 mm)
BucounHa Ha paka 3Pak
eanHnum
(3RU)
MoHTUpyem B pak BkntoueHo
19 nHya (48.3 cm)
EIA
MoHTUpyem B pak onuus
23 nHua (58.4 cm)
ETA
CTeHeH MOHTaxX He

Terno c 1, 450-
WAC en.
3axpaHBaHe(be3
mMoZaynm)

Terno c 1 1000-
WAC en.
3axpaHBaHe* 1
PoE 3axp. mogyn

(6e3 gpyrm
mMoaynu)

Terno cAC E3
{6e3 mogynn)

Ternoc DC E3
(6e3 moaynu)

Ternoc ACE3c
POE (6e3 mopgynn)

CraHfapTHO Terno
(HanbnHO 3apefeH
Cc Mofynun)

Cisco 4451

Hama

9,75 x22,25 x

26 VH4Ya

(24,76 x 56,51 x

X 66,04 mm)

2 Pak
efMHuumn
(2RU)
BkntoueHo

onuuna

He

28.8 b (13.1
ko)

30,6 Ib
(13,9 kg)

Hama

28,81b (1,2 kg)

Hama

42,7 ib
(19,4 kg)

Cisco4431

Hama

7,88 X22,25 x
28,75 nH4Ya

730,25 mm)

1 Pak
eanHuua

(1RU)

BktoueHo

onuunsa

Ja

Hama

Cisco 4351

Hama

9,75 X 22,25 X

Cisco 4331

Hama

7,125 x 22,75 X

26 UH4Ya 22,5 nH4ya
(200,2 x 565,1 x | (24,76 x56,51 x (180,98 x 577,85
66,04 mm) X
X 571,5 mm)
2 Pak 1 Pak
eAnHnLN eanHnua
(2RU) (1RU)
BkntoueHo BkntoyeHo
onuusa onuuna
He ﬂ'a
28,8 Ib (1.2 kg) Hama
29,0 Ib (13,2 kg) Hama

Hama

18,51b (8.4 kgj

28.8ib (1.2 kg)

18.6 Ib (8,4 kg)

Hama

28:81b (1,2 kg)

Hama

22,4 b (10.2 kg) ; 37,7 ib (17,1 kg)

6,4 Ib (2,9 kg)

13,5 Ib (6,2 kg)

13,5 Ib (6,2 kg)

14,1 Ib (6,4 kg)

16,1 Ib (7,3 kg)

4,6 b (2,1 kg)

Cisco 4321 Cisco 4221
2,95 x 1,18 X 37X 73x 152
6,0 nHua mnl (Phihong
(75 x 30 x 155 mfg PN: AA90U-

mm) 120A-R) - .
36,5Xx67X 155
mm (Delta mfg
PN: ADP90GR
BA)
7,0 x21,5x 4,13 x 18,25 X
16,125 nHUa 12.94”
(177,8 x 546,1 (104,9 x 463,6 X
328,7 mm)
X
409,6 mm)
1 Pak 1 Pak
eAvHuua efvHnLa
(1RU) (1RU)
BkntoyeHo | onuus
Hama Hama
MOHTa>KHN ha
OTBOPW NOfA
LwacuTo J
Hama Hama
Hama Hama

7,7 Ib (3,5 kg) + f.....7,1 ib (3,22kg)
1,2 1b (0,66 kg) ;
BBHLWHO E3

Hama Hama

9,14 lb (4.2 kg)+[
1,2 Ib (+ 0,66 kg)
BbHWHO E3

8,11 Ib (3.68kg)

2,21b@ kg) i



TexHnyeckmn Cisco 4461 Cisco 4451 Cisco 4431 Cisco 4351 Cisco 4331 Cisco 4321 Cisco 4221
cneynpukauum

NTACTTC* AT v o= f 57 ey
Terno
Bb3ayweH noTtok Bx./3x. Bx./U3x. ctpaHa Bx./U3x. cTpaHa Bx./U3x. cTpaHa Bx./W3x. cTpaHa [scHa Bx./U3x. ; Bx./U3x. cTpaHa
cTpaHa KbM  KbM pamkara KbM pamMKaTta KbM pamkara KbM pamkara cTpaHa KbM KbM pamkara
pamkara nasa Bx.//3x.
cTpaHa
CpefHOTO Bpeme ... 480770.... 480770 512970 566310 587250 ... 593270... 593270
Mexjy oTkasute
MTBF (vacose)
Temnepatypa 32 o 104°F 32 o 104°F 32 o 104°F 32 1o 104°F 32 go 104°F 32 o 104°F 32 go 104°F
(0g0 40°C) (0 o 40°C) (0 50 40°C) (0 5o 40°C) Ll no 40 T narprn
Haamopcka 0—6560 0- 6560 hyra 0 - 6560 hyta i 0- 6560 hyTa 0- 6560 (hyta 0- 6560 (byTé 1 0- 6560 dyTa i
BuUcounHa (Kutait) thyta (0-2 000 T) (0-2 000 m) * (0- 2000 m) (0 -2 000 m) (0-2 000T) , (0-2000m) |
(0 -2000 m)
Hagmopcka 6-1 6600 0 - 10000 pyta O- 1lboob ¢pyta ; 0-10000 chyta 0-10000 chyta O- 10000 cpyta ! O - 10000 cyTta
BMCOYMHA tdyra (0-3 050T) (0- 3050m) i (0-3 050 m) (0 -3 050 m) (0-3 050T) | (0-3050 T)
(3a octaHanua (0—3050T)
CBAT)
KpaTkoTpaiiHa Hama Hama Hama Hama 32°p0 131° Hama Hama
TemnepaTypa Ao (0°po 55°C)
6560 chyTa 3a
3a ISR4331-DC
NEBS GR-63- ( :
CORE Bepcus)
OTHOCUTenHa 5% no 85% 5% po 85% 5% po 85% 5% po 85% 5% po 85% 5% no 85% ! 5% po 85%
BNaXXHOCT
KpaTkocpouHa 5% fo 90% 5% po 90% 5% no 90%, pa , 5% [0 90%, na 5% fo 90%, A4a 5% Ao 90%, fa 5% fo 90%, aa
BNaXKHOCT na He ce na He ce He He He He He
HaaxXBbpAs HaaxXBbpns HaaxBbpnasa 0,024 HagxBbpnasa 0,024 HaaxXBbpsa HaaXBbpAa HagxBbps
0,024 kg 0,024 kg kg Bogaskg cyx kg Bogaskg cyx 0,024 kg 0,024 kg 0,024 kg
Bogaskg cyx Boga/kg cyx Bb34yX Bb3yX Bopa/kg cyx soga/kg cyx Bofa/kg cyx
Bb3AyX Bb3AyX . Bb3yX Bb3AyX Bb3yX
AKycTuKa: 50,6/73,1 50,6/73,1 dBA 54,3/79,1 dBA ; 50,6/73,1 dBA 52,8/74,8 dBA 242/51,9 dBA 28,5/53 dBA
3BYKOBOTO dBA !
HansraHe
(CtaHpapTHO/

MaKCUManHo)



TexHunyecku
cneyndukaymnm

AkyCTuka: 3ByKOBa

MOLLHOCT
(CtangapTtHa/
MakcumanHa)

Temnepartypa

OTHOCUTENHA
BNa>XHOCT

Hagmopcka
BMCOYMHA

] />

Be3onacHocTt

EMC

TenekomMmyHukaumns

Cisco 4461 Cisco 4451
$8,2/78,8 58,2/78,8 dBA
dBA
-40 po 158°F -40 po 158°F
(-40 Bo70°C) (-40 po 70°C)

5% f0 95% ; 5% fo 95%

15 584 dpyta 15 584 dhyta
(4750m) (4750m)
Vv
f

~ UL 60950-1 UL 60950-1

CAN/CSA C22.2 CANICSA C22.2
No. 60950-1 No. 60950-1
EN 60950-1 EN 60950-1

ASINZS 60950-1 AS/NZS 60950-1
IEC 60950-1 IEC 60950-1

47 CFR, Yact 47 CFR. Yact 15
15 ICES-003 Knac
ICES-003 A
Knac A EN55032 EN55032 Knac A
Knac A C1SPR32 Knac A
CISPR32 ASINZS CISPR
Knac A 32KnacA VCCI
ASIN2S CISPR V-3 GNS 13438
32 EN 300-386
Knac AVCCIV- EN 61GG0
3 CNS 13438 (ycToitumsocT)
EN 300-386 EN 55024,
EN 61000 CISPR 24
. (ycToitumBocT) KN22, KN24
EN 55024.
CISPR 24
KN22. KN24

ti fi
IC CS-03:2004  JC CS-03:2004
TIA-968-

Cisbo 4431

57,2/80,8 dBA

Hopa6oTHU yciCcoHs

-40 fi0 158°F
(-40 0 70°C)

50 g0 95%

15 584 chyTa (4750m)

UL 60950-1
CANJ/CSA C22.2 No.
60950-1
EN 60950-1
ASIN2S 60950-1
IEC 60950-1

47 CFR, Yacrt 15
ICES-003 Knac A
EN55032 Knac A
CISPR32 Knac A
. ASINZS CISPR
32Knac A VCCI V-3
CNS 13438
EN 300-386
EN 61000
(ycToitumsoct) EN
55024,
CISPR 24
KN22, KN24

TIA-968-B CS-03.....
ANSI T1.101

Cisco 4351 Cisco 4331
m mm <dua 61,2/81,6 dBA
-40 fo 158°F -40 no 158°F
(-40 po 70°C) (-40 po 70°C)

..5% 0 95% 5% o 95%
15 584 cpyTa 15 584 cphyta
(4750m) (4750m)
ininine "
YW HHM
UL 60950-1 UL 60950-1

CAN/CSA C22.2 CANICSA C22.2
No. 60950-1 No. 60950-1
EN 60950-1 EN 60950-1

ASINZS 60950-1 AS/NZS 60950-1
IEC 60950-1 IEC 60950-1

47 CFR, Yact 15 47 CFR. Yacr 15
ICES-003 Knac  ICES-003 Knac A
A EN55032 Knac A
EN55032 Knac A CISPR32 Knac A
CISPR32 Knac A AS/INZS CISPR
ASINZS CISPR . 32Knac A VCCI V-

32Knac A VCCI 3 CNS 13438
V-3 CNS 13438 EN 3Q0-386
EN 300-386 EN 61000
EN 61000 , . (ycroitumsoct) EN
(ycToitumsocT) 55024.
EN 55024, CISPR 24
CISPR 24 KN22, KN24 EN
KN22, KN24 ~ 50121-1 EN61000-
6-4 EN 50121-4
TIA-968-B CS-
03

ANSI T1.101

Cisco 4321 Cisco 4221
31,9/59.9 dBA 41/68 dBA
-40 po 1J358°F * -40 po 158°F
(-40 po 70°C) (-40 o 70eC)

5% [0 95% 5% p095%.....

15584 chyta 15 584 dhyta
(4750m) (4750m)
| ix? ]

UL 60950-1 UL 60950-1
CANI/CSA C22.2 CAN/CSA C22.2
No. 60950-1 No. 60950-1
EN 60950-1 EN 60950-1
ASINZS 60950-1  AS/NZS 60950-1
IEC 60950-1 IEC 60950-1

|
ICES-003 Knac A \
EN55032 Knac A :
CISPR32 Knac A | CISPR32 KnacA 1

ASINZS CISPR ASINZS CISPR |
32Knac A VCCI V-3; 32Knac AVCCIV-3:

ICES-003 Knac A !
EN55032 Knac A !

CNS 13438 CNS 13438
EN 300-386 EN 300-386 !
EN 61000 EN 61000
(yctotumsocT) EN  (ycToiiumBocT) EN !
55024,
CISPR 24 CISPR 24
KN22, KN24 KN22, KN24 j
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IEEE 802,3 IEEE 802.3
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RTTE Aupektnsa
M3nckBaHuATa 3a
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Cisco 4321 Cisco 4221
ITU-T G.823, 1ITU-T G.823,
G.824 1G.824
IEEE 802.3 IEEE 802.3

RTTE mpektnea  RTTE [upektvBa
M3nckBaHuaTa 3a  M3nckeaHusaTa 3a

XomMosoraums I xoMororauys
Bapupar B 1Bapupar B
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[AbpkaBaTa MTUNa Abpxasata UTuna
UHTEpdeiic. 3a nHTepdpeiic. 3a
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KOHKpeTHa . KOHKpeTHa
[bpxaBa BUXTE  j AbpxaBa BUXTe
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[laHHW 3a | AaHHN 3a
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cneyndrkaymmn
Multicast sparse mode (PIM SM), PIM Source Specific Multicast (SSM), RSVP, CDP, ERSPAN, PSLA. Call Home. EEM,
IKE, ACL, EVC, DHCP, FR, DNS, LISP, OTV®, HSRP, RADIUS, AAA, AVC, Distance Vector Multicast Routing Protocol
(DVMRP), IPv4-to-IPv6 Multicast, MPLS, Layer 2 and Layer 3 VPN; IP sec, Layer 2 Tunneling Protocol Version 3
(L2TPv3), Bidirectional Forwarding Detection (BFD), IEEE802.1ag, and IEEE802.3ah

KancynupaHe [eHepn4yHO PYTUMHTI KancynnpaHe CORE), Ethernet, 802.1q VLAN, PbinMo-Point Protocol (PPP), Multilink Point-to-Point;

Protocol (MLPPP), Frame Relay, Multilirik Frame Relay (MLFR) (FR.15 n FR.16), High-Level Data Link Control (HDLG),
Serial (RS-232, RS-449,X 21, V;35, and EIA-530), n PPP over Ethernet (PPPOE)

QoS, Class-Based Weighted Fair Queuing (CBWFQ), Weighted Random Early Detection (WRED), Hierarchical QoS,

YnpasneHue Ha X i |
Policy-Based Routing (PBR), Performance Routing, and NBAR.

Tpaduka
Kpuntorpagexu Wncppupare: DES, 3DES: AES-128 nnn AES-256 (B CBC 1 GCM pexumu): YaoctoBepsiBaHe: RSA {748/1024/2048
anropuTMu bit), ECDSA (256/384 bit); HTerputet: MD5. SHA, SHA-256, SHA-384, SHA-512

PaBHMHa Ha ycnyrute: AKTuBMpaHe Ha Branch-in-a-Box

Bcnukn mapuupytusatopu Cisco ISR 4000 cbabpykaT Karto cTaHAapT BrpajeHn npouecopHu sigpa, 3a fa nossonssart
NbAHOYHKLUMOHANHM YCNyrn fa ce M3NbAHsABaT OT nnaTkata. ToBa BKAOYBa NbAHOGYHKUMOHaneH Cisco WAAS,
KOWTO Ocurypsiea yCKOpPeHVEe Ha NPUIOXKEHMETO M BUCOKA OT3MBYMBOCT Ha BUPTyanHus paboTHusa nnot. TexHonorusaTa
e u3BecTHa karo Cisco Service Containers v 13non3Ba craHfapTeH XWUNepBM30p, 3a fa MOo3BOMM cTapTupaHe Ha
NPUNOXXeHns, 6asnpaHn Ha x64.

Pytepute ot cepusa 4000 morat ga 6baar obopyaBaHM C AMCKOBE Ha TBbpPAU cxemu (SSD) m CbpBbpHU KapTh 3a
NOKa/HO CbXpaHeHMe N KOMMIOTbPHU Bb3MOXKHOCTU. CbpBbpHUTE Kaptnm Cisco UCS-E ce npegnarat ¢ 8-agpeHu
npouecopu Intel Xeon ¢ go 48 GB BucokockopoctHa DDR3 mameT v Tpu BrpageHn gucka, npegnarawm RAID 0,1 n 5.
ToBa OrpoOMHO KO/MYECTBO M3UYMUCAUTENHA MOLLHOCT MOXe fa npemMaxHe Hy)Kjarta OT BCAKaKBW creunanmusvpaHu
CcbpBbPU B GpaHwoBuTe 06ektn. UCS-E kaptute morat fa 6baaTt KoHpUrypupaHv m ynpaBnsiBaHM € NomoLyta Ha
VMware vCenter n o6egnMHeHn ¢ KOMMIOTbPHUTE pecypcu Ha LleHTbpa 3a gaHHW.



AboHameHT 3a codptyep upe3 Cisco DNA nuueH3upaHe

Cepusdata ISR4000 nopgbp>ka cohTyepHO 6a3npaH aboOHaMeEHT, U3Mon3Bariku anueH3npaHe Ha 6as3arta Ha Cisco DNA.
3a noptponmoto Ha WAN ca gocTtenHu Tpu 6a3mpaHu Ha Cisco DNA nuueH3a: Cisco DNA Essentials, Cisco DNA
Advantage n Cisco ONE Advantage, no3sonsiBalliy Ha KIMEHTUTe fa pa3nonarart ¢ eAuHHO YHU(ULMPAHO pelleHue,
KoeTo obxBala pytepute ot cepuata ISR4000 n cvotBeTHO ASR1000 1 ISR1000.

JInueHsHnTe HMBa ca CTPYKTypupaHu Taka, ye fa nogrnomMarar pactexka B 6M3HeC Hy>kaute, Mo3BO/sBakN Ha KaMeHTa
Ja npemMmunHe OT OcHOBHa (yHKuMoHanHocT, Cisco DNA Essentials, kbM NbaHa (yHKUMOHanHocT ¢ Cisco DNA
Advantage n paswwupsBaHe, BkIoUuBalwo ontummnsaumsa n aHanms Ha WAN ¢ Cisco ONE Advantage. ToBa ocurypsisa
NMb/fiHA MbBKABOCT 3a NpemMecTBaHe Ha efVMH W Cbl, AMUEH3 Mnpe3 KpaWHuTe TOYKM Bb3 OCHOBA Ha HapacTealwumTe
M3NCKBaHMA KbM MpeXara 1 CUrypHOCTTa, pacTex Ha 4yecToTHaTa neHTa Ha 6asata Ha pactexka Ha notpeébutenute n
NpuUoXKeHnaTa B caliToBeTe, Kakio M Bb3MOXXHOCTTa 3a NPOMSsHa Ha ynpasneHueTo Ha nnatdopmara oT ojuca KoM
obnaka nnn obpaTHo.

Cisco DNA nnueH3ute ce nogabpxart 3a Bcuukn ISR4000 nnatchopmu, nanonssawm Cisco DNA LieHTbp, KOHTponepa
M aHanMTU4YHaTa nnatopmMa B CbpPLETO Ha 6a3mpaHaTa Ha HamepeHus mpexka Ha Cisco. 3a noeve MHGopmaums
oTHOocHO Cisco DNA Center v nogabp>aHute nnatopmu ce obbpHeTe KbM
https://www.cisco.eom/c/en/us/products/cloud-svstems-management/dna-center/index.html

Buptyanusauma Ha mpexosute pyHkummn (NFV) Ha npegnpusatueto ¢ ISR4000
Cb3pajeH 3a HamansBaHe Ha pasxofurte, 6e3 fa ce KOMMNPOMEeTUpaT >XU3HEeHOBarKHUTE Mpexkosu ycnyrn, UCS E-
Series vHTerpMpaHu B pyTepu 6paHLIoBMN 61eif CbpBbPU NpeaocTaBAT NoALpbXKa 3a rotoBa 3a BupTyanm3aums u
NPUNOXHO OpMeHTMpaHa nnaropma, KoATo MoXe fa 6bae uHTerpupaHa 6esnpobnemHo B nnatdopmara ISR4000.
KnneHTute Beye morar gja MHcTanmpar BUpTyanmaumpaHu npunoxxenus Ha ISR4000 pytepu upes Cisco® Enterprise
NFV Infrastructure Software (NFVIS) - nHbpacTpyKTypa 3a BupTyanmsauns, KoTo MHTerpupa ynpaBneHMeTo Ha uenus
XU3HEH UNKBLA Ha VM,

MOHUWTOPWHI, NPOrpaMmpyemMocT Ha YCTPOMCTBOTO M BEPWXKHO 06CMYy>XBaHe B €AWH, WMHCTaIMpyeM MakeT. 3a rnoBeve
nHgopmaumsi oTHocHo Enterprise NFV n NFVIS, mons, BwkTe Ha https://www.cisco.com/c/en/us/solutions/enterDrise-
networks/enterprise-network-functions-virtualization-nfv/index.html#~stickvnav=2

Mopapwykka 3a DC 3axpaHBaHe

Mnatopmnte ISR4000 nogabpxkatr DC n AC 3axpaHBaHuA Karto onuun. Mo-KoHKpeTHo, ISR 4331 uma gBa otaenHu
mgeHtugukaropa - ISR4331/K9 n ISR4331-DC/ K9. kouTO nogabpykaT CbOTBETHO MPOMEHAMB WM MOCTOSIHEH TOK,
ISR4400 MoOyke He3aBUCMMO fa MNoAfgbp)Ka MPOMEHNMB WIN NOCTOSAHEH TOK Ha efHOo U cbuio wacK. flokaro 4300
nogabp>ka mexay 24V n 60Vdc, 4400 nogavprka mexay 48V n 60Vdc. 4331 ocurypsiBa MowHOCT 4o 250W, gokato
4400 ocurypsiea o 437W. BaxxHO e fa ce OTOGenexku, ye Koraro Ha pytepa ca MHcTanmpaHu DC 3axpaHBaHus, He
Tpsb6Ba fa ce n3nonssar mogynu, 6asnpadu Ha PoOE.

MNMoBeue nogpo6HocTM 3a DC 3axpaHBaHe M HEroBUTE Bb3MOXKHOCTM MOXKETE [a HamMepute Ha MNOCOYeHWUs Mo-Jony

ajgpec
https://www-cisco.com/c/en/us/td/docs/routers/access/4400/hardware/installation/quide4400-
4300/C4400 isr/FRUs Modules. html#49534 p

Mpon3BoANTENHOCT U MallabMpyeMoCT Ha NpoayKTa

Cepusata Cisco 4000 e m3rpageHa Bbpxy MHorosigpeHa CPU apxutekTtypa. Ta pa6oTtu ¢ mogyneH coptyep Cisco 10S
XE, KOWTO no3BonsiBa Ha nnartopmara ja W3nonsea B MbjAHA CTEMNEH NPeAMMCTBOTO Ha pasnpefeneHara
MHOrosigpeHa apxutekTtypa. Apxutektypatra Ha Cisco 4000 pa3sgens onepauuMte Ha KOHTpo/Hata W
MHhopMaLuVoHHaTa paBHMHA U MHTErpypa nbpBaTta 3a UHAyCTpusTa paBHMHA Ha ycnyruTe. To3u gusaiH npefoctaBs
NbAHONYHKUMOHANHN  MHTErpupaHn ycnyrm fo Cnoidi 7 npu BUCOKA NPOU3BOAUTENHOCT C Bb3MOXKHOCT 3a
npegocTaBsHe Ha MNOAXOAAWM 3a MPUIOXKEHMATA MPEXOBU YCNYrK, Kato CbLUEBPEMEHHO MoAgbpXKa crabunHa

;0B TpagmK.

prepusa 4300 n cepus ISR 4200, uMnTto HMBaA Ha


https://www.cisco.eom/c/en/us/products/cloud-svstems-manaqement/dna-center/index.html
https://www.cisco.com/c/en/us/solutions/enterDrise-networks/enterprise-network-functions-virtualization-nfv/index.html%23~stickvnav=2
https://www.cisco.com/c/en/us/solutions/enterDrise-networks/enterprise-network-functions-virtualization-nfv/index.html%23~stickvnav=2
https://www-cisco.com/c/en/us/td/docs/routers/access/4400/hardware/installation/quide4400-
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O6uwoTo 3a HoBaTta Cepusa 4000 e, ye BCUMYKM nnatopmu ce npegnarar ¢ (PUKCUpaHN MaKCUMaHU HUBaA Ha
npoussoauTenHoct. EAHO dukcnpaHo 6a30BO HMBO Ha NPOU3BOAMTENHOCT Ce [ocTaBA Kato (habpuyHo o
nogpasbvpaHe C OnuuoHaNeH NMLEH3 3a NPOU3BOANTENHOCT NPU MNOUCKBAHE 3a yBe/n4vaBaHe Ha npornyckarenHara
CMoco6HOCT Ha 6a3arta. To3n cueHapuii faBa Bb3MOXXHOCT 3a BHejpsiBaHe BbB BMCOKockopocTHa WAN cpega uypes
NMUEH3MpaHe Mo 3asBKa 3a yfBosBaHe, UM 3a efjHa OT nnatopmMuTe - yTposBaHe Ha KarnauuTteta Ha pyTepa 6e3
HVKaKBW XapayepHu HagrpavkaaHus.

Bcuukm 4000 nnathopMum umart uKcrpaHuTe HMBa Ha NPOU3BOAUTENHOCT, 3ajafeHn B paMKWTe Ha AeNCTBUTENHUS
KanauuTteT, B pe3yntaT Ha KOEeTO MPOM3BOAUTENHOCTTA HE e 3ajb/DKUTENHO Ja ce B/olwasa, Koraro ycnyrata e
fobaBeHa B KOHGpurypauuata. Ta3u HacTpoiika npegnara onpejeneHa nNPOWM3BOAUTENHOCT, KaTo elMMuHMpa
NPeAnosoXXeHuATa Ha MPEeXXoBUs afMNUHUCTPaTopP NPU NnaHupaHe Ha HOBWU YCNyru.

3a nogpobHa MHGopMaLMsA OTHOCHO NPOM3BOAUTENHOCTTA U MawabupyemMmocTta Ha nnardopmara oT cepusata ISR
4000, BmkTe Bsana kHUra 3a eheKTMBHOCT Ha ajpec

httDs.//Anww.cisco.com/c/en/us/products/collateral /routers/4000-series-integrated-services-routers- isr/white-oaoer-
€11-734550.html

Boost nnueHs 3a ISR 4000

B AOoNb/IHEHNE KbM fll/lLl,eHBa 3a nNpoun3BoAuUTENIHOCT, K/IMEeHTUTEe Bede Morat ga nopbyart Booster (VI}'II/I BOOSt)
NNLUEHS, KOWTO No3BONsiBa Ha pyTepa ga n3nbiHABa MeXay neTt Uan nosedvye nbTn B CpaBHEHME C nponycKarenHara
cnocobHoCT € JlMueH3 3a npou3BOAMTENHOCT. 3a pasaMka OT onuWcaHata Mno-rope fjeTepMUHMpaHa
NPOnN3BOANTENHOCT, B peXxxuM Booster pytepbT He ocurypsisa AeTEPMUHUPAHOTO HUBO Ha MPOU3BOAUTENHOCT, KakTo
e npejsugeHo npu pabota ¢ nuUeH3 rno nogpasbéupaHe uauv ¢ MMLEH3 3a NPOU3BOAUTENHOCT.

flI/ILI,eH3‘bT Boost ocurypsaea HMBO Haj nnueH3a 3a Npon3BognuTeNHOCT, KOETO NO3BO/IABa Ha KINMEHTUTEe Halb/HO Aa


http://www.cisco.com/c/en/us/products/collateral/routers/4000-series-inteqrated-services-routers-

MoaapbXka Ha MHTepdeicy 1 mogynm Ha ISR 4000

Cepusita pytepu (ISRs) 3a mHterpmpanm ycnyrm Cisco 4000 ca mogynHu pytepu ¢ LAN n WAN Bpb3ka. Pytepute
ocurypsiBat CnoToBe 3a MpeXoB WHTepdgeiiceH moayn (NIM) n cnotoBe 3a nogobpeH cepBudeH mogyn (SM-X),
npegnarawm 6orat Habop ot mogaynu, kato LAN, WAN un 6e3ku4Hn unHTepdencn naoc Habop OT M3unmcantenHu
MawmHn (Compute engines) 3a BrpafeHu ycnyru.

3a NbAHUSA CIMCBK Ha nogabp>kaHute moaynm ot cepusaTta ISR4000 BmkTe Cnucbka € MHTepdeinicn u mMogynm Ha
agpec httPS://www.cisco.com/c/en/us/products/routers/4000-series-inteQrated-services-routers-isr/relevant-interfaces-
and- modules.html.

CogptyepHo gegouHnpara WAN cbe cepusata ISR4000

Cepuata ISR 4000 e ontmmusupaHa 3a cogtyepHo geduHupaHa WAN (SD-WAN). 3a npegnpuatmata ToBa
O3HayaBa, 4Ye KpUTUYHWUTE 3a Ou3Heca MpunoXkeHus paboTAT no-6LpP30, C MNo-ronsimMa Hafe>kAHOCT U HamaleHu
onepaTtuBHu pasxogn (OpEx). SDWAN nocTtuira ToBa, Karo npasu BCUYKWM OPaHLLOBM LEHTPOBE U LEeHTPOBE 3a AaHHU
fa nmMar Bb3MOXHOCT fia Habntofasar, KOHTpoNMpar, npemecTtsar 1 oTymTar noToun OT JaHHW 3a MPUIOXKEHWS, Karto
Hanpumep cneyugunyeH yeb (HTTP) Tpadmnk. Cepusita ISR 4000 Mma Bb3MOXHOCT 3a 3aAb/iboyeHa npoBepka Ha
nakeTm M MOXXe TOYHO fa MAEHTUMUUMPA U KOHTPOIMpa XUNSAAWM pasinyHu NPUNOXKEHWS, BKIKOUUTENHO KINEHTCKU
BbTPELUHN KOPropaTvBHN NPUNOXKEHNS.
Usnata SD-WAN peanusaums Bbpxy ISR4000 moxe ga 6bge oCbLeCTBEHA 4pe3 ynpaBneHMe Ha KpamHOTO
YCTPOMCTBO MAM OT ob6naka, uanm oOT odgmca 4ype3 Bb3XOASALWM HMBA Ha NULEH3KW, 6as3vpaHn Ha nponyckaTtenHa
CNOCOGHOCT. Bcuuku nuueHsn, KouTto nogavp>katr SD-WAN, HeszaBucumo fjanm ca oucHM uam B o06nak, ca
aKTUBMpaHu 4pe3 n3non3saHe Ha aboHaMeHTHU NMUEeH3U. Te3un NMueH3n 3a aboHaMeHT gaBaTt Bb3MOXKHOCT Ha BCUYKU
KIMeHTN 6e3npobneMHO Aa npemMuHaBaTl Mexgy ynpasneHue oT odwmca wunm oT obnak, ako e HeobXoAMMo.
NnueH3HnTe HUBa ca CTPYKTypupaHu fa nogrnomarar pacrtexa Ha GU3Hec Hy>XAuTe 4ype3 npoctu aboHaMeHTW, KOUTO
nomarar 3a onpocTsiBaHe Ha NpemMuHaBaHeTo KbM 6a3vpaHn Ha HamepeHus mpexun 3a WAN.
AboHameHTUTe 3a SDWAN ca npeactaBeHM OT TpU nmueH3a 3a aboHameHT - Cisco DNA Essentials, DNA
Advantage n Cisco DNA Premier, Bcekn 0T KOUTO € C paswupeHa ¢yHKumoHanHoct. Cisco DNA Essentials
obxBalla BCUYKM BWUOBE CBBbP3AHOCT U YyNpas/eHWEe Ha XXU3HEHWA UMKbA Ha pyTepa, MoA4bpXKa BUAUMOCT Ha
Mpexkata 1 NpunoXKeHusita, cbyeTaHa Cc 6a3oBa CUTYPHOCT Ha o6ekTa U obmeHa Ha gaHHW. Cisco DNA Advantage
ocurypsisa pasiumpeHun tononornn Ha WAN, NOMUTUKN, OPUEHTUPAHN KbM MPUNOXKEHUATA MOMUTUKKU, NOALBbPXKAaHN OT
nogobpeHa mpexkoBa curypHoct. Cisco DNA Premier ocurypsisa 06na4Ho CBbp3BaHe C HeorpaHuyeHa cermeHTtaums,
pa3wmpeHa onTMMmu3auma Ha NpUIoXKeHUSaTa 1 MpPeXXoBu aHauIM3n C pasLluvpeHa 3awuTa oT 3annaxu.
3a noseye vHpopmauua otHocHo Cisco SDWAN, BukTe httPs://www.cisco.com/c/en/us/products/software/one-wan-
subscriDtion/index.html
[Ton3uTte ca OrpoMHuU;
1 KputuyHute 3a 6usHeca NPUIOXKEHUsT Beye He TpsibBa fa ce KOHKypupaT nomMexxgy Cu uan ¢ Tpadumk, KONTO
TpsibBa fa ce o6cny>kBa No Han-goobpusa HaAUMH.
2. KopnopatvBHaTa MpeXa cTaBa Mno-HafexXiHa, 3alloTo Morar fja ce U3non3Bar MHOXECTBO MbTuULLa.
3. PasxoguTe ca 3HauUTeNHO HaMaseHu, Tbii Kato ABoriHUTe MPLS Bpb3kuM Morat ga 6baaTr 3amMeHeHu
KomMbuHaums ot MPLS n IHTepHerT.
4. BpemeTo 3a BbBeXAaHe Ha HOBW OTganeyeHn 06eKTU ApacTUYHO ce HamansBa, Tbi kato SD-WAN nogabpyka
6bp30 BHegpsiBaHn DSL n 3G /4G LTE Bpb3KM TOKOBA NEeCHO, KOAKOTO 1 MPLS.
5. lMpwn Te3n BpPL3KM CUTYPHOCTTa € rapaHTMpaHa C nomolura Ha 3awmteHa aBToma"~" o #7 onorus,
n3nonssaHa oT npasuTencTea 1M (PUHaAHCOBKN OpraHn3aLun no uenus CBsT.

Cisco i/bwitfiHeiiHnd™*;nnann. Beuukv npaaa 3anasequn. To3m AOKyMeHT e ny6amyHa nHhopmaums Ha Cisco.

TT


httPS://www.cisco.com/c/en/us/products/routers/4000-series-inteQrated-services-routers-isr/relevant-interfaces-and-_modules.html
httPS://www.cisco.com/c/en/us/products/routers/4000-series-inteQrated-services-routers-isr/relevant-interfaces-and-_modules.html
httPs://www.cisco.com/c/en/us/products/software/one-wan-
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OT rnefgHa Touka Ha nnargopmara, cepuara ISR 4000 nma:
1 Pa3sgeneHu paBHWHWM 3a KOHTPON W JaHHW 3a BrpajeHa cucremMa 3a npeforepaTsaBaHe Ha araku 3a OTkas Ha

ycnyra (DoS) n Cnuctema 3a npefotepartsaBaHe Ha NpoHukBaHe (IPS) v BrpageHa 3alumTHa cTeHa.

2. SaaS npunoXeHusTa Morat fa umart IOKanHO KewvpaHO CbAbpiKaHue. XelunpaHetTo e aBTOMartuyHoO U ce
KOHKypupa AUPEKTHO ¢ TexHonormnsata Akamai 3a nonyyaBaHe Ha MHGoOpMaLmsi.

3. CkopocTTa Ha fieicTBUEe Ha MPUIOXKEHNETO Ce yBennyasa 3HauYMTeHO C MOMOLLTa Ha BrpajeHa TexHonornsa 3a
YCKOpSIBaHe, KOSITO MOXKe fa Kelumpa 10KanHO Ha HMBO 6aiiT.

PelweHns 3a curypHocT Ha Cisco 3a cepus ISR4000

Cisco WAN MACsec

MapLupytmusatopmute Ha CisCO nofabpi>KaT LIMPOK CNeKTbp OT HenpekbCHaTO NnofobpsBaHn 3aluMTHU (YHKUUK Ha
pytepute ISR4000. Cisco WAN MACsec ce nogabpxka Ha pytepute oT cepusita ISR4000, nsnonssaiiku mogyn NIM-
2GE-CU-SFP. WAN MACsec ocurypsBsa peLueHne 3a KpuntupaHe Ha MpexkoBa /IMHUA Npe3 TPaHCMOPTHU YCNyru Ha
Cnoi 2 Ha Ethernet n moxe ga ce u3nonssa M3BbH MpexuTe Ha oduca, He3aBMCMMO fann craBa gyma 3a
TpaHcnopTHU Bpb3kM Metro Ethernet unn 3a Bpb3ka Mexxay ueHTpoBe 3a gaHHu (DCI). MACsec cbL0 Taka ocurypsisa
WAN Bpb3KKM, KOMTO mM3non3eart Ethernet kato HocuTen Ha Meausi CNos 3a BPb3KW. 3a MoBeye MHGopMauusi BDKTE
[LOKyMeHTaumsaTa Ha agpec https://www, cisco, com/c/dam/en/us/td/docs/solutions/CvVD/Aua2016 /WP-WAN-

MACsecDep-Aua2016. Pdf

AHann3 Ha Cisco Ha 3annaxarta cpelly KpuntmpaHeTo
Bbp30TO NoKayBaHe Ha KpUMNTMpaHus Tpaduk NPOMeHs neii3adka Ha 3annaxata. Tbii Kato BCce noBeye npeanpuatus
cTaBart UrUTanHu, 3Ha4MTeneH 6pon yCcnyrn n NpuoXKeHUs M3non3sar KpUnTupaHe Karto OCHOBEH MeTOoj 3a 3awmta
Ha nHhopMauusaTa. AHanM3bT Ha 3annaxara cpely kpuntpaHeto (ETA) e diyHKLMA, KOATO NO3BO/MSABA HAa KIMEHTUTe
Aa npaBAT KpuntorpadCKM OUEHKM U Aa UAeHTMduuupaTt 3N0HaMEepPeHU CbOOLLEHMS B KpuntupaH TpaduvK 4pes3
nacvBeH MOHUTOPUHT. /13non3BaHeto Ha MHpopMaums 3a CbOUTUSA, KOMTO Ce ClyyBaTt BbTpe B MOTOKa WU BbTPeLlHa
noToyHa TenemMeTpusa 3a ngeHTnduupaHe Ha 3noBpefHa KOMyHMKauMa B KpUNTupaH Tpaduk o3Havyasa, ye AHanu3bT
Ha 3annaxara cpelly KpuUnTMpaHeTo MOXKe fa NOoAAbpXKa MHTerputeta Ha KpuUnTMpaHus MoTok, 6e3 fa e HeobxoaMmo
rpynoBo  AekpuntupaHe. 3a nosevye  MHOpMauUus M nojgapbXkKara  Ha  nnargopmara  BWKTe
https://www.cisco.corn/c/dam/en/us/solutions/collateral/enterprise-networks/enterprise-network- securitv/nb-09-encrvtd-

traf-anlvtcs-wp-cte-en. pdf

Cisco Snort IPS n Cisco Umbrella Branch
Cisco® Snort® IPS 3a Cepusita pytepu 3a uHTerpupanu ycayrm Cisco 4000 (ISR) npepgnara neko pelleHue 3a
3almTta oT 3annaxu, KOeTo U3non3sa npusHataTa B MHAYCTpUSATA TEXHONOTMA C OTBOPEH Koj 3a NpefoTBpaTsiBaHe Ha
npoHukBaHe Snort Intrusion Prevention System (IPS). To e nepdekTHO 3a KIMEHTW, KOUTO TbPCAT PeHTabunHo
pelueHve, NpejocTaBsaLO efMHHO PEeLUEHNEe KaKTo 3a YCbBbPLUEHCTBaHM Bb3MOXKHOCTM 3a MapLupyTu3auus, Taka v 3a
VMHTerpMpaHa 3awmta oT 3aniaxm, 3a fa NoMorHe cnasBaHeTo Ha perynatopHuUTe U3nckBaHus.
Cisco Umbrella Branch e o6nauHa ycnyra 3a curypHocT 3a Cisco pytepu 3a nHterpmpanm ycnyru (ISR). Ta ocurypsisa
NbPBUS CMONM Ha 3almTa cpelly 3annaxu B 6paHwioBute oducn. OCBEH TOBa nNpegnara v Hali-npocTnAT U 6bP3 HauMH
3a 3aluMTa Ha BCAKO YCTPOWCTBO BbB Ballata 6paHlloBa mMpexa. Bue nonyyasate BUAMMOCT M ycuneBaHe Ha DNS
CNnosi, Taka 4Ye MOXKeTe fa b6nokuMpaTe 3asBKM KbM 3710HaMepeHu JoMeWHu u IP agpecwu, npean ja ce OCbLLECTBU
Bpb3Ka.
Korato aktnsmpare MACsec, Lie TpabBa ga ocurypmute nnueH3n 3a curypHoct m HSEC, 3a fa cnasute hegepanHute
pasnopen6un 3a KOHTPON Ha M3HOoca. Korato KnvMeHTuTe KenasT ga aktmuempar ETA, nmueH3bT 3a curypHocT (SEC)
Hy>Kfae OT /MueH3 3a curypHoct (SEC) v nuueHs 3a
*ae oT nvuyeH3 Ha Umbrella Branch v nnueH3 3a

leliHun dvanu. Beuuki npasa 3anaseHu. To3u AoKyMEHT e ny6iniHa

<


https://www,_cisco,_com/c/dam/%d0%b5%d0%bf/_us/td/docs/solutions/CVD/Aua2016/WP-WAN_-
https://www.cisco.corn/c/dam/en/us/solutions/collateral/enterprise-networks/enterprise-network-_securitv/nb-09-encrvtd-traf-anlvtcs-wp-cte-en._pdf
https://www.cisco.corn/c/dam/en/us/solutions/collateral/enterprise-networks/enterprise-network-_securitv/nb-09-encrvtd-traf-anlvtcs-wp-cte-en._pdf
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HamansaBaHe Ha onepaTtuBHUTe pasxoam ¢ nomouyTta Ha Cisco ISR

MoaapbXKKa 3a MojenvMpaHe Ha JaHHU
MpegnpuaTusATa ¥ gocTaBuMumTe Ha ycnyru (SP) »enasT fa HamanaT ornepaTvBHUTE pas3xon (Opex) Ha cBouTe

MpeXxun 1 fia yBennyart rbBKaBoCTTa M CKOPOCTTa, C KOATO NpefocTaBAT HOBW YCNYrn ype3 UHBECTULMU B CO(TyepHO
feduHnpaHu mpexat (SDN) 1 BupTyanmsaumsa Ha mpexxosute yHkunm (NFV). Cisco pytepute ocurypsisaT NnogapbXxka
3a Netconfn YANG mMogenvpaHe Ha fjaHHM C yBenMyaBaHe Ha o6xBaTta Ha Mofena B criejBallinTe Bepcun.

HapcTpoiikmn 3a noggapbXXka Ha coptyepa (SMU)

Cera mapupyTtusatopute ISR4000 ocurypsiBat HagcTpoiriku 3a nogapbXxka Ha codptyepa (SMU)7 HapcTtpoiikute 3a
nogapwXxka Ha codtyepa (SMU) e nakeT, KOMTO MOXe fa 6bje MHCTanMpaH B CUCTEMA, 3a Aa NpefocTaBy KOpeKumn ¢
na4ose WM CUrypHa pesontoums Ha n3roteeHo nsobpackeHve. SMU nakeT ce npegocTtaBs Ha 6a3aTa Ha usgaHue n Ha
KOMMOHEHT 1 e cneuuduyeH 3a nnaropmara. SMU e He3aBucuM W CaMOCTOSATENEH NakeT U HAMAa HUKaKBU
npeanoctaBkM  UANM  3aBUCUMOCTMU. Mons, BmwkTe  httos.//www.cisco.com/c/en/us/td/docs/ios-xml/ios/confia-

mamt/confiquration/xe-16-6/config-mQmt-xe-16-6-book/cm- smu. html for additional details

Network Plug and Play

Network Plug and Play nomara ga ce aBToMatM3vpa BrpakgaHeTo Ha HOBM YCTPOWMCTBA BbB Ballata Mpexa 4pes
npunaraHe Ha KOH(UrypaunmoHHn HacTpokm 6e3 pbyHa Hameca. C nomoLyTa Ha LeHTpasHo ynpasisBaH KOHTponep ce
HamansBa BpemeTo, HeOO6XOAUMMO Ha HOBOTO YCTPOWCTBO fAa Ce NPUCbEeLVMHM KbM Ballata Mpexa W fja craHe
pyHKUMOHANHO. 3a noseuye MHopmMauums OTHOCHO Plug and Play (PnP), MO, BWKTE
https://www.cisco.com/c/en/us/td/docs/solutions/Enterprise/Plug-and-Plav/release/notes/pnp-connect-release-
notes.html

JlnueHsunpaHe n naketupaHe Ha Cisco 10S cotyep

YHnBepcanHo nsobpaxeHue Ha I0S XE n XE-SDWAN

C nnatchopmara ce goctaBs e4uMHUYHO YHUBepPcanHO mnlobpadkeHne Ha Cisco 10S XE, BKAOUBALLO BCUYKN (OYHKLUN.
PaswmpeHuTe hyHKLUUN Morar fa 6bhaT paspeLleHn Ypes NpocTo akTMBupaHe Ha copTyepeH IMUEeH3 Ha YHUBEpPCaaHo
n3obpadkeHne. TEXHONOTMYHUTE NaKeT! N MNLEH3N 3a (YHKLUUW, aKTUBMPaHW Ypes NINLEH3N 3a Npaso Ha W3MNo/3saHe,
onpocTABar gocraskara Ha copTyep 1 HamansBar onepaTMBHUTE pasxofn 3a BHejpsiBaHe Ha HOBU (DYHKLMN.
HauvanHaTta nopgpbxka Ha 10S Bepcus 16.9.1 SDWAN ce npegnara 3a |I0S wmn3sobpaxeHue pytepa OT cepusTta
ISR4000. o®yHkumnte SDWAN ce npepocTtaBaT ype3 oTaenHo wusobpavkeHne, XE-SDWAN wun3obpavkeHune. [okato
n3obpaxkeHueto Universal 10S-XE ocurypsiBa hyHKUMN 3a MapLupyTusnpaHe, nsobpakeHneto XE-SDWAN ocurypssa
nogapbXxka 3a cotyepHo-gedurHpadHn WAN pelueHus, 6a3upadHm B opuca nnm obnaka. YHUUUMpaHn KOMyHUKaumMm
3a XE-SDWAN e ce nogavp>kart B crefBaLimrte Bepcun.

Mpu nopbyka Ha ISR pyTep, KMMEHTHLT MOXke fa n3bepe nsobpakeHne 10S-XE nam XE-SDWAN. C nsobpakeHune 10S-
XE KknueHTUTE Morat fa u3bepar nvueH3vpaHe, OCHOBaBallo ce Ha aboHaMeHT, WM 3a BeYHO nnueH3upaHe. C
n3obpakeHne XE-SDWAN KIMeHTUTE Morar fa nopbyBaT camo MUEH3npaHe 3a aboHaMeHT. BukTe pbKOBOACTBOTC
3a nopbyka Ha Cisco DNA Ha
https://www.cisco.com/c/dam/en/us/products/collateral/cloud-svstems-management/dna-center/nb-09-dna-1-x-
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YeTnpu OCHOBHM TEXHONOTMYHW N1LEH3a ca HannyHKn B cepuata Cisco 4000 n nanonssat nsobpaxeHune 10S-XE; Te3un
nMueH3n morat fa 6bAart akTMBMpaHu 4Ype3 npoueca Ha aktmeupaHe Ha Cisco codtyep, WAeHTUUUMpaH Ha
https://www.cisco.com/qo/sa.

Hann4yHn ca cnegHute nnUeH3un:

= |P 6a3a: To3m TEXHONOrNYEH NakKeT ce npeanara no nogpasodupaHe,

« Onut Ha npunoxeHve (APPX): To3m nuueH3 BKIHOYBA W JaHHW XapaKTepuCTMKM 3a empeKTMBHOCTTa Ha
NPUNOXXEHNETO.

= YHuguympaHm komyHukaumm (U C)8 To3u nnueH3 BKIOUBA racoBu yHKLUUN.

< CurypHocT (SEC) wuan curypHoct 6e3 kKpuntupaHe Ha noneseH ToBap (SEC-NPE): To3u nmueH3 BKIouBa
(hyHKUMK 38 3almTa Ha MpexxoBa MHMPacTpyKTypa.

Cepusata Cisco 4000 uma nMueH3 3a M3non3BaHe Npu NOMCKBaHe 3a yBennmyaBaHe Ha nponyckarenHara Cnoco6HOCT
Ha 6asata 6e3 xapgyepHu npomeHu. [pucbcTBa W nMUeEH3 3a Bucoka curypHoct (HSEC), koiito npemaxsa
orpaHnyeHunsTa, HasaraHm OT OorpaHVyeHusiTa 3a U3HOC Ha npasuTencTtsoTo Ha CALL BbpXy 6pos Ha KpunTupaHuTte
TYHENN 1 KpUNTMpaHms NoToK. JInyeHsbT HSECK9 e oTgenHoO HeobxoauMm nuueH3 3a yHKUMs, 3a ga mmate nbiHa
KpUNTo hyHKLUMOHaHOCT. Be3 nmueH3a HSECK9 we 6baat goctbnHM camo 1000 curypHu TyHena m KpUnTo YecToTHa
neHTa ot 2509 Mbps.

3a gonbAHMUTENHA MHpOPMaUMa U NOLPOBHOCTM OTHOCHO NMLEH3MPaHEeTO M onakoBaHeTo Ha coTyep Ha Cisco 10S
cogptyep 3a cepusarta Cisco 4000, mons, nocereTte
https://www.cisco.eom/clen/us/td/docs/routers/access/4400/software/confiquration/quide/isr4400swcfQ.Pdf.

I0S-XE ocurypsiBa noggpbXKa KakKTo 3a MOCTOSHHO, Taka W 3a ab0HaMEHTHO uueH3vpaHe. ABOHaMEHTHO
nmueHsnpaHe ¢ nogapbxka Ha Cisco DNA LleHTsp ce npegnara ¢ nomowta Ha 3-te nmueH3a Cisco DNA Essentials,
Cisco DNA Advantage n Cisco DNA Premier B CbOTBETCTBME C NOAOGHM NLEH3U, KOUTO NPeAoCcTaBAT NOALPbXKKA OT
cTpaHa Ha  XE-SDWAN. Mons, BWKTE PBHKOBOACTBOTO 3a nopbyka Ha  Cisco DNA Ha:
https://www.cisco.com/c/dam/en/us/products/collateral/cloud-svstems-manaaement/dna-center/nb-09-dna-1-x-
orderina-quide-cte-en-latest.pdf.

Co(pTyepHO geuHUpaHnTe MpeXu mMorar fa ce OCUTypAT ype3 TpU OCHOBHW finueH3a Ha cepusTa Cisco 4000; Te3un
AMUEeH3n morat ga 6bgaT akTMBMpaHM 4pe3 npoueca Ha aktmBupaHe Ha Cisco coTyep, ugeHTMguumpaH Ha
https://www.cisco.com/qo/sa ¢ nomouita Ha Cisco DNA LleHTbp man ype3 nopTtana 3a ynpaBneHue Ha vManage.
M306parkeHneTo XE-SDWAN ocurypsiBa cobCcTBeHa cxema 3a nmueH3upaHe ypes nuueH3upaHeTo Ha Cisco DNA.
Hanu4yHu ca cnefHuUTE NULEH3N:

« Cisco DNA Essentials o6xBalwa BCUYKM BMAOBE CBbP3AHOCT U yNpaBleHNEe Ha XXU3HEHUA UUKBL Ha pyTepa,
nogabp>Ka BMAMMOCT Ha Mpekata 1 MpUIoXKeHWsaTa, cbyeTaHa c 6a3oBa CUIYpPHOCT Ha 06ekTa M obmeHa Ha
OaHHW.

= Cisco DNA Advantage ocurypsia paswmpenHn WAN TONONOrM1, OpUEHTUPaHU KbM NPUNOXKEHUSATA MOAUTUKM,
noaabpXkaHn ot nofobpeHa MpeXoBa CUTYPHOCT.

e Cisco DNA Premier ocurypsiBa 06nayHo cBbp3BaHe C HeorpaHuyeHa cermeHTauusi, paswmpeHa onTummnsaums
Ha NPUNOXKEHNATA N MPEXOBW aHauIM3K C pasluMpeHa 3alumra oT 3annaxu.

3a noseye wWHopmMaumsa, mMond, BWKTe Ha httPs://www.cisco.com/c/dam/en/us/products/collateral/software/dna-

software- routing-subscription.pdf <

TT
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Xna2ns

MopapbXXKa Ha cMapT nnueH3npaHe Ha copTyep 3a 10S-XE

10S-XE nogabpyka cmMmapT nnueH3npaHe, Kato ce 3arnoyvHe ¢ ndobpaykeHve Ha Bepcus 16.6.1 n Device Led Conversion
C Bepcus Ha n3obpaxkeHmeTo 16.9.1.

CMapT nmueH3npaHeTo Ha codTyep e onpocTeHa cuctemMa 3a yrnpasneHue Ha MMLEeH3N, KOSATO Ocurypsisa BUAMMOCT Ha
cobcTBEHOCTTA M NOTpPebneHneTo Ha NMUeH3W OT KaveHTa. JlueH3uTe ce ynpasfsiBar 4pe3 LeHTpaneH obnadeH
noptan Ha Cisco 3a cmapT nuueH3upaHe (CSSM). 0O6nayHMAT nopTan nogAbpyka OTYET 3a ToOBa KakBo € Kynui
KIMEHTBLT M KakBO M3MON3Ba, Kato Mo TO3W HauuH npegynpexkjasa KIMEeHTa, ako He O0TroBaps Ha W3MCKBaHuATA.
KnneHtute morat ga onpefensar KakBuM NULEH3WN MpuTexkaBaTl U Kak ce u3nonssart. KnveHTute ce Bb3NOn3sBar oT
Bb3MOXXHOCTTa fja 06eANHAT HAIMYHUTE NINLEH3WN, KaTo MO TO3M HAYMH OCUTypsBaT No-NecHO U3Non3saHe Ha IMLEH3N
B NOJOOHM Nnatopmu, Kato no TO3M HauVMH HamansasaT onepaTuBHUTE Pas3xoau.

Bbnpekn 4ye KAMeHTUTE Morat fa 3akynar cblectByBawy SKU, Te 3agbmkutenHo Tpsabsa fa cb3gagar Cmapt
akayHT, Koraro musnonssatr CmapT nuueHsupaHe. EgUH manm noseye BUPTYaIHW akayHTa morart fa 6bfar cb3gajeHu
nof CMapT akayHTa, 3a fla MOo)ke opraHusaumsaTa fa pasfjeny normyecku 3akyneHute nuueHsn. Device Led Conversion
(DLC) nos3BonsiBa Ha KNMEHTa ga KOHBepTMpa BCUMYKM cblyecTByBawm PAK n RTU nmueH3nm Ha pytepa B CmapTt
nnueH3. 3a noseye MHpopmauusa BkTe Ha httPs://www.cisco.com/c/en/us/products/software/smart-accounts/software-

licensina html

NakeTn Cisco ISR 4000
Cisco ISR 4000 ce npegnara B HSKOMKO aTpakKTMBHW nakeTa. MakeTtute AX uHTerpupart amueH3nte Cisco Wide Area

Application Services (WAAS), CurypHoct (SEC) u JaHHn (DATA) B eAuH NaKeT, KOWTO € NneceH 3a nopbyBaHe,
KOH(UrypupaHe n BHeapsiBaHe. 3a KIMEHTW, KOUTO Ce MHTepecyBart M OT rfac, 3aefHO C BCUYKM Te3n yHKuun, AXV
npegnara ejHa atpaktnBHa onuus. BuwkTe Tabnanuya 6 3a nogpooGHOCTH.

Tabnmua 5. [MMaketu ¢ hyHKumm Ha Cisco ISR 4000

1 Naketun DyHKLNU

onuT B Nnpunoxenneto ¢ Mnac (AXV) AX +Tnac

Inac cbc CurypHoct (VSEC) 1Mnac + CurypHoct

1IP ba3a + CurypHocTt + paswupeHn mpexosu npotokonu: L2TPv3, BFD, MPLS, VRF,
SVXLANIO (YecT. neHTa <100Mbps)

jonut B npunoxxexnerto: PfRv3, WAAS c AppNav, NBAR2,AVC, IP SLA

|Xn6pngHa obnayHa cBbp3aHocT: LISP, OTV (3a 4yect. neHTa <100Mbps), VPLS,

Onut B npunoxeHueto (AX)

jEOMPLS CmapT ye6 kawwupaxe: Akamai Connect
rnac (V) IP Basa + YHuguympaHn komyHukaumm: CME, SRST, CUBE

IP Basa + PaswwuvpeHa curypHoct: 30HOBO-6a3mpaHu 3awutHn cTteHu, IPSec VPN, EZVPNj

CurypHoet (SEC) DMVPN, FlexVPN

Benexka: ISR4221/K9 He nogabpyka UC (Voice), cnegoBatenHo Hama V, VSEC, AXV nakeTtn 3a ISR4221/K9

MNoseue vHopmauua oTHOCHO naketn ISR AX nma Ha https://www.cisco.com/qo/ax.

JINUEH3NOHHMAT Mofen Ha 3annaliaHe C pacteXka Ha 6uM3Heca BW NO3BO/MsBa [a YyBeIM4UTe HUBOTO Ha
NPoV3BOAUTENHOCT Ha nnatgopmMuTe OoT 0GA30BOTO., HUBO Ha MO-BUCOKO HMBO. Taka ue MoXKeTe fa 3akynurte Ha-
aTpakTMBHa BXO4HAa UeHa 1 fja yBenuuute -Ae"TUBHOCT C pacTe)xa Ha NoTpebHOoCTMTe Ha Balmsi 6usHec!
Toyniuya [ onvucea nMueH3unTe 3a edeKTMBMOGT

Moanbpxa ce camo Ha iISRAE3
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Tabnuua 6. /inueHsn 3a eekTuBHOCT Ha Cisco 1SR 4000

Mnatdpopma NnueHsa 3a e(@eKTUBHOCT Mo DYHKUUN

3asBKa
ISR4461 FL-446Q-PERF-K9 YBennuaBa eeKTMBHOCTTa OT ocHoBHa 1,5 Gbps fo 3 Gbps
tSR4451 FL44-PERF-K9 yBennuasa eeKTMBHOCTTa OT OCHOBHa 1 Gbps o 2 Gbps
ISR4431 FL-44-PERF-K9 YBennuyasa etheKTUBHOCTTa OT OCHOBHa 500 Mbps fo 1 Gbps
ISR4351 FL-4350-PERF-K9 YBenuuyaBa eheKTMBHOCTTa OT ocHoBHa 2QQ Mbps fo 400 Mbps
ISR4331 FL-4330-PERF-K9 YBennMuyaBa e(eKTMBHOCTTa OT OCHOBHAa 100 Mbps o 300 Mbps
ISR4321 FL-432Q-PERF-K9 YBenuuasa e(eKTMBHOCTTa OT OCHOBHa 50 Mbps fo 100 Mbps
ISR4221 FL-4220-PERF-K9 YBennuaBa e(eKTMBHOCTTa OT OCHOBHa 35 Mbps go 75 Mbps

Tabnuua 7, JnueHsa 3a eektuBHocT Cisco ISR 4000 Booster (boost)

FL-4220-BOOST-K9 (=)
FL-432D-BOOST-K9 {=)
FL-4330-BOOST-K9 {=)
FL-4350-BOOST-K9 (=)
FL-4430-BOOST-K9 (=)

FL-44-BOOST-K9 (=)

NnuyeHsa 3a etheKTUBHOCT Booster 3a pyTep oT Cepus 4220

NnyenH3sa 3a ehekTMBHOCT Booster 3a pyTtep ot Cepusa 4320

NuueHsa 3a epeKTUBHOCT Booster 3a pytep oT Cepus 4330

JinueHsa 3a ehekTnBHOCT Booster 3a pytep ot Cepus 4350

NnueHsa 3a eheKTUBHOCT Booster 3a pytep ot Cepusa 4430

JinueHsa 3a ehekTBHOCT Booster 3a pytep oT Cepus 4450



- MHthopmaumsa 3a nopbyka
Cepusara Cisco ISR 4000 moxe ga 6bAe nopbyaHa u jocTaBeHa. 3a fia HanpasuTe Mopbyka, BukTe Tabnuua

8 no-gony v nocetete Cisco Ordering Home Page.

Ta6bnuua 8. VHpopmaumsa 3a nopbyka Ha cepusta Cisco ISR 4000

ISR4461/K9 Cisco ISR 4461 c 4 srpageHn GE, 3 NIM cnorta, 1 ISC cnot, 3 SM cnota, 8 GB cnaw nameT no nogpasbupare. 2 GB
DRAM no noppa36upaHe (paBHUHa Ha gaHHWUTe), 4 GB DRAM no nogpasbupaHe (paBHUHA Ha KOHTpona)

ISR4451-X/K9 Cisco ISR 4451 c 4 BrpageHun GE, 3 NIM cnota, 1 ISC cnot, 2 SM cnota, 8 GB cnaw namet no nogpasbéupaHe, 2 GB
DRAM no nogpa3s6bupaHe (paBHuHa Ha flaHHuTe), 4 GB DRAM no nogpasbupaHe (paBHMHa Ha KOHTPOna);

ISR4431/K9 Cisco ISR 4431 c 4 BrpageHn GE, 3 NIM cnoTta, 1 ISC cnot, 8GB c¢naw namet no nogpasbupaHe, 2 GB DRAM no
nogpasbupaHe (paBHVWHa Ha faHHuTe), 4 GB DRAM no nogpasbupaHe (paBHUHA Ha KOHTpona)

ISR4351/K9 ISR 4351 ¢ 3 BrpageHn GE, 3 NIM cnota, 1 ISC cnot, 2 SM cnota, 4 GB dnaw namet no nogpaséupare, 4 GB DRAM no
nogpasbupaHe

ISR4331/K9 ISR 4331 c 3 BrpageHn GE, 2 NIM cnoTta, 1 ISC cnot, 1 SM cnoTa, 4 GB c¢naw nameTt no nogpaséupaHe, 4 GB DRAM mo|
LaloTiT o= teTaY T o 1= U 1= TSSO PP U UPTPR PPN

ISR4321/K9 ISR 4321 c 2 BrpageHun GE, 2 NIM cnorta, 11SC cnor, 4 GB cdnaw nameT no nogpa3s6upaHe, 4 GB DRAM no nogpasbupaHe;

ISR4221/K9 ISR 4221 c 2 BrpageHu GE, 2 NIM cnorta, 1 iSC cnot, 8 GB chnaw nameTt no nogpasbupaHe, 4 GB DRAM no nogpas6upaHe

3a AONBbMHUTENHU HOMEpPa Ha NPOAYKTW, BKIOUMTENHO NpefnoXXeHusTa 3a naketnm 3a cepusata Cisco 4000, mons
CcBbpXKEeTe ce ¢ MecTHus npegctasuten Ha Cisco. 3a fa HanpasuTe nopbyka, nocetete Cisco Ordering Home Page.
3a fa naternute coptyepa, nocerete Cisco Software Center.

Onuym 3a MUrpaLmMs Ha pPyTepU C UHTErpUpaHn YCryri

CepusaTta Cisco ISR 4000 e Bk/oyeHa B cTaHfapTHaTta Cisco lMNporpama 3a murpaums Ha texHonoruun (TMP).

BwxkTe https://www.cisco.com/go/tmp un BwkTte Ha https:.//www.cisco.com/go/tmD 1 ce CBbp)XeTe C MeCTHUs
npegctaBmTen Ha Ha Cisco 3a Nogpo6HOCTN OTHOCHO MporpamMara.

"apaHuUMoHHa MHopmaLms

PyTtepute 3a nHterpupaHu ycnyru ot cepusara Cisco ISR 4000 umart 90-gHeBHa rapaHuus ¢ orpaHM4yeHa OTroBOPHOCT.

Cisco 1 napTHbOPCKK yCnyrn 3a 6paHLLOBUS odnc

Ycnyrute Ha Cisco 1 HawmTe cepTuduLMpaHu NapTHLOPY BU nomMarar ga TpaHcopmMupaTte onuta Ha 6paHiwia v ar
ycKkopute GU3HEC UHOBaUMUTE U pacTexa. [putekaBamMe eKCrnepTeH OnuT Ja Cb3[4afieM sICEeH, Bb3MpoM3Bexaall,
ONTUMU3MpPaH OTNeYaTbK B GPaHLLOBUTE OIMCU 3a PA3/IMUYHUTE TEXHONOTUW. YCIYruTe 3a niaHupaHe U NpoeKTupaHe
npuBeXXaaT B CbOTBETCTBME TEXHONOrMATA C BaluTe GU3HEC UenM ¥ MoraT Aa yBenuuar e(eKTMBHOCTTa Ha
M3non3BaHeTo. TexXHNUYecKnUTe ycayri B1M nomarat ja nofob6pute onepatmBHaTa eeKTMBHOCT, Aa CNecTUTe napu v ja
HamasmMTe pucka. Ycnyrute 3a ontMMu3dauusi BY momarar HenpekbcHato fa nogo6psiBate eeKTUMBHOCTTA M fa


https://www.cisco.com/go/tmp
https://www.cisco.com/qo/tmD

TexHuyeckata noggpbxkka Ha Cisco SMARTnet® 3a cepusTa Cisco iSR 4000 ce npegnara Ha 6a3aTta Ha efjHOKpaTeH
WA roguwleH goroeop. OnuMuTe 3a NOAAPbBXKA BapupaT OT acucTeHuus uypes Bropo 3a nomouy, [0 NpoaKTMBHA
KOHCYNTauusi Ha MAcTo. Bcuukm goroBopu 3a noggpbykka BK/IOYBAT:

OcHoBHU akTyanusauum Ha Cisco 10S cogtyepa 3a nogobpeHuss B NPOTOKOMa, CUIypHOCTTa, YecToTHaTa neHTa
N QYHKLMNTE;

MpaBa 3a NbfieH JOCTbMN A0 TEXHUYECKuTe 6mbanoTekn Ha Cisco.com 3a TeXHMYEecKa MOMOLL, eNeKTPOHHA
TbProBusi U UH(hOpMaLUs 3a NPOAYKTUTE:

JocTbn 24 yaca Ha LeH [0 Hal-rofemMus cneumanmsnpaH nepcoHan 3a TeXHUYecka noaapbXKKa

Cisco Kanuran

MBKaBW pelleHuns 3a nnatiaHe, KOUTO We NOMOrHarT fja NoCTUrHeTe BallUTe LEenu

Cisco Kanutan ynecHsiBa nony4YaBaHeTO Ha MpaBuiHATa TEXHONOrMs 3a MNocTUraHe Ha BaluuTe Uenn, jasa
Bb3MOXHOCT 3a TpaHcopmMauusi Ha 6u3Heca M BM Nomara fa oOCTaHeTe KOHKYPEeHTOCMOCO6HM. Moxkem ja Bwu
NMOMOrHEM fa HamManuTe 06LNTE pas3xoan 3a COO6CTBEHOCT, fa 3anasute Kanutana u ha yckopuTe pactexka. B noseue
oT 100 gbp>kaBW HawmTe rbBKaBW pasnnaliartenHn pelleHus moraT fa BW MoMorHat ga npugobuerte xapgyep,
coTyep, ycnyrun v fonbasalw,o obopysBaHe Ha TpeTu CTpaHu C NeCHU 1 NPesBuanMun niaanus. Hayuum noseue.

3a noseyve NHGopmMaumsa

3a noBeye MVHGoOpMaumss OoTHOCcHO cepusTta Cisco ISR 4000, nocetete httos.///www.cisco.com/qo/ISR4K wnm ce
CBbpXXeTe C MecTHUs npeacTtasuten Ha Cisco.

lAicTopmns Ha LOKYMEHTa

HoBa nnu npepaboTeHa Tema OnucaHo B Jata

MpomsaHa 4461 oT 2RU Ha 3RU

[lo6aBeHn 4461 n SD-WAN

; Pasgen oasmeon 04 pekemBpun 2018 1.

13 HoemBpu 2018 T.

fob6aBeHa e noggpvxka 3a Cisco SD-WAN c¢ I0S XE SD-WAN, >xepcua 16.9.1 Ha |/IHhopmaunsa 3a nopbyka 08 aBryct 2018 T.
coptyepa. [lo6aBeHO AHanM3 Ha UPUNTUPAHWUA TpaguK, Kakto uM uHpopMauus 3a |
noagpbXxka Ha Boost Performance Licensing.

[lo6aBeH e HOB mogen oT cepuaTta ISR 4000 - ISR 4221. AKTyanusanpaHu BCUYKU i DYHKUM n.npegnmcrea 23 aBrycr 2017 r.
CBbp3aHN MOAynu, nameTun, MMLEH3N N NakeTu, UMaLlM OTHOLEeHMe KbM ISR 4221.

4 ) TnaBeH oduc B Amepuka naBeH oduc B A3na-Tuxu okeaH naseH otuc B EBpona

Cisco Systems, Inc. Cisco Systems (USA) Pte. Ltd.

Cisco Systems International BV Amsterdam,

San Jose, CA Singapore The Netherlands

Cisco uma Hag 200 ochuca no ceeta. Homeparta Ha TeneoHuTe 1 hakcoseTe ca n3nucaHu B calita Ha Cisco https://www.tisco.com/go/offices.

Cisco 1 noroTto Ha Cisco ca TbproBCKU MapKu NN perucTpMpaHun TbproBcky Mapku Ha Cisco n/wnm Helinnte punnann B CALL v apyru ctpaHu. 3a ga
pasrnejgarte cnucbka C TbproBckute mapkm Ha Cisco ngete Ha https://www.tisco.com/go/trademarks. CnomeHaTUTe TbProBCKM Mapku Ha TpeTu CTpaHu
ca nputexkaHve Ha CbOTBEeTHUTe CO6CTBEHMUN. M3non3saHeTo Ha fymara napTHbOp He O3HavyaBa NapTHbOPCTBO Mexgy Cisco n KosATo u fa e gpyca
KoMnaHus. (111 OR) \

MognucaHmsT OrHsH MeTkoB KnpWioB yAoCToBepsiBaM BEPHOCTTAHA M3BbPLLEHMSI OT MeH MPEBOJ, OT aHITMACKY Ha GbrapcKy e31K

Ha NMPUWIOXKEHUS! IOKYMEHT - “Cepusi pyTepy 3a ni

isco 4000”. MpeBoAbLT ce CbCTOM OT 26 (ABafeceT U LUeCT)

CTpaHML.

Mpesogay: OHsAH MNeTKoBLVPWIOB
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Cisco04000 Family Integrated Services Routers (ISRs) form an Software Defined WAN platform that
delivers the performance, security, and convergence capabilities that today's branch offices need.

Product Overview

The Cisco 4000 Family Integrated Services Router (ISR) revolutionizes WAN communications in the enterprise branch. With
new levels of built-in intelligent network capabilities and convergence, it specifically addresses the growing need for
application-aware networking in distributed enterprise sites. These locations tend to have lean IT resources. But they often also

have agrowing need for direct communication with both private data centers and public clouds across diverse links, including

Multiprotocol Label Switching (MPLS) VPNs and the Internet

The Cisco 4000 Family contains the following platforms: the 446a, 4451, 4431, 4351, 4331, 4321 and 4221 ISRs.

Figure 1.
Cisco 4000 Series Integrated Services Routers

Features and Benefits
Cisco 4000 Family ISRs provide you with Cisco" Software Defined WAN (SDWAN) software features and a converged
branch infrastructure. Along with superior throughput, these capabilities form the building blocks of next-generation

branch-office WAN solutions.

Cisco Software Defined WAN

Cisco SDWAN isa set of intelligent software services that allow you to reliably and securely connect users, devices, and
branch office locations across adiverse set of WAN transport links, SDWAN-enabled routers like the ISR 4000 dynamically
route traffic across the “best" link based on up-to-the-minute application and network conditions for great application
experiences. You gettight control over application performance, bandwidth usage, data privacy, and availability of your

W AN links - control that you need as your branches conduct greater volumes of mission-critical business.

Cisco Converged Branch Infrastructure

The Cisco 4000 Series ISRs consolidate many must-have IT functions, including network, compute, and storage resources.
The high-performance, integrated routers run multiple concurrent services, including encryption, traffic management,

and WAN optimization, without slowing your data throughput. And you can activate new services on demand through a

simple licensing change.



Cisco Intent Based Networking and Digital Network Architecture {Cisco DNA)

The last few years has seen a rapid transformation and adoption of digital technologies. This puts pressure on the on the
Network teams supporting this changing infrastructure - especially when provisioning, managing, monitoring and
troubleshooting these diverse devices. Additionally innovations such as Software Defined WAN (SDWAN), Network
Function Virtualization (NFV), Open APIs and Cloud Management show great promise in transforming Organizations IT

networks. This transformation raises further questions and challenges for the IT teams.

The Cisco Digital Network Architecture (Cisco DNA) isan open, extensible, software-driven architecture that provides for
faster innovation, helping to generate deeper insights, and deliver exceptional experiences across many different
applications. Cisco DNA relies on intent-based networking, a revolutionary approach in networking that helps

organizations automate, simplify, and secure the network.

The intent-based Cisco DNA network is:

Informed by Context: Interprets every byte of data that flows across it, resulting in better security, more

customized experiences, and faster operations.

Powered by Intent: Translates your intent into the right network configuration, making it possible to manage and

provision multiple devices and things in minutes.

Driven by Intuition: Continually learns from the massive amounts of data flowing through it and turns that data

into actionable insight. Helps you solve issues before they become problems and learn from every incident.

Cisco DNA Center provides a centralized management dashboard across your entire network — the branch, campus, data
center, and cloud. Ratherthan relying on box-by-box management, you can design, provision, and set policy end-to-end
from the single Cisco DNA Center interface. This allows you to respond to organizational needs faster and to simplify day-
to-day operations. Cisco DNA Analytics and Assurance and Cisco Network Data Platform (NDP) help you get the most
from your network by continuously collecting and putting insights into action. Cisco DNA is open, extensible, and
programmable at every layer. It integrates Cisco and third-party technology, open APIs, and a developer platform, to

support arich ecosystem of network-enabled applications.

Table i breaks out many of the features and benefits of the Cisco 4000 Family that create a Software Define WAN

(SDWAN) and a converged branch infrastructure.

Table 1. Cisco 4000 Family !SR General Feature Highlights
Business Requirement(s) Feature/Solution
+ Concurrent software services at speeds up to 2 Gbps. Backplane architecture supports high-
Performance . T
bandwidth module-to-module communication at speeds up to 10 Gbps.
* Throughput * Adistributed multicore architecture with the industry's first internal services plane.
* Service reliability # Remote installation of application-aware services, which run identically to their counterparts in
dedicated appliances. «

Lower WAN expenditures
Pay-as-you-grow Router capacity can be increased with a remote performance-on-demand license upgrade (no
hardware upgrade) for exceptional savings.
+ Performance upgrade mode!
« Investment protection
» CapEx budget management
Supe\iaraiid secure A e r application > -I5R-AX \VApplication Experience" software bundle with advanced routing and nebnrark monitoring
exoenel/B C* : * oo if %
. e-hesed ’ 4 "1

mThis document is Cisco Public Information.



Business Requirement(s) Feature/Solution

; X = Secure bootfeatureperformshardware-basedautbsntication.d"Hebbotfoadef sof*ai*to”revent; 1

i ' maliciousorumntandedsoftWare frombootHgoii"He system.' 2AT- v ?
n 2. * Code signingverffieisdigritat'i|gnatun?s;Qf.e” cutefe(fes fwii»;toic d&ip; $Q--$" 2|
altered of corrupted code. : 1 T { e/ > B PN Y O |

Hardware ai*hentiedtion:protectsagaln-ithardware counterfiefting>by using'an”~on”palltagj*ei>X -

proof silicon, including field replaceable modifies. If authentication faife*the |

to boot o, o e 4 m N VYT
T
improved Total Cost of Ownership (TCO) ' P ' P g '

* ISR 4400 Series mgdefesfe4 $Jr\Ngchsnd 44/ sdppdrt'dpal rhtegrafecf powersupplies.J4 -\

B tinuit di d
rég“gﬁé;on inuity and increase forb&kppy, The-edtif#'||R 4”:TaTTiily SvppeHs pptio. M||dwfersupplycnpjbtebf ;4N
, delivering additionafToE power to endpoin&v « - . X\ iy« o mm
)i>. Modular network interfaces with diverse connection optlons forfd~-bin X0\
J-- resiliency. vr \ v mmy mT et 0«- vl
K J ‘s e Modular interfaces with online removal and insertion (PIR]Tqr mddijfe up”~r*des without netwbrk sV
i, dington , "X .1 f ry' vV.vV-~V A1

j. = Cisco Unified Survivable Remote Srte Telephohy (5RST), .which serves a&a resiliency compfementtp'j
j  Gsco ftosted.Collaboration Solution (HCS),<a Cisco cfeu”based UCs”~ke/ v r.> ey

; +.Supp” for mufepl~dfvefse access links: Ti/Ei; TJ/|" Serial, xD$t) fAirbit.inATer'g Mb':s 5 fjjd
. X- ' ml+ Ethefhet! VoA Y REXY | -f
« High-performance analog/digital gateway, allowing VolP over less expensive Session Initiation
Protocol (SIP) trunks.
* Integrated IP PBX (Cisco Unified Communications Express) and Session Border Controller (Cisco

Lower telephony costs with VolP and rich
media experiences

‘7 e

Easier manageability and support

4.'* Supported by Cisco and third-party management"*tools, with programniabiftty and au*matkm:V

Platform Architecture
Table 2 lists the primary hardware architectural features and benefits of the Cisco 4000 Family. The routers run modular
Cisco i0OS XE Software, widely deployed in the world's most demanding networks. The software's comprehensive

portfolio of services spans multiple technology areas, including security, WAN optimization, app and network Quality of



Architectural Features

integrated Gigabit Ethernet ports

; USB-basecl console access

Optional integrated power supply
for distribution of PoE

Optional integrated Redundant
Power Supply (RPS)

Cisco Enhanced Services Module
(SM-X)

Cisco Network interface Modules

. (NIMsJ3

Cisco Integrated Services Card (ISC)
slot on motherboard

Flash memory support

"Not supported on ISR4221

Benefits/Description

¢ The Cisco 4000 Family provides up to four built-in 10/100/1000 Ethernet ports for WAN or LAN.

« Based on the platform, some ofthe 10/100/1000 Ethernet ports can support Small Form-Factor Pluggable
(SFP)-based connectivity in addition to RJ-45 connections, enabling fiber or copper connectivity.

* Optionally, depending on the platform, up to 30W PoE* can be enabled on two of the built-in front panel
Gigabit Ethernet interfaces to provide power to external devices such as fourth-generation (4G) LTE routers.

+ An additional dedicated Gigabit Ethernet port is provided for device management’.

» Ammitype-B USB console port7supports;managementconnecd”ty whentraditional |
available. .. Vv - +

* Traditional cojisole and auxiliary.ports are-also available..,

v~

|} Y MY rt

+ An optional upgrade to the internal power supply provides inline power (802.3af-compliant POE or 802.3ax-
compliant PoE+) to optional integrated switch modules.

* Redundant PoE conversion modules provide an additional layer of fault tolerance.

-* Forthe 4400 Series, power redundancy isavaitabieby installing an optional integrated RPSfor \ "V.
decreasing.network downtimeanef protecting the network from power failures™.. « , 4/ ]
*. Optional PoE boost"mode increasestotal PoE capacity to upto 1000W. - i eC % ?

+ Each seivice-module slot offers high data-throughput capability of upto 10 Gbpstoward the system and up
to 1 Gbpsto other module slots.

. Support for both single- and double-wide service modules provides flexibility in deployment options.

* An 5M-X slot can be converted into a Network Interface Module (NIM) slot using an optional carrier card.

+ Seivice modules support Online Insertion and Removal (OIR), avoiding network disruption when installing
new or replacement modulesl

.«Up to three Integrated NIM slots on the Gisoo ipdd.Family allow fbrfl*jb!e conflyiijrati<>n

* Each NIM slot offer's options of up to two connections. One towards the /
directmodule to module communication. The ISR 4221 has only one iGbps connection to the Route
Processor -L: "\'s Y".! Y44/\ 1

* NIMs support OIR. D, V-, - . '

« Special NIMs add SupportSolid-Stat"Dnves (SSDs) and Hard Disk Drivfs:(HDPs) m M 1

Integrated Seivices Card natively supports the new Cisco High-Density Packet Voice Digital Signal Processor
Modules (PVDM4S), providing greater-density rich-media voice.

Each Integrated Services Card slot connects to the system architecture through an up-to 2-Gbps link.
Future modules can be hosted on the Integrated Services Card slot, improving system functions.

>|SR4221 supports shared Console & Auxiliary ports

4Unified Communications (UC) and UC based NiM's are not supported

2018 Cisco and/or its"JjAsfes. Alfrights reserved. This document is Cisco Public information.



Architectural Features Benefits/Description

DRAM » Forthe ISR 4400 Series, the default control-plane memory 154GB, upgradable to 16 GB to provide
additional scalability for control-plane features. The default data-plane memory is 2 GB.

* Forthe ISR 4300 Series, the default memory is 4 GB, upgradable to 16 GB (only 8 GB for 4321) to provide
additional scalability.

* The ISR 4200 Series comes with 4GB Fixed DRAM

Managing your Cisco ISR 4000 Family ISRs

The Cisco network management applications listed at the top of Table 3 are standalone products that can be purchased or
downloaded to manage your Cisco network devices. The applications are built specifically for the different operational
phases; select those that best fit your needs. Those management capabilities listed under the "Cisco 10S Software XE

Embedded Management" heading are directly integrated into the routers' software operating system.

Table 3. Cisco DNA Center

Device staging and configuration  iWebU! * A GUI-based device-managementtool for Cisco 105 and Cisco I0OS XE Software-based
9ing 9 access routers. This tool simplifies routing, firewall, VPN, unified communications,
and WAN and LAN configuration through easy-to-use wizards.

' * Offers comprehensive lifecycle rnartagemeoto*i*andw ire le# Wcess,oampu” -

Network-wide deployment, . 1Cisco Prime - ’ A - L L
’ . p_ y . . " «and branch-office networks/.rich visibility' into ei'id*u”V coririectiwty’/and application .
conflguratlon_ monitoring, and ; Infrastructure performance assurance. ) VRS
troubleshooting . . . . . . . .
« Provides wired lifecycle functions such as inventory, configuration/andi m a g e . *
: management; automatedd e ployment,integrated beste
practice” arid reporting, .. ‘. V ST\ VL%
Staging. deployment* and changes + Asecure network management product that provides zero-touch image and
ging, deploy . 1ang . ) . configuration distribution through centralized, template-based management.
to configuration and image files i Configuration
; Engine
Cisco Prime

Context*aware security

<configuration and monitoring Security Manager. - . . . . .
«; Provides the ability to write and enforce the granular cdntextrawareieeud ty~ lici®/

Cisco Wide Area Application i Cisco WAAS * The management tool for the WAAS3™(WAN optimization and application
- acceleration) integrated service. It provides a centralized mechanism for configuring
Service (WAAS) management ICentral Manager WAAS features, reporting, and monitoring.

Cisco 10S XE Software Embedded Management Capabilities

Description

* A distributed and customized approach to event detection and recovery.

»Offers the ability to monitor events and Take informational, corrective, or any desired EEM action
when the monitored events occur or when athreshold is reached.

Cisco I0S Embedded Event Manager (EEM)

5Cisco tO5 XE IP Service-Ewei Agreements > * assurethe.~drmance of newbusipes”critical iPappteatfOris asweti as|F ;

SNMP. Remote Monitoring (RMON). svsloa. j Network monitoring and accounting tools.

NetFlow, IP Flow “formation ffiport (tPFix) ;

stedto use AppNav wrtri>o External WAAS device for the ISR4221

220i8 Cisco and/GMts jffiliayfe. Alrti*I>?<r~rved. This document is Cisco Public Information.



Product Specifications

Table 4 lists the general product specifications for the Cisco 4000 Family routers-

Table 4.

mTechnical
1 Specifications

Aggregate
Throughput
(Default)

Aggregate
InivUjdtipUul
(Performance

;WenHe)

Aggregate CEF
Only5
Throughput
(Boost License)

Total onboard
‘WAN or LAN

:io/ioo/iobp ports

Total onboard
WAN or LAN
X0Gbps ports

RJ-45-based
pOttS

SFP-based ports

Cisco 4462.

I-SGbps

36bps

Over 7Gbps

*4

Cisco 4451

1 Gbps

2 Gbps

Over 4G bps

Cisco 4431
1500 Mbps
;iGbps
: p

| |

Over 4Gbps

Specifications of Cisco 4000 Family Integrated Services Routers

Cisco 435a

w MHi&raih

| 200 Mbps

«400 Mbps

tm

Over 2Gbps

Cisco 4332

100 Mbps

300 Mbps

Over 2Gbps

ft Cisco 4321 Cisco 422a

50 Mbps j 35Mbps
.apb Mbps = | 145]
1.56bps i.2Gbps

w ' i
2 2

. ooy

2 2
1 1
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Technical Cisco 4461 Cisco 4451 Cisco 4431 Cisco 4351 Cisco 4331 CiSCO 4221
Specifications

,Enhanest’ -.3 " a. y VA E -V 4 Vo K

Isendeermikiile o . ‘ellev*- (@ e - emm-<];-..i -n- 1w\ eb?-
slots ' - y ®e I+ "\t f \* R S N I S AV

Doublewide 2 \i (assumes no jo 11 (assumes no
service-module |singlewide | I singlewide SM-
slots ; SM-X modules j |X modules

j installed) l installed)

NIM slots 3 ;3 - 3 . 3 ] 2

OIR (all 170 Yes IYes Yes |Yes Yes Yes jNo

modules) i

Onboard ISC slot &

Default memory NA ina NA jaGB 4GB 4GB 4GB

double-data-rate
3(DDR3) error-
correction-code
(ECC) DRAM
(Combined
control/services/d
ata planes)

e

aMaximum NA . « NA NA 16 GB - las

memory ODR3
;ECC DRAM 1 e Ea v .
(Combined ,

. . ; w-f
contnol/setvices/cj )
ata planes) . u Ik

4GB 2GB 2GB NA NA NA NA

Default memory
DDR3 ECC DRAM
(data plane)

R

Maximum ?m 2GB 2GB r m ' NA ;"vVoom o rv v/

memory DDR3 o 57
ECC DRAM (data o )
;plane)

v V4!

1, iL if
Default memory 8GB 4GB 4GB INA NA NA NA
DDR3 ECC DRAM
(control/services
plane)



(Technical
| Specifications

Maximum
memory DDR3

ecc'dram

(conwH/serviees -
plane) ’

Default flash
memory

Maximum flash ,
memory

External USB 2.0
slots (type A)

:U$B console port -1 =

i hyiS e Elin ltgy

to 115.2 kbps) ;

Serial console
port - RJ45 (up to
115.2 kbps)

Serial auxiliary
.port - RJ45

E..

L

Oup to 115.2 kbps) =

Power-supply
options
Redundant 'm
,powersupply.
o fr—xe

~~i -

AC input voltage

e dstiMATHAHA A WA HAnB AT HIM A BAAHS

100 to 240
VAC
autoranging

MmT T AuflR1f

Cisco 4461 Cisco 4451 Cisco 4431 Cisco 4351
' - 16.GB 4 V>
el
>* v o’
' n ur
iy
SGB jscB 18GB 149b
|
32GB 32GB 32(sB ;16 GB
4
2 ) 12 12
1
1 i 1
1 1 1
1 2 1
. -Si*
‘ -S
TR R ST !
Internal: AC, ?Internal: AC, Internal: AC, Internal: AC, DC
DCandPoE :DC and PoE DC, andPoE and PoE
.Internal: ACy /Internal: AQ internal: AQ N/A -
:DCand PdiE DCand Pof amfandPoE" :-i
- -9 " om u~ m-wit " —~daw
- X s

'aoo to 240 VAC
autoranging

100 to 240 VAC
autoranging

10010240
VAC

; autoranging

DC inputVoltage <« W r, - \
— N .
Input Voltage i.4® ;OY - - na
. .1 12A1Mak. 12A May . 12-AMax ‘m
input Current ? Lt e ,
Vi J
[P
AC input 47t0 63 Hz  j47to 63 Hz 14710 63 Hz 147to 63 Hz
frequency i
?AC inputcurfent iTJb3-"A  :7.2t03.CA :7.1t0g:0A
rangfe*AC power '= . - 1
g :
) ;o =V M 1
(maximum)
AC input surge 60 A Peal< :<50A 60 A peak and 160 A peak and
current and less than lessthan 5 less than 12
v5Arms per Arms per half Arms per half
cvelrll 1 cycle cycle
iss>

ritsaffiliat®/"lg”hs~ser~ed

. This document is Cisco Public information.

Cisco 4331 Cisco 4321
%t[ .-om n
- wif J-T~

N . 74m .
n

V- i yet .

R

j4GB 4GB

i

isGB ~ T

1mm ¢ -1

1

j1 1

2

1 1

2- 1 ’

Internal: AC,DC External: AC

land PoE and PoE

n/a 4, WA ~T
totme

€ IW *q*

Cisco 4221 ?

\Y

i8GB

i (co

-4

mbo

W ST sl

"/ ef "

CON/AUX port)

rlAcptbosy

1External AC

only

100 to 240 VAC 100 to 240 VAC j100 to 240 VAC
autoranging

jautoranging autoranging

J

i
\

[ v
L ;8 4
24-6py- /[ = vf; _
i
c14-jA 4 iW'Vv-: rx*
47 to 63 Hz 47to 63 Hz 47 to 63 Hz
atpigA m. 1 2>5.10.<M>A"
UK ar [
n '/

60 A peak and
less than 5

90 A peak and
lessthan 3

Arms per half ~ Arms per half
cycle eycie

w w w W

90 A peak and
lless than 3

Arms per half
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1 Technical Cisco 4461 Cisco 4451 Cisco 4431 Cisco 4351 Cisco 4331 Cisco 4321 Cisco 4221
| Specifications

modules) (watts) [ 120 Vi R
v B
Maximum power 1000W 450 (no PoE) | 250 (no PoE) | 430 250 125 90
with AC power (no PoOE)
supply (watts)
Maximum power 437 (no PoE) 437 (no PoE) 437 (no PoE) ; 437 (no POE) 250 (no PoOE)
with DC power
supply (watts)
Maximum power 1000 with 1000 with PgE: 'w500with PoE  =990. > . . |53p ° 260 NA(N<?POE 1
with POE power ;PoE redundant redundant ASupporty®.~C .1

supply (platform o4 ndgant * 1450 With PoE 11000 with PoE
only) (Watts)

1450with /boostno - boost no
PoE boost no redundancy :redundancy
mredundancy
J
Maximum 500W with 1500 W with 1250 W with 15°0 250 120 NA(No PoE
endpoint PoE optional :optional loptional Support) j

power available redundancy jredundancy  lredundancy
from PoE power
supply (watts)

Maximum 950 W no 950 W no. 500W ho HiA N/A MA:Y;
endpoint PojE iredundancy ° redundancy -‘ .- redundancy . s

powercapacity
.with PoE boost

(watts).. i
e v) r’
Dimensions 35x17.25x ;35x17.25x 173x17.25X  135x17.25X 1.75x17.25X 175 x14.55X 1.72x 12.7 Xio"
(HxW x D) 185 m 118.5 in 19.97 m j18.5in 17.25in 11.60 in (43.7x322.6 X
88.9 x 1(88.9 X (43-9 *438.15  {(88.9x438.15X (44.45x438.15 (44.55x369.57 254 mm)
438.15 X 143815 ><469.9 X 507.2 mm) | 469.9 mm) X 438.15 mm) X 294.64 mm) j

469.9 mm) | mm)
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Cisco 4221;

Technical Cisco 4461 Cisco 4451 Cisco443i Cisco 4351 Cisco 4331 _.Cisco 4321
Specifications I
External Power tp fc !N/"‘.\
Supply N - Vvl T .w620jh\ ' TTTMAGnNg/-!
,Dimensions N Y cm (s ' o -(71"367155
(HxW xD) cnm) TAA$OU-#bA-;*]
i
"36L5X677455 |1
Ymmtpeltarh%T
; JAad\h>
Shipping Box 9.75x2225x 19 75x22.25x 7.88x2225X  975x2225X  7.125X2275X 7.0x 215X ;4.13 X18.25 X
Dimensions 26 in 126 in 28.75in 26 in 22.5in 16.125 in 112-94"
(HXW xD) (24.76x56.51 j(24.76x56.51  (200.2 X565.1X j(24.76 x56.51 X (180.98 x577.85 (177.8 x546.1 X i(104.9 X463.6X j
x 66.04 mm) |x66.04 mm) 1730.25 mm) 166,04 mm) x571.5 mm) 409.6 mm) :328.7 mm)
1 -
jRack height \3Rack Units 2 Rack Units aRack Units . 2Rack.Units \ 1Rack UnitT; ; VRaekOnttr.viiRackUnitY;yYy
;t3RU) (2RU) (rT N ; SAIRU) n<i-" Sn )y '§ C # q
Rack-mount Included ; Included Included =Included JIncluded Included Optional
igin. (48.3 cm) { J )
1
EIA 1 ! !
Rack-mount 2310. " Optional -v Optional Optional !Optional Optional ; v .y Y-.v-s:; NA ALY
W %V - YIix
(58.4 cm) EIA Y w oo i< A/ aa
Wall-mount No INo _Yes 1No 1Yes Mounting holes ; Yes 1
I 1 i | under chassis
Weight with % 2881b<131  N/A '28.8Tb {13.1 kg}.; N/A ' - WY A
450-WAC power kg) . : s . no—ie
supply (no > e Ty jv#
modules). I -V sV ] Y-VYAY 'Yam Y-Y>Y
T, YR Yt VoV
Weight with 1 .30.6 Ib N/A 129.0 1b(i3.2 kg) jN/A N/A NA
1,000-WAC 1(4-9 ko) i j
power supply+1
PoE power
module {no other
modules)
; Weightwith AC N/A =-N/A. ' 1351W6.2k]): 7AIbBIEA.S;:ks)F-VT:;V41
: PS (no moditifes)
L VA oY epemblPS I
Weight with DC j28.81b (13.1kg) j28.81b (13.1kg) j28.81b (13.1kg) 113.5Ib (6.2 kg)
: i | *
PS (no modules) ; :
{ L J » a
) 1
Weightwith AC ul - , tisfc, .. = v N/A i NAT /Y
;PSwtePpE(no i
;modules) :Y": .
W .- >Sisl

Typical weight
(fiilly loaded with
modules)

427 ib 122.4 Ib (10.2 kg) j37.7 Ib (17.1 kg)

(i9-4 kg)

5,9 fe (2:7 kgV = 6.4Tb (2.9 kg),,,

feMgfUTITis document is Cisco Public Information.

16.1 ib (7.3 kg)

4.6 (b{2,2kg), ;;

*H

9.141b (4.2 kg)
+1.2'b

(0.66 kg)
external PS

8.11 Ib (3.68Kkg)

A2ih#k§| = v
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iWeightr /11
Airflow 1/0 side to 11/0 side to
bezel side i bezel side
MTBF (Hours) 48Q770 480770

Environmental ;A nll
[} N
Operating Coi-wfitions

Temperature 32toi04°F .32to i04°F
(0 to 40°C) 1(o to 40°C)
Altitude 0-6,560 ft- 0-6,560 ft. .
(China) i{0 -2,000 m) <«.0-2,000m)
Altitude 0-10,000 ft. jO-10,000 ft.

(Rest ofthe (0-3,050 m) j(0-3,050 m)

world)

ShortTerm iNA - NA:

Temperature
upto 6560ft per n
NEBS GR-63-

C Offi;

Relative humidity 9% t085% 5% to 85%

N
Short-term :5%to go9s, 5% to gb%>
humidity 'notto exceed |not td,exceed;
\% 0.024 kg v <0.0=24kg
water/kgof ;water/kg of
dry air -dryair / =

Acoustics: 50.6/73.1 dBA j50.6/73.1dBA

Sound pressure

(Typical/
maximum)

Cisco 4431

11/0 side to
I bezel side

< 512970

)32to i04°F
1(0 to 40°C)

.;0-6,560 ft.

(0-2,doom)

0-10,000 ft.
(0-3,050 m)

5% to 85%
rn »

Cisco 4351

; 1/0 side to
i bezel side

586310 AN

3210 i0 4°F
(0 to 40°C)

'0.-6,560 ft.'

Cisco 4331

rle

1/0 side to
bezel side

. «$87250

132 to 104°F
1 (0 t0-40°C)

mls - 6,560ft. \\

(0—2,06bhi) m (p-2#b.0m)-

0-10,000 ft.
(0-3,050 m)

NA =

15% to 85%
!

0-10,000 ft.
(0-3,050 m)

LluJQ|3a°to ijtt .Y
(0° to 55 C)
(forISR4331-DC
Niversion}! 1

5% to 85%
1

5% to 90%, not 4s% to'90%, not 1s°Mo 90w not.
to exceed 0,024 ‘to exceed 0.024 1to exceed 0%024

w kg water/kg of
dry ar,' -
|

54.3/79.1dBA

. kg water"kg of

v dry ar* VT,
|

50.6/73.1 dBA

; kg water/kg of .
Yt dry air

52.8/74.8 dBA

Cisco 437a Cisco 4221

Right 1/0 side to 1/0 side to

Left 1/0 side \ bezel side
593270 1593270.~1
/17 o<

»Y«S4
32to 104°F j 32 to 104°F
{0 to 40°C) 1(0 to 40°C)
0—6,56awH-= 0.-6/560.ftjYY:

(0o-i,0©0m) mo-27"60m)V:j

0-10,000 ft.  j0-10,000 ft.
(0-3,050 m)  1(0-3,050 m)

NA . m; * NALY 'y .YH
2T B i
XYY
'}
i AV 4
( | = y- MLV«
5% to 85% j5% to 85%
5%toso°n,nok ;5 to ‘not

to excbed;.p;024 'tq*ceed 2024 j
kgwater/log'of . kg water/kg off’
dryair. vY = dryair""";'.vl: [
«-1% .1 /
24.2/51.9 dBA 28.5/53 dBA
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Acoustics: 58.2/78.8
dBA

Sound power

(Typical/

maximum)

Temperature -40 to i58°F

(-40 to 70°C)
<=Relative humidity 5% to 9S%

15,584 ft
(4750m)

Altitude

safety UL 60950-1

CAN/CSA
C22.2 No.
60950-1
EN 60950-1
AS/NZS
60950-1

IEC 60950-i

EMC 47 CFR, Part
,aS
iCES-003 s

Class A

£N55032
Gass-A

CISPR32 -
ClassA =\

AS/NZS
GSPR 32
ClassA; :’

VCCIV-3,
CNS13438.
EN 300-386
EN 6ibbo
; (Immunity)

£1455024,
CISPR 24 .

l; V VvV, z -it-
Ti
ICcs-
“<33:2004

jfejgcom A

® aoiS Cisco and/or its afflliates™Ai+*i

-A.

Cisco 4451 Cisco 4431 Cisco 4351

58.2/78.8dBA 57.2/80.8dBA  58,2/78 8 dBA

:-40 to i58°F
j (-40 to 70°C)

=40 to is8°F
(-40 to 70°C)

j-40 to is8°F
i (-40 to 70°C)

Cisco 4331 Cisco 4321 Cisco 4221
61.2/82:6 dBA  319/59.9 dBA  /1/63 dBA
ww-m1
;-40 to is8°F -40 to i58°F ,-40 to 158°F

1(40 to 70°C) (>40t0 70°C) i (-40 to 70°C)

5%to95% :57t095% . 5%to 95% , ;5%tp 95% $Wo0;90%:.
(15,584 ft i 151584 ft 115,584 ft 115,584 ft 15,584 ft 115,584 ft

- (4750m) - (4750m) 1(4m0m) 1(4750m) (4750m) [ (4750m)

$ 154 v.e

UL 60950-1 | UL 60950-1 I UL 60950-1 Sul 60950-1 UL 60950-1 UL 60950-1
jCAN/CSA ICAN/CSA C22.2 Ican/csa C22.2 : CAN/CSA C22.2 CAN/CSA C22.2 CAN/CSA C22.2
:C22,2 NO, INO.60950-1  ;No.60950-1  jNo. 60950-1 No. 60950-1  jNo. 60950-1
160950-1 I EN 60950-1 : EN 60950-1 IEN 60950-1 EN 60950-1 :EN 60950-1
{EN 80950-1 | A5/NZS 60950- 1AS/NZS 60950- AS/NZS 60950- AS/NZS 60950- |AS/NZS 60950-
;AS/NZS 1 1

60950-1 IIEC 60950-1  1IEC 60950-1 IEC 60950-1 IEC 60950-1  jIEC 60950-1

IEC 60950-1

;47 CFR, Part 15:47 CFR, Part.15 v 47 CFR, Party ,

a7 crrspartas ICES003fass  ICES00'\Jass.)
At

MCES-003 Class iCES-003 Class , ICE5-063Class ./CES-o0g.Cfass. "L ® A

A al/" e 7 <A'ewem' v (A eV mEN55032 Class ’

EN55032 Class £N55032 Class =EN55032 Class PACVY yv LAY YV
A-C Y= v . A , me @ A/ CISPR32Class  M'$Pii3>"Nail 1

=CISPRaxGass
A / -

; CISPR32 Class
iA > >\ K

AS/NZS CISPR 'AS/NZSqSPR  AS/NZS CISPR

C1SPR32 Class vaSPR32.Cla.ss
A

A- Yo vIV-AT Ry yf «

‘s - K e AS/NZSCISPR,-iAS"is

jAS/NZS CISPR  330assA- V' -7 CiasSAb

32 ClassA ' <32Class A [32 Class A ;32 ClassA L 11| # . e vccivhy-v,
VCGV-3 VCQVf3: > ;ycav-31, :CNS 234B8;' ; pCNSiid4r v; Vi
1CNS13498 CNS13438 :T (©NS23438 : GNS13438 3 =RN300%B6 V.2 EN3&>3B6’ |
EN300-386  u 300.-386".. 'EN 300-386 .n j EN300-376' EN 6i00© ~= = EN 61000;-. > 1
[ EN.61000 V. EN61600 EN 62000 EN 61000 /¢ im"(nTdAndy) i " SATTA% Y | 20>f
A (Immunity) ;(immunity) r o "((mmuhity) ,  J(Immunity) LW & & 3
1EN55024;.., jEN 55624, ENA5024/v  -IN550~ = CfSPR2 4  =isBr" m. Vi
CSPR 24 CISPR24 ..
KNea, KN24  KHZ2Z KN4 @ KN22 KN\oa * . v o 3
" JN's0i2l-1 y
v EBLC'06r4
Ve Yy iVIFE A ANz se120.4, VIH ss- J'
jTi TiA-968-B TiA-968-B TIA-968-B TIA-968-B TIA-968-B
=IC CS-03:2004 1CS-03 cs-03 CS-03 CS-03 CS-on
:TIA-968- ANSI T1.101 IANSI T1.101 ANSI T1.101 ANSIT1.101
led This document is Cisco Public Information. 1 LU
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TiA-968-
B:200g
HKTA
2028:2010

HKTA
2017:2010

HKTA 2015:

2006
G.703:2001

ID0002:2007
1S6100:2004

DSPR Gray
Book: 2000
DSPR
Technical
Condition:
2004

Ei

AS/ACIF
S016: 2001

AS/ACIF
S038: 2001

G.703:2001

TBR 4:1995

TBR 12.1993
TBR 13:1996
RRA 2009-38

(RRL2005-

96)

IDATS
DLCN:20ll

IDATS ISDN

PRA:20Q5

1S6100: 2004

PTC

220:2008

Ethernet
IEEE 802.3

ANSA X3.263

rt0s$ XE Software

it s

st

Cisco 4451

: B.-2009

IHKTA
12028:2010

IHKTA
12017:2010

|HKTA 2015:
i 2006

1G703:2001
mID0002:2007
mS6100:2004

IDSPR Gray
j Book:2000

dspr

'Technical
Condition:
2004

vei
AS/ACIF S016:
=2001

jAS/ACIF S038:
j2001

,6703:2001
ITBR 4:1995
:TBR 12:1993
:TBR 13:1996

j RRA 2009-38
j (RRL 2005-961
IIDATS
IDLCN:2011

;IDATS ISDN
[PRA:2005

; 1IS6100: 2004
;PTC 220:2008
j Ethernet
[IEEE 802.3
\ANSA X3.263

; Cisco 4431 Cisco 4351
ITU-T G.823, jITU-T G.823f

jG,824 1G.824

| IEEE 802.3 j IEEE 802.3

| RTTE Directive iRTTE Directive

jHomologation
*requirements

i Homologation
: requirements
;vary by country' :vary by country

land interface land interface

type. For |type.For
specific country 1specific country
information, ; information,

refer to the j refer to the

lonline lonline
approvals data japprovals data
base at: | base at:
i
; https://www.cis
cofax.com/. cofax.com/.
1

igrv ~,.rrnr

Cisco 4331

| ]
Lol -71"N8A 4+
jITU-T G.823,
:G.824

IEEE 802.3
RTTE Directive

Homologation
requirements
vary by country
and interface
type. For
specific country
information,
refer to the
online
approvals data
base at:
https://www.cis

Cisco 4321

ITU-T G.823,
G.824

IEEE 802.3

Cisco 4221

JITU-T G.823,
jG.824

J IEEE 802.3

RTTE Directive jRTTE Directive

Homologation
requirements
vary by country
and interface
type. For
specific country
information,
refer to the
online
approvals data
base at:

https://www.cis
cofax.com/.

Homologation
requirements
vary by country
and interface
type. For
specific country
information,
refer to the
online

j approvals data

base at:

https://www.cis
cofax.cpn-y.

IPv4, IPv6, static routes, Routing Information Protocol Versions 1 and 2 (RIP and RIPv2), Open Shortest Path First
(OSPF), Enhanced IGRP (EISRP), Border Gateway Protocol (BGP), BGP Router Reflector, Intermediate System-to-
itermediate System (1S-1S), Multicast Internet Group Management Protocol Version 3 (IGMPvj), Protocol independent

SR e
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o Public tnforration
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Algorithms

Cisco 4461 Cisco 4451 Cisco 4431 Cisco 4351 Cisco 4331 Cisco 4331 Cisco 4221

Multicast sparse mode {PIM SM), PIM Source Specific Multicast (SSM), RSVP, CDP, ERSPAN, IPSLA, Cat! Home, EEM,
IKE, ACL, EVC, DHCP, FR, DNS, LISP, OTV6 HSRP, RADIUS, AAA, AVC, Distance Vector Multicast Routing Protocol
(DVMRP), IPv4-to-IPv6 Multicast, MPLS, Layer 2and Layer 3VPN, IP sec. Layer 2 Tunneling Protocol Version 3
(L2TPV3), Bidirectional Forwarding Detection (BFD), |EEE802.iag, and 1EEE802.3ab

V Generic routing encapsulation (ORE), BtheVnetr802.iq'V1~'N,Point4Q-Pomt Protocol (PPP), Multi! mk Pbint-tb~Poiofif j

Protocol (MLPPP), Frame Relay, MuftHink Frame Relay (MLFR) (FR.i® and FRa6),Hi§8h-LevelData LinkControl (JOLL); ;
Serial (RS'232, RS-449, X.21, V.35, and EIA*530), and PPP over Ethernet (PPPOE) : | it 1

QoS, Class-Based Weighted Fair Queuing (CBWFQ), Weighted Random Early Detection (WRED), Hierarchical QoS,
Policy-Based Routing (PBR), Performance Routing, and NBAR.

:Encryption: 0 ES, 3DE5, AES-128 or AIS-256 (in CSC and GCM nnodes)j Authentication: RSA (771024/2048'*), (N'X
:ECDSA (256/384 bit};,Integrity: SHA, SHA 2$6, SHA-384, SHAT522 r ~ N\

Services plane: Enabling the Branch-in-a-Box

All Cisco ISR 4000 routers contain processing cores built-in as standard to allow full-featured services to run on-board.

This includes the full-featured Cisco WAAS engine that provides application acceleration and highly responsive virtual

desktop experience. The technology is known as Cisco Service Containers and it uses a standard hypervisor to allow X64

based applications to run.

The 4000 series routers can be fitted with Solid State Drives (SSD) and server cards for local storage and computing

capability. The Cisco UCS-E server cards are available with 8-core Intel Xeon processors with up to 48GB of high speed

DDR3 memory and three drives built in offering RAID 0,1 and 5. This immense amount of compute power can eliminate

the need for any dedicated servers at branch sites. UCS-E cards can be configured and managed using VMware vCenter

and pooled with Data Center compute resources.



Software Subscription through Cisco DNA Licensing

The ISR4000 series supports software based subscription using Cisco DNA based licensing. Three Cisco DNA based
software subscription licenses are available for the WAN portfolio: Cisco DNA Essentials, Cisco DNA Advantage and Cisco

ONE Advantage allowing customers to have a single unified solution that spans across the !ISR4000 series routers and its

ASRiooo and ISRiooo counterparts

The license tiers are structured to support the growth in business needs enabling the customer to move from basic
functionality using the Cisco DNA Essentials to full-functionality with the Cisco DNA Advantage and expanding that to
include WAN Optimization and Analytics on the Cisco ONE Advantage. This provides complete flexibility to move the
same license across end-points based on growing network and security requirements, growth in bandwidth based on user

and application growth at the sites as also the ability to change the management ofthe platform from on-prem to cloud

orvice-versa.

Cisco DNA Licenses are supported for all ISR4000 platforms using the Cisco DNA Center, the controller and analytics
platform at the heart of Cisco's intent-based network. For more information on the Cisco DNA Center and supported
platforms, please refer to httPS://www.cisco,com/c/en/us/uroducts/cloud-5vstems-manaaement/dna-center/index.htmi

Enterprise NFV on ISR4000

Built to reduce costs without compromising vital network services, the UCS E-Series router-integrated branch blade
servers provide support for a Virtualization-ready and Application-centric platform that can be seamlessly integrated on
the ISRiooo platform. Customers can now install virtualized applications on the ISR4000 routers through the Ciscot
Enterprise NFV infrastructure Software (NFV 1S )- avirtualization infrastructure that integrates full VM lifecycle
management, monitoring, device programmability, and service chaining in a single, installable package. For more
information on Enterprise NFV and NFVIS, please refertothe link at httos://www.cisco.com/c/en/us/solutions/enterDrise-

networks/enterDrise-network-functions-virtualization-nfv/index.html#~stickvnav=2

Supportfor DC Power

ISR4000 platforms support both DC and AC Power Supplies as options. Specifically, the ISR 4331 has two separate
product SKITs - the ISR4331/K9 and the ISR4331-DC/K9 which support AC and DC Power respectively, The ISR4400 can
independently support an AC oraDC Power supply on the same chassis. While the 4300 supports between 24V and
6oVdc, the 4400 supports between 48V and 6oVdc The 4331 provides for upto 250W of power rating while the 4400
provides upto 437W. itis important to note that when DC Power supplies are installed on the router, PoE based modules

may not be used.

More details about the DC Power supplies and its capabilities can be found at the below url
https:/flwww.cisco.com/c/en/us/td/docs/routers/access™400/hardware/installation/ouide”/,00-

a?00/C”"oo isr/FRUs Modules.html

Product Performance and Scalability

The Cisco 4000 Family is built on a multicore CPU architecture. It runs modular Cisco 10S XE Software, which allows the
platform to use to full advantage a distributed multicore architecture. The architecture ofthe Cisco 4000 separates
control- and data-plane operations and integrates an industry-first services plane. This design delivers full-featured
integrated services up to Layer 7 at high performance with the ability to deliver application-aware network services while

maintaining a stable platform and a high level of performance during periods of heavy network traffic.


httPS://www.cisco,com/c/en/us/uroducts/cloud-5vstems-manaaement/dna-center/index.htmI
http://www.cisco.com/c/en/us/solutions/enterDrise-networks/enterDrise-network-functions-virtualization-nfv/index.html%23~stickvnav=2
http://www.cisco.com/c/en/us/solutions/enterDrise-networks/enterDrise-network-functions-virtualization-nfv/index.html%23~stickvnav=2

‘election Without Oversubscriptionl

ISR44S1

Common forthe new 4000 Family isthat all platforms come with fixed maximum performance levels. One fixed base
performance level isdelivered as factory default with an optional performance-on-demand license to increase the base
forwarding throughput. This scenario enables deployment in high-speed WAN environments through performance-on-

demand licensing to double or, for one of the platforms, triple the router capacity without any hardware upgrades.

All 4000 platforms have their fixed performance levels set well within actual capacity, with the resultthat performance
does not necessarily degrade when a service is added to the configuration. This setup provides a deterministic

performance, eliminating a network administrator's guesswork when planning for new services.

For a more detailed document on ISR 4000 Series Performance and Platform Scalability, please referto the Performance

Whitepaper at https://www.cisco.conn/c/en/us/products/coilateral/routers/iooo-5eries-inteqrated-services-routers-

isr/white-paper<n-7wro.htm

ISR 4000 Boost License

In addition to the Performance License, customers may now order a Booster (or Boost) License that allows the router to
perform between five or more times than that ofthe throughput with Performance License. In contrast to the
deterministic performance described above, in the Booster mode, the router does not provide the deterministic level of

performance as provided when operating with the default license or with the Performance license.

The Boost License provides a license tier above the Performance License allowing customers to completely remove the
ISR4000's performance limiters. This will make the ISR 4000 platforms perform at entirely new performance levels,
allowing for 4+ Gbps of IP Routing (CEF) performance on the 4400 series ISRs. For deployments using encryption, IPSec

throughput with AES 256 increases to 250Mbps on the lowest platform up to loGbps on the ISR4461.


https://www.cisco.conn/c/en/us/products/coilateral/routers/iooo-5eries-inteqrated-services-routers-isr/white-paper%3cn-7_wro.html
https://www.cisco.conn/c/en/us/products/coilateral/routers/iooo-5eries-inteqrated-services-routers-isr/white-paper%3cn-7_wro.html

ISR 4000 Interfaces and Modules Support

The Cisco 4000 Series Integrated Services Routers (ISRs) are modular routers with LAN and WAN connectivity. The
routers provide for Network Interface Module (NIM) slots and Enhanced service module (SM-X) slots offering a rich set of

Modules, such as LAN, WAN and Wireless Interfaces plus a range of Compute engines for embedded services

Forthe complete list of supported modules on the ISR4000 Series refer to the Interfaces and Modules sheet at

htto5://Avww.ciscoxom/c/en/u5/products/routers/4000-sehes-integrated-services-routers-isr/reievant-interfaces-and-

modules.html.

Software defined WAN with the ISR4000 Series

The ISR 4000 series is optimized for the Software Defined WAN (SD-WAN). For enterprises this means that business
critical applications run faster, with more reliability and reduced Operational Expenditure (OpEx). The SDWAN achieves
this by making all branches and Data Centers have the ability to monitor, control, move and report on streams of
application data such as specific web (HTTP) traffic for example. The ISR 4000 series has deep packet inspection
capability and can accurately identify and control thousands of different applications including custom in-house
enterprise applications.

The entire SD-WAN implementation on the ISR4000 is maybe implemented by managing the end device either from the
Cloud or On-Premise through ascending levels of throughput based licenses. All licenses that support SD-WAN, whether
On-Premise or on Cloud are all enabled using Subscription Licenses. These subscription licenses enable all customers to
seamlessly transition between On-Premise and Cloud management as needed. The license tiers are structured to support

the growth in business needs through simple subscriptions that help simplify the journey to intent-based networking for

the WAN.

The SDW AN subscriptions are aligned across three subscription licenses of Cisco DNA Essentials, DNA Advantage and
Cisco DNA Premier, each expanding functionally. The Cisco DNA Essentials covers all types of connectivity & router life
cycle management, support for Network & application visibility coupled with basic premise and transport security. The
Cisco DNA Advantage provides for Advanced WAN topologies. Application aware policies supported by enhanced
network security. The Cisco DNA Premier provides for Cloud connectivity with unlimited segmentation, Advanced

Application optimization & Network Analytics, secured by advanced threat protection

For more information on Cisco SDWAN please referto https://www.cisco>com/c/en/us/products/software/one-wan-

subscription/index.html

The benefits are immense;

1. Business-critical applications no longer have to contend each other or with traffic that should be served on best

effort basis.
2. The Enterprise network becomes more reliable because multiple paths can be used.
3. Costs are greatly reduced because dual MPLS links can be replaced with a mix of MPLS and Internet.

4. The time to bring up new remote sites is dramatically reduced because the SD-W AN supports rapidly deployed

DSL and 3G/4G LTE connections as easily as MPLS.

5. Security is assured across these connections using a zero-touch secure VPN technology used by governments and

finance organizations worldwide.

tsco and/or its affiliates. \Mp* r'eserv-ed.cocument is Cisco Public Information.
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From a platform perspective, the 1SR 4000 series has

1. Separated control and data planes for Denial of Service (DoS) attack prevention and Intrusion Prevention System

(IPS) and firewall capability built-in.

2. SaaS applications can have content locally cached. The caching isautomatic and peers directly with Akamai

technology to obtain intelligence.

3. Application performance speed is greatly increased using in-built application acceleration technology that can

locally cache at a byte-level.
Cisco Security Solutions forthe ISR4000 Series

Cisco WAN MACsec,

Cisco routers support awide-range of ever enhancing security features on the ISR4000 routers. Cisco WAN MACsec is
supported on the ISR4000 series routers using the NIM-2GE-CU-SFP module. WAN MACsec provides a line-rate network
encryption solution over Layer 2 Ethernet transport services and can be leveraged outside campus networks, whether it
be over Metro Ethernet transport or Data Center Interconnect (DCI) links. MACsec also secures WAN connections that are
leveraging Ethernet as the link-layer media. For more information refer to the whitepaper at

httDS://www.ci5Co.com/c/dam/en/u5/td/docs/solutions/CVD/Auq20i6/WP-WAN-MACsecDep-Auq20i6.pdf

Cisco Encrypted Threat Analytics

The rapid rise in encrypted traffic is changing the threat landscape. As more businesses become digital, a significant
number of services and applications are using encryption as the primary method of securing information. Encrypted
Threat Analytics (ETA) is a functionality that allows customers to do cryptographic assessments and identify malware
communications in encrypted traffic through passive monitoring. Using information about events that occur inside of a
flow or intraflow telemetry to identify malware communication in encrypted traffic means Encrypted Traffic Analytics can
maintain the integrity ofthe encrypted flow without the need for bulk decryption. For more information and platform
support referto https://www,ci5co.com/c/dam/en/us/50lutions/collateial/enterprise-networks/enterprise-network-

securitv/nb-QQ-encrvtd-traf-anlvtcs-wp-cte-en.pdf

Cisco Snort IPS and Cisco Umbrella Branch

Cisco" Snort* IPS for Cisco 4000 Series Integrated Services Routers (ISRs) offers a lightweight threat defense solution that
uses industry-recognized Snort open-source Intrusion Prevention System (IPS) technology. Itis perfectfor customers who

are looking for a cost-effective solution that provides one box for both advanced routing capabilities and integrated

threat defense security to help comply with regulatory requirements.

Cisco Umbrella Branch is a cloud-delivered security service for the Cisco Integrated Services Router (ISR). It provides the
first layer of defense against threats at branch offices. And it offers the simplest, fastest way to protect every device on
your branch network. You gain visibility and enforcement atthe DNS layer, so you can block requests to malicious

domains and IPs before a connection is ever made.

When enabling MACsec, you will need to procure the Security and HSEC licenses to stay within the limits of federal export
control regulations. When customers wish to enable ETA, the Security (SEC) license needs to be enabled. Enabling Snort
needs a Security (SEC) license and a signature subscription license. Enabling Cisco Umbrella Branch needs an Umbrella

Branch license ajjd a subscription license.


http://www.ci5Co.com/c/dam/en/u5/td/docs/solutions/CVD/Auq20i6/WP-WAN-MACsecDep-Auq20i6.pdf
https://www,ci5co.com/c/dam/en/us/5olutions/collateial/enterprise-networks/enterprise-network-securitv/nb-QQ-encrvtd-traf-anlvtcs-wp-cte-en.pdf
https://www,ci5co.com/c/dam/en/us/5olutions/collateial/enterprise-networks/enterprise-network-securitv/nb-QQ-encrvtd-traf-anlvtcs-wp-cte-en.pdf

Reducing Operational Costs using Cisco ISR

Support for Data Modelling

Enterprises and Service Providers (SP's) wish to drive down the operational cost (opex) of their networks and increase the
agility and speed with which they deliver new services furthered by investments in Software Defined Networking (SDN)
and Network Function Virtualization (NFV), Cisco routers provide support for Netconf and VANG data-modelling with

increasing model coverage in successive releases

Software Maintenance Upgrades(SMU)

The ISR4000 routers now support Software Maintenance Upgrades (SMU)7. The Software Maintenance Upgrade (SMU) is
a package that can be installed on a system to provide a patch fix or security resolution to a released image. An SMU
package is provided on a per release and per component basis and is specific to the platform. An SMU is an independent
and self-sufficient package and it does not have any prerequisites or dependencies. Please refer to
https://www.cisco.eom/c/en/us/td/docs/ios-xml/ios/confiQ-mgmt/confiQuration/xe-i6-e/config-mgmt-xe i6 6 book/cm-

smu.html for additional details

Network Plug and Play

Network Plug and Play helps automate the onboarding of new devices on your network by applying configuration
settings without manual intervention. With the ease of a centrally managed controller, it reduces the time a new device
takes tojoin your network and become functional. For more information on Plug and Play (PnP), please refer to
httDsV/www.cisco.com/c/en/us/td/docs/solutions/Enterprise/Plug-and-Plav/reiease/notes/pnp-connect-release-

notes.html

Cisco I0S Software Licensing and Packaging
Universal 10S XE and XE-SDW AN Image

A single Cisco I0S XE Universal image encompassing all functions is delivered with the platform. Advanced features can
be enabled by simply activating a software license on the Universal image. Technology packages and feature licenses,

enabled through right-to-use licenses, simplify software delivery and decrease the operational costs of deploying new

features.

Beginning 10S version 16.9.1, SDW AN support is provided for I0OS image on the ISR4000 series router. The SDW AN
features are provisioned through aseparate image, the XE-SDW AN image. While the Universal I0S-XE image provides
for routing features, the XE-SDW AN image provides support for OnPrem or Cloud based Software Defined WAN

solutions. Unified Communications for XE-SDW AN will be supported in upcoming releases

When ordering an ISR router, a customer may choose either of IOS-XE or XE-SDW AN image. With 10S-XE image,
customers may opt for subscription based licensing or for perpetual licensing. With XE-SDW AN image, customers may

order only subscription licensing. Referto Cisco DNA Ordering Guide at
http_s:7/vyww _.ci5Co.com/_c/dam/en/us/Droducts/collateral/clQud-svstems-manaaement/dna-center/nb-0Q-dna-i-x-

ordering-Quide-cte-en-latest.pdf,

' Supported from I0S-XEi6.6a for all ISR"000 and ASR1000 series routers


https://www.cisco.eom/c/en/us/td/docs/ios-xml/ios/confiQ-mqmt/confiQuration/xe-i6-e/confiq-mgmt-xe_i6_6_book/cm-smu.html
https://www.cisco.eom/c/en/us/td/docs/ios-xml/ios/confiQ-mqmt/confiQuration/xe-i6-e/confiq-mgmt-xe_i6_6_book/cm-smu.html
http://www.cisco.com/c/en/us/td/docs/solutions/Enterprise/Pluq-and-Plav/reiease/notes/pnp-connect-release-notes.html
http://www.cisco.com/c/en/us/td/docs/solutions/Enterprise/Pluq-and-Plav/reiease/notes/pnp-connect-release-notes.html

Four major technology licenses are available on the Cisco 4000 Family and use the I0S-XE image; these licenses can be
activated through the Cisco software activation process identified at https://wwwxisco.com/ao/sa.The following licenses

are available:
= |P Base: This technology package is available as default
= Application Experience (APPX): This license includes data end application performance features.
¢ Unified Communications (UC)a This license includes voice features.

* Security (SEC) or Security with No Payload Encryption (SEC-NPE); This license includes features for securing

network infrastructure.

The Cisco 4000 Series has a performance-on-demand license to increase the base forwarding throughput with no
hardware changes. Also present isthe High Security (HSEC) license, which removes the curtailment enforced by the U.S.
government export restrictions on the encrypted tunnel count and encrypted throughput. The HSECKg license is a
separately required license for a feature to have full crypto functionality. Without the HSECK9 license, only 1000 secure

tunnels and 2509Mbps of crypto bandwidth would be available.

For additional information and details about Cisco I0S Software licensing and packaging on the Cisco 4000 Family, please

visit httPs://www.cisco.com/c/en/us/td/docs/routers/access/~oo/software/configuration/Quide/isnuooswcfQ.pdf.

10S-XE provides support for both perpetual and subscription licensing. Subscription Licensing with support for Cisco DNA
Center is offered using the 3-Licenses of Cisco DNA Essentials, Cisco DNA Advantage and Cisco DNA Premier in-line with
similar licenses that provide support on the XE-SDW AN side. Please referto Cisco DNA Ordering Gide at:
httP5://www.cisco.com/c/dam/en/us/products/collateral/cloud-5vstems-manaaement/dna-center/nb-og-dna-i-x-

ordering-Quide-cte-en-late5t.pdf.

Software Defined Networks maybe provisioned through three major licenses on the Cisco 4000 Family; these licenses can
be activated through the Cisco software activation process identified at https://www.cisco.com/Qo/sa using the Cisco
DNA Center or through the vManage management portal. The XE-SDW AN image provides for its own licensing schema

through the Cisco DNA Licensing
The following licenses are available:

* Cisco DNA Essentials covers all types of connectivity & router life cycle management, support for Network &

application visibility coupled with basic premise and transport security


https://wwwxisco.com/ao/sa
httPs://www.cisco.com/c/en/us/td/docs/routers/access/%5eoo/software/configuration/Quide/isnuooswcfQ.pdf
http://www.cisco.com/c/dam/en/us/product5/collateral/cloud-5vstems-manaaement/dna-center/nb-og-dna-i-x-orderinq-Quide-cte-en-late5t.pdf
http://www.cisco.com/c/dam/en/us/product5/collateral/cloud-5vstems-manaaement/dna-center/nb-og-dna-i-x-orderinq-Quide-cte-en-late5t.pdf
https://www.cisco.com/Qo/sa

Smart Software Licensing Support for I0S-XE

10S-XE supports Smart Licensing beginning with image version 16.6,1 and Device Led Conversion with image version
16.9.1, Smart Software licensing is a simplified license management system that delivers visibility into customer license
ownership and consumption. Licenses are managed through a central Cisco Smart License cloud portal (CSSM). The cloud
portal maintains an account of what the customer has bought and what they are using, thus alerting the customer ifthey
go out of compliance. Customers can determine what licenses they own and how they are being used. Customers benefit

from being able to pool available licenses thus providing for a more straightforward license usage across like-platforms,

thus decreasing operational costs.

While customers can purchase existing SKU's, they must mandatory create a Smart Account when implementing Smart
Licensing. One or more Virtual Accounts maybe created under the Smart Account to enable the organization to logically
segregate the purchased licenses. Device Led Conversion (DLC) allows the customer to convert all existing PAK and RTU
licenses on the router into a Smart License. For more information, refer to the link at

httDS://www.cisco.com/c/en/us/product5/software/5mart-accounts/software-licen5ino.html.

Cisco iSR 4000 Bundles

Cisco ISR 4000 is available is several attractive bundles. The AX bundles integrate Cisco Wide Area Application Services
(WAAS), Security (SEC), and Data (DATA) licenses into a single bundle that is simple to order, configure, and deploy. For

customers who are also interested in voice along with all of these features, AXV presents an attractive option. See Table 6

for details.
Table 5. Cisco ISR 4000 Feature Bundies
Application Experience with Voice (AXV) |  +Voice
- T =y A
Voice with security (VS£Q ' * Voice Security -

| IP Base + Security + advanced networking protocols: L2TPV3, BFD, MPLS, VRF, VXLAN10
j (Bandwidth <iooMbps)
| Application Experience: PfRv3, WAAS with AppNav, NBAR2, AVC, IP SLA

Application Experience (AX)

I Hybrid Cloud Connectivity: LISP, OTV (for Bandwidth <iooMbps), VPLS, EOMPLS

j Intelligent Web Caching: Akamai Connect

47-£F " TL- - v X ee 7 W N e r.V-CS/TJ ;n;;
;Voice (V) . IP£|a3$+Unifi(_edemihunicatidns:CME,SRIST,CUBE - *rv'
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Security (SEC) IP Base + Advanced Security: Zone Based Firewall,, IPSec VPN, EZVPN, DMVPN, FlexVPN

Note: ISR4221/K9 does notsupport UC (Voice), hence no V, VSEC, AXV bundles for ISR4221/K9

More information on ISR AX bundles is available at https://www.cisco.com/Qo/ax.

A pay-as-you-grow licensing model lets you increase the performance level for the platforms from the base level to a
higher level. So you can purchase at an attractive entry-level price point and increase the performance level asyour

business demand grows. Table 7 describes the performance licenses.

'Supported only on the ISR4451 #


http://www.cisco.com/c/en/us/product5/software/5mart-accounts/software-licen5ino.html
https://www.cisco.com/Qo/ax

Table 6. Cisco ISR 4000 Performance Licenses

Platform Performance”omDemand License ] Features

FL-4460-PERF-K9

increases the performance from base performance 1.5 Gbps to 3 Gbps

ISR4461
N ]
- Y Ve vl e

tSR4455L ° FU44-PERF-K9. -f .y, ' ,increasesthe performance from base performance 1Gbpstd\Gbps” =1 ;¢

ISR4431 ilFL-44-PERF-K9 Increases the performance from base performance 500 Mbps to 1 Gbps |
«|SR4351 FL-4350-PERF-K9. Vv ' .Y Incneases.the performance from base performance 2Q0 Mbpat0'4CK? Mbps : A

ISR4332 ; FL-4330-PERF-K9 Increases the performance from base performance 100 Mbps to 300 Mbps

1

jISR43221 FL-4320-PERF-K9 Aincreases the peJ*ormance from base performance 50 Mbpsto iobMbps mi V t'j

ISR4221 FL-4220-PERF-K9 Increases the performance from base performance 35 Mbps to 75 Mbps

Table 7. Cisco ISR 4000 Booster (boost) Performance Licenses

Part number
HL-4220-Bo 0 ST-K9 (3
;a-4320BO0ST-Ko (3)
FL-4330BOOST-K9 (9)
;FL-43S0-BOOSHKI (5)
FL-4430-BOOST-K9 (

11

FL-44.BOOST-K9H

FL-4460-BOOST-k9 (=)

Description

’ Booster Performance License for 4220 Series Router

| Booster Performance License for 4330 Series Router

: Booster, Performance License for 4350. Series Router :

jBooster Performance License for 4430 Series Router
j PR OO OO .

Booster Performance License for 4460 Series Router
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Ordering Information

The Cisco ISR 4000 Family isorderable and shipping. To place an order, referto Table 8 below and visit the Cisco Ordering

Home Page.
Table 8. Cisco ISR 4000 Series Ordering Information

Product Name Product Description

Cisco ISR 4461 with 4 onboard GE, 3 NIM slots, 1ISC slot, 3 SM slots, 8 GB Flash Memory default, 2 GB DRAM default
(data plane), 4 GB DRAM default (control plane)

ISR4461/K9

ISR 4451 with 4 onboard GE, 3 NIM slots, 11SCslot, 2SM slots, 8 GB flash Memory default, 2 GB DRAM default (data
plane), 4 GB DRAM default (control plane);

,ISR4451-X/K9

ISR4431/K9 ISR 4431 with 4 onboard GE, 3 NIM slots, a ISC slot, 8GB Flash Memory default, 2 GB DRAM default (data plane), 4 GB
DRAM default (control plane)
;(*)&435!/K9 ISR 435awith 3onboard 3 NIM slots>atSCsfpt, a-SM sk&s; 4 GB Flash Memory default/4 GB-DRAMd e faultv vi
ISR4331/K9 ISR 4331 with 3onboard GE, 2 NIM slots, 1 ISC slot, 1 SM slots, 4 GB Flash Memory default, 4 GB DRAM default
ISR 4321 with 2 onboard G £ ,i NIM slots, 1 ISC slot, 4 GB Flash Memory default, 4 GB DRAM defeat = W r v"J
ISR4221/K9 ISR 4221 with 2onboard GE, 2 NIM slots, 1ISC slot, 8 GB Flash Memory default, 4 GB DRAM default

For additional product numbers, including the Cisco 4000 Family bundle offerings, please contact your local Cisco account

representative. To place an order, visitthe Cisco Ordering Home Pane.To download software, visit the Cisco Software

Center.

Integrated Services Router Migration Options
The Cisco ISR 4000 Family isincluded in the standard Cisco Technology Migration Program (TMP). Referto

https://www.cisco.com/qo/tmp and contact your local Cisco account representative for program details.

Warranty Information

The Cisco ISR 4000 Series Integrated Services Routers have a 90-day limited liability warranty.

Cisco and Partner Services for the Branch Office

Services from Cisco and our certified partners help you transform the branch-office experience and accelerate business
innovation and growth. We have the expertise to create aclear, replicable, optimized branch-office footprint across
technologies. Planning and design services align technology with your business goals and can increase deployment
efficiency. Technical services help you improve operational efficiency, save money, and mitigate risk. Optimization

services help you continuously improve performance and succeed with new technologies. For more information, please

visit https://ww\”"cisco.cu n/go/seryices.


https://www.cisco.com/qo/tmp
https://ww

Cisco SMARTnet* technical support for the Cisco ISR 4000 Family is available on aone-time or annual contract basis.

Support options range from help-desk assistance to proactive, onsite consultation. All support contracts include:
= Major Cisco 10S Software updates for protocol, security, bandwidth, and feature improvements

= Full access rights to Cisco.com technical libraries for technical assistance, electronic commerce, and product

information

= Access 24 hours aday to the industry's largest dedicated technical support staff

Cisco Capital

Flexible payment solutions to help you achieve your objectives

Cisco Capital makes it easierto getthe righttechnology to achieve your objectives, enable business transformation and
help you stay competitive. We can help you reduce the total cost of ownership, conserve capital, and accelerate growth,
In more than 100 countries, our flexible payment solutions can help you acquire hardware, software, services and

complementary third-party equipment in easy, predictable payments. Learn more.

For More Information
For more information about the Cisco ISR 4000 Family, visit httPS://www.cisco.com/ao/ISR”K or contactyour local Cisco

account representative.

Document History

New or revised topic Described In

Change 446a from 2RU to 3RU 1Sizing Section December 4, 2018

;Added 4461 and SD-WAN; <0
ali.m/fe' -f W,

Added support for Cisco SD-WAN with I0S XE SD-WAN, 16.9.1 software release, jPIrfetiQfl.jnfornnatjon
Added Encrypted Traffic Analytics as well as Boost Performance Licensing support j

August 8, 2018

information.
Added newiSR 4000 Series model* the ISR 4221. Updated all related modules, n * *August 23,2017/ ;
memory,™ slated to-the fSR 42-21.

se Vom il ViFL. L L BV : . £4%",
Americas Headquarters Europe Headquarters

Cisco Systems, Inc, g'sco Systems {USA} Itd- iscq.Systems,irtemationaf BV Amsterdam,
sm Jgse, CA e “ehberands

Cisco ha»mon» than 200 offices worldwide, Addresses, phone rwiTber” and fax numbers am fisted on LLI Cisco Website at
Cisco and die Cisco fogo are trademarks or restored trademaHcs oLGbcb .and/or. its tfffisfas fft LLIBAX&, snd'ditoerw 7& W : To vfewa ll OfO~JBdem siks,.

go to this Ul&: are the pftipeity of their respective cjwr%s,-The
does notimply a pednersNp relationshipbetween Cisco: and any othercom ply. (1110R).

Primedin USAs

©» a0s8 Cisco and/or its affiliates. AHrigbly~gseryj*Thk rinmr~n* b;c


httPS://www.cisco.com/ao/ISR%5eK

MpeBoj OT aHTNUACKN €3uK

CISCO

AreHumsa 3a npesoau

1SO 9001:2000
Lloyd's Register Quality Assurance

ViH(opMaLoHeH nucT

PyTepn 3a arpervpaHu

ycnyrn Cisco Cepus
A S R 1 0 0 O



CbAabpXaHune

Mpernef Ha npoaykra )

XapaKTepucTMkm 1 npegnmMmcrea

Mpoaykroso noptgonmo

lnueHsupaHe Ha cogTyepa

BapuaHTn 3a nsnonssaHe Ha cepusata Cisco ASR 1000
Cneyungukaums Ha NnpoayKra

MHpopmaumna 3a nopbyka

YCTOMUYMBOCT Ha okonHarta cpega Ha Cisco
Mopapb>kka 3a copTypHo gepnHnpaHa WAN Ha Cisco
HauuHun 3a HagrpaxxaaHe

Cisco Kanurtan

3a noseue MHMopMaLms

N o M w

[ee]

10
22
22
23
27
27

27



Jlpernep Ha npoAykTa

Pytepute 3a arpernpaHe Ha'Cisco® Cepuss ASR 1000 ocurypsisat WAN nnatopma, gethnHupaHa ot coptyep, KosiTo
obepgmHsaBa MHoXecTBO WAN BpPb3KM U MPEXOBU YCNYTW, BKIOUMTENHO KPUNTUPAHE U ynpaBieHue Ha Tpaduvka, U rm
npenpawa npe3 WAN Bpb3KM CbC CKOpOCT OT 2,5 o 200 Gbps. PyTepute cbabpiKaT KaKTOo XapgyepHa, Taka u
co(pTyepHa pe3epBuUpaHOCT B €jMH BOAeLl B NMHAYCTPUATA AN3aiH C BUCOKA JOCTbMHOCT.

MocnegHuTe gonbaHeHUs KbM cepusta Cisco ASR 1000 ca pytepute Cisco ASR 1002-HX u Cisco ASR 1001-HX. WU
ABaTa HoBW pyTepa nogabpykat fo 100 Gbps B 2-Pak eguHuua (2RU) n 60 Gbps BbB (hopmart-1-Pak egnHuua (1RU)
cboTBeTHO. ASR 1002-HX mma 8 BrpageHu 10 Gigabit Ethernet (GE) nopta n 8 1 GE nopTta, CbC CNOT 3a agantep 3a
Ethernet Port (EPA) 3a paswwupsBaHe. ASR 1001-HX wma 4 BrpageHn 10 GE nopta, 8 1 GE nopta un 4
KOHmrypupyemun nopta 10 GE wam 1 GE. lMpouecopbT 3 Ha pyTepa oT cepuosata Cisco ASR 1000 e Hali-HOBOTO
NOoNbJHEHNE KbM MOAY/JHUTE MalluMHW Ha paBHMHaTa Ha ynpaBneHue B cepusta Cisco ASR 1000. MpouecopsbT 3 Ha
pyTe*pa fo6aBs owe onuuu 3a No-BUCOKa NPOU3BOAMTENHOCT, NaMeT U CbXpaHeHne koM cepusita ASR 1000.

Cepusata Cisco ASR 1000 nogabpxa Cisco IOS® XE codtyep, mMofynHa onepauuoHHa cuctemMa ¢ MOLYNHO
naketupaHe, BMCOKa CKOPOCT M rofsiMa rbBKaBoOCT. [lpouecopute ¢ BrpageHu ycnyrum ot cepusata Cisco ASR 1000
(ESP), kouto ca 6a3upaHu Ha TexHonormsita Ha npouecopa Cisco Flow, yckopsiBaT MHOIO YCbBbPLUEHCTBAHU
PyHKUMM, KaTo HanpuMmep KpunTto 6a3mpaHa CUIypHOCT Ha gocTbna; TpaHcnauusa Ha mpexkosu agpecu (NAT), 3awmTa
OT 3annaxm 4pe3 Cisco 30HOBO-6a3MpaHa 3auunTHa cTeHa (ZBFW), mHcnekuyua Ha gbn6oku naketn (DPI), Cisco
obeanHeH rpaHuyeH enemeHT (CUBE) n pasHoo6paseH Habop OT dyHKUMX Ha B3aMMOCBbP3aHu LleHTpoBe 3a faHHu
(DCI). Te3nm ycnyrun ca BHegpeHu B cotyepa Ha Cisco I0S XE, 6e3 ga e Heobxognma AOMNbAHUTENHA XapayepHa
NoAApbXKaA.

Pytepute o1 cepusata ASR 1000 ce HamupaTt B Kpasd Ha BaluMsi KOpnopaTMBEH LEHTbP 3a AaHHWM uam ronsMm oduc,
cBbp3Baiikun ce ¢ WAN, Kakto 1 B TO4KMTE Ha NpUCLCTBME Mpu goctaBunuymTte Ha ycnyrn (POPs). Cepusata Cisco ASR
1000 we 6bae B non3a 3a cnefHnTe BUAOBE KINEHTU:

« [pegnpusitusita, KOWUTO MW3NUTBAT EKCMIO3VMBEH MPEXOB TpauK Karo MOGMIHOCT, OGnaYHN MPEXu W
M3Mnon3BaHe Ha BWAEO M C HapacTBallo W3Mon3BaHe Ha CbTpyaHuuecTBo; Cisco ASR KoHconugupar Tesu
pasnnyHn Notoum oT TpaduK 1 nNpunarat KbM TaX yrnpaBieHWe Ha TpadurKa 1 pesepBrMpaHiM Bb3MOXXHOCTM, 3a
Ja noAAbp>KaT KOHCMCTEHTHA NMPOU3BOAMTENHOCT MeXay (hMpMeHuTe caliToBe 1 06/1ayHnTe nokauum;

« [JlocTaBUMUNTE Ha MPEXOBW YCIyrn, KouTo TpsiGBa fAa [OCTaBST Ha GU3HEC KIMEHTUTE BUCOKOE(EKTUBHU
ycnyru, kato DCI v arpervpaHe Ha CbpBbPUTE Ha GpaHLIOBUTE oducK; locTaBuMLMTE HA YCIYrK Morar, CblLLo
Taka, Aa M3non3eart My/JTUCEPBU3HUTE pyTepU, 3a fia pasrbpHaT XOCTBAHWU W yNpaBisiBaHW yCiyru 3a 6rusHeca
N MyNTUMEUAHN YCNYTN KbM rpaxkjaHuTe.

= CobllecTByBalMTE KIMEHTU Ha pyTepuTte oT cepusaTta Cisco 7200 (B Kpas Ha npogakbara), KOUTO TbpcAT
npocra mMurpauusi KbM HoBa MynTUCEpBMCHA Nnatopma, KoATOo ocurypsisa Mo-BUCOKa Npon3BoauUTENHOCTUTE-
CbLUMS AM3aiiH. [ a
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XapaKTepucTMK1 1 NpeauMcTBa

PyTtepute ot cepusta Cisco ASR 1000 nmaTr MOAyNeH, HO MHTErpMpaH AM3aiiH, Taka Ye MPEXKOBMUTE oneparopu mora
fJa yBenunyar MpexoBus CU Kanauuter u ycnyrn 6e3 xapgyepHa Hafgctpoika. C rbBkaBOCTTa Ha rofiemMust Bpb3m
MaKCUMa/lHUTe CKOPOCTW U LieHaTa, He e Heo6X0o4nMO fja NpeoLeHsABaTe HUKOS MpPeXKoBa loKauus.

OcBeH TOBa MMaTe Bb3MOXXHOCT ga 3akynute mogenu ,-X" u ;,-HX", Taka ye moxete fa ysBennyute nponyckarenHa’
CMOCOBHOCT, Karo NPOoCTO 3aKynuTe NULEH3N 3a HagrpaxkjaHe, JOKaTO HapacTBa Bawus 6u3Hec, 3a ga yBennyasat
AVHAMWYHO CKOPOCTTa Ha Mpexxarta cu.

CoptyepHo gedpnHmupaHa WAN Ha Cisco

Bb3morkHocTMTe Ha Cisco SD-WAN wmorat ga 6baart aktmBMpaHa Ha nnatcopmute oT cepusita Cisco ASR 1000
IOS-XE. Cisco SD-WAN npegnara wu3usno HOB HayuH 3a ynpasfeHne u onepupaHe Ha Bawara WATF
MH(pacTpykTypa. Cisco SD-WAN e o6nayHo fjocTaBeHa apxuTekTypa, KOATO npefjnara curypHu, roBkasu m 6orart
YyCNyrn cbC CnefHnUTE KIOYOBU NPesuMCcTBa:

= Mo-406p0O NOTPe6MTENCKO M3XKMBSABAHE: Bb3MOXKHOCTTA 3a MHCTaNMpaHe Ha MPUNOXKeHUs 3a MUHYTU Bb
BCAKA  nnatopma, C  KOHCUCTEHTHO  MOTPEBUTENCKO  uKMBABaHe.  OcurypsiBa  NpefckKasyem;
NPOM3BOAUTENIHOCT 3a NPUIOXKEHUS,, HAMMPALLM Ce B LLEHTbPa 3a jaHHW Ui B o6naka.

« [Mlo-ronsma rbBKaBocT: [0-6bp30, NO-NecHO BHeapsiBaHe M pa6ota Ha Bawata WAN U1 nocturaHe Ha nc
6bp3a NPOM3BOAUTENHOCT, KaTo M3Mnon3eare Mno-Manka 4yectoTHa neHTta. [lo6aBs HOBW ycCnyru, reHeprpall
NpUXoAM 3a MUHYTU, a He 3a MeceLM.

= PaswupeHa 3awuTta oT 3annaxu: CBbpXKeTe 3alMTeHO NMoTpebuTennuTe cu C NPUIOXKEHMATA 3a MUHYTU
3awuTaBalite gaHHuTe cu oT WAN emK Ao o6naka. CurypHa cermMeHTauusi 3a KpUTUYHU aKTuBKU i
MHOrOC/oliHa, YCTOuMBa CUIYPHOCT, KOSTO KPMMNTMPA BCUYKU JAHHMN.

SD-WAN wunHTerpmpaHa CurypHocTt

3a fa ce cBbpXKar e)eKTMBHO C MHOXXECTBO 06M1a4HN NHPACTPYKTYPU, MHOIO GM3HEC KIMEHTW UcKar ja cb3jaja
SD-WAN wuHMpacTpyKTypa, KOATO M3Nnon3sa gupekTeH goctbn fo VHTepHeT (DIA). ToBa MOXke fa Crnectn pasxou i
fia HaBa/n CNoXHoCTTa, Karto Hamann WAN Tpaduka [0 Balwmute LEHTPOBE 3a flaHHW; BbINPEKN TOBA CBLP3BAHETO H
6paHLIOBE AMPEKTHO KbM VIHTEPHET 6e3 NoAXOoAsAlLMTe KOHTPOAM 3a CUTYPHOCT mM3nara Mpexkarta BM Ha 3annaxu i
YA3BUMOCTMW.

C nnatgpopmara Cisco SD-WAN wn nnatchopmute oT cepuss ASR 1000 moxkeTe fa MHTerpvpate AMPEKTHO cucTemar,
3a CUrypHOCT Ha 6paHLioBaTa DIA ¢ Te3n MHTerpupaHy Bb3MOXKHOCTM 3a CUIYPHOCT

= [IpWUNo>KHO OpMeHTUpPaHa 3aluuTHaTa cTeHa Ha nNpeanpusaTneTo
< [lpunaraHe Ha DNS cnoi (Umbrella)

A c uHTerpayusita 3a curypHoct Ha Cisco SD-WAN uie HamanuTe CAOXHOCTTa, KaTo umare eanHeH uHTepdelic 3
ynpaeneHue («<Manage) Kakto 3a MpeykaTta, Taka 1 3a CUrypHocTTa.

3a noseye MHpopmauus otHocHo Cisco SD-WAN u vManage Bwkre: https://www.cisco.com/Qo/sd-wan
N.

HellHn b nan”-EKnukun npasa 3anaseHu. »I/
y e


https://www.cisco.com/Qo/sd-wan

/HudnynpaHa 3awmra Ha focTbna U MHOro)akTopHa aBTeHTugunKaymna
MogenbT 3a curypHocTt “HyneBo foBepue” N03BONABA CUTYPHU BPb3KU KbM BCUYKU MPUIOXKEHUSA
(HesaBucKMMO ganu 3a B oucy unn B obnaka) Ha 6asara Ha HafeXXAHOCTTa Ha noTpeburtenute n

ycTpoliicTBara.

Tabnuua 1o606LLaBa xapaKTepucTMknTe 1 npeammcteara Ha pytepute ot cepusta ASR 1000 Ha' Cisco.

Ta6bnmua 1. XapakTepuUCTUKKU 1 NpegumMcTBa Ha pytepute oT cepusita ASR 1000 Ha Cisco.

XapakTepucTuka

fBucokagocTtbnkocTt

PesepBupaHn XxapAyepHU KOMMNOHEHTU U

3axpaHBaHunsa

BbTpewHa pe3epBUpaHoCcT HaycTpoicTBata

MoaAapbXKa 3a akTyanuaupaHe Ha copTyepa

6e3 npekbcBaHe Ha ycnyraTta (ISSU)

Pexum Ha cy6-naxeT 3a copTyepa Ha Cisco I10S
XE

Mauwabu pyem KanaynuTtetT ¥ NpOoU3BOAUTENKOC T

Nnathopma 6a3unpaHa Ha npoyecopa Cisco Flow

XapayepHo yckopeHue

Pa3gensaHe Ha KOHTpo/nHaTa "
npeHaco4yBawata paBHUHa

3awuta Ha UHBeCTULMMUTE

MoaynHocT Ha codTyepa

3annauwiaHe c pactexa Ha 6u3Heca c

moaennte

Cisco apgantepu 3a cnojeneHun noptoee (SPA)

Cisco Mpe>xoBu nHtepdelicin moaynu (NIM)

fMonsa

+ Te3n KOMMOHEHTW OCUrypsABaT HeNpPeKbCHATOCT Ha cucTemarta 1 6usHeca.

*

*

.

ASR 1006, ASR 1006-X, ASR 1003-X n ASR 1013 umart pe3epBupaH/ MapLIpyTHU NpoLecopu
n ESP.

ASR 1001-X, ASR 1002-X. ASR 1GG1-HX, ASR 1002-HX. n ASR1004 umart pesepsupaHu
enemeHTn s codtyepa Ha Cisco I0S XE.

Pe3epBupaHusT xapayep, KOM6UHUPaH C MOAY/IeH COqoTyep, OrpaHiyaBa rpewkuTe n
npefoTBpaTsiBa NoBpPeay B cUCTEMATa.

PesepBupaHoCTTa Npu pyTepuTe Ce akTMBMpa Ype3 CBOsIBaHe Ha pyTepu, KOUTO feiicTBaT kaTo
pesepBHO Konuve eauH 3a apyr. Pytepute npeanarat 99,999 npoueHTa (,neT 4eBATKN™) HAMYHOCT 3a
HenpeKbCHATO BUCOKONPOU3BOAMTENHO NOTPEGUTENCKO NPEeX1BSABaHE C NPUIOXeHUATA.

He e HEOB6X0AMMO Aa NaHMpare NPo30pLM 3a NPECTOii; NPOMEHUTE Ce MpaBAT, OKATO cucTemara
npoAb/xaBa fa pabotu, Npu HaMuMe Ha HeMpeKbCHATO MapLUPYTU3NpaHe.

MoxeTe fia HafCTpouTe OTAENHN CO(*JTyepHM KOMMOHEHTN 3a NO-Masiko Bpeme.

YCBHBBLPLIEHCTBAHUTE YCYrv MOTaT Aia paboTsT C BUCOKM CKOPOCTY Ge3 Hyxaa oT
[OMbHUTENEH XapAyep win Gneigose.

OyHKLMM KaTO KauecTBo Ha ycnyrata (QoS), kpunTorpadus 1 CIMCHLYM 3a KOHTPO/ Ha A0CTbNA
(ACL) ce obpaboTBaT B Xapayepa.

MoxeTe fa MaUJ,a6mpaTe paBHMHUTE 3a ynpaB/ieHne U JaHHU He3aBUCKMO efHa OT apyra.

MoxeTe Aia CMecBaTe W Nog6upate yciyrute, KOUTo Haii-4o6pe OTroBapsT Ha BawuTe 613HEC
HYXAM; HAMa Aa "Ty6uTe” MHBECTULMM 38 CIOCOBHOCTH, KOUTO He Ca BU HEOBXOANMN.

Korato umare Hyxga OT No-ronsiMa NpoM3BOAMTENHOCT NPOCTO IO aKTUBMPATE C NPOMsHA B
NNLEH3a 3a COhTYep, BMECTO fja Ce Haslara Aia XapuuTe Kanutanu 3a foMbAHUTENeH Xapayep.

Moxete Aa 1u3nonssate NOBTOPHO BallaTa NUHBECTULMA B MPEXOBUTE Bx./M3x. 3a BCUYKK I'II'IaTCbOpMI/I.

MoxeTe fia n3non3sare NOBTOPHO BallaTa VHBECTULMA B MpexoBuTe Bx./M3x. 3a BCuuk!



1poaykToBo noptdonuo

Cepusata Cisco ASR 1000 cbabp)xa 8 mogena ¢ pa3nnyHm tunose Bx.//I3X. cBbP3aHOCT U CNOTOBE, U
pasnnyHN MakCUMaHW CKOPOCTW Ha nponyckaHe (Purypa 1). Bcmuku mogeny nanonssar MHOBATUBHUA U
mouleH npouecop Cisco Flow 1 nogabp>kaT eguH 1 cbly Habop oT hyHKUMKN, 6a3mpaHn Ha onepaymoHHaTa
cuctema Cisco 10S XE. LisanoTo ToBa CXOACTBO OMPOCTSABA ynNpasB/feHUeTo 1 onepayuunre.

Pytep Cisco ASR 1001-X (durypa 2)
Pytep Cisco ASR 1002-X

Pytep Cisco ASR 1001-HX (durypa 3)
Pytep Cisco ASR 1002-HX (durypa 4)
Pytep Cisco ASR 1004

Pytep Cisco ASR 1006

Pytep Cisco ASR 1006-X

Pytep Cisco ASR 1009-X

Pytep Cisco ASR 1013

Purypa 1 *
PyTtepwu 3a arperupanu ycnyru Cisco Cepus ASR 1000

durypa 2.
Pytep Cisco ASR 1001-X

durypa 3.
PyftepCisco ASR 1001-HX



durypa 4.
Pytep Cisco ASR 1002-HX

JInueHsnpaHe Ha coptyepa

AboHamMeHT 3a copTyep upe3 Cisco DNA nuueH3upaHe

Cepusita ASR 1000 nogavp>ka coTyepHO 6asupaH aboHaMeHT, M3Mnon3Baliku AmueH3vpaHe Ha 6asata Ha Cisco
DNA. 3a noptgonmoto Ha WAN ca JOCTbMHM ABa AnueH3a 3a aboHaMeHT 3a coTyep Ha 6a3aTta Ha Cisco DNA:
Cisco DNA Advantage n Cisco DNA Premier no3sonsBar Ha KIMEHTUTE fja pasnonarar ¢ €4UuHHO YHupuunpaHo
peweHne, obxBallawo pytepute oT cepusata ASR 1000 nte3m oT ISR 1000 un ISR 4000.

JInueH3HUTe HMBa ca CTPYKTypupaHu Taka, 4ye fia nognomarar pacrexka B 6U3HeC Hy>Xaute, No3BO/ABalikKM Ha KneHTa
Ja npemMnHe OT OCHOBHa (yHKuUMoHanHocTt, Cisco DNA Essentials, kbM nbnHa ¢yHkumoHanHocTt ¢ Cisco DNA
Advantage n fa ro paswupsar, Taka ye fa BKaousaT ontummsaumsa n aHanm3 Ha WAN Ha Cisco DNA Premier. ToBa
ocurypsisa nbfiHa bBKABOCT 3a NpeMecTBaHe Ha eAuH W Cbll NMUEeH3 npe3 KpaliHuTe TOYKM Bb3 OCHOBa Ha
HapacTBaluTe M3NCKBaHWSA KbM Mpexkata W CUIypPHOCTTa, pacTeXX Ha yecToTHarta fieHTa Ha 6a3arta Ha pactexa Ha
notpebutenuTe 1 NPUNOXKEHNATaA B 00EKTUTE, KaKTO M Bb3MOXKHOCTTA 3a NPOMSAHAa Ha yrnpaBfeHWeTo Ha nnartjopmara
OT ohmca KbM 06naka uam obpartHo.

Cisco DNA nnueH3nTe ce nogavpykar 3a nnaropmum ASR 1000 ¢ nomowyta Ha Cisco DNA LleHTbp, KOHTponepa u
nnarpopmata 3a aHanM3nm B CbpuUETO Ha 6a3vpaHaTa Ha HamepeHus mpexa Ha Cisco. 3a nosede uHhopmauus
OTHOCHO Cisco DNA LleHTbp 7] nogabp>kaHute nnatopmu, MOnA, BIKTE Ha
httPs://www.cisco.com/c/en/us/products/cloud-svstems- manaaement/dna-center/index.html.

Cogptyep Cisco ONE

CoptyepbT Cisco ONE™ npegnara ueHeH W MbBKaB HauuH 3a 3akyrnyBaHe Ha coTyep 3a goctbn go WAN un
LOMeNHNTEe Ha LeHTpoBeTe 3a faHHW. Ha BCcekn eTan OT XXM3HEeHMS UUKbA Ha npogykta codtyepbT Cisco ONE
nomara 3a Mo-necHo 3akyrnysBaHe, ynpab/ieHWe W HajrpaxpaHe Ha Baluvs MPEXOB U UHMPACTPYKTYpeH codTyep.
CoptyepsT Oisco ONE npepocraBs:

e [bBKaBM /IMLEH3MOHHN MOJEeNn 3a MnaBHO pasnpejeneHne Ha pasxogute 3a coTyep Ha KIMEHTUTE BbB
BpeMeTo

< 3awuta Ha MHBeCTMUMWUTE 3a 3akynyBaHe Ha coTyep 4pe3 NPeHOCUMOCT Ha /MMUEH3M C akTMBMpaHu
coTyepHun ycnyru

= [JocTbn fO aKTyanusauuu, HaACTPOMKKM U HoBa TexHonormsa ot Cisco ype3 ycnyru 3a nogapbXKka Ha codryep
Ha Cisco® (SWSS)

Cisco ONE 3a WAN pgaBa Ha opraHusaummTe LUMPOKN Bb3MOXXHOCTM 3a OGpaHLoBUTE oducu u nepudepuata Ha
npeanpuatnero. Cisco ONE Foundation 3a WAN cBbp3Ba U ocurypsisa Bawuvsa 6paHWoBM OGUC, KaTro
cbleBpeMeHHO ontumusnpa pasxogute. Cisco ONE WAN Collaboration nHTerpupa rnac m Bujeo BbB Ballus
6paHLIoBU OhUC U B Nnepudepusta Ha Mpexara.

3a fa aktuBuMpare ycnyrute Ha pytepute ot cepusta ASC 1000 cepusi ca HEOOGXOANMU NMLEH3M 3a cOohTyepHUTe

pyHKuMn. ToHacToAWEeM ca HalMYyHW Ba BUAA NULEH3N 3a (MYHKUUW. HAKOM yCcnyrm M3MCKBaT camMo NNLEH3 3a

npaBo Ha u3non3saHe (RTU), gokarto gpyrn ycnyrm u3nCKBaT KakTo puueH3 3a RTU, Taka M eiyH unv noseve

"eH3n 3a 6poii cecun. Bcuuku nuueHsn Ha cepusta Cisco AS”'-1000 ca.6a3vpaHun Ha fose| :0eTo
YMLEH3WTE He ce Banumpar ype3 akTusMpaHe Ha npogkra/vnm | |uueHseH Knkou.

rCisco ninnm Helinn q)w}{/lan#i\ YKM NpaBa 3anaseHu.

~N>


httPs://www.cisco.com/c/en/us/products/cloud-svstems-_manaaement/dna-center/index.html

T HE B

/

a pyrepute Cisco ASR 1000 e HeobxoauM efiH OT cregHUTe NeT naketa:

w

Cisco ASR 1000 10S XE UNIVERSAL

« Cisco ASR 1000 I0S XE UNIVERSAL BE3 3akoHHO npuxBaujaHe

Cisco ASR 1000 IQS XE UNIVERSAL - BE3 KPUNTUPAHE HA NH®POPMALWNATA

Cisco ASR 1000 I0S XE UNIVERSAL - BE3 KPUNTUPAHE HA UH®OPMALWNATA BE3 3aKOHHO

npvxeatlaHe 3a fa aktmempare HaGop 0T HEOGXOAMMMU (DYHKLMM, ce U3UCKBA €ANH OT CrejHuTe Tpu

TEXHONOINM4YHN naketa:

» JinyeHs 3a Cisco ASR 1000 IP Base

° NinueHs 3a IP ycayrmn ¢ Cisco ASR 1000 Advanced

« /lnueHs ycnyrn ¢ Cisco ASR 1000 Advanced

BapuaHTy 3a n3nonssaHe Ha cepusata Cisco ASR 1000

Tabauum 2 1 3 onuceat NPYMeEpPKU 3a N3MNoN3BaHe OT NPEeANPUSATAS U AOCTAaBUMLM HA YCIYTU CbOTBETHO.

Ta6nuua 2. MpunoxkeHnst Ha cepusTta Cisco ASR 1000 B npeanpuatus

CueHapwii 32 BHeapsiBaHe

WAN egx: FapaHTupa NpUoXKEeHUs ¢ BUCOK
npMopuTeT Ypes cb3faBaHe Ha BUpPTyaneH
,CTbK/NEeH TaBaH" 3a NPUNOXEHUA C NO-
HUCBK NpuopuTeT. Mogo6pssa
noTpe6uUTEeNCKOTO N3XKUBSBAHE.

MynTucepsusey, mawabupyem v curypeH

pasnpegenuten:

IP Security (IPsec) VPN arperaynoHkm
CKanu 3a W3nbiHEeHUe Ha HOBUTE
M3UCKBaHUA 3a YecToTHa NeHTa Ha IP
VPN goctaBynunTe Ha ycnyru.

*

*

OnucaHune

Mpunara mogynHn QoS CLI (MQC) nonutuku 3a VLAN nnm
TyHenm

OrpaHuyaBa ap6uUTPapHOTO ChEMpaHe Ha TpagnK C HUCHK
MPUOPKTET 0 ONpeseseHa YeCcToTHa fieHTa

Knacuchnupmpa Bb3 OCHOBA Ha AndiepeHLMpaHa Kofosa
Touka Ha ycnyrute (DSCP), MpexoBo-6a3upaHo
pasnosHaBaHe Ha npunoxenna (NBAR) u Cisco I0S Cisco
I0S FPM (PPM) B MHOrO iiepapxuu, efHa 3a BUCOK
NPUOPUTET U eJHA 33 HUCHK NPUOPUTET

Hamanssa kanutanosute pasxogu (CapEx) n
ekcnnoaralnoHHuTe pasxoan (OpEX). kato murpupa u
KOHCONMAMPA KbM NO-Masnko pyTepm ot cepusta Cisco
ASR 1000.

3almTaBa UHBECTULMNTE YPE3 NIECEH MPEXOZ KbM MHOTO
Mo-BUCOKO HWBO Ha KpUNTMPaHe, Npejiaraiiki NoAApbXKa
3a KpunTupaHe 1o 78 Ghbps ¢ 200-Gbps Cisco ASR 1000
Cepust ESP {ASR1000-ESP200)

Mpeanara no-necHo ynpasfieHne Ype3 BrpafeHu ycnyrv 3a
curypHocT B npouecopa Cisco Flow, 6e3 fa ce usnckear
[OMb/HUTENHN CEPBU3HU MOAYNW Uk Gneiizose

OnTummusnpaH 3a QoS wn IP Multicast npunoxexus

XapaKTepVICTVIKVI Ha cucrtemarta

* TMpunara rb-BkaBy epapxum

* MNopabpxa 464 000 onalluky OT faHHK,
yakaw 3a obpaboTka

* To3B0OMISIBA HA BCUYKM OMALLKM Aa UMat
MUHUMaHA, MaKCUMasIHa 1 U3BbHPEAHa
YeCTOTHA fIEHTa C NPUOPUTETHO
pasnpocTpaHeHie

¢ Moaabpxa xunsagu cantose
+ Mopgabpxa 8 000 IPsec TyHena

¢ lpeanara epeKTUBHOCT Ha KPUNTHPaHe
[0 78 Gbps 1 HekpunTorpadcka
noAApbXKa Ha NpemMuHaBallaTa
nHdhopmauws fo 200 Gbps ¢ npouecopa
3a BrpageHu ycnyru Ha cepusta Cisco
ASR 1000 200 Gbps {ASR1000-
ESP200)



CueHapum 3a BHefpsBaHe

BrpajieHa sncokockopocTHa 3awWuTHa cTeHa:

C nonutukaTta Ha 30HCBO-6a3upaHa
3aumnTHa cteHa, cepusita Cisco ASR 1000
pelicTBa KaTo cCkpuTa U nbnHa 6apuepa
MeX/y BCEKN nHTepdeiic, KoiiTo He e yacT
oT cbujaTa 30Ha. Tpa6ea ga ce
KOHKpeTW3upa n3puyHarta nonmtmka 3sa
ABOliKa 30HM (M3non3Balikn e3nka Ha Cisco
3anonMtukute; 1.e. MQC) BbB BCsKa
nocoka MeX/jy BCsika ABOViKa 30HU.
MonutmkaTta ycTaHoBSiBa a paMKuTe Ha
pyTepa Buja Ha NpoBepKa Ha CbCTOSHUETO
(cnoit 4, cnoii 7 unn npunoxexHue) n
napameTpuTe Ha cecusTa, KOUTO ga ce
npunarar 3a BCsAika ABOKa 30HU.

Mpumep: We 6bje HEOBXOANMA U3PUUHA
nonuTtuka, nossonssau,a Ha HTTP u
CuctemaTa 3a UMeHa Ha jomeliHn (DNS) ga
npemMuHaBarT rpaHnlata Ha MHTepHeT-
AemMunntapusnpaHata 3oHa (DMZ).

YnpasnasaH OPE: ToBa BHejpsABaHe Ha
6paHWwoBa apxuTekTypa npegnara MouHa
MHBECTULMOHHA 3aunTa c ycnyru u
Mauwab.

+ 3awmTHaTa CTeHa e BrpadeHa B npouecopa Ha Cisco Flow;
He ca HeOB6XOANMM LOMb/IHUTENHN CepBU3HI 6/1elifoBe 1
Mogym

PHAKOMKO rurabuta o+ YecToTHaTa fieHTa ce
MapLUpyTU3MpaT, OKaTO B CbLIOTO BPEMe pyTepbT
13Mb/IHABA 30HOBO 6a3npaHa NoNNTUKa 3a 3almuTHaTa
CTeHa 1 Apyrn OCHOBHU dhyHKLMK kaTto QoS, IPv4, IPv6.
NetFlow v gpyru

>Cepuata Cisco ASR 1000 ocurypsiBa peructpupaHe Ha
BCUYKM CHCTOAHNA HA CECUUTE Ha 3alluTHaTa CTeHa KbM
NPUIOXEHUs 3a YNpaB/ieHne Ha Mpexara, crnocobHu fa
npuemat OTHOCUTE/THO OFPOMHI KO/IMYECTBa NOTOKa OT
[aHHW. TIpUIOXeHUs Ha TPETU CTpaHu Morar Aa
06paboTBarT fJaHHUTe OT cecuaTa

ObopyABaHoTO 060pyABaHe 3a KnneHTcku odpucn (CPE)
nomara Ha 6paHLLOBUTE O(UCK fja Ce HacouBar
npaBWUIHO Mpe3 pas3/MyHu BuaoBse Ethernet, 3a aa
cna3ssar CnopasyMeHusTa 3a HUBO Ha ycsyrara (SLAJ

ToBa NPUOXEHNE KPUMTUPA HAKO/IKO rurabuta oT YecToTHa
NeHTa 6e3 AOMbIHNTENTHU CepBU3HN GrelifioBe UM Mogynu

YnpasnsisaHuat CPE ontummusnpa WAN., 3a fa
MapLUpyTM3Mpa OKOJI0 YaCTUYH MOBPeaM B Mpexara Ha
[0CTaBunKa Ha yCnyry, 3a no-4o6po rapaHTupaHe Ha
KPUTUUHUTE NMPUTIOXEHNST

ToBa npunoxeHue npegara Mankv opm-gakropu (1
Pak eguHmua [1RU] 3a Cisco ASR 1001-X n ASR 1001-
HX 1 2RU 3a pyTtepute cisco asr 1002-HX n ASR 1002-

A

1001-HX, ASR 1002-HX, ASR 1002-X nnn ASR 1004
Ynpasnasauuat CPE npep/iara fOCTBINHOCT, AOPK Korato
coptyepbT Cisco JO6 e otnagHan

Ta6bnuua 3. MpunoxeHusi Ha cepusita Cisco ASR 1000 B npoBaiigepute Ha ycnyri

CueHapuil 3a BHegpsaBaHe

WupokoneHToB L2TP KOHLEHTPATOpP 3a AOCTHN

(LAC) nan C2TP mpexoB cbpBbpP (LNS):

PelweHneTo npegnara npoToKON Ha TyHenupaHe
Cnoit 2 (L2TP) AMpeKTeH NPOTOKON OT KpaiHa

Touka”o TyHen (PPPoX) unu IP cecumn ¢

N3NCKBAHUA 3a YyecToTHaA neHTa B AT/l STftfi-1,

Fast Ethernet, Gigabit Ethernet n 10 Gigabit
Ethernet gnanasoH.

Benexka: iISSU He ce nogabpxa Ha Cisco ASR 1001-X, ASR

Xapaktepuctuku «a cuctemara

OcurypsBa paboTa Ha 3alwuTHaTa cTeHa ot
25 po 200 Gbps, B 3aBucUMOCT OT
n3nosn3saHus ESP

lMpegniara BUCOKOCKOPOCTHA
pervctpaums ot 40 000 cecumn B
cekyHaa ¢ NetFlow Bepcus 9

+ lpegnara nbpsa 3a MHAyCTpUATa
pe3epBupaHa NoAApbxka Ha codTyepa,
6e3 [JoNb/HUTENEH XapAyepeH Moay”, Ha
Cisco ASR 1001-X, ASR 1001-HX, ASR
1002-HX, ASR 1002-X 1 ASR 1004;
pe3epBupaHocTTa Ha xapayepa 1 ISSU
ce nogabpxar Ha Cisco ASR 1006 n ASR
1013

*

Mpepnara mowHa 3awuTHa cTeHa u NAT
Npou3BOAUTENHOCT OT 2,5 A0 200 Gbps n
noaabpxa Kpuntupaxe oT 1,8 Ao 78 Ghps
B JONB/IHEHNE KbM ONTUMU3ALMATA Ha
WAN 1 rnacosute thyHKLUM

XapaKTepucTUKKN Ha cucrtemarta

MPUNOXEHNETO € UAEANTHO 3a TPOHO
Bb3NPON3BexXJaHe (AaHHW, r1ac u
BMZEO) Ha nasapa Ha eapo

Mpeanara MHTerpupaHa 4ocTaska Ha
yenyru

Moaabpxar ce 3alWnTHa CTeHa 3a
noTpebuTens, CeCUeH rpaHnyeH
KoHTponep (SBC) u gp.

tvnramm. BenukuNU??» 3anasedu,

OcurypsiBa MHOTO BUCOKa MalabupyemocT Ao 64 000
aboHatn 1 o 16 000 TyHena



JLleHapuil 3a sHeapsBaHe
M

OT cTpaHaTa Ha fjocTaBynka Haycnyru Cnoi 3

VPN (UVPN) oT cTpaHaTa Ha focTaBuymka:

Mpumep: MoxeTe ja BHeJpuUTe pelleHNeTo OT KbM
cTpaHaTa Ha pasnpejeneH A40CTaBYUK UNU Ha
pocTaBYMK B rno6anHn VPN mMpexu cbe
W3UCKBaHNS 3a YeCTOTHA NeHTa KaTo acumeTpuyHa
DSL (ADSL), T11E1, STM-1, STM*4, Fast Ethernet
Gigabit Ethernet u T.H.

OT cTpaHaTa Ha jocTaBYyuKa Ha ycnyru

MapuwpyTeH peneKTop oT BUCOK Knac:

MoxeTe Aa n3non3eaTte peweHneTo Kato
MaplwpyTeH pednekTop 3a NOAAPBXKA Ha
yecToTHa neHta oT 40 Gbhps.

Mpumep 3a rnac u Myntumepaus
nokonenune: Cisco Unified Border
Enterprise Edition (ENT n3gaHue):

oT cnepasauyo
Element

MpunoxeHneto SBC (HapeueHo Cisco Unified
Border Element (ENT nagaHue]) nanbnHasa
(GYHKUMUTE Ha W03 3a rnac m BuAeo
e/JHOBPEMEHHO CbC CTaHjapTHUTe IP faHHu 3a
ycnyru. He ce usncksa ypepg unm AonbnHuTeneH
6neiip 3aycnyru.

MpoToKONNTE 32 KOHTPON U MeanitHnTe
npoTOKONN PaGoTAT NPO3payHO B CAOXKHA
rnacoea apxuTtekTypa. 3a noseye uHthopmayua
BUXTe MHpopmaunoHHua nuct CUBE Ha
httns;/Ayww.cisco.comfao/cube.

* TpunoxeHneTo npegocTass
VHTErpasiHu yCyru B npoLecopa Ha
Cisco Flow

+ Ocurypssa kpuntupaHe, FPM,
NBAR, SBC, IP Multicast n p.

MIPUIOKEHNETO OCUTYPSIBA BUCOKA
MaLabupyemoct

+ To npegnara MofyseH au3aitH Ha
npotiecopa Ha pyTepa v ESP ¢
pe3epBMpaHOCT Ha Xapayepa u
cohtyepa

3aluTeHnTe n BepuduuMpaHn BPb3K1
C mMarvucTpanHara smHns ¢ MpoTokon 3a
3anoysaHe Ha cecusi (SIP) no3sonsasar
Ha fOCTaBYMLMTE Ha YCyrK fja
npegnarar ri1acoBu 1 BUAEO YCyry B
peasiHo Bpeme

WAN eZxe no-JieceH 3a ynpasneHue,
Tbil KAaTo UMa Camo efHa U3XoAHa 1
efiHa BX0oJHa TOYKa 3a 0CTbM [0
WNHTEpHET WK ycnyr oT JoCTaBunKa
Ha ycnyru

KoHTponHaTa paBHUHa € OTAeneHa ot
paBHWHaTa 3a npefaBaHe Ha fjaHHu,
Taka Ye NpoLEeCcHTe Ha CUrHaM3npaHe
1 ynpaB/eHue ca OTAeneHn oT
obpaboTkata Ha MeunTe

MpunoxeHneto CUBE SBC moxe fa
ce n3nonsea 3a SIP maructpanuu
BUAEO W/ WM ayamo ycnyru,
OCUrypeHu OT A0CTaBYNLMN Ha YCAyrin
WK 3a JOCTBMHN Mo VHTepHeT SIP
NIMHEWHM YCyTn KbM YHUULMPaHUSAT
MEHWIKbP Ha KOMyHUKaummn Ha Cisco

*

*

*

*

*

*

*

*

XapaKTepmcleM Ha cuctemarta

Mpegnara OT/IMYHA MY/TUKAET QYHKUMS

Malwab fo 8 GQD ciyyas Ha BUPTYasHO TPaH3MTUPaHe
Ha mapLpyT (VRF), 1 MunnoH eTukeTa Ha MpoTokona
3a AuCTpnbyLmsa Ha etuketr (LDP) 1 4G00 cnmcbka 3a
KOHTpOA Ha goctbna (ACL)

Mogabpxa 4o 4 MunnoHa maplupyta IPv4
Mopabpxa [0 4 MunvoHa mapuupyTa IPve

Mawabupa Ao 29 munmoHa mapLupyTa IPv4
Moanbpxa 64 000 cbeepcTaa Ha Cnoit 3

Mognomara SBC cbe curypHocT, QoS, IPv4 u IPve (IP
Unicast u IP Multicast eaHOBpeMeHHO)

Mopabpxa 16 000 eHOBPEMEHHY T1acoBn
NOBMKBaHUS 1 MyNTUMEAWIAHN AaHHW Ao 200 Gbps ¢
aKTUBMPaHO OTUMTaHe, 3aliUTHA CTEHa W Ka4yecTBO Ha
pasrosopute

/HTErpupaH e ¢ BXOASLLA MHGPACTPYKTYpa C BUCOKA
[OCTBNHOCT M TpaHcauus Ha MpoTokona 3a
KOH(purypaums Ha gnHamuyeH xoct (DHCP)

CneuudukaLms.Ha npoaykTa

Tabnnya”™ cpaBHsiBa pasnMuHuTe Maplipytmsatopu Ha Cisco ASR 1000, a Tabnuua 5 cpaBHsiBa pas3nnyHuTe
cneumdurkaunum Ha npouecopHns Mogyna. 3a cpaBHeHus Ha ESP Ha Cisco ASR, Bwkre ESP datasheet. 3a

npouecopu BxTe SPA/SIP datasheet.

M

© 2020 Cisco w/wnn Hen”™ dunwnann, By uku npasa 3anaseHu.



36nmua 4. Cepusa Cisco ASR 1000: CpaBHeHVe Ha Lacuta 1 crielmdukaumm

Mogen

dunsnueckn
cneundmnkalmumn

6enexka:
[Obn6ounHata ce
OTHacs 3a
pa3mep Ha
LIAcnTo OT pbb
[0 pbb M He
BK/IHOYBA
U3AaTUHN KaTo
LOPBXKM 32 KapTw,
OPBXKA Ha
3axpaHBaLus
610K 1 Ckoby 3a
ynpasneHne Ha
Kabenure.

Buxre
NPUNOKUMOTO
PBKOBOACTBO
3a
VHCTannpaHe
Ha xapayep 3a
[OMBHUTENHN
NoAPO6BHOCTY.

ICisco ASR
1001-X

BucounHa:
1.71 in. <43.43
mm)

LWunpuHa:
17.3in.
(439.42 mm)

[ObnbounHa:

18.17 i8.17"
in. (461.5 mm)

Terno:

« 251
(11.35 kg) ;
MbJIHO
HaToBapBa
He

Benexka:
PytepbT Cisco
ASR 1001-X
nMa
VHTErpupaHmn
MapLIpyTeH
npouecop,
ESP, n SIP

tunmanu.

Cisco ASR
10L2-X

BucounHa:
3.5in. (88.9
mm)

WvpuHa:
172 in. (437.4
mm)

[bnbounHa:

18.15 in.
(461.0 mm)

Terno:

* 38.25
Ib(17.36 kg)
(c aBOitHO
AC
3axpaHBaHe
1 SPA
Kanauy)

+ 39.051Ib
(17.72 kg) (c
[1BOIHO AC
3axpaHBaHe
n SPA
Kanau))
* Hama
BK/TOUEHM
SPA

Benexka:
Cisco ASR
1002-X e ¢
NHTErpupaHn
MapLpyTeH
npouecop.
ESP un SIP

Cisco ASR
j1001-HX

BucounHa:
1.71 in. (43.43
mm)

LWunpuHa: 17.3
jn (439.42

mm)

[ObnbounHa:

18.38 in
(466.85 mm)

Terno:

«231b
(10.44 kg)
C AABOIHO
AC
3axpaHBa

* He

* 2251b

(10.21 kg)c
[BoiiHO DC
3axpaHBaHe

npasa 3anaseHu.

Cisco ASR
1002-HX

BricounHa:
3.5in. (88.9
mm)

LnpuHa:
17.3 in.
(439.4 mm)

[ObnboumnHa:

19.25 in.
(489.0 mm)

Weight:
341b
(15.45
kg) (¢
[1BOVHO
AC
3axpaHBa
He)

+ 34lb
(15.45
kg) (c
[ABOIHO
DC
3axpaHBa
He)

Cisco ASR
1004

BucounHa:7
in. (177.8 mm)

LWnpuHa:
17.2 in. (437.4
mm)

[bnbounHa:
18.15 in.
(461.0 mm)

Terno:

+ 68.7 Ib
(31.16 kg) (c
nBoiiHO AC
3axpaHBaHe,
Kanaum 3a
CBO6OAHM
SPA. cepus
ASR 1000
10-Gbps
ESP
[ASR1000-
ESP10] nm
cepust ASR
1000 40-
Ghps ESP
[ASR 1000-
ESP-4QL
cepus Cisco
ASR 1000
pyTepeH
npouecop 1
[RP1J
[ASR1000-
RP1], gsa
cepua Cisco
ASR 1000
10-Gbps
SIPs
[ASR1000-
S1P10] nm
cepus
ASR1000
40-Gbps
SiPs

Cisco ASR
1006

BucounHa:
10.5 in.
(266.7 mm)

LnpunHa:
17.2 in.
(437.4 mm)

[ObnbounHa:
18.15 in.
(461.0 mm)

Terno:

* 98.701b
(44.77 kg)
(c aBOWHO
AC
3axpaHBaHe
.SPA,
pyTepeH
npouecop
wm fBa
Cisco
cepua ASR
1000 10-
Gbps ESPs
[ASR1000-
ESP10) nnmn
cepusi ASR
1000 40-
Gbps ESPs
[ASR 1000-
ESP-40]
1 cepus
ASR1000
100-
Gbps
ESPs
[ASR 10
00-
ESP100],
nsa
cepus
Cisco
ASR
1000
RP1s
[ASR10
00- RP1],
Tpu Cisco

Cisco ASR
1006-X

: Bucoumna:
10.47 in.
(265.9 mm)

LnpuHa:
17.2 in. (437.4 .
mm)

[ObnbounHa:
:18.15 in,
' (461.0 mm)

;terno:

*36.51b
npaseH

o 1121b
(50.91 kg) (¢
npa
BEHTUNATOpU
1 Mogayna,
T AC
3axpaHBatyn
610Ka, Tpu
cBO6OAHN
rHe3fa 3a
3axpaHBaHe,
[iBa cepus
Cisco

ASR 1000
100-Gbps
ESPs
[ASR1000-
ESP100) nam
[Ba cepus
Cisco
ASR1000
100-Gbps
ESPs
[ASR1000-
ESP100-X]
wnn gBa
cepus
ASR1000
200-Gbps
ESPs

[ASR 1000-
ESP200-X],
nga Cisco

Cisco ASR
1009-X

* BucounHa:
15.72 in.
(399.3
mm)

* LvpuHa:
17.2 in.
(437.4
mm)

* bn6oun

Ha.
18.15 in.
(461.0
mm)

* Terno:

* 501b
npasex

* 154 Ib (70
kg) (c osa
BEHTUNATOP
HW MOAYyNa,
yetrpn AC
3axpaHBatlm
6n0Ka, ABe
€B0O6GOAHM
rHe3fa 3a
3axpaHBaHe,
[Ba cepus
Cisco
ASR1000
100-Gbps
ESPs

[ASR 1000-
ESP100]
1 gga
cepus Cisco
ASR1000
100-Gbps
ESPs
[ASR1000-
ESP100-X]
wwm gga
cepus
ASR1000
200-Gbps
ESPs
[ASR1000-
ESP200-X],
nga Cisco
ASR1000

Cisco ASR
1013

BucoumnHa:
22.8in.
(579.1 mm)

¢ LWupuHa:
17.2 in.
(437.4 mm)

* [bn6ounHa

18.15 in.
(461.0 mm)

* Terno:

¢ 1840 Db
(83.46 kg) (c
pesepsHO AC
3axpaHBaHe,
SPA, pyTepeH
npouecop wm
Kanauu 3a
cBo6oaHu SIP,
[Ba cepus
Cisco ASR
1000 40-Gbps
ESPs

[ASR 1000-
ESP40J vm
cepus
ASR1000 100-
Gbps ESPs
[ASR 1000-
ESP100] wm
cepus
ASR1000 100-
Gbps ESPs
[ASR1000-
ESP10Q-X] wwm
cepus
ASR1000 200-
Gbps ESPs
[ASR1000-
ESP200],



MameTHO
nogpaséu
paiie

Bpoii
nogabpXaHu
SIP nnn
Ethernet
NMHeNHN Kaptn

CnopgeneHu
noprtosu

agantepu

ApanTtepu 3a
Ethernet
nanTnna .

Cepusa Cisco
ASR 1000 ESP:

PyTepex
npouecop

Cisco A5R Cisco ASR
1001-X 1002-X
8-GB DRAM  4-GB DRAM
; cnogeneHa cnogenexa
mexgy mexay
pyTepHuTe pyTepHuTe
npolecopu.  npoLecopu,
ESP n SIP ESP n SIP
VIHTerpupaHn  VHTerpupaHm
B LLACWTO B LUIACWTO
1 SPA cnot 3 spa Cnota
C eAMHNYHA
BUCOYMHA
Hsama Hama

VIHTerpupaHu ; HTerpupanu

B LLACUTO ; B LLACMTO
VHTerpupad  WHTerpupaH
B LUACKTO: B WacKTo:

Cisco A$R
1G01-HX

8-GB DRAM
cnogenexa
vexay
pyTepHuTe
npotecopy.
ESP n MIP

WHTerpupa
HA B
wacuTo

Hama

Hsama

VHTerpupa
HA B
wacuto

ViHTerpupaH
B LIacuTo:

ASR 1001-
HX

Cisco ASR
1002-HX

16-GB DRAM
xrogeneHa
Mexay
pyTepHuTe
npoLecopy,
ESP u MiP

VIHTerpmpanm
B LIACUTO

Hsama

1 EPA cnot

VIHTerpupanm

VHTerpupaH B
wacuTo:

1002-HX

Cisco ASR Cisco ASR
1004 1006
{ASR 1000- cepus ASR
SiP-40], n6e3 1000 10-
SPA) Gbps SIPs
[ASR 1000-
SIP10] nn
cepus
ASR 1000 40-
Gbps SiPs
[ASR 1000-
SIP-40J, n
6e3 SPA)
4-GB DRAM ‘é'ng DRAM
=RP1
8-GB DRAM
8-GB DRAM RP2
RP2
2
8 SPA cnota 12 SPA
cnota
Hama Hsama
1~SPcnot 2 ESP cnota
1cnor 3a 2 cnota 3a
! pyTepeH pyTepeH

i Cisco ASR Cisco ASR
0Q6-X 1G09-X
0 cepusi ASR  cepusa 200-
1000 RP2s Gbps ESPs
[ASR1000- [ASR1000-
RP2], nBa ESP200-X],
cepus Cisco  /ABa cepus
ASR 1000 Cisco ASR
100-Gbps 1000 RP2s
MIPS [ASR 1000-
[ASR1000-  RP2],
MIP100], . Tpu cepus
yeTupm Cisco ASR
cBOGOAHN 1000 100-
EPA 1 6e3 Gbps MIPs
:EPA) [ASR1000-
MIP100],
LWEeCT npasHu
EPA , n6e3
EPA)
ﬁ?’B DRAM  8-GB DRAM
:RP2
8-GB DRAM  8-GB DRAM
RP3 RP3
8 SPAcnota 12 SPA cnota

4 EPA cnota j6 EPA cnota

2 ESP cnota 2 ESP cnota

2 cnota 3a
PyTEPEH

Cisco ASR
1013

[nBa cepus
Cisco ASR
1000 RP2s
[ASR 1000-
RP2], wect
cepus Cisco
ASR 1000 40-
Gbps SiPs
[ASR 1000-
S1P40], 1 6e3
SPA)

ﬁ% DRAM

8-GB DRAM
RP3

24 SPA cnota

12 EPA cnota

2 ESP cnota



PesepsupaHocT

BrpageHu
Gigabit
Ethernet
nopTose

y

BrpageHu 10
floptosdthemet

MpexoB
nHTepeliceH
mMogayn

%

jCisco ASR
1001*X

Cepusa
pyTepeH
npotecop ¢
yeTnpu-
AApeH
npovecop

Codhryep:
fla

la: 6
Gigabit
Ethernet
Masbk
thopm
thakTop
! BK/IIOYBaEM

Iu (SFP)
I nopta

na nBa 10
Gigabit
Ethernet
Manbk
thopm
thakTop
nnoc
BK/tOYBae

mn (SFP+)
nopta

Benexka:

ii/e: A

nopToBe He
morar aa
6baar
TOHKEHN
[0 cKopocT
1-GB

Ja

Cisco ASR
1002-X

Cepus
pyTepeH
npouecop ¢
yetnpu*

AApeH
npotecop

Codpryep:
lla

la: 6
Gigabit
Ethernet
SFP nopta

He

He

Cisco ASR
1001-HX

PyTtepex
npotecop

Codhryep:
fla

[a: 8 Gigabit
Ethernet SFP
nopta, nac
OnuMoHanHn 4
KOHt1rypyemn
1GE/10GE
nopra

[a, yetnpu 10
Gigabit
Ethernet
Manbk hopm
thakTop nntoc
BK/HOYBAEMU
(SFP+) nopra,
nntoc
onuuoHanHu 4
KOHhUrypyemm
1GE/10GE
nopta

He

Cisco ASR
1002-HX

Cepus
PyTtepeH
npotecop

Codptyep:
fa

[a: 8 Gigabit
Ethernet
SFP nopta

[Na- Ocem 10
Gigabit
Ethernet
Manbk
thopm
thakTop
nnoc
BK/HO4BAEMMU
(SFP+)
nopra

benexka:
BrpageHute
10-GB
nopTOBE He
morar fa
6baar
NOHWKEHM
[0 ckopocT
1-GB

fa

Cisco ASR
1004

Codpryep:
fa

0

He

Cisco ASR
1006

Xapayep:
fa

0

He

Cisco ASR
1gosot

Xappyep:
;fa

0

; He

Cisco ASR
10G9*X

Xappyep:
fa

He

Cisco ASR
1013

Xappyep:
fa

0

He



/abnnua 5. CpaBHeHve 1 cneuyntmKkaumm Ha npouecopHns mogyn cepus Cisco ASR 1000

Cisco ASR
1001

Cisco ASR
1000
Cepus

ESP
noAApbXKa

i Cisco ASR
; 1000 cepus

2.5- Gbps ESP | ¢ 5-Gbps (no j nponyckarenHa

(no

Cisco ASR  cisco ASR
002:X 10 01-HX
| Cisco ASR | Brpagena ESP
j 1002-XESP ic go 60 Gbps

! nogpasbupaH jcnocobHocT

nogpasbupae !e)

)

Hagrpasiary
ce upe3
NNLEH3 3a
aKkTuBMpaHa
thyHKUMA Ha
codhTyep 4o 5,
10 wwm 20
Gbps

ESP
YecToTHa
NnexTa

:2.5 0020
; Gbps

jCnopenete
leaHa n cblia
|[KoHTpONHa
:mamert Ha

| pyTepHus

! npoviecop

ESP namet

; Hagrpaxpauy

| ce upes
NINLIEH3 3a

imioMfvaua

(hyHKUMA Ha
codpTyep o

; 10, 20 nm 36

j Gbps

j 5 B0 36 Gbps 60 Gbps

Cnogenere  Cnopenete
efHa ncbla |efHa 1 cblua
KOHTPONMHa | KOHTPONHA
namet Ha j namet Ha
pyTepHus ] pyTepHua
npovecop ; npoLecop

Cisco ASR
1D02-HX

Cisco ASR
1000 cepus
100-Gbps ESP
(ASR1000-
ESP100)
€KBUBANEHT

100 Gbps

Cnogenete
efjHa n cblya
KOHTPO/Ha
namet Ha
pyTepHUs
npotecop

Cisco ASR
004

Cisco ASR
1000 cepus
10-Gbps ESP
(ASR1000-
ESP10),
HeKpUNTUpaH
Cisco ASR
1000 cepus
10-Gbps ESP
(ASR 1000-
ESP10- N),
Cisco ASR
1000 cepus
20-Gbps ESP
(ASR 1000-
ESP20), 1
CiscoASR
1000 cepus
40-Gbps ESP
(ASR1000-
ESP40)

Cisco ASR

C ischcASR
1006 106

Cisco ASR 1000) Cisco ASR
cepus 10-Gbps 11000 cepws

ESP (ASR1000- j 40-Gbps ESP

ESP 10), j (ASR1000-
HekpuntupaH  IESP40),
Cisco ASR 1000; Cisco ASR
cepust 10-Gbps i 1000 cepus
ESP (ASR1000-1100-Gbps
ESP10-N), 1ESP
Cisco ASR 1000-(ASR1000-
cepusa 20- Gbps i ESP100),
ESP (ASR1000-! Cisco ASR
ESP20), Cisco j 1000 cepus
ASR 1000 100-Gbps
cepus 40-Gbps ESP
ESP (ASR1000- (ASR1000-
ESP40), n Cisco E8P100~X)u
ASR 1000 ASR 1000
cepus 100-Gbps cepus 200-
ESP (ASR1000- Gbps ESP
ESP100) (ASR1000-
ESP200- X)

108040 Gbps 10 go 100 Gbps 404000

Cisco ASR
1000 cepust
10-Gbps ESP
(ASR1000-
ESP10)

, Gbps

Cisco ASR 1000-; fé%%oclgﬁﬁﬂ
cepusa 10- Gbps I 40- Gbps

ESP (ASR1000- ESp
ESP10) nASR  (ASR 1000-

1000 cepust 10- ESP40): S-GB prawm Cisco

Gbps ESP
(ASR 1000-

Cisco ASR
1013

Cisco ASR
1GGY-X

Cisco ASR 1000 Cisco ASR
cepws 40- Gbps 1000 cepus
ESP (ASR1000-1 40-Gbps ESP
ESP40), Cisco  (ASR1000-
ASR 1000 ESP40),
cepus 100-Gbps ; Cisco AS R
ESP (ASR1000- 11000 cepus
ESP100). Cisco i 100-Gbps
ASR 1000 ;ESP
cepus 100-Gbps:
ESP (ASR1000- : ESP 100),
ESP100-X), 1 Cisco AS R
Cisco ASR 1000 1000 cepus
cepua 200-Gbps 100-Gbps
ESP (ASR1000- j ESP
ESP200) 1 (ASR1000-
Cisco ASR 1000 ESP100-X), 1
cepus 200-Gbps Cisco ASR
ESP (ASR1000- 1000 cepus
ESP200-X) 200-Gbps
ESP
(ASR1000-
ESP200)

40 go 200 Gbps 40 go 200
; Gbps

Cisco ASR 1000 Cisco ASR
cepusa 40-Gbps 1000 cepus
ESP (ASR 1000- 40- Gbps

ESP40): S GB  ESP
(ASR1000-

ASR 1000 ESP40): 8-
GB DRAM



iSCOASR
1000
Cepus

JINHEHIiHN

Cisco ASR
fl001«X

VHTerpupanm

KapTu 3a SIP B lWAcWTO: He

n Ethernet

Ce BKnwuBar

A

Cisco ASR

1002-% Cisco ASR

1G01-HX

WHTerpupaHn  VIHTerpupanu e
| B LIACATO: He  LIacMTOlHe ce
Ce BKNOYBAT  BK/ItOYBAT

3nazeHn,

Cisco ASR
10G2-HX

WHTerpupanu B
LLIaCcHUTO: He ce
BK/HOYBAT

Cisco ASR
10tw

n Cisco ASR
1000 cepus
10-Gbps
ESP
(ASR1G00-
ESP10) 2-
GB DRAM
no
nogpas6uvpa
He; 2-GB
DRAM
MaKcuMym

Cisco ASR
1000 cepusi
20-Gbps
ESP
(ASR1000-
ESP20) 4-
GB DRAM
no
nogpas6vpa
He; 4-GB
DRAM
MaKc1mym

MNopabpxa
Cisco ASR
1000 cepust
10-Gbps
SIP kapTa

Ha HocuTens (ASR1000-

(ASR10 00-

Cisco ASR

1006

ESP10); 2-GB  DRAM Cisco

DRAM no ASR 1000

noppasbupaHe; cepus 100-

2-GB DRAM Gbps ESP

MaKCMMyM (ASR1000-
ESP100): 16-

Cisco ASR 1000 GB DRAM
cepust 20- Gbps  cisco ASR

ESP (ASRlOOO' 1000 CepMH'
ESP20): 4-GB | 100-Gbps
DRAM no IESP

nogpasb6upate; i (ASR1000-

4-GB DRAM  ; ESP100- X):
Makcumym * 32-GB DRAM
Cisco ASR

Cisco ASR 10001 1000 cepist
cepus 40-Gbps jZOO-Gbps
ESP (ASR 1000- £sp

ESP) 0GB (asr1000-
ESP200- X):

Cisco ASR 1000164- G8
cepust 100- M
Gbps ESP

(ASR 1000-

ESP100): 16-GB;

ORAM i

Mopabpxa Mopabpxa
Cisco ASR 1000 Cisco ASR
cepua 10- Gbps 1000 cepus

SIP kapTa Ha 40-Gbps SIP

HocuTens KapTa Ha
HocuTens

SIP10), Cisco  (ASR1000-

Cisco ASR

1009-X

cepusa 100- Cisco ASR

Gbps ESP 1000 cepus

(ASR 1000- 100- Gbps

ESP100): 16-GB ESP

DRAM (ASR1000-
ESP100): 16-

Cisco ASR 1000 g prAM

cepus 200-

Gbps ESP Cisco ASR
(ASR1000- 1000 cepus
ESP200}: 32-GB 200- Gbps

DRAM ESP

) (ASR 1000-
Cisco ASR 1000 ESPZOO) 32-

cepusa 100- GB DRAM
Gbps ESP

(ASR 1000- _Cisco ASR
ESP100-X): 32- | 1000 cepust
GB DRAM 100- Gbps
Cisco ASR 1000 E&Q'SPQ](ID
cepus 200- ESP100-X);
Gbps ESP 32-GB DRAM
(ASR 1000-

ESP200-X): 64-

GB DRAM

Moaabpxa Mopambpxa

Cisco ASR 1000 Cisco ASR
cepus 40- Gbps 1000 cepus

SIP kapta Ha 40-Gbps SIP
HocuTens KapTa Ha
(ASR1000- HocuTens

SiP40)t Cisco



F.sco ASR 1Cisco ASR Cisco ASR Cisco ASR Cisco ASR  Cisco ASR 1004 Cisco ASR Cisco ASR  Cisco ASR Cisco ASR
I 000 001 1002-X 1G01-HX 1002-HX 1008 1008-X 1GQ9-X 1013
Cepus
KapTa Ha NuHelHa KapTa; M1P100), NnHeliHa 000 NMHeliHn
Hocutens nse 10 GE + ASR 1000 KapTa; Be 10  KapTu 3a
(ASR1000- nBagecet 1 GE  nuHeiitHn GE + thukeypaH
SIP40), ”ASR  NWHeHN KapTn  KapTu 3a fBajeceT 1 Ethernet; gBa
1000 nnHeitHn  (ASR1000- thukcvpaH GE 10GE +
\ KapTu 3a 2T+20X1G E), n Ethernet; gga (ASR1000- nBageceT 1
thukcmpan wect 10 GE 10GE + 2T+20X1GE) GE (ASR1000
Ethernet Ba 10 /MHeiHN kapTW  [BajeceT 1 NMHENHN =-2T+20X1
GE + gBagecet (ASR1000- GE nuHeiin  Kaptu; 1 GE) nuHeiiHm
i 1 GE nuHeitin 6 TGE) KapTn wect 10 GE KapTu; u wect
kaptu (ASR10 (ASR100 0-  nmHeliHK 10 GE
00-2T+20X1GE); 2T+20X1GE); Kaptu : IVHEHW
v wecr 10 GE u wect 10 GE (ASR1000- KapTu
NIMHENHN KapTn NNHEHN 6TGE) (ASR1000-
i (ASR10 00- Kal5Tn 6TGE)
6TGE) (ASR100 0-
4 6TGE)
BrpajeHo [a: fo 8-Gbps  fa: flo 4- [a: llo 16-Gbps  fa: flo 25- [a: Ha Cisco  Ja: Ha Cisco [a: Ha Cisco [fa: Ha Cisco |Aa: Ha Cisco
xapayepHo  KpUMTMpaH Gbps KpunTMpaH Gbps ASR 1000 cepusi ASR 1000 ASR 1000 ASR 1000 ASR 1000
6asupaHo NoTOK KpunTupaH MOTOK KpuntupaH  10-Gbps ESP  cepus 10- Gbps Cepusi 40- Cepus 40- Cepus 40-
KpunTupaHe NoTOK NoTOK (ASR1000- ESP (ASR1000- Gbps ESP Gbps ESP Gbps ESP
(Han- ESP10)cmo4 ESP10)cpmo4- (ASR1000-  (ASR1000- (ASR 1000-
BMcoKaTta Gbps u Ha Cisco Gbps kpuntupaH ESP40) cpo ESP40) c go ESP40) c go
nponyckate ASR 1000 cepwus notok, Cisco 11- Gbps 11-Gbps 11-Gbps
nHa 20-Gbps ESP ASR 1000 KpunTupaH KpunTupaH | KpunTypaH
cTolHOCT e (ASR 1000- cepus 20- Gbps  notok, Cisco  notok, Cisco  *notok, Cisco
3a nakeTu oT ESP20) c go 8- ESP (ASR1000- ASR 1000 ASR 1000 ;ASR 1000
14008B) Gbps kpuntupaH ESP20) cao 8- Cepusa 100-  Cepusa 100- ! Cepus 100-
JIOTOK Gbps kpuntupan Gbps ESP Gbps ESP | Gbps ESP
notok, Cisco  (ASR1000-  (ASR1000- | (Aé:\’](ID
Benexxa: He ce ASR 1000 ESP100) cao ESP100) cao | ESP 100) c
noaabpxa Ha - cepusi 40- Gbps ! 29- Ghps 29-Gbps | mo 29-Ghps
ycTpoiicTBa 6es {ASR1000-! kpuntpan ~ KkpunTMpaH | KpunTMpaH
KpunTto ESP40) cgo 11-; notok. Cisco notok, Cisco  : noToK, 1
Gbps kpuntupas™ ASR 1000 ASR 1000 j Cisco ASR
MOTOK, Cepusa 2G0- | 1000 Cepus
Gbps ESP j 200-Gbps
(ASR1000- ESP
ESP20G) cgo  !(ASR1000-
76-Gbps ESP200) ¢
KpUnTupaH Ji'e}

y N



i i Cisco ASR  Cisco ASR Cisco ASR Cisco ASR  Cisco ASR Cisco ASR  Cisco ASR Cisco ASR
Fisco ASR  Cisco ASR 10G2-X : '5‘3’0 : 1004 1006-X
nnn 1001-X igoi-hx RERRE 1006 1009-X 1013

Cisco ASR  u Cisco ASR Cepus 100-  notok, Cisco  j78-Gbps

1000 cepus 1000 Cepus Gbps ESP ASR 1000 ! kpunTHpaH
10-Gbps 100-Gbps ESP  (ASR100 0-  Cepus 100- I notok, Cisco
ESP (ASR 1000- ESP100-X) ¢ Gbps ESP IASR 1000
(ASR1000- ESP100) cpgo  jgo 142- Gbps (ASR1COD- Cepus 100-
ESP10-N) 29-Gbps KpunTupaH ESP100-X) cao Gbps ESP
KpunTupaH notok u Cisco 142-GbpS (ASR 1000-
noToK ASR 1000 KpUNTMpaH ESP1Q0-X) ¢
Cepus 200-  notok v Cisco 1o 142-Gbps
Benexka: He ce Ghps ESP ASR 2000 KpUnTUpaH
noaabpxa Ha  (ASR100 0-  Cepws 100- MoToK

ycTpovicTea 6e3 | ESP200-X) ¢ Gbps ESP
kpunto Cisco |Bo 197-Gbps (ASR1000-

ASR 1000 | KpunTUpaH ESP200-X) c o
Cepua 10- Gbps;; oy 197-Gbps
ESP (ASR 1000- KOTADAH
ESP10-N) noToK
Munnmanro  Cisco 10S Cisco 10S XE S(I)S(%L%S XE Eg?.ﬁfyL%S XE  Ciscolos Cwlo Karo 3 Cisco IOS XE Cisco I0S XE  Cisco ASR
n3naHve Ha
codryepa XE codpryep cothryep Wapanve n3anve XE codpryep ’W be3 codryep cogryep 1000 Cepus
cisco I0S  u3paHue n3gaqve 16.3.1S 16.2.1S usgaHve 21 Cisco  ASR  V3faHue n3ganve 3.16.0  40-Gbps ESP
XE 3.12.0 13.7.0S jgoon Cepus  3.16.0 (ASR1000-
(AéR 15)030.ESP Benexka: Cisco ESP40)
ESP40) EQﬂe)KKaI ASR 1000 M3NCKBa
nsnckea Cisco CiSCO ASR Cepust 100- Cisco I0S XE
0s XE 1000SR"  GbpsESP  codiyep
codryep 100-Ghps ( ps gt
ASR 1000-
n3gaHve
S.f.tOS éé?(])%m ESP100-X) 1 3 1.0S, ASR
Cisco ASR Cisco ASR 1000 1000 Cepust
Benexka: Cisco 1000 Cepna  Cepusa 200- 100-Gbps
/éSR 101080 200- Gbps  Gpps ESP ESP
epua_100- ESP (ASR100 )
CbpsESP o ESPoop-  (ASR1000-  (ASRI000
(ASR 1000- ESP200-X) ESP100)
ESP100) nanckea Cisco ~ VBvCKBa
rSgC;?Ea Cisco 10S XE Cisco 10S XE
codhTyep cogpryep
u3gaHue 17 2 M3faHve
3.7.0$:m
ASR 1000

Cepus



Cisco ASR Cisco ASR  cisco ASR Cisco ASR Cisco ASR  Cisco ASR (13isc9 ASR  Cisco ASP Cisco ASR

1QQL-X 1oo2:x 1001-HX 10Q2-HX 1004 1006 006° 1009-X ;1013
Cepus
n3panve 3.7.0S. Cisco I0S ESP
XE codbtyep : (ASR1000-
n3gaHve ESP200)
17.2 131CKBa
Cisco 10S XE
codphtyep
n3gaHue’
310.0S
benexka:
Cisco ASR
1000 Cepusi
100-Gbps
ESP
(ASR1000-
ESP100- X)
13ncKBa
Cisco i0S XE
cohtyep
n3gauune 17.2
Moutupane 1fa: 19-uH4oB  fla: 19-uH4oB ;[fa: 19-uH4OB [a: 19-uHyoB Ja: 19- Ja: 19-uhyoB  Ja: 19- [Ja: 19-uuos  Aa: 19-MHuoB
B pak NHY0B NHY0B
CremeH He He He He He He He He He
MOHTaX
BbHwHa Inoaabpxa 1-GB nopgbpxa 1- noaabpxa 1-GB  nopabpxa 1- noagbpxa  noaabpxa 1-GB noagbpxa 1- nogmbpka 1- | MoA4bpxa’l-
VSE B1aw - ysp gnaw GBUSB USB thnaw GB USB chnawr  1-GB USB  USB chnaw GB USB GB USB cpniaw [GB USB
| nameT (bnaw namet namet namet thnaw namet thnaw namet namet ¢pnaw namer
namet
; *
PesepBHO !/J,a):( %10317;1% o g_bmo;\(g;o 3a),ﬂ,a: [iBoiiHo [Ja: iBoiiHo Cbcu:.g'o KaT0  Cpuwo kato 38 [a: AgoiiHo  [fa: [iBoiiHo [a: YetBOpHO
en. kL) isco 3axpaHBaHe Mo 3axpaHBaHe no  3a Cisco . w 3axpaHBaHe no
saxpaHBaH no,q%a36v|paHe 1002 ! no,qr;))aaﬁmpaHe; no,qppa36|/1paHe: ASR 1002  CiscoASR 1002; “ XpaHBars no,qr;)aaﬁmpane, saxpariBans
:;onuma 3a AC onuua 3a AC onuma 3a AC paswupsBaLo (peaeQBMpaH
nm DC nm DC wm DC He, ce A0 06110 1 ABOIAKM) MO
3axpaHBaHe . 3axpaHBaHe 3axpaHBaHe pasiwupsia  LUecT, B nogpasbupaH
;1o ce fo 3aBNUCUMOCT OT  e; onuus 3a ,
Benexka: He 1benexka: He Benexka: He " 06WO LWECT,  npeanouuTaHns AC wwm DC
ce noaabpxa ce NoAAbPXa ce NoaabpXa s Tasa 3axpaHBaHe
MWKC OT eqHO MWKC OT efHO MUKC OT ejHO 3aBUCUMOCT KOH(pV]ryan'MH
AC negHo DC AC negHo DC AC negHo DC oT " .
3aXpaHBaHE. » 3axpaHBaHe. 3axpaHBaHe. npegnounTa  pesepeuparoct De/1OKKa: He
HUATa 3a , ONLMS Wm ce noaabpxa 1
KoHcpurypay,  11DOW AC wim  Mukc oT AC un
vamn 950w DC DC
pesepBupaH 3axpaHBaHe, i

OCT; onuys benexka:
wm 1100W  Mukc oT AC n



/30 ASR
;000
Cepua

3xofHa
MOLLHOCT

[oHcymupaHa

[JolHoCT

C*sco ASR
11001-X

nobaneH

[nanasoH Ha
AC Bxog,(85
[0 264 VAC)

Inobanex
[ManasoH Ha
DC Bxop (‘40
[o - 72V; 48V
| HOMWHa/THO)

* Makcumym
(DC): 242w

o Makcumym
(AC): 250W

(13xon)
250W

Makcumym

Cisco ASR
1002-X

Cbluo kato 3a
Cisco ASR
1002

Maxkcumym;

(DC):
590W

mMakcumym
(AC):
560W

| Makcumym

(n3xop):
470W

Cisco ASR
t001-HX

nobaneH
[nanasoH Ha
AC Bxog, (85 fio
264 VAC)

Ino6aneH
[nanasoH Ha
DC (40 po -
T2V; -48V
HOMWHaITHO)

* Makcumym
(DC): 360W
* Makcumym
(AC): 360W

* Makcumym

(3xopm)
360W

Cisco ASR Cisco ASR Cisco ASR Cisco ASR
1002-HX 1004 1006 1006-X
He ce
: noaabpxa
i Muke ot AC
nDC
' 3axpaHBaHe.
InobaneH Cbuwo kato  Cblio Kato 3a [nobaneH
AnanasoH Ha AC  3a Cisco Cisco ASR  gnanasoH Ha
Bxof, (85 fo 264 ASR 1002 1002 AC Bxog (85
VAC) no 264 VAC)
Ino6anex Ino6anex
AuanasoH Ha DC [manasoH Ha
(-40 go - 72V; - DC (-40 po -
48V HOMWHA/HO) 72V,
-4BV
HOMWHAJTHO)

* Makcumym Makcumym Makcumym * Makcmn
(DC): 5CoW §/DVC): 1020 (DC):

. 1700W Mym
Makcumym (DC):
(AC): 500W Makcumym Makcumym 4600W

x (AC): (AC): .
Makcnumym 960W 1600W Makcu
(3xop)
5Q0W * Makcumym Makcumym '\ngl

(n3xom) (n3xop) 515 O)O'W
765W 1275W
M mMakcu
* Makcumym Mym
(0C): (n3xop)
2100W 4030W
* Makcumym
(AC-en.

mpexa)'

Cisco ASR
1009-X

He ce
nogabpxa

Inobanex
[ManasoH Ha
AC Bxog (85 fo
264 VAC)

Inobanex
[ManasoH Ha
DCHO pgo-
72V; -48V
HOMMWHaJTHO)

* Makcumym
(DC):
5200W

o Makcumym
(AC):
S100W

o Makcumym

(3xon)
4575W

Cisco ASR
1013

nobanex

[manasoH

Ha AC (180
[o 264V,
240V, 60
wm 50 Hz
HOMWH&J/THO)

Ino6anex
[manasoH
Ha DC (-
405 po -
T2V; -48V
HOMWH&J/THO)

|« Makcumy
m  (DC):
4200W

* Makcumy
M (AC-
en.
mMpexa):
4000W

* Makcumy
M
(3xop):
3390w



%

Pa6oTHa
BNaXHoOCT
(HOMUHanHa)
(oTHOCKTeNnHa
BNaXHOCT)

Pa6oTHa
BNaXXHOCT

(kpaTkocpouHa) |

Temnepatypa Ha
CbXpaHsBaHe

Bna>kHOCT Ha
CbXpaHsaBaHe
(oTHOCUTeNHa
BNaXHOCT)

Pa6oTHa
Hajgmopcka
BUCOUYNHA

CtaHpaapTu 3a
usrpaxpjaHe Ha
MpeXoBo
o6opyaBaHe
(NEBS)

EMC cTaHjaptv;

10 go 85%

5p0 90%

-40 pgo
150eF (-40
fo 70°C)

5 no 95%

-500 po
10,000
tyta {-152
[0 3048
MeTpa)

GR-1089 n
GR-63

FCC 47
CFR

yact 15
Knac A

* VCCi
Knac A

* ASINSZ
Knac A

* ICES-
003
Knac A

«

EN55022
ICISPR
22
Ob6opyg,

BaHe 3a .

vHchop
MaLyoH
H1
TEXHON

Cbuo kato . Cbluo kato 3a
3a Cisco ASR . Cisco ASR 1001-
1001-X X
CbLLo kato Chbluo KaTo 3a
3a Cisco ASR Cisco ASR 1001-
1001-X X
Cbluo Kato Cbluo Kato 3a
3a Cisco ASR
1001-X X
CbLLo Kato ChblUo KaTo 3a
3a Cisco ASR Cisco ASR 1001-
1001-X X
Cobuwo kato  j CbLyo KaTo 3a
3a Cisco ASR . Cisco ASR 1001-
1001-X iX
GR-1089 u GR-1089 un GR-
GR-63 63
CbLLo Kato MNanbuBaHus
3a Cisco ASR
1001-X ¢ FCC
47CFR15
Knac A
* ASINZS
CiSPR 22
¢ CISPR 22
Knac A
+ EN55022
Knac A
+ ICES-003
Knac A
* VCCi knac A
+ CNS- 13438
Knac A
PEN61000-3-2

CbLLo KaTo 3a

Cisco ASR 1001-3a Cisco
ASR 1001-X 1001-X

X

CbLLo KaTo 3a
Cisco ASR 1001-
X

Cblyo Kato 3a

X

ChblUo KaTo 3a
Cisco ASR 1001-
X

Chblyo Kato 3a
Cisco ASR 1001-

GR-1089 u GR-
63

N3nbuBaHua

* FCC
47CFR15
Knac A

* ASINZS
CISPR 22

* CISPR 22
Knac A

* EN55022
Knac A

* |CES-003
Knac A

* VCCi knac A

* CNS- 13438
Knac A

+ EN61000-3-2

CbLLo Kato
Cisco ASR 1001- Cisco ASR 1001- 3a Cisco
ASR 1001-X 1001-X

Cbuo kato Cwblyo kato 3a

Cisco ASR

Cbuo kato  CbluUo Kato 3a
3a Cisco Cisco ASR
ASR -1001-X 1001-X

Chbluo Kato 3a
Cisco ASR

Cblo kato  ChblLo KaTo 3a
3a Cisco Cisco ASR
ASR 1001-X 1001-X

Coblo kato  CblLo KaTo 3a
3a Cisco Cisco ASR
ASR1001-X 1001-X

GR-1089 n
GR-63

GR-1089 u
GR-63

Cbuo kato  CbluUo kaTo 3a
3a Cisco Cisco ASR
ASR 1001-X 1001-X

: CblLo kato

j 3a Cisco

I ASR 1001-X

Cbluo Kato
3a Cisco
ASR 1001-X

CbLo Kato
Cisco
ASR 1001-X

CbLyo Kato
3a Cisco
ASR 1001-X

CbLyo Kato
3a Cisco
ASR 1001-X

GR-1089 n
GR-63

1 CbLuo Kato
;3a Cisco
IASR 1001-X

CbLyo KaTo 3a
Cisco ASR
1001-X

CbLLo KaTo 3a
Cisco ASR
1001-X

CbLLo KaTo 3a
Cisco ASR
1001-X

ChbLyo KaTo 3a
Cisco ASR
1001-X

Chblyo KaTo 3a
Cisco ASR
1001-X

GR-1089 1 GR-

63

CbLLO KaTo 3a
Cisco ASR
1001-X

Chblyo KaTo 3a
Cisco ASR
1001-X

Cbllo kato 3a
Cisco ASR
1002

CbLLo KaTo 3a _
Cisco ASR
1001-X

CbLLo KaTo 3a
Cisco ASR
1001-X

Chblyo KaTo 3a
Cisco ASR
1001-X

GR-1089 n
GR-63

Cbluo KaTo 3a
Cisco ASR
1001-X



¥ 0 ASR

Mo

Cisco ASR
1GG1-X

EN55024
ICISPR 24
WHhopmau,
A 3a
TeXHOMornm
HO
o6opyaBaH
e

(YcToitumso
cT

)

EN300 386
WHdopmay,
s 3a
TenekoMyH
MKaLMOHHO
o6opyasaH
€

(EMC)

EN50082
-1/EN610
06l

06wy
CcTaHaapT
3a
VMYHUTET

Cisco
ASR
10G2-X

Cisco ASR 1001-
HX

*

*

*

*

*

*

*

*

*

*

*

EM61000- 3-3
YcToitumsocTt

IEC/EN61000-4-
2 YcroitumsocTt
Ha
€/1eKTPOCTaTNYH
1 paspsam

IEC/EN61000-4-
3 YcToiiumBocT
Ha U3/TbYBaHUS

IEC/EN61000-4-
4 EFT-B
YcTonuMBOCT

IEC/EN61000-4-
5 Muk

IEC/EN61000-4-
6 YcToitunBocT
Ha KOHZYKTVBHM
CMyLLEHUS

1EC/EN61000-4-
8 YcToitumsocT
Ha MarHUTHOTO
nosne Ha
3axpaHBallara
yecroTa

EEC/EN61000-4-
11 CnapoBe Ha
HanpexeHueTo,
KpaTku
npeKkbCBaHNA
BapupaHe Ha
HanpexeHneTo

ETSI/EN

EN55022/
CISPR22
O6opyaBaHe 3a
MHOPMAa LIMOHH
1 TEXHONOTUK
(EMucun)*

EN55022/
CJSPR 24
O6opyaBaHe 3a
MHOPMALIMOHH
1 TEXHOMOTMN
(Ycroitumsocr)

* EN300386
TenekomyHwKaL,
m

.

-

Cisco ASR
1006-X

Cisco ASR Cisco ASR
1004 1006

Cisco ASR
1002-HX

EN61000-3-3

ycToilumsocT

IEC/EN61000-
4-2
YcToilumBoCT
Ha
eneKkTpocratny
HW paspagu

IEC/EN61000-
4-3
YcToitumBocT
Ha U3MbUBaHNS

IEC/EN61000-
4-4 EFT-B
YcToiiumBocT

1EC/EN610 00-
4-5 Tuk

1EC/EN61000-
4-6
YcToiiumBocT
Ha KOHOYKTUBHM
CMyLLEHS

IEC/EN610 00-
4-8
ycToitumsocTt
Ha MarHUTHOTO
none Ha
3axpaHBallata
yecrtoTa

IEC/EN610 00-
4-11 Cnapgose
Ha
HanpexeHWeTo,
KpaTku
npeKbLCBaHNs
BapvpaHe Ha
HanpexeHuneTo

ETSI/EN

EN55022/
CISPR 22
O6opypaBaHe 3a
MHopMaLOHH
1 TEXHO/IOTUM
(Emuncun)

EN55022/
CISPR 24
O6opypaBaHe 3a
VHOpMaLOHH
1 TEXHOIOTUM

Cisco ASR
1009-X

Cisco ASR
4013



cisco ASR Cisco ASR
!ﬂD 1001-X
’>J34 epus
/
f

crangaptu 3w UL60950-1

6esonacHocTt \

CSA C22.2 No.
' 60950 -1-03

\'" EN 60950-1
IEC 60950-1

ASINZS
60950.1

Cisco ASR
1002-X

UL6095Q-1

CSA C22.2
No. 6095 0-1-

: EN 60950-1
:IEC 60950-1

ASINZS
60950.1

Cisco ASR
1001-HX

MpexoBo
obopyaBaHe

EN50082-
1EN61QQ 0-
6-1 06,
CTaHAapT 3a
VIMYHUTET

UL60950-1

CSA C22.2 No.
60950-1-03

EN 60950-1
IEC 60950-1

IASINZS
;60950.1

NHpopmauma 3a nopbyka

Cisco ONE cogtyep 3a WAN e HanmuyeH 3a ASR 1000 cepus.

Cisco ASR
1002-HX

(YcToitumBoc
7
EN300 386

TenekoMyHuK

aUMOHHO
MPEX0BO
obopyaBaHe

EN50G82-
1/EN61GO 0-
6-1 061
CTaHAapT 3a
UMyHUTET

*

UL60950-1

CSA C22.2 No.
60950-1-03

EN 60950-1
IEC 60950-1

ASINZS
60950.1

Cisco ASR Cisco ASR
1004

1006

UL6095 0-1 UL60950-1

CSAC22.2 CSAC222
No. 609 50- No. 60950- 1-
1-03 03

EN 60950- 1 EN 60950-1
IEC 60950-1 IEC 60950-1

ASINZS
60950.1

ASINZS
60950.1

Cisco ASR
1006-X

ULS0950-1

CSAC22.2
No. 6095 0-
1-03

EN 60950-1
IEC 60950-1

;ASINZS
:60950.1

Cisco ASR
1009-X

UL60950-1

CSA C22.2 No.

60950-1-03
EN 60950-1
IEC 60950-1

ASINZS
60950.1

Cisco ASR
1013

UL60950- 1

CSA C22.2
No. 6095 0-1-
03

EN 60950-1
IEC 60950-1

ASINZS
60950.1

CotyepsbT Cisco ONE npegnara USNOCTHO pelleHne, KOETO OCUrypsiBa ONTMMAaHO M3XMBSIBaHE MpPU BCSKa BPb3Ka,
)  KaTo CbLUEBPEMEHHO BM NMomara ga uspneyete Makcumyma oT BawaTta WAN MHBECTUUMSA CbC CUTYpHA, YCTOWYMBaA Ha

noepean CBbpP3aHOCT.

Monau:

< CBbpxeTe OpaHwoBuTe oducu wu
NPOU3BOAMTENIHOCTTA Ha MPUIOXKEHMETO upe3 TEXHWKM 3a YCKOpsBaHe Ha MNpoTOKOoNna W TEeXHUKW 3a

ontmmMmmnsauums, kouto pastosapsar WAN.

rnaBHNA OCbI/IC CUrypHO ¥” Ha ontnmMmanHa ueHa,

Kato nopobpute

-

- |/|HTerVIpaI7ITe rnac n sngeo B 6paHLIJOBI/ITe OCbVICI/I n rnaBHNA OCpl/IC, 3a fa ysenmumte npon3soanTenHoOCTTa.

3a nHopmaums 3a nopbusaHe Ha coptyepa Cisco ONE 3a ASR 1000 cepus, ngete Ha
https://www.cisco.eom/c/en/us/products/software/one-wan/wan-Dart-numbers.html.

YCTONYMBOCT Ha OKosiHaTa cpefa Ha Cisco

MHopMauus 3a NOAMTUKUTE U MHMLMaTMBUTE Ha Cisco 3a yCTOMYMBOCT Ha OKOJHaTa Cpeja 3a Haluute npof

paife raffia” rqoknaga 3a KoprnopatmeHa coumanHa otrosoproct (CSR> Ha Cisco.

4— 7 b

CrpaHum
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1

«hepEeHTHUTE BPbL3KN KbM MHGOpMauus Mo KIH4YOBM TEMM 3a YCTOMYMBOCT Ha OKOfHaTa cpeja (CnomMeHatn B
paszena ,,YCTOAYMBOCT Ha OKOnHaTa cpega” B foknaga CSR) ca gageHu B cnefHata Tabnuua:

TemMa OTHOCHO ycToluMBOCTTA MpenpaTka
MHhopMaLma OTHOCHO 3aKoHUTE U pa3nopea6uTe 3a ChAbPXXKaHMETO Ha MaTepuanuTe B NPoAyKTuTe  Marepranm

MHhopmaLmsi OTHOCHO 3aKOHM 1 pa3nopefoun 3a eNeKTPoOHHMUTE OTnagbunTe, BKAKOUUTENHO CvoTBeTCTBME C
NpPOAyKTKN, 6aTepnn 1 oNakoBKu WEEE

Cisco npepgoctaBsi AOCTbN A0 [aHHWTE 3a OMaKOBKUTE camo 3a MHGopmauus. TS MoXe Ja He oTpassBa Haii-
aKTya/HUTe npaBHW pa3paboTkum 1 Cisco He TBbPAM W He rapaHTupa, Ye e NbAHa, TouyHa MAM akTyasHa. Taswu
MH(opMaLmMs NOANEXWN Ha NpomsiHa 6e3 npefynpexxiaeHue.

Mogapbxka 3a codptyepHo aedmuHmpaHa WAN Ha Cisco

Cepuata ISR 1000 e ontmmm3upaHa 3a codtyepHo peduHupaHa WAN (SD-WAN). 3a npeanpuatuata ToBa
O3Hayaba, 4Ye KpUTUYHUTE 3a OGM3Heca NPUNoXeHUs paboTAT No-6bP30, C MNO-rofiAaMa HafeXXAHOCT U HamMaNeHu
onepartnBHu pasxogn (OpEx). Cisco SDWAN noctura ToBa, Kato npasBu BCUYKM OGPaAHLLOBU LEHTPOBE U LIEHTPOBE 3a
JaHHM [Ja uvMaTr Bb3MOXHOCT fa Habnwogasar, KOHTponupar, npemecTtsar M oTyuTar noTouM OT fJaHHM 3a
NPUNOXeEHUA, Kato Hanpumep creyndgunyeH yeb (HTTP) Tpaduk.

Cepusta ISR 1000 vma Bb3MOXHOCT 3a 3ab/l004YeHa MpoBepKa Ha NakeTu U MOXe TOYHO Aa wuaeHtuduumpa um
KOHTpOnvpa XuUnsan pasnnyHn NpuioXXeHus, BKNIOUYNTENHO KINMEHTCKN BBLTPELLHU KOPNOPaTUBHN MPUNOXKEHWS.

Usnata SD-WAN peanmsauyus Bbpxy ASR 1000 moxe fa 6bae OcCblieCTBEHA 4pe3 ynpaBfeHMe Ha KpaiiHOTO
YCTPOWCTBO OT 06naka unm ot odrca yYpes3 Bb3XOAALIMN HMBA HA NMLEH3M, 6a3npaHn Ha NponyckarenHa crnocobHOCT.
Bcnukn nnuensn, kouto noagbpxkat Cisco SD-WAN, HezaBucMMO fanu ca oUcHM mnm B 06nak, ca aKTUBMpaHu
ypes3 M3non3BaHe Ha aboOHAMEHTHU NNUEH3N. Te3n NuueH3n 3a aboHaMeHT faBaT Bb3MOXHOCT Ha BCUYKM KINEHTU
6e3npobnemMHO Aa npemMuHasat Mexxay ynpasneHue oT ouca nnm oT obnak, ako e Heobxoanmo. JIMLEeH3HUTE HUBA
Taka ca CTpyKTypupaHu, 4ye fa nognomarar pacrexa Ha 6U3Hec Hy>auTe ypes3 npoctu aboHamMeHTW, KOUTO rnomarart
3a onpocTsBaHe Ha NpeMuHaBaHeTo KbM 6a3upaHn Ha HamepeHus mpexn 3a WAN.

A6oHameHTUTe 3a SD-WAN ca npeactaBeHu OT Tpu nuueH3a 3a aboHameHT - Cisco DNA Essentials, Cisco DNA
Advantage n Cisco DNA Premier, Bcekn oT kouto paswmpsBa yHkunoHanHocTta. Cisco DNA Essentials 3a
cepuaTa ISR 1000 n ISR 4000 ob6xBalla BCUYKM BMAOBE CBbP3AHOCT M YNpaB/EHMNE Ha XXU3HEHWS LUVKB Ha pyTepa,
noAabp>Ka BMANMOCT Ha Mpexkata 1 NpuioXeHusTta, cbyetaHa ¢ 6a30Ba CUTYPHOCT Ha 06eKTa M O6MeHa Ha faHHW.
Cepuata ASR 1000 nogabp>ka aBe HuBa Ha Cisco DNA, Cisco DNA Advantage u Cisco DNA Premier. Cisco DNA
Advantage ocurypsia paswmpeHu tononorun Ha WAN, MOAUTUKKU, OPUEHTUPAHU KbM MNPUNOXKEHMATa MNOMUTUKM,
nogabpXaHn oT nogobpeHa wMpexoBa curypHocT. Cisco DNA Premier ocurypsisa o6nayHo CBbp3BaHe C
HeorpaHuyeHa cermeHtauus, paswuvpeHa OonTuMu3auus Ha MPUNOXKEHUATA U MPEXOBU aHaM3n C paslumpeHa
3awmra ot 3annaxu.

3a noeeye MHopMaumsa OTHOCHO Cisco SD-WAN, BuxTe httPs.7/www.cisco.com/c/en/us/products/software/one-wan-
subscription/index.html.

3a fja HanpaBuTe nopbyka, nocetete Cisco Commerce Workspace.

3a fa 3ano4vHete pabota c cepusTta Cisco ASR 1000, BumkTe nogpoOGHUTE HOM Hi ‘NidpaykTnte v onucaHusTta B
cnegHuTe Tabnmum:

« Tabnuuya 6: LWacu
» Ta6nuua 7: MpoLecopHn Mogynu 1]
wa 8: MiHtepdencn n moayn b n No
VA (V- TET]
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ja cothTyepHo n306pakeHne, MMLUEH3 3a (YHKLUN U HAACTPOWKK, 1 3a NoBeYe NoApoGHOCTU 3a NakeTuTe OT cepuaTa

Cisco ASR 1000 n kak ga nopbyarte Cisco ASR 1000 Cepwus, Bmkre Cisco ASR 1000 Ordering Guide.
*
Tabnuua 6. VHdopmaums 3a nopbyka Ha Lwack 3a cepust Cisco ASR 1000

Homep Ha npogykTta (OnucaHve Ha npojykKTa

W T T 3acepus Cisco ASR 1000

ASR1001-X Cisco ASR 1001-X Cuctema, kpunto, 6 BrpageHun GE, gsoeH P/S
ASR1001-X- Cisco ASR 1001-X Cuctema, kpunto, 6 BrpageHu GE, gsoeH P/S, pe3sepsa
ASR 1001-HX Cisco ASR 1001-HX Cuctema. 8x10GE+8x1GE. 2xP/S, onuusi 3a KpunTo, pesepsa
ASR1001-HX= Cisco ASR 1001-HX Cuctema, 8x10GE+8xIGE, 2xP/S, onuus 3a |;p|/|nTo, pe3epsa
4
ASR1002-HX Cisco ASR 1002-HX Cuctema, 4x10GE+4x1GE BrpageHu, ABoeH P/S, onuusa 3a Kpunto
ASR1002-HX= Cisco ASR 1002-HX Cuctema, 4x10GE+4x1GE BrpajeHu, gsoeH P/S, onuus 3a KpunTo, pe3epsa
ASR1002-X Cisco ASR 1002-X Cuctema, kpunto, 6 BrpageHu GE, gsoeH P/S
ASR1002°X= Cisco ASR 1002-X Cuctema, kpunto, 6 BrpageHn GE, gsoeH P/S, pesepsa
ASR1004 LWacwu Cisco ASR 1004, aBoeH P/S
ASR1004= Lacu Cisco ASR 1004, sBoeH P/S, pe3zepBa
ASR1006 LWacu Cisco ASR 1006, aBoeH P/S
ASR1006- Lacu Cisco ASR 1006, aBoeH P/S, pe3epBa
ASR1006-X LWacu Cisco ASR 1006-X
ASR10D6-X* - Lacu Cisco ASR 1006-X, pe3epBa
ASR1009-X LWacwu Cisco ASR 1009-X
ASR1009«X= Lacn Cisco ASR 1009-X, pe3epsa
ASR1013 Lacu Cisco ASR 1013, pe3epsupaH P/S
ASR1013= Lacu Cisco ASR 1013, pe3sepBupaH P/S, pesepsa

Cepwnsa Cisco ASR 1000 Onuuun 3a USB namert
MEMUSB-1024FT 1 GB USB ®naw TokeH 3a cepusa Cisco ASR 1000

MEMUSB-1 1 GB USB ®naw TokeH 3a cepusi Cisco ASR 1000, pe3epBa



Tabnuua 7. VHdopmaums 3a nopbyka Ha NPOLECOpPHU MOAYNN

Homep Ha npogykTta

w

ASRi000-ES P20

ASR1000-ESP20-

ASR1000-ES P40

ASR1000-ES P40=

ASR1000-ESP100

ASR1000-ESP100=

ASR1000-ESP200

ASR1000-ES P200=

ASR1000-ESP100-X

ASR1000-ESP100-X=

ASR1000-ESP200-X

ASR1000-ESP200-X=

OnucaHue Ha NpogykTa

nyw *y1 T mptimsiCisco ASR 1000

Mpouecop 3a BrpageHu yciyru

Mpouecop 3a BrpageHu ycnyru

Mpouecop 3a BrpageHun ycnyru

[Mpouecop 3a BrpajeHun ycnyru

Mpouecop 3a BrpageHun ycnyru

Mpouecop 3a BrpageHun ycnyru

Mpouecop 3a BrpafeHun ycnyru

Mpouecop 3a BrpageHn ycnyrum

Mpouecop 3a BrpageHun yciyru

Mpouecop 3a BrpajeHun ycnyrun

Mpouecop 3a BrpageHu ycnyru

Mpouecop 3a BrpageHun ycnyrm

PyTepeH npouecop 3a cepusita Cisco ASR 1000

ASR1000-RP2

ASR1000-RP2“

ASR1000-RP3

ASR1000-RP3=

ASR1000-RP3-32G-2P

ASR1000-RP3-64G-2P

Ha Cisco ASR

Ha Cisco ASR

Ha Cisco ASR

Ha Cisco ASR

Ha Cisco ASR

Ha Cisco ASR

Ha Cisco ASR

Ha Cisco ASR

Ha Cisco ASR

Ha Cisco ASR

Ha Cisco ASR

Ha Cisco ASR

Cisco ASR 1000 PyTepeH npouecop 2

1000, 20 Gb

1000, 20 Gbh, pe3epBa

1000, 40 Gb

1000,40 Gbh, pe3epsa

*

1000, 100 Gb

1000, 100 Gb, pesepBa

1000, 200 Gb

1000,200 Gb, pe3epsa

1000, 100 Gb

1000,100 Gb, pesepBa

1000, 200 Gb

1000,200 Gb, pesepsa

Cisco ASR 1000 PyTepeH npouecop 2, pesepsa

Cisco ASR 1000 PyTtepeH npouecop 3

Cisco ASR 1000 PyTtepeH npouecop 3, pe3epsa

Cisco ASR1000 RP3 w/32 GB,

Cisco ASR1000 RP3 w/64 G8

2 naketa

, 2 naketa



Tabnuya 8. MHdopmaums 3a nopbyka Ha MHTepdency 1 Mogynm

Homep Ha npofgykTta

Cisco ASH

ASR1Q00-S1P40

ASR1Q00-SIP40=

ASR1000-6TGE

ASR1000-6TGE=

ASR1000-2T+20X1GE

ASR1000»2T+20X1 GE=

ASR10Q0-M1P100

ASR1000-MiP100=

EPA-1X100GE

EPA-1X100GE=

EPA-2X40GE

EPA-2X40GE=

EPA-1X40GE

EPA-1X40GE=

L-FLA1-EPA-1X40GE

EPA-QSFP-1X100GE

EPA-QSFP-1X100G E=

EPA-CPAK-2X40GE

EPA-CPAK-2X40GE-

EPA-10X10GE

OnucaHve Ha NpoaykKTa

Cisco ASR

Cisco ASR

Cisco ASR

Cisco ASR

Cisco ASR

Cisco ASR

Cisco ASR

Cisco ASR

Cisco ASR

Cisco ASR

Cisco ASR

Cisco ASR

Cisco ASR

CepusisP A NHTepteiiceH npouyecop Ethernetnweiw k& 1

1000 SPA WHTepdeliceH npouecop 40

1000 SPA UHTepdeiiceH npouecop 40. pesepBa

1000 nuHeliHn KapTn 3a ukcupaH Ethernet, 6X10GE

1000 nnHeHn KapTh 3a pukcupaH Ethernet, 6X10GE, pe3sepsa

1000 nuHeliHn KapTh 3a (mkcupaH Ethernet, 2X10GE +*2OX1GE

1000 nuHeliHn kapTu 3a hukcupaH Ethernet. 2X10GE + 20X1GE, pe3epBa
1000 Ethernet nuHeHn kapt, 100 Gb MogyneH nHTepdelic npouecop
1000 Ethernet nuHeliHn kaptn, 100 Gb MopayneH nHTepdelic npouecop, pesepsa
1000 1x100GE ApganTtepwu 3a Ethernet nopt

1000 1x100GE AganTtepu 3a Ethernet nopt, pe3epBa

1000 2x40GE ApganTtepu 3a Ethernet nopt (Native QSFP)

1000 2x40GE Apgantepu 3a Ethernet nopt (Native QSFP), pesepsa

1000 1x40GE Apantepwu 3a Ethernet nopt

(2 dpusmueckn QSFP nopTa - onumnoHaneH nMueH3 3a akTMBupaHe Ha 2-pu nopT)

Cisco ASR

1000 1x40GE AganTepwu 3a Ethernet nopt

(2 husmuyeckn QSFP nopta - onuMoHaneH NMUeH3 3a akTMBMpaHe Ha 2-pu NopT), pesepsa

Cisco ASR

Cisco ASR

Cisco ASR

Cisco ASR

Cisco ASR

Cisco ASR

1000 1x40GE /nueHs 3a e-floctaska nopt 3a EPA-1X40GE

1000 1x100GE QSFP Apgantepu 3a Ethernet nopt

1000 1xX1O0OGE QSFP Apantepu 3a Ethernet nopt, pesepsa

1000 2x40GE Apgantepwu 3a Ethernet nopt (onTuyeH kaben)

1000 2x40GE Apantepu 3a Ethernet nopt (onTnyeH kaben), pesepsa

1000 10X10GE Apantepwu 3a Ethernet nopt



HaumHn 3a HaarpaxaaHe

Pytepute cepus Cisco ASR 1000 ca BKIO4YeHM B cTaHfapTHata nporpama Ha Cisco 3a murpaumsi Ha TEXHOMOTUW.
BwkTe Ha httPs://www.ciscofcom/go/trnp v ce cBbpyXkeTe ¢ MecTHUs npepctaButen Ha Ha Cisco 3a nogpo6HoCcTU
OTHOCHO nporpamarta.

Cisco ycnyru.

Cisco ycnyrute Kapat Mpexkute, NpuUIoXKeHUsTa 1 xopata, KOWUTO M U3non3saTt, paboTaTt no-4o6pe 3aefHo.

Cisco u Hawwute cepTMdULMPaAHN NApPTHLOPM MoOraT fa MoOMOrHaT 3a YCMeLHOTO BHejpsiBaHE BbB BalleTo
npeanpuatme Ha WAN ek C LUMPOKO NopTdonno OT ycnyrv, 6asvpaHy Ha [oKasaHu MeTogosorun. Moxem ga Bu
MOMOTHEM [a YCTaHOBUTE CUrypHa, yctoiumBa WAN apxuTekTypa M yCnewHo ga WHTerpuparte TexXHonoruuTte 3a
curypHocT u Cisco yHU(UUMpaHN KOMyHUKALWM C YeCTOTHA NleHTa 3a NOAAPBXKKA Ha BUAeO, Konabopauusi, peLueHust
3a 6paHLLO0BKU OMCK 1 pacTeXx B CbOTBETCTBME C BalUMTe GU3HEC Lefn.

MoaxoabT 3a XXU3HEeH LMKbA Ha Cisco 3a ycnyrnm onpegenss Heobxognmmte AerHOCTU BbB BCsKa ha3a OT XKM3HEHUs
UMKbA,HA peLleHneTo. Ycayrnte no naaHnpaHe v NpPoeKkTMpaHe ycKopsiBaT MpMeMaHeTo Ha pelleHune. Cnevenunata
Harpagn TexHM4Yecka NoAapbXKa yBennmuyaBa onepaTtMBHata eqeKTMBHOCT. Ycnyrute 3a ontumusauus nogobpsisat
NpPoOu3BOAMTENHOCTTA, YCTOMUMBOCTTA, CTAaBUNHOCTTA W NPeABMAMMOCTTa U MOAFOTBAT Ballata Mpexa WU ekunu 3a
npomsiHa. 3a noeevye MHopMauuns, mons nocertete https.7/www.cisco.com/ao/services.

Cisco Kanutan

FbBKaBW pelleHns 3a nnauiaHe, KOUTO Lie NMOMOrHaT ja NnocTUrHeTe BaluTe uenu

Cisco Kanutan ynecHsiBa mnony4yaBaHeTO Ha MNpaBunHata TEXHOMOrMsi 3a MOCTUraHe Ha BaluuTe Uenu, AaBa
Bb3MOXXHOCT 3a TpaHcopmauusi Ha 6uM3Heca M BM Momara fja OCTaHeTe KOHKYypeHTOCNoco6HW. Moxem fa BU
NMOMOFHEM [la HamaauTe o6l MTe Pasxoan 3a COOGCTBEHOCT, Aa 3anasute Kanutana v aa yckopute pactexka. B noseue
oT 100 gbp>KaBW HalUTe IbBKABU pasmnjallatenHy pelleHus mMoraTt ga BuM MOMOrHaT ga npugobuete xapgyep,
coTyep, ycnyru v jonbaBalo 060pyABaHe Ha TPETWU CTpaHW C 1eCHU W NpeaBuAMMU nnaladusi. Hayyete noseue.

3a noseye MHGOpmaLKs

3a noBeve MHopmaymss OoTHocHo cepusAta Cisco ASR 1000 nocetete https://www.cisco.com/qo/asrl000 mnnn ce
CBbp)XeTe ¢ MecTHusA npegctaButen Ha Cisco. 3a MHpopmaumss OTHOCHO naketute OT cepusita Cisco ASR 1000,
BmkTe Cisco ASR 1000 Ordering Guide.

FnaBeH othuc B AMepuka [naBeH ohuc B A3na-Tuxm okeaH nasex ohuc B EBpona
Cisco Systems, Inc. Cisco Systems (USA) Pte. Ltd. Cisco Systems International BV Amsterdam,
San Jose, CA Singapore The Netherlands

Cisco nma Hag 200 ochuca no ceeta. Homepata Ha TeneoHuTe n hakcoBeTe ca u3nucaHun B calita Ha Cisco httos://www.dsco.com/go/offices.

Cisco n noroto Ha Cisco ca TbproBCKW MapKu WX perucTpyupaHn TbproBcku Mapku Ha Cisco u/wmm HeitHute dunnanm B CALL n apyru cTpaHu. 3a ga
pasrnegarte cnucbka C TbproBckuTe Mapkm Ha Cisco mgete Ha https://www.dsco.com/qo/trademarks. CnomMmeHaTuTe TbproBCKU MapKu Ha TpeTu CTpaHu
ca nputeXkaHuwe Ha CbOTBETHMTE™> cobCcTBeHUUN. M3noa3BaHe"H” gymarta napTHbOP He o3HayaBa MapTHLOPCTBO Meofy Cisco u KoAaTo v fja e gpyra
KomMnaHus. (1110R) s s '"NE?

MognucaunaT OrHaH NeTkoB Knpuno”dcrrt xe”Bam a$$HASTTa Ha M3BBPLW EHNA OT MEH NPEBOA OT aHrANACKM Ha 6bNrapcku
€3WK Ha NPUNOXEeHUs [JOKYMEeHT - “Wmé&pu arpe*upaw”™ycnyru Cepus Cisco ASR 1000" MpeBoabT ce cbcuon-an’ 27
(nBajeceT u cefem) CTpPaHULN. /8 i% N —
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Product overview

Cisco” ASR 1000 Series Aggregation Services Routers provide a Software Defined WAN platform that
aggregates multiple WAN connections and network services including encryption and traffic management,
and forward them across WAN connections at line speeds from 2.5 to 200 Gbps. The routers contain both
hardware and software redundancy in an industry-leading high-availability design.

The latest additions to the Cisco ASR 1000 Series are the Cisco ASR 1002-HX Router and the Cisco ASR
1001-HX Router. Both new routers support up to 100 Gbps in a 2-Rack-Unit (2RU) and 60 Gbps ina 1-
Rack-Unit (1RU) form factor, respectively. The ASR 1002-HX has 8 built-in 10 Gigabit Ethernet (GE) ports
and 8 1 GE ports, with the Ethernet Port Adapter (EPA) slot for expansion. The ASR 1001-HX has 4 built-in
10 GE ports, 8 1 GE ports, and 4 configurable 10 GE or 1 GE ports. The Cisco ASR 1000 Series Route
Processor 3 is the newest addition to the modular control plane engines in the Cisco ASR 1000 Series. The
Route Processor 3 adds more options for higher performance, memory, and storage to the ASR 1000
Series.

The Cisco ASR 1000 Series supports Cisco I0S® XE Software, a modular operating system with modular
packaging, feature velocity, and powerful resiliency. The Cisco ASR 1000 Series Embedded Services
Processors (ESPs), which are based on Cisco Flow Processor technology, accelerate many advanced
features such as crypto-based access security; Network Address Translation (NAT), thread defense with
Cisco Zone-Based Firewall (ZBFW), Deep Packet Inspection (DPI), Cisco Unified Border Element (CUBE),
and a diverse set of Data-Center-Interconnect (DCI) features. These services are implemented in Cisco
10S XE Software without the need for additional hardware support.

Cisco ASR 1000 Series routers sit at the edge of your enterprise data center or large office connecting to
the WAN, as well as in service provider Points Of Presence (POPs). The Cisco ASR 1000 Series will benefit
the following types of customers:

Enterprises experiencing explosive network traffic as mobility, cloud networking, and video and
collaboration usage increase: Cisco ASRs consolidate these various traffic streams and apply traffic
management and redundancy properties to them to maintain consistent performance among
enterprise sites and cloud locations.

Network service providers needing to deliver high-performance services, such as DC! and branch-
office server aggregation, to business customers: Service providers can also use the multiservice
routers to deploy hosted and managed services to business and multimedia services to residential
customers.

Existing Cisco 7200 Series Router (end-of-sale) customers looking for simpie migration to a new
multiservice platform that delivers greater performance with the same design.



Features and benefits

The Cisco ASR 1000 Series Routers carry a modular yet integrated design, so network operators can
increase their network capacity and services without a hardware upgrade. With flexibility in the number of
connections, speed maximums, and price, you don’'t have to under- or overprovision for any network
location.

Alternatively, you also have the option to buy “-X” and “-HX” models, so you can increase throughput by
simply purchasing upgrade licenses as you grow to increase your network speed dynamically.

Cisco Software-Defined WAN

Cisco SD-WAN capability can be enabled on the Cisco ASR 1000 series platforms with IOS-XE. Cisco SD-
WAN offers an entirely new way to manage and operate your WAN infrastructure. Cisco SD-WAN is a
cloud delivered architecture that offers secure, flexible and rich services with the following key benefits:

+ Betteruser experience: The ability to deploy applications in minutes, on any platform, with a
consistent user experience. Deliver predictable performance for applications residing in the data
center or in the cloud.

« Greater agility: Faster, easier deployment and operation of your WAN, and get faster performance
using less bandwidth. Add new revenue generating services in minutes not months.

« Advanced threat protection: Securely connect your users to applications in minutes and protect
your data from the WAN edge to the cloud. Secure segmentation for critical assets and multi-layer,
robust security that encrypts all data.

SD-WAN Integrated Security

In order to efficiently connect to multiple cloud infrastructures many enterprise customers want to build an
SD-WAN infrastructure that uses Direct Internet Access (DIA). This can save costs and reduce complexity
by reducing WAN traffic backhauled to your data centers; however connecting branches directly to the
internet without the right security controls exposes your network to threats and vulnerabilities.

With Cisco SD-WAN and the ASR 1000 series platforms, you have integrated security built-right-in for
branch DIA security with these integrated security capabilities:

» Application aware enterprise firewall
* DNS layer enforcement (Umbrella)

And with Cisco SD-WAN security integration you will reduce complexity by having a single management
interface (vManage) for both the network and security.

For more info on Cisco SD-WAN and vManage see: httos://www.cisco.com/ao/sd-wan.


http://www.cisco.com/ao/sd-wan

Unified access security and multi-factor authentication

Zero trust security model, allows secure connections to all applications (whether on premises or in the
cloud) based on the trust worthiness of users and devices.

Table 1 summarizes the features and benefits of the Cisco ASR 1000 Series Routers.

Table 1.
Feature
High availability

Redundant hardware components and
power supplies

Stateful intrachassis redundancy

In-Service Software Upgrade (ISSU)
support

Cisco I0S XE Software Sub-package
Mode

| Scalable c$pao% and throughput

Cisco Flow Processor-based platform
Hardware acceleration

u
Control- and forwarding-plane
separation

Investment protection

Software modularity

Pay-as-you-grow licensing with
models

Cisco Shared Port Adapters (SPAS)

Cisco Network interface Modules (NIMs)

Features and benefits of Cisco ASR 1000 Series Routers
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* These components provide system and business”continuity.

* The ASR 1006. ASR 1006-X. ASR 1G09-X, and ASR 1013 have redundant route
processors and ESPs.

* The ASR 1001-X, ASR 1002-X, ASR 1001 -HX. ASR 1002-HX, and ASR1004 have
redundant instances of Cisco 10S XE Software.

* Redundant hardware combined with modular software contains faults to prevent
system wide failure.

¢ Redundancy across routers is enabled by pairing routers that act as backup for each i
other. The routers offer 99.999-percent (“five-nines”) availability for consistent,, high ]
performsnee user application experiences.

* You don’t need to schedule downtime windows; changes are made while the system
keeps on working, with nonstop routing availability.

* You can upgrade individual software components in less time.

* Advanced services can operate at high speeds without the need for additional
hardware or blades.

= Features such as Quality of Service (QoS), cryptography, and Access Control Lists 1
(ACLs) are processed in hardware. 1

* You can scale control and data planes independently of each other.

* You can mix and match the services that best meet your business needs: you won't |
“waste” investments on capabilities you don’t need.

* Wien you need greater throughput, you simply activate it with a change in software O
license, rather than having to expend capital for additional hardware. r*y

<« You can reuse your investment in network 1/0 across platforms.

* You can reuse your investment in network I/0 across platforms.



Product portfolio »

The Cisco ASR 1000 Series contains 8 models with varying types of I/0 connectivity and slots and different
maximum throughput rates (Figure 1). All models use the innovative and powerful Cisco Flow Processor
and support the same feature set based on the Cisco 10S XE Operating System. All this commonality
simplifies management and operations.

« Cisco ASR 1001 -X Router (Figure 2)

« Cisco ASR 1002-X Router

< Cisco ASR 1001 -FIX Router (Figure 3)

« Cisco ASR 1002-HX Router (Figure 4)
Cisco ASR 1004 Router

= Cisco ASR 1006 Router

= Cisco ASR 1006-X Router

< Cisco ASR 1009-X Router

e Cisco ASR 1013 Router

Figure 1.
Cisco ASR 1000 Series Aggregation Services Routers

Figure 2.
Cisco ASR 1001 -X Router

Figure 3.



Figure 4.
Cisco ASR 1002-HX Router

Software licensing

Software subscription through Cisco DNA Licensing

The ASR 1000 series supports software based subscription using Cisco DNA based licensing. Two Cisco
DNA based software subscription licenses are available for the WAN portfolio: Cisco DNA Advantage and
Cisco DNA Premier allowing customers to have a single unified solution that spans across the ASR 1000
series routers and its ISR 1000 and ISR 4000 counterparts.

The license tiers are structured to support the growth in business needs enabling the customer to move
from basic functionality at branch to full-functionality with the Cisco DNA Advantage and expanding that to
include WAN Optimization and Analytics on the Cisco DNA Premier. This provides complete flexibility to
move the same license across end-points based on growing network and security requirements, growth in
bandwidth based on user and application growth at the sites as also the ability to change the management
of the platform from on-prem to cloud or vice-versa.

Cisco DNA Licenses are supported for ASR 1000 platforms using the Cisco DNA Center, the controller and
analytics platform at the heart of Cisco’s intent-based network. For more information on the Cisco DNA
Center and supported platforms, please refer to httDs://www.cisco.com/c/en/us/products/cloud-svstems-
management/dna-center/index.himl.

Cisco ONE Software

Cisco ONE™ Software offers a valuable and flexible way to buy software for the WAN, access, and data
center domains. At each stage in the product lifecycle, Cisco ONE Software helps make buying, managing,
and upgrading yournetwork and infrastructure software easier. Cisco ONE Software provides:

» Flexible licensing models to smoothly distribute customers’ software spending over time
» Investment protection for software purchases through software services-enabled license portability

= Access to updates, upgrades, and new technology from Cisco through Cisco* Software Support
Services (SWSS)

Cisco ONE for WAN gives organizations broad capabilities for branch offices and the enterprise edge.’
Cisco ONE Foundation for WAN connects and secures your branch office while optimizing for cost. Cisco
ONE WAN Collaboration integrates voice and video into your branch office and network edge.

Software feature licenses are required to activate services on Cisco ASR 1000 Series Routers. Currently,
two types gf feature licenses are available. Certain services require only a Right-To-Use (RTU) license,

rT
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For Cisco ASR 1000 Routers, one of the following five packages is required:
Cisco ASR 1000 |6S XE UNIVERSAL - NO PAYLOAD ENCRYPTION
Cisco ASR 1000 10S XE UNIVERSAL
« Cisco ASR 1000 I0S XE UNIVERSAL WITHOUT Lawful Intercept
Cisco ASR 1000 10S XE UNIVERSAL - NO PAYLOAD ENCRYPTION WITHOUT Lawful Intercept

To enable a set of required features, one of the following three technology packages is required:
* Cisco ASR 1000 IP Base License
- Cisco ASR 1000 Advanced IP Services License

« Cisco ASR 1000 Advanced Services License

Cisco ASR 1000 Series use cases
Tables 2 and 3 describe enterprise and service provider application examples, respectively
Table 2. Cisco ASR 1000 Series Enterprise Applications

Deployment scenario Description System characteristics

WAN edge: Guarantee high- * Applies Modular QoS CI! (MQC) policies on VLANs  * Implements flexible hierarchies

priority applications by creating a or tunnels * Supports 464,000 queues
virtual “glass ceiling” for lower- * Limits an arbitrary collection of low-priority traffic .
priority applications. Improve user to a certain bandwidth Allows all queues to have a
. minimum, maximum, and excess
experiences. * Classifies based on Differentiated Services Code bandwidth with priority propagation

Point (DSCP), Network-Based Application
Recognition (NBAR), and Cisco 10S Cisco 10S FPM
(FPM) into numerous hierarchies, one for high
priority and one for low priority

Muitiservice, scalable, and secure * Reduces Capital Expenditures (CapEx) and * Supports thousands of sites
headend; Operating Expenses (OpEx) by migrating and
consolidating to fewer Cisco ASR 1000 Series * Supports 8,000 IPsec tunnels
IP Security (IPsec) VPN Routers * Offers up to 78-Gbps encryption
aggregation scales to meet the * Protects investment through easy transition to perform?nce arr:_d L;E to Zr?O-prs
new bandwidth demands of much higher encryption support, offering noncryp o_g;ar;] ICC' rougsgulooo
service provider IP VPNs, encryption support of up to 78 Gbps with the 200- Z”p_portz‘gg(;t) e E'SCS o
Gbps Cisco ASR 1000 Series ESP (ASR 1000- eries 209-5bps tmoedae
ESP200) Services Processor (ASR1000-

ESP200) engine

* Offers easier management through embedded
security services in the Cisco Flow Processor, with
no additional service modules or blades required

* Optimized for QoS and IP Multicast applications



eployment scenario

Embedded high-speed firewall:

With the Zone-Based Policy
Firewall, the Cisco ASR 1000
Series acts as an implicit and
complete barrier between any
interfaces not members of the
same zone. An explicit zone-pair
policy must be specified (using
Cisco Policy Language; that is,
MQC) in each direction between
each zone pair. The policy
establishes within the router the
kind of stateful inspection (Layer
4, Layer 7, or application) and
session parameters to apply to
each zone pairing.

Example: An explicit policy
allowing HTTP and Domain Name
System (DNS) to traverse the
Internet-demilitarized zone (DMZ)
zone boundary would be required.

Managed CPE: This
implementation of branch-office
architecture offers powerful
investment protection with
services and scale*

Table 3.

Deployment scenario

Broadband L2TP Access Concentrator
(LAC) or L2TP Network Server (LNS):

The solution offers Layer 2 Tunneling
Protocol (L2TP) endpoint-to-tunnel
Point-to-Point Protocol (PPPoX) or IP
sessionsjn/ith bandwidth demands in
the STM-1 ATM, Fast Ethernet, Gigabit

Ethernet, and 10 Gigabit Ethernet
range. n

|Description

* The firewall is embedded in the Cisco Flow
Processor: no additional service blades or modules
are required

* Multiple gigabits of bandwidth are routed while at
the same time the router performs Zone-Based
Policy Firewall and other baseline features such as
QoS, IPv4, IPv6, NetFlow. and others

* The Cisco ASR 1000 Series provides logging of all
firewall session states off to network management
applications capable of accepting relatively huge
amounts of flow data. Third-party applications can
handle the session data

= Managed Customer Premises Equipment (CPE)
helps branch offices route correctly over various
types of Ethernet to comply with Service-level
Agreements (SIAs)

* This application encrypts multipie gigabits of
bandwidth without any additional service blades or
modules

< Managed CPE optimizes the WAN to route around
brownouts in the service provider network to
further guarantee mission-critical applications

* This application offers .small form factors (V Rack
Unit [1RUjj for the Cisco ASR 1001 -X and ASR
1001 -HX and 2RUs for the Cisco ASR 1002-HX
and ASR 1002-X Routers)

* Note: ISSU is not supported on Cisco ASR 1001-X,
ASR 1001 -HX, ASR 1002-HX, ASR 1002-X, or
ASR 1004. Managed CPE offers accessibility even
when the Cisco I0S Software is down

Cisco ASR 1000 Series service provider applications

Description

= The application is ideal for triple-
play (data, voice, and video)
wholesale deployments

- It offers Integral service delivery

< Per-user firewall, Session Border
Controller (SBC), etc. are
supported

2020 Cisco and/or its affiliates. AH riaMs reserved?'

System characteristics

< Provides firewall performance of 2.5
to 200 Gbps, depending on the ESP
used

* Offers high-speed logging of
40.000 sessions per second with
NetFlow Version 9

* Offers first-in-Industry software V*
redundancy support, without any  ‘j
additional hardware module, m *1
Cisco ASR 1001-X, ASR WO1-HX, !
ASR 1002-HX, ASR 1002-X, and ’
ASR 1004; hardware redundancy
and 1SSU are supported on the )
CISCO ASR 1006 and ASR 1013

« Offers powerful firewall ami NAT
performance of 2.5 to 200 Gbps and ;
1.8- to 78-Gbps encryption support 1
in addition to WAN optimization and j
voice features

System characteristics

=Provides very high scalability of'Up to 64,000
subscribers and up to 16.000 tunnels



Deployment scenario

Service provider edge: Layer 3 VPN
(L3VPN) provider edge:

Example: You can deploy the solution
at the distributed provideredge or
provider edge in global VPN networks
for bandwidth demands such as
asymmetric D $t (ADSL), T1/EL, STM-1,
STM-4, Fast Ethernet, Gigabit Ethernet,
etc.

Service provider edge: High-end route
reflector:

You can use the solution as a route
reflector for bandwidth support of 40
Gbps.

:Next-generation voice and multimedia
example: Cisco Unified Border Element
Enterprise Edition (ENT Edition):

The SBC application (named Cisco
;Unified Border Element (ENT Edition])
performs the voice and video gateway
functions simultaneously with regular
IP data services. No appliance or
additional service blade is required.
The control protocols and media
:protocols work transparently within a
scomplex voice architecture* For more
information, refer to the CUBE data
sheet at
https://www.cisco.com/ao/cube.

Product specifications

*Description

m The application provides integral
services in the Cisco Flow
Processor

+ Itprovides encryption, FPM,
NBAR< SBC, IP Multicast, etc

The application provides high
scalability

it offers a modular design of the
route processor and ESP with
hardware and software
redundancy

* Secure and authenticated
Session Initiation Protocol (SIP)
trunk connections enable service
providers to offer real-time voice
and video services

* The WAN edge is simpler to
manage because there is only
one egress and one ingress point
for access to Internet or service
provider services

* The control plane is separated
from the data-forwarding plane,
so the signaling and control
processes are separate from
media processing

*The CUBE SBC application can
be used for SIP trunk video
and/or audio services provided
by service providers or for
Internet-accessible SIP line-side
services to Cisco Unified
Communications Manager

System characteristics

Offers excellent multicast performance

=Scales to S.00Q Virtual Route forwarding (VRF)
instances, 1 million Label Distribution Protocol ;
(LDP) labels, end 4,000 Access Control Usts
(ACLs)

- Supports up to 4 million IPv4 routes

mSupports up to 4 million IPv6 routes

Scales up to 29 million IPv4 routes

Supports”"64,000 Layer 3 adjacencies

# Facilitates SBC With security, QoS, IPv4, and
IPv6 (IP Unicast and IP Multicast simultaneously);

# Supports 16.000 simultaneous voice calls and
multimedia data of up to 200 Gbps with
accounting, firewall, and call quality enabled j

# Integrated with. Inbox high-availability
Infrastructure and Dynamic Host Configuration |
Protocol (DHCP) Relay

Table 4 compares the different Cisco ASR 1000 Series Routers, and Table 5 compares the different

processor module specifications. For comparisons of Cisco ASR ESPs, refer to the ESP datasheet. For
comparisons of the ASR route processors, refer to the RP datasheet. For comparisons of the SPAs and
SPA interface processors, refer to the SPA/SIP datasheet.

r
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Table 4, Cisco ASR 1000 Series: Chassis comparison and specifications

Physical
specification
S

Note: Depth
applies to
chassis
edge-to-
edge
dimension
and does not
include
protrusions
such as card
handles,
power-supply
handles, and
cable
management
brackets.

Refer to the
applicable
hardware
installation
guide for
additional
details.

C
A
1001-X

Height:
1.71 in.
(43.43
mm)

Width:

17.3 in.
(439.42
mm)

Depth:
18.17 in.
(461.5
mm)

Weight:

. 251b
(11.35
kg) fully
loaded

Note: The
Cisco
ASR
1001-X
Router
has the
route
processor
. ESP, and
SIP
integrated

Cisco Cisco ASR

ASR 1001 ~HX
1002-X
Height: Height:
3.5 in. 1.71 in.
(88.9 (43.43 mm)
mm)
Width: 17.3
Width: in. (439.42
17.2 in. mm)
(437.4
mm) Depth:
18.38 in.
Depth: (466.85

18.15 in. mm)
(461.0 .
mm) Weight:
*231b

Weight: (10.44

.38.25 Ib kg) with
17.36 dual AC

power

(with supplies

dual AC * 225 |b
power (10.21

supply kg) with
and dual DC

SPA
blank
covers)

=39.05 Ib
(17.72
kg)
(with
dual DC
power
supply
and
blank
covers)

power

< No
SPAs
include

Note: The
Cisco
ASR
1002-X
has the
route
processor
, ESP, and
SIP
integrated

supplies

Cisco
ASR
1002-HX

Height:
3.5 in.
(88.9
mm)

Width:
17.3 in.
(439.4
mm)

Depth:
19.25 in.
(489.0
mm)

Weight:

»34 Ib
(15.45
kg)

(with
dual AC
power
supplies
)

»34 Ib
(15,45
kg)

(with
dual DC
power
supplies

)

Cisco ASR Cisco
1004 ASR 1006

Height: 7 1Height:
in. 110,5 in.
(177.8 mm :(266.7
;mm)
Width: Width:
17.2 in. 17.2 in.
(437.4 (437.4
mm) mm)
Depth: Depth:
18.15 in. 18.15 in.
(461.0 (461.0
mm) mm)
Weight: Weight:
*68,7 Ib >98.70 Ib
(31.16 (44.77
kg) (with kg) (with
dual AC dual AC
power power
supply, supply,
SPA SPA,
blank route
covers. process
Cisco or, two
ASR Cisco
1000 ASR
Series 1000
10-Gbps Series
ESP 10-
ASR 100 Gbps
b‘ ESPs
ESP10] &)S_R 10
or ASR
1000 ESP10]
Series or ASR
40-Gbps 1000
ESP Series
[ASR 100 40-
0-ESP- Gbps
40], ESPs
Cisco [ASR 10
ASR 00-
1000 ESP-40]
Series or
Route ASR100
Processo 0 Series

r1[RP1] 100.
[ASR 100 Gbps

0-RP1], ESPs
two [ASR10
Cisco 00-
ASR ESP100]
1000 , two
Series Cisco
10-Gbps ASR
SIPs 1000
[ASR 100 Series
0-SIP10] RP1s
or [ASR10
ASR 100 00-

0 Series RP1],

40-Gbps three
SIPs Cisco

Cisco Cisco
ASR ASR
1006-X 1009-X
Height: * Height:
i 15.72 in.

10,47 in.
(265.9 (399.3
m m). mm)

* Width:
Width: 17.2 in.
17.2 in. (437.4
£437.4 mm)
mm) * Depth:

_ 18.15 in.
Depth: _ (461.0
18.15 in. mm)
(461.0 .
mm) * Weight:

. *50 Ib
Weight: empty
»36.5 Ib . 154 Ib
empty (7(_) kg)
*1121b (with
(50.91 three
kg) (with ~ fan
two fan modules
modules Afcour
. three
AC power
power supplies
supplies » two
. three Eower
ay
Eg;//ver blanks,
blanks, B’;’;)CO
EV;’SOCO ASR100
ASR 100 0 Series
0 Series 100
100. Gbps
Gbps ESPs
ESPs [ASR 10
00-
&?R 10 ESP100]
ESP100] g:stc"‘g’
o two ASR100
ASR100 0 Series
0 Series 100.
Gbps
ESPs’
ggg: [ASR 10
00.
&)S_R 10 ESP100
ESP100 tm or
-X] or X
two Cisco
Cisco ASR100
ASR 100 0 Series
0 Series 200.
200. Gbps
Gbps ESPs
ESPs [ASR 10
[ASR 10 00.
00. ESP200]
ESP200 g;;g)"
C)gc(t)wo ASR100.

Cisco
ASR1013

> Height:
22.8 in.
(579.1
mm)

>Width:
17.2 in.

%.4

» Depth:
18.15 in.
(461.0
mm)

>Weight:

» 184.0 b
(83.46
kg) (with
redunda
nt AC
power
supply,
SPA,
route
process
or. SIP
blank
covers,
two
Cisco
ASR
1000
Series
40-
Gbps
ESPs
[ASR 10

ASR100
0 Series
100-
Gbps
ESPs
[ASR10
00-
ESP100]
or
ASR100
0 Series
100-
Gbps
ESPs

&)S-R 10

ESP100

ey

0 Series
200.
Gbps «
ESPs
[ASR10



Model 1Cisco
tASR
1001-X

>

Default 8-GB

memory DRAM
shared
across
route
processor
, ESP, and
SIP

¥

Number of integrated

SIPs or in chassis

Ethernet line

cards

supported

Shared port 1 single-

adapters height
SPA slot

Ethernet port nN/A
adapters

Cisco ASR  Integrated
I0OGOSdHes inchassis
ESP

Route Integrated
processor ~ iinthe
chassis:
1 Cisco
ASR
1001-X

Cisco
ASR
1002-X

4-GB
DRAM
shared
across
route
processor
, ESP, and
SIP

integrated
in chassis

3 SPA

slots
N/A

Integrated
in chassis

Integrated
in the
chassis:
Cisco
ASR
1002-X

1001-HX

8-GB

Cisco ASR Cisco Cisco ASR
ASR 1004 {
1002-HX

[ASR 100
0-SIP-
40], and
no SPAs)
16-GB 4-GB
DRAM DRAM RP1

DRAM
shared
across
route
processor
ESP, and
MIP

Integrated
in chassis

N/A

N/A

integrated
in chassis

Integrated
in the
chassis:
Cisco ASR
1001-HX
Series

shared

8-GB
s> DRAMRP2

processor

, ESP,

and MIP

Integrate 2

d

in chassis

N/A 8 SPA
slots

1 EPA N/A

slot

gnegrate 1 ESP slot

in chassis

Integrate 1 route-
d in the processor
chassis:  slot
Cisco

ASR

1002-HX

Cisco
ASR 1000

ASR
1000
Series
10-
Gbps
SIPs
[ASR10
00-
SIP10]
or
ASR100 i
0 Series
40-
Gbps
SIPs
[ASR10
00-SIP-
40], and
no
SPAs)

4-GB
DRAM
VPL
8-GB

RP2

12 SPA
slots

N/A

2 ESP
slots

2 route-
processor
slots

Cisco
ASR
1006-X

ASR
1000
Series
RP2s
[ASR10
00-
RP2],
two
Cisco
ASR
1000
Series
100-
Gbps
MIPS
[ASR10
00-
MIP100]
, four
EPA
blanks,
and no
EPASs)

8-GB
DRAM
RP2

8-GB
DRAM
RP3

8 SPA
slots

4 EPA
slots

2 ESP
slots

2 route-
processor
slots

Cisco
ASR
1009-X

0 Series
! 200-

|  Gbps

! ESPs

1 [ASR10
00-
ESP200
-X], two
Cisco
ASR
1000
Series
RP2s
[ASR 10
00-
RP2],
three
Cisco
ASR
1000
Series
100-
Gbps
MIPS
[ASR 10
00-
MIP100]
, six EPA
blanks,
and no
EPASs)

8-GB
DRAM
RP2

8-GB
DRAM
RP3

12 SPA
slots

6 EPA
slots

2 ESP
slots

2 route-
processor
slots

vV

Cisco
ASR 1013

, two
Cisco
ASR
1000
Series
RP2s
[ASR 10
00-
RP2]. six
Cisco
ASR
1000
Series
40-
Gbps
SIPs
[ASR 10
00-
SIP40],
and no
SPAS)

8-GB
DRAM
RP2

8-GB
DRAM
RP3

24 SPA
slots S

12 EPA
slots

2 ESP
slots

2 route-
processor”
slots
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Model

Redundancy

Built-in
Gigabit
Ethernet
ports

;Built-in 10
Gigabit
Ethernet port

Network
interface
module

Cisco
ASR
1001-X

Series
Route
Processor
with Quad
Core
Processor

Software:
Yes

Yes: 6
Gigabit
Ethernet
Small
Form-
Factor
Pluggable
(SFP
ports

Yes: Two
10
Gigabit
Ethernet
Small
Form-
Factor
Pius
Pluggable
(SFP+)
ports

Note:
Built-in
1G-GB
ports
cannot be
reduced
to 1-GB
speed”

Yes

Cisco
ASR
1002-X

Series
Route

Processor
with Quad

Core

Processor

Software:
Yes

Yes: 6
Gigabit
Ethernet
SFP ports

No

Cisco ASR
1001-HX

Route
Processor

Software:
Yes

Yes: 8
Gigabit
Ethemet
SFP ports,
plus
optional 4
configurabl

e
1GE/10GE
ports

Yes, Four
10 Gigabit
rEthernet
Small
Form-
Factor Plus
Pluggable
(3FP*)
ports, plus
optional 4
configurabl

e
1GE/10GE
ports

No

Cisco Cisco ASR Cisco Cisco
ASR 1004 ASR 1006 ASR
1002-HX 1026.x
Series

Route

Processor

Software: Software:
Yes Yes Yes Yes

Yes: 8 0 0 0
Gigabit o
Ethernet

SFP ports

Yes: Eight No No No
10
Gigabit
Ethernet
Small
Foim-
Factor
Plus
Pluggable
(3FP*)
ports

Note:
Bu$t-in
10-GB
ports
cannot be
reduced
to 1-GB
speed

Yes No No No

Cisco
ASR
1009-X

0

No

No

Cisco
ASR 1013

Hardware: Hardware: Hardware: Hardware:
Yes

Yes

[0

No 1

No



Table 5,
Cisco Cisco ASR Cisco
ASR 1000 1001-X ASR
Series 1002-X
ESP Cisco ASR Cisco
support 1000 ASR
Series 2.5- 1002-X
Gbps ESP ESP with
(default) 5-Gbps
(default)
Upgradabl
e through a Upgradab
software- le through
activated software -
feature activated
license to feature
5. 10, or :license to
20 Gbps ;10, 20, or
136 Gbps
ESP 251020 5 to 36
bandwidt Gbps Gbps
h
ESP Share the  Share the
memory same same
control control
memory on memory
"-Cpute. on route
ocessor
-ZV
T its pffifer- T rights m

K

Cisco ASR
1001-HX

integrated
ESP up to
60 Gbps
throughput

60 Gbps

Share the
same
control
memory on
route
processor

Cisco ASR
10Q2-HX

Cisco ASR
1000 Series
100-Gbps
ESP
(ASR1000-
ESP100)
equivalent

100 Gbps

Share the
same
control
memory on
route
processor

Cisco ASR'I 000 Series processor module comparison and specifications

- Cisco ASR Cisco Cisco ASR

= 1006 ASR 1009-X
1006-X

Cisco 1Cisco ASR ;Cisco Cisco ASR

ASR N ooo 1ASR 1000

1000 1Series 10- [1000 Series 40-

Series 1Gbps ESP :Series Gbps ESP

10- ;(ASR1000- 140-Gbps (ASR1000-

Gbps [ESP 10), [ESP ESP40),

ESP ;noncrypto  !(ASR100 Cisco ASR

(ASR 10 !Cisco ASR :0- [1000

00- [1000 = ;ESP40), jSeries

ESP10), jSeries 10- iCisco 100-Gbps

noncrypt 1Gbps ESP  =ASR ESP

o Cisco (ASR1000- ;looo (ASR1000-

ASR iespio-n), iSeries ESP100),

1000 Cisco ASR 1100- :Cisco ASR

Series  j1000 Gbps 1000

10- iSeries 20- [ESP [Series

Gbps ;Gbps ESP (ASR100 ;100-Gbps

ESP i(ASR1000- O- 1ESP

(ASR10 jESP20), :ESP 100), m(ASR1000-

00- 1Cisco ASR ICisco ESP100-X),

EspPro- W 000 [ASR land Cisco

N), 1Series 40- 11000 ASR 1000

Cisco 1Gbps ESP  jSeries Series

ASR :(ASR1000- J100- 200-Gbps

1000 IESP40), Gbps ESP

Series ;and Cisco ESP ;(ASR1000-

20- [ASR 1000 |(ASR100 .ESP200)

Gbps Series 0- land cisco

ESP :100-Gbps ESP100- .ASR 1000

(ASR 10 [ESP X) and Series

00- I(ASR1000- ASR 200-Gbps

EsP2Q), IESP100) 1000 ESP

and Series (ASR1000-

Cisco 200- ESP200-X)

ASR Gbps

1000 ESP

Series (ASR100

40- 0-

Gbps ESP200-

ESP ) X)

(ASR10 |

00- .

Esp40) |

10 to 40 tOt© 100 40 to 100 40to 200

Gbps Gbps Gbps Gbps

Cisco Cisco ASR ICisco Cisco ASR

ASR 1000 iASR 1000

1000 Series 10- [1000 Series 40-

Series Gbps ESP Series Gbps ESP

10- (ASR1000- :40-Gbps (ASR1000-

Gbps ESP Q) and 1lESP ESP40): 8-

ESP ASR 1000 :(ASR100 GB DRAM

(ASR10 Series 10- i0- .

00- Gbps ESP  iESP40):  Cisco ASR -

Espi0) (ASR1000-j S-GB 1000

Cisco
ASR 1013

ICisco
'ASR 1000
jSeries
140-Gbps
[ESP
I1(ASR1000
j-ESP40),
1Cisco AS
jR 1000
;Series
il00-Gbps
iESP
I1(ASR 1000
j-ESP 100),
:Cisco AS
R 1000
}Series
1100-Gbps
[ESP
I1(ASR1000
j-ESP100-
;X),and
ICisco
ASR 1000
Series
200-Ghbps
ESP
.(ASR1000
j-ESP200)

40 to 200
Gbps ,

Cisco
ASR 1000
Series
40-Gbps
ESP
(ASR1000
-ESP40):
8-GB

DF



Cisco Cio ASR

ASR1000 1001 -x

Series

StPs and  integrated

Ethernet inchassis;

line cants not
upgradable

Cisco
ASR
H02-X

integrate
din"
chassis:

not

upgradabi
e

Cisco ASR  Cisco ASR
1001-HX 1002-HX

Integrated in  integrated

chassis; not  in chassis:
upgradable not
upgradable

and ASR
1000
Series
Gbps
ESP
(ASR10
00.
ESP10):
2-GB

default;
2-GB
DRAM
maximu
m

Cisco
ASR
1000
Series
20.
Gbps
ESP
(ASR 10
00.
ESP20):
4-GB
DRAM
default;
4-GB
DRAM
maximu
m

S%PSCO

100p
Series
Chy
ps
SiP
Carrier

ar
(ASRTO
SlPTO)
Cisco
ASR

1000
Series
40-

Gbps
Sl

Cisco ASR Cisco

Cisco ASR cisco

1006 ASR 1009-X ASR 1013
1006-X
ESP10): DRAM Series ICisco
2-GB ) 1100-Gbps [ASR 1000
DRAM ilsslgo IESP |Series
default; I(ASR1000- 1100-Gbps
2-GB 1000 IESP100):  ESP
DRAM Series  116.G8B I(ASR1000
maximum 100- DRAM -ESP100):
Gbps 16-GB
ICisco ASR ESP iCisco ASR
;1000 (asr100 | 1000 PRAM
:Series 20- 0- iSeries Cisco
IGbps ESP i,ESP100): 1200-Gbps ASR 1000
(ASR1000- 16-GB IESP Series
IESP20): DRAM ;(ASR1000- 200-Gbps
14-GB ) IESP200):  |ESP
DRAM i?;o 132-GB 1(ASR 1000
default; iDRAM 1-.ESP200):
4.GB ﬂx@ ) i32-GB
DRAM Series ;Cisco ASR DRAM
maximum a
:Gbps iSeries Cisco
Cisco ASR IESP ml00-Gbps ASR 1000
1000 !6ASR100 ESP Series
Series 40- U~ :(ASR1000- 100-Gbps
Gbps ESP IESP100- ESP100-X): ESP
(ASR1000- :X): 32- :32-GB (ASR1 000
ESP40): IGB jDRAM -ESP100-
8-GB IDRAM . 1X): 32-GB
DRAM _ -Cisco ASR ippam
;Cisco ;1000
Cisco ASR !ASR =Series
1000 1000 1200-Gbps
Series !Series ESP
100-Gbps 1200- (ASR1000-
ESP :Gbps ESP200-X): .
&ASRlOOO— ESP 64-GB '
SP100): (ASRlOO DRAM
16-GB
DRAM ESPZOO—
. 64-
|
Supports  Supports  Supports  Supports
Clsl?:rc))oASR CIS%%O Cisco ASR  Cisco
1000 ASR 1000 ASR 1000
Series 10- 1000 Series40-  Series
GbpsSIP Series ~ 8bpsSiP  40-Gbps
Carrier  40-Gbps Carrler SIP 4
Card SIP Carrier
g]ASRlooo- Carrier gASRlOOO- Card
10), Card (ASR1000 —R
CiscoASR  (ASR100 Clsco -$fP40L
I000 . -SIP40), ASR1000  Cisco
Series 40- *Cisco Series MiP ASRII
GbpsSIP ASRIOC0 1QO0-Gbps  Series
Carrier Series  Cartier mii>loo-
Card MP 100- Card Ghps ~ Jf-
ASRI00G-  Ghbps (ASRI000- Carrier X
P4Q), and Carrier MlPI(A)SO&, Cad .1
ASR 1000 Card and AS| (ASBIMO i
Fixed (ASR100 1000 Fixed
Ethemet  0-

utf



W dsco

K ASR 1000
n Series

Embedde
d
hardware
-based
encryptio
n

(highest
throughp
ut
numbers
are for
1400B
packets)

Cisco ASR

,1001-X

Yes; Up to
8-Gbps
crypto
support
throughput

Cisco
ASR
1002-X

Yes: Up
to 4-
Gbps
crypto
support
throughp
ut

Cisco ASR
1001-HX

Yes: Up to
16-Gbps
crypto
support
throughput

served.

Cisco ASR
1002-HX

Yes: Up to
25-Gbps
crypto
support
throughput

Cisco
ASR
1004

Carner
Card
(ASR10
00-
SIP40),
and ASR
1000
Fixed
Ethernet
/Line
Cards;
two 10
©Ff +
twenty 1
GE line
cards
(ASR10
00-
2T+20X
W E);
and six
10GE
line
cards

8SR 10
0-
6TGE)

Yes; On
Cisco
ASR
1000

?jfws
Gbps
ESP
(ASR 10
00.
ESP10)
with up
to 4
Gbps
and on
Cisco
ASR
1000
Series
20.
Gbps
ESP
(ASR10
00.
ESP20)
with up
to 8-
Gbps
crypto
support
through
put

Note:
No ~
support
on

noncrypt

Cisco ASR
1000

One Card;
two TO GE
+ twenty i
GE line
cards
(ASR1000-
2T+20X1G
E); and six
10 GE line
cards
(ASR1000-
6TGE)

Yes: On
Cisco ASR
1000
Series 10-
Gbps ESP
(ASR1000-
ESP10)
with up to
4-Gbps
ciypto
support
throughput,
Cisco ASR
1000
Series 20-
Gbps ESP
(ASR1000-
ESP20)
with up to
8-Gbps
crypto
support
throughput,
Cisco ASR
1000
Series 40-
Gbps ESP
(ASR1000-
ESP40)
with up to
11-Gbps
crypto
support
throughput,

Cisco
ASR
1006-X

wprT %
and ASR
1000
Fixed
Ethernet
Line
Card; two
10 GE *
twenty 1
GE line

*cards
(ASR 100
0..
2T+20X1
GE); and
six 10 GE
line cards
(ASR100
0-6TGE)

Yes: On
Cisco
ASR
1000
Series
40-Gbps
ESP
(ASR100
0-ESP40)
with up
to 11-
Gbps
crypto
support
throughp
ut, Cisco
ASR
1000
Series
100-
Gbps
ESP
(ASR 100
10-
ESP100)
iwith up
ito 29-
iGbps
crypto
support
throughp
ut, Cisco
ASR
;1000

Cisco ASR Cisco
1009-X ASR 1013
Line Card; 1000 f?
two 10 GE Fixed ‘=
+ twenty 1 Ethernet j
GE Line Card;!
(ASR1000- two TOGin
2T+20X1G + twenty p
E) fine i GE . ; ]
cards; and (ASR1000 :
six 10 GE ;
line cards 2T+20X1
(ASR1000- GE) line ' ,
6TGE) cards;; "
and sfx 10 j
GE line
cards . i
(ASR1000 !
-6TGE)
Yes: On Yes: On
Cisco ASR  Cisco
1000 ASR 1000
Series 40- Series
Gbps ESP 40-Gbps
i(ASR1000- ESP
:ESP40) (ASR1000
lwith up to -ESP40)
:11-Gbps with up to
Icrypto 11-Gbps
;support crypto
;throughput, support
iCisco ASR  throughpu
j1000 t, Cisco
1Series ASR 1000
10 0-Gbps !Series
ESP 100-Gbps
(ASR1000- !ESP
ESP100) (ASR 1000
with up to -ESP100)
29-Ghps with up to
crypto 29-Gbps
Isupport crypto
throughput, support
;Cisco ASR Ithroughpu
1000 t, and
Series Cisco
200-Gbps !ASR 1000 j
ESP Series
(ASR1000- !200-Gbps>I
jESP200) ESP 1
Iwith upto jrsaiooo(
78-Gbpsy * _ESPTAIm i
crypto / wifMfl to i
...................... r
\V aielL



Cisco ‘Cisco ASR Cisco Cisco ASR Cisco ASR Cisco Cisco ASR Cisco Cisco ASR Cisco
ASR1000 1001~X ASR 10G1-HX 1002-HX ASR 1006 ASR 1009-X ASR 1013
Series 1002“X 1004 1006-X

oCisco andCisco Series  support 78-Gbps
ASR ASR 1000  100- throughput, crypto
1000 Series Esblgms Cisco ASR support

Series  100-Gbps 1000 throughpu

10- ESP (ASR100  Series t, Cisco

Esblgs EASRlOOO— 0- 100-Gbps  ASR 1000
SP100)  ESP100- ESP Series

(ASR1I0 withupto X)with  (ASR1000- 100-Gbps
00- [29-Gbps upto SP100-X) ESP
ESP10- !crypto 142- with g) o (ASR1000
N Isupport Gbps 142-Gbps  -ESP100-
throughput crypto  crypto X) with up

1 support  support 1o 142-
Note: NO ﬂwrpoiP%hp e pohput Gbps
support on 4t gny and Cisco  crypto

noncrypto  “Cisco  ASR 2000  support
Cisco ASR Series throughpu
1000 1000 100-Ghps  t

Series 10- Series  ESP

Ghps ESP - 1500- EASRlooo-

ASR1000- -
SP10-N) e V\,,-SﬂFq)ZL? Ot())()
8’ASR100 197-G%ps
- crypto
ESP200- support
X)with  throughput
upto
Ghps
crypto
i
I
U:OUQ p
Minimum Cisco IOS  Cisco IOS Cisco IOS  Cisco IOS  Cisco . Sameas  Cisco IOS Cisco IDS  Cisco
Cisco I0S XE XE XE Software  XE Software IOSXE forCisco  XE XE ASR 10QD
XE Software  Software Release Release Softwar ASR 1002 Software Software  Series .1/*
Software Release 3, Release 16.3.13 16.2*18 e except Release  Reiease 40-Gbps 1
n ;release  72.0 3.7.C6 Reiease Cisco ASR 3/16.0  3.16.0 es ;
2.1 1000 (A§R1000 :

i _ Note: Note: Cisco
oresdd Cisco  ASR 1000 rgg&fgs)
Aé)I%lOOO- ASR Series Cisco 10S |
SP40) 1000 100-Gbps  xg

i Series  ESP
requires Software
Cisto 105 100 AR Release
XE Ghps $dpé00' 3.1.0Sf
Software and LIsco  ASR 1000
Release 8’§SR100 égﬁeéooo %Sge% )
3135 Eop100- 200-Ghps  pop P
Note: Xyand  ESP (ASR1000 :
Cisco ASR  Cisco ASRIOGO-  -espi00)
4000 ASR SP20G-X)  reqiites
eries 1000 requires i
100-Gbps Series  CiscolDs G 08
ESP 200' XE Software 1
ASR].(DQ— Ghps Software Release 'i
SP100} Release 37.0S. -i
requires @SRlOO 172 and ASR
Cisco I0S 00
XE ESP200-

© 2020 Cisco and/or its affiliates. All rightsj



Cisco Cisco ASK iCisco
ASR 1000 1001-X SR
Series 1002-X
Rack- Yes: 19-  Yes: 19-
mounting inch ;inch
Wall- No No
mounting
External 1-GBUSB 1-GB
USB flash flash- USB
memory Mg flash-
j;uppo

support

Cisco ASR
1001-HX

Yes: 19-
inch

,No

1-GB USB
flash-

mel

SUppo

Redunda Yes:Dual Sameas Yes: Dud

nt power
supply

power
supplies by
default;
option of
either AC
or DO
power
supply

Note: A
mix of one
ACand *

one DC
power
supply is
not
supported.

ASR
1002

y? 2020 Cisco and/or its affiliates™

for Cisco  power
sg?pllesby su?aullesby

option of

either AC or en‘her AC or

power
supply

Note: A mix Note: A mix

ofone AC

and one DC and one DC

Cisco ASR
1002-HX

Yes: 19-
inch

No

1-GB USB
flash-
me

sUppo

Yes Dual

DC power
supply

ofone AC

supply is nat gupply is

supported,

supported

Cisco Cisco ASR
ASR 1006
1004
Software
Release
3.7.0S.
Yes: 19- Yes: 19-
inch inch
No NO
1-GB 1-GB USB
leﬂ?] flash-
as -
memory suppor%
support
Same as Same as

for for
CISCO A CISCO ASR
SR 1002 1002

Cisco
ASR
1006-X

X)
requires
C|sco 10S

Softvvare
Release
17.2

Yes: 19-
inch

No

1-GB
usB

flash-

memory
support

Yes: Dual
power
supplies

default
pandab
Ie toa
total of
SiX, ®
dependln

gon
configure
tion and
redundan
cy
preference

es option

-of elttier
1100W

AC or
mm dc

Note; A

Cisco ASR
1Q09-X

Yes: 19-
inch

No

1-GB USB
flash-

support

Yes DJaI

suPaulles by

-expandable
uptoa

total of six,
deperiding

on
configuratio
nan
redundancy
preference
S; option of
either
1100WAC
or 950W
DC

Note: A
mix of AC
and DC

povj

Cisco
ASR 1013

200 Gbpse
ESP
(ASR1o000 ;
-COrzuuld i
requires
Cisco i0S i

Software ]
Release
3,10.0S

Mote:
Cisoo _
ASR TOOI
Series

1

ESR '
(ASR1000
-ESPlOO-

re) uwes
Clsco IDS f
XE

Software i
Release .
172 i

Yes: 19-
jinch

No

1-GB USB
flash-

1memo
sUppo
|

ves Quad
power
supplies . ;;
(r undgn
t pairs
dggaul}ofy
on of i
gpliherAG \
orDC.
power
supplies

Note; A
mix of AC !
and DC
power
suppliesis”®
notrv A



Cisco Cisco ASR Cisco
ASR1000 1001-X *ASR
Series 1002-X
Power Worldwide Same as
input ranging AC for Cisco
input range ASR
(85 to 264 1002
VAC)
Worldwide
ranging DC
(-40 to -
72V; 48V
nominal)
* . * .
Power Maximum Maximu
DC); m (DC):
consump ¢
;tion 242W 630W
« Maximum « Maximu
(AC): m (AC);
250w 560W
*Maximum  * Maximu
(out): m (out):
250W 470W
ot
Airflow Front-to- Front-to -
back back
Operatin 32 to Same as
g 104PF for Cisco
temperat (0to40°G) ASR
ure 1001-X

(nominal)

Cisco ASft
TOObHX

Worldwide
ranging AC
input range
(85 to 264
VAC)

Worldwide
ranging DC
(-40 to -72;
-48V
nominal)

* Maximum
(DC):
360W

*Maximum
(AC):
360W

*Maximum
(out):
360W

Front-to-
back

Same as for
Cisco ASR
1001-X

Cisco ASR
1002-HX

|Worldwide
iranging AC
linput range
1(85 to 264
[vac)

|Worldwide
iranging DC

(-40 to-72;
-48V
nominal)

« Maximum
(DC):
500W

*Maximum
(AC):
50GW

HMaximum
{out):
500W

Front-to-
back

Same as for

Cisco ASR
1001-x

Cisco
asr

1004

Same as
for
Cisco
ASR
1002

+ Maxim
um
(DC):
1020
W

*Maxim
um
(AC):
960W

* Maxim
um
(out):
765W

Front-
to-back

Cisco ASR
1006

ISame as
ifor Cisco
iASR 1002

*Maximum
(DC):
170GW

* Maximum
(AC):
1600W

*Maximum
(out):
1275W

-0r

* Maximum
(DC):
21Go0wW

* Maximum
(AC-high
line):
2Q00W

« Maximum
(out):
1695W

Front-to-
back

Same as Same as

for

Cisco
ASR
1001-X

for Cisco
ASR 1001-
X

CiSCO
ASR
1006-X

mix of AC
and DC
power
supplies
is not
support©
d.

jworldwid
le ranging
;AC input
1lrange (85
to 264
jVAC)

iworldwid
le ranging
IDC

1(-40 to -
72; -48V
nominal)

= Maximu
m (DC):
4600W
* Maxima
m (AC):
4600W
*Maxima
m (out):
4030W

Front-to-
back

Same as
for Cisco
ASR
TOObX

Cisco ASR
1009-X

supplies is
not
supported.

Worldwide
ranging AC
input range
(85 to 264
VAC)

Worldwide
ranging DC

(-40 to -
72; -48V
lnominal)

*Maximum

(DC):
5200W
*Maximum
(AC);
5100W

« Maximum
(out):
4575W

yFront-to-
back

Same as
for Cisco
ASR: 1001-
X

Cisco
ASR 1013

sWorldwid
le ranging
1AC

i(180 to
1264V;
j240V; 60
or 50 Hz
nominal)

Worldwid
e ranging
DC

(-40,5 to
-72;-48V
nominal)

e®Maxima 1
m (DC):
4200W

= Maxima |
m (AC2
high
line):
4000W 4
*Maxima |
m (out): <

3390W |
J

Front-to-
back

Same as
for Cisco

ASR i
TOObX'



Cisco Cisco ASR
ASR 1000 10Q1-X
Series
term) |
Operatin 10 to 86%
9 . .
humidity
(nominal)
(relative
humidity)
Operatin 15 to 90%
9 . .
humidity
(short-
term)
Storage :-40 to
temperat 150°F
ure
(-40 to
70° C)
Storage 5to 95%
humidity
(relative
humidity)
Operatin  -500 to
g altitude 10,000 feet
(-152 to
3048 mete
rs)
Network jGR-1089
Equipme {and GR-63
nt .
Building
Standard
s (NEBS) !
we o Tesey
art
standard 15 Class
A
* VCCi
Class A
* AS/N3Z
Class A
+ fCES-003
Class A
» EN55022
/CISPR
22
Informal!
on =

4 Technolo
n N

Cisco
ASR
1002-X

Same as
for Cisco
ASR
1001-X

;Same as
ifor Cisco
\ASR

:1001-X

Same as
for Cisco
ASR

1001-X

!Same as
ifor Cisco
ASR

1001-X

Same as
for Cisco
ASR

1001-X

GR-1089
and GR-
63

Same as
for Cisco
ABH

1881.%

Cisco ASR
1001-HX

Same as for
,Cisco ASR
1001-X

Same as for
Cisco ASR
1001-X

Same as for
Cisco ASR
1001-X

Same as for
Cisco ASR
1001-X

Same as for
Cisco ASR
1001-X

GR-1089
and GR-63

Emissions

*ECC
47CFR16
Class A

* AS/NZS
CISPR 22

» CISPR 22
Class A

. W 55022
Class A

. ICES-003
Class A

*VCCi
Class A

ftCNS-
13438
Class A

* 1 61000-

Cisco ASR
10G2-HX

Sam®© as for
Cisco ASR
1001-X

Same as for
Cisco ASR
1001-X

Same as for
Cisco ASR
1001-X

Same as for
Cisco ASR
1001-X

Same as for
Cisco ASR
1001-X

GR-1089
and GR-63

Emissions

-FCC
47GFR15
Class A

* AS/NZS
CISPR 22

ft CISPR 22
Class A

* EN55Q22
Class A

. fCES-00'3
Class a

*VCCI
Class A

«CNS-
13438
Class A

*EN61000-

Cisco  mCisco ASR
ASR 1006

1004

Same as Same as
for for Cisco
*Disco ASR 1001-
ASR X

1001-X

Same as Same as
for Ifor Cisco
Cisco ASR 1001-
ASR X

1001-X

Same as Same as
for for Cisco
Cisco ASR 1001-
ASR X

1001-X

Same as Same as
for for Cisco
Cisco ASR 1001-
ASR X

1001-X j

Same as Same as
for for Cisco
Cisco ASR 1001-
ASR X

1001-X

GR- GR-1089
1089 and GR-63
and GR-

63

Same as Same as
for for Cisco
Cisco ASR 100b
ASR X
1001-X

A

Cisco
ASR
1Q(fe-X

Same as
for Cisco
ASR
1001-X

Same as
,for Cisco

WASR

j1001-X

Same as
for Cisco
ASR
1001-X

Same as
for Cisco
'ASR
1001-X

Same as
for Cisco
ASR
1001-X

IGR-1089
vand GR-
63

Same as
for Cisco
ASR
1001-X

Cisco ASR
1009-X

Same as
for Cisco

ASR 1001-

~ X

iSame as
:for Cisco

ASR 1001-

ix

Same as
for Cisco

ASR 1001-

X

Same as
for Cisco

ASR 1001-

X

Same as
for Cisco

ASR 1001-

X

GR-1089
and GR-63

Same as
forCisco
ASR1001-
X

Cisco
ASR 1013

.Same as

<for Cisco *
ASR ;
1001-X i

Same as
for Cisco
ASR 1002

Same as
for Cisco
ASR v
1001rX j

Same as
for Cisco !
1ASR
1001-X

Same as !
for Cisco ;
ASR
1001-X

GR-1089
and GR-
63

Same as
for Cisco
ASR
1001-X ;



Cisco Cisco ASR
ASR 1000 1001-X
Series

s)

»£N55024
lcispr
24
informal
on
Technolo

gy .
Equipmen
t

-jimmunity

386
Telecom
municatio
ns
Network
Equipmen
t

(EMC)
»£N50082

1/EN610
00- 6-1
Cenedc
immunity
Standard

Cisco
ASR
1002-X

Cisco ASR
1001-HX

1,3-2
PENG100G-

Quirantty

» 1EC/EN610
00-4-2
Eiectrostati

Discharge
Immunity

* |[EC/EN610
00-4-3
Radiated
Immunity

* 1EC/EN610
00-4-4
EFT-8
immunity

< |EC/EN610
00-4-5
Surge

* iEC/EN610
00-4-6
Immunity
to
Conducted

I%sturbs nc

*i£C/EN610
00-4-8
Power
Frequency
Magnetic
Field
immunity

* |EC/EN610
00-4-11
Voltage
Dips, Short
internjptio
ns, and
Voltage
Variations

ETSf/IEN

* £N55022/
CISPR 22
information
Technoiog
y
Equipment
(Emissions

* EN55024/
CISPR 24

Cisco ASR
1002-HX

Cisco ASR
1006

Cisco
ASR
1004

3-2
.EN610GQ-

immunity

>ffiC/ENSIG

G0-4-2
Eiectrostat

Discharge
Immunity

. 1EC/EN61G
00-4-3
Radiated
immunity

»EC/EN61G1
00-4-4
EFT-B
immunity

»JEC/EN610
00-4-5
Surge

»1EC/EN610
00-4-6
immunity
to
Conduete

Disturtoanc
es

»&C/EN610
00-4-8
Power
Frequency
Magnetic
Field
immunity

mlEC/EN610
00-4-11
Voltage
Dips,
Short
Interrupts
ns, and
Voltage
Variations

wnT
- EN55022/

CISPR 22
informatio

Technoiog

Equipment
(Emissions

* £N55024/

CISPR 24
informatio

Technoiog

y
Equipment

Cisco
ASR
1006-X

Cisco ASR Cisco

1Q09-X

ASR 1013



Cisco Cisco ASR Cisco
ASR 1000 1001-X ASR

Series 1002-X
S el
Safety UL60950-1 :UL60950
Standard
CSAC22.2
No. 60950 :CSA
-1-03 1C22.2
iNo.6095
EN 60950- 0-1-03
1
EN
IEC 60950-;60950-1
1
IEC
AS/NZS :60950-1
60950,1
iAS/NZS
60950.1

Ordering information

Cisco ONE Software for WAN is available for the ASR 1000 Series.

%

Cisco ASR
1001-HX

Network

*mmom-
yTuwo

.6-1,
%eneuc
immunity
Standard

UL60950-1

CSA C22.2
No. 60950-
1-03

EN 60950-1

IEC 60950-
1

AS/NZS
60950.1

Cisco ASR
1002-HX

(Immunity)

. T300
386
Telecomm
unications
Network
Equipment

-EN50082-
6/ N6100

-6-1
Generic

Immunity
Standard

UL60950-1

CSA C22.2
No. 60950-
1-03

EN 60950-1

IEC 60950-
1

AS/NZS
60950.1

Cisco
ASR
1004

UL6095
0-1

CSA
c22.2

No. 609
50-1-03

EN
60950-

1
EC

60950-
1

AS/NZS
60950.1

Cisco ASR
1006

UL60950-1

CSA C22.2
No0.60950-
1-03

EN 60950-
1

IEC 60950-
1

AS/NZS
60950.1

Cisco
ASR
1006-X

UL60950

;CSA
=€22.2
iNo. 6095
:0-1-03

EN
60950-1

IEC
60950-1

AS/NZS
60950.1

Cisco ASR
1009-X

UL60950-1

CSAC22.2

No0.60950-

1-03

EN 60950-
1

IEC 60950-

1

AS/NZS
60950.1

Cisco
ASR 1013

1UL60950-!

1 |

CSA
022.2
No. 6095
0-1-03

EN
60950-1

IEC
60950-1

AS/NZS
60950.1

Cisco ONE Software offers a complete solution that delivers an optimal experience over any connection
while helping you get the most from your WAN investment with secure, fault-tolerant connectivity.

Benefits:

= Connect branch offices and your campus securely at an optimal cost by improving application

performance through application protocol acceleration and optimization techniques that offload the

WAN.

= Integrate voice and video across branch offices and your campus to increase productivity.



Reference links to information about key environmental sustainability topics {mentioned in the “Environment
Sustainability” section of the CSR Report) are provided in the following table:

Sustainability topic |Reference

Information on product material content laws and regulations Materials

Information on electronic waste laws and regulations, including products, batteries, and packaging WEEE compliance ?

Cisco makes the packaging data available for informational purposes only. It may not reflect the most
current legal developments, and Cisco does not represent, warrant, or guarantee that it is complete,
accurate, or up to date. This information is subject to change without notice.

Support for Cisco Software-Defined WAN

The ASR 1000 series is optimized for Cisco Software Defined WAN (SD-WAN). For enterprises, this means
that business critical applications run faster, with more reliability and reduced Operational Expenditure
(OpEX). Cisco SD-WAN achieves this by making ail branches and Data Centers have the ability to monitor,
control, move and report on streams of application data such as specific web (HTTP) traffic for example.
The ASR 1000 series has deep packet inspection capability and can accurately identify and control
thousands of different applications including custom in-house enterprise applications.

The entire SD-WAN implementation on the ASR 1000 is implemented by managing the end device either
from the Cloud or On-Premise through ascending levels of throughput based licenses. All licenses that
support Cisco SD-WAN, whether On-Premise or on Cloud are all enabled using Subscription Licenses.
These subscription licenses enable all customers to seamlessly transition between On-Premise and Cloud
management as needed. The license tiers are structured to support the growth in business needs through
simple subscriptions that help simplify the journey to intent-based networking for the WAN.

Cisco SD-WAN subscriptions are aligned across three subscription licenses of Cisco DNA Essentials,
Cisco DNA Advantage and Cisco DNA Premier, each expanding functionally. The Cisco DNA Essentials
on ISR 1000 and ISR 4000 covers all types of connectivity & router life cycle management, support for
Network &*application visibility coupled with basic premise and transport security. ASR 1000 series support
two Cisco DNA tiers, Cisco DNA Advantage and Cisco DNA Premier. The Cisco DNA Advantage provides
for Advanced WAN topologies, Application aware policies supported by enhanced network security. The
Cisco DNA Premier provides for Cloud connectivity with unlimited segmentation, Advanced Application
optimization & Network Analytics, secured by advanced threat protection.

For more information on Cisco SD-WAN please refer to
https://www.cisco.eom/c/en/us/products/software/one-wan-subscriotion/index.html.

To place an order, visit the Cisco Commerce Workspace.

To get started with the Cisco ASR 1000 Series, refer to the detailed product part numbers and descriptions
in the following tables:

« Table 6: Chassis


https://www.cisco.eom/c/en/us/products/software/one-wan-subscriotion/index.html

7/\

For software image, feature and upgrade license, and more details about the Cisco ASR 1000 Series
bundles and how to order the Cisco ASR 1000 Series, refer to the Cisco ASR 1000 Ordering Guide.

$

Table 6. Ordering Information for Cisco ASR 1000 Series Chassis

Product number
n34n
ASR 1001 -X
ASR1001 -X=
ASR 1001-HX
ASR 1001-HX-
ASR1002-HX
ASR1002-HX=
ASR1002-X
ASR1002-X®
ASR1004
ASR1004=
ASR1006
ASR10G6=
ASR1006-X
ASR1006-X=
ASR1009-X
ASR1009-X*
ASR1013
A$R1013=
iCisco ASR '

MEMUSB-1024FT

ﬁﬁR 1000 Series Chassis

Product description

Cisco ASR

Cisco ASR

1001-X System, Crypto, 6 built-in GE, Dual P/S

1001-X System* Crypto, 6 built-in GE, Dual P/S, Spare

Cisco ASR1001 -HX System, 8x10GE+8x1GE, 2xP/S, optional crypto

Cisco ASR 1001 -H X System, 8x10GE+8x1GE, 2xP/S, optional crypto, spare

Cisco ASR

Cisco ASR

Cisco ASR

Cisco ASR

Cisco ASR

Cisco ASR

Cisco ASR

Cisco ASR

Cisco ASR

Cisco ASR

Cisco ASR

Cisco ASR

Cisco ASR

Cisco ASR

1002-HX System, 4x10GE+4x1GE built-in, Dual P/S, optional crypto

1002-HX System, 4x10GE+4x1GE£ built-in, Dual P/S, optional crypto, spare

1002-X System, Crypto, 6 Built-In GE, Dual P/S

1002-X System, Crypto. 6 Built-in GE, Dual P/S, Spare

1004 Chassis, Dual P/S

1004 Chassis, Dual P/S, Spare

1006 Chassis, Dual P/S

1006 Chassis, Dual P/S, Spare

1006-X Chassis

1006-X Chassis, Spare

1009-X Chassis

1009-X Chassis, Spare

1013 Chassis, Redundant P/S

1013 Chassis, Redundant P/S; Spare

1 GB USB Flash Token for Cisco ASR 1000 Series



Table 7. Ordering information for processor modules

Product number

CiscoASR 1
ASR1000-ESP2G
ASR100Q-ESP2G=
ASR1000-ESP40
ASR1000-ESP40=
ASR1000-ESP100
4SRWOO0-E£SPTOO=
ASR1000-ESP200
ASR1000-ESP200=
ASR1000-ESP100-X
ASR1000-ESP100-X=
ASR1000-ESP200-X
ASR1000-ESP200-X®
Cisco ASR 1000 Series
ASR1000-RP2
ASR100G-RP2*
ASR1000-*RP3
ASR1000-RP3-
ASR1000-RP3-32G-2P

ASR1000-RP3“64G-2P

Product description

ibedded Services Processor
ICisco ASR 1000 Embedded Services Processor,
Cisco ASR 1000 Embedded Services Processor,
|Cisco ASR 1000 Embedded Services Processor,
Cisco ASR 1000 Embedded Services Processor,
|Cisco ASR 1000 Embedded Services Processor,
Cisco ASR 1000 Embedded Services Processor
ICisco ASR 1000 Embedded Services Processor,
Cisco ASR 1000 Embedded Services Processor,
Cisco ASR 1000 Embedded Services Processor,
Cisco ASR 1000 Embedded Services Processor,
Cisco ASR 1000 Embedded Services Processor,

Cisco ASR 1000 Embedded Services Processor,

Cisco ASR 1000 Route Processor 2

Cisco ASR 1000 Route Processor 2, Spare
Cisco ASR 1000 Route Processor 3

Cisco ASR 1000 Route Processor 3, Spare
Cisco ASR1000 RP3 w/ 32 GB, 2 Pack

Cisco ASR1000 RP3 w/ 64 GB, 2 Pack

20 Gb

20 Gb, Spare

40 Gb

40 Gb Spare

100 Gb

100 Gb Spare

200 Gb

200 Gb Spare

100 Gb

100 Gb Spare

200 Gb

200 Gb Spare



Table 8.  Ordering information for interfaces and modules

Product number
Cisco ASR 10
ASR1000-SIP40
ASR1000-SiP40=
ASR1000-6TGE
ASR1000-6TGE=
ASR1000-2T+20X1GE
ASR1000-2T*20X 1GE=
ASR 1000-M 1P 100
ASR1000-MIP100=
SPA-1X100GE
-A-tX1GO0GE=
EPA-2X40GE
SPA-2X40GE-

EPA-1X40GE

EPA-1X40GE=

*

L-FLA1-EPA-1X40GE
EPA-QSFP-1X100GE
EPA-QSFP-1X10O0GE=
EPA-CPAK-2X4GGE
EPA-CPAK-2X40GE=
£PA~tGX10GE
EPA-10X10GE=

EPA-18X1GE

Product description

rProce
Cisco ASR
Cisco ASR
Cisco ASR
Cisco ASR
Cisco ASR
Cisco ASR
ICisco ASR
Cisco ASR
|Cisco ASR
Gisco ASR
Cisco ASR
Cisco ASR

,Cisco ASR

1(2 physical

Cisco ASR

{2 physical
Cisco ASR
Cisco ASR
ICisco ASR
Cisco ASR
I

|Cisco ASR
Cisco ASR

jCisco ASR

Cisco ASR

ssorand Ethernet Line Cards

1000 SPA Interface Processor 40

AT AW P e Z T

1000 SPA Interface Processor 40, SPARE

1000 Fixed Ethernet Line Card, 6 X10GE

1000 Fixed Ethernet Line Card, 6 X10GE, Spare

1000 Fixed Ethernet Line Card, 2X10GE + 20X1GE

1000 Fixed Ethernet Line Card, 2X10GE * 20X1 GE, Spare
1000 Ethernet Line Card, 100 Gb Modular Interface Processor
1000 Ethernet Line Card, 100 Gb Modular interface Processor, spare
1000 1x100GE Ethernet Port Adapter

1000 IXIGOGE Ethernet Port Adapter, spare

1000 2x40GE Ethernet Port Adapter (Native QSFP)

1000 2x40GE Ethernet Port Adapter (Native QSFP), spare

1000 Ix40GE Ethernet Port Adapter

QSFP ports - optional license to enable 2l port)

1000 1x40GE Ethernet Port Adapter

QSFP ports - optional license to enable 2nd port), spare
1000 1x40GE e-Delivery Port License for EPA-1X40GE
1000 1x100GE QSFP Ethernet Port Adapter

1000 IXIOOGE QSFP Ethernet Port Adapter, spare

1000 2x40GE Ethernet Port Adapter (breakout cable) r
1000 2x40GE Ethernet Port Adapter (breakout cable), spare
1000 10x10GE Ethernet Port Adapter

1000 10x10GE Ethernet Port Adapter, spare

1000 18x1GE Ethernet Port Adapter
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Upgrade paths

Cisco ASR 1000 Series Routers are included in the standard Cisco Technology Migration Program. Refer to
https://www.cisco.com/on/tngp and contact your local Cisco account representative for program details.
Cisco Services.

Cisco Services make networks, applications, and the people who use them work better together.

Cisco and our certified partners can help make your enterprise WAN edge deployment a success with a
broad portfolio of services based on proven methodologies. We can help you establish a secure, resilient
WAN architecture and successfully integrate security and Cisco Unified Communications technologies with
bandwidth to support video, collaboration, branch-office solutions, and growth in alignment with your
business goals.

The Cisco Lifecycle approach to services defines the requisite activities at each phase of the solution
"lifecycle. Planning and design services expedite solution adoption. Award-winning technical support
increases operational efficiency. Optimization services improve performance, resiliency, stability, and
predictability and prepare your network and teams for change. For more information, please visit
https: /Avww.cisco.com/qo/services.

Cisco Capital

Flexible payment solutions to help you achieve yoj objectives

Cisco Capital makes it easier to get the right technology to achieve your objectives, enable business
transformation and help you stay competitive. We can help you reduce the total cost of ownership,
conserve capital, and accelerate growth. In more than 100 countries, our flexible payment solutions can
help you acquire hardware, software, services and complementary third-party equipment in easy,
predictable payments. Learn more.

For more information

For Torus information about the Cisco ASR 1000 Series, visit https://www.dsco.com/qo/asrl OOP or

r$iQ _

contact your local Cisco account representative. For information about the Cisco ASR 1000 Series bundles,
refer to the cisco ASR 1000 Ordering Guide.
Americas Headquarters Asia Padfe: Headquarters Europe Headquarters
Ctseo Systems. Inc. Otsrx) Systems (USA) Ve. Ltd Cisco Systems international LLI Amsterdam,
San Jese. CA Singapore The Nmfceffands
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Cbabp>kaHue

OCHOBHW XapaKTepuCcTUKM 1 NpeammcTea
ApXUTEKTYpa 1 Bb3MOXKHOCTM Ha nnaTgopmara
Cneundmkaumsa Ha NpogyKra

CneundgumkKaummn Ha cuctemata

JNlnueHsupaHe n naketnpaHe Ha Cisco 10S codtyep
Ycnyrn Ha Cisco n napTHbopute

VHhopmaums 3a nopbyka

YCTOMUMBOCT Ha OKOfiHaTta cpega Ha Cisco

Cisoo Kanutan

3a noseue MHpopmauus
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i YacTt ot cepusata Cisco® 1000 pytepu 3a nHterpupanu ycnyru (ISR) - mogenute ISR 1100-4G, ISR1100-4GLTE mn ISR
> 1100-6G ce 3axpaHBaT OT onepaumoHHaTa cuctema Viptela® n komb6uHnpatr WAN © UANOCTHA CUTYPHOCT B efHa
KabenHa BUcokoedeKkTnBHa nnathopma.
ISR 1100-4G, 1100-4GLTE 1 1100-6G komM6uHUpaT egHa 6usHec nnatgopma c Haii-gobpara B 1031 knac SD-WAN.

CoptyepHo pedumHupaHata WAN Ha Cisco (SD-WAN), e nbpBara obnayHa apxuTekTypa, KOSATO ocurypsisa
HecpaBHMMa BUAMMOCT BbB Bawara WAN, onTumMaiHO CcBbp3BaHe 3a KpaliHuTe noTpebutenn u Hak-curypHa
nnargopmMa 3a 3awmta Ha Bawara mpexa. Cisco SD-WAN ocurypsisa TpaHCNOpPTHAa HE3aBUCMMOCT, 60rata mMpexxa u
YCNyrn 3a CUTYPHOCT, KaKTO U MBKABOCT Ha KpanHUTE TOUKMW.

Pytepute ISR 1100-4G, 1100-6G n 1100-4GLTE ce gocTtaBAT Kato nnaropmu, KOUTO ce pasnonarar B nepymMmerbpa
Ha obekTa, Kato oTganedeH oduc, GpaHoBu odnc, KamMmnyc Uan LUEeHTbp 3a gaHHW. Te yyacTBaT B Cb3jaBaHETO Ha
CUTypHa HacnoXkKeHa BupTyasHa MpexXka BbpXy KOMOuHaums ot Bcskakey WAN TpaHcnopTu.

istmoosiHMV o[> K *
ISCO m

durypa 1.
ISR 1100-4G, n3rnep otnpeg 1 ot3aj

durypa 2.
ISR 1100-6G, yarnepn otnpej; nsrnefa or3aj e karo Ha ISR 1100-4G no-rope

~ RUBIEN _(( LSAIIOO 4QLTEMA
_~cun«o [ H IM M |
P N * > oo
ws* mu Al ” . - e

® L«
*f* o« o «V-

®urypa 3.
ISR1100-4GLTE n3rnep otnpes; narnega or3af e karo Ha ISR 1100-4G no-rope



OCHOBHU XapaKTepucTuKK 1 NpeanmcTBa

Ta6nuuya 1. bBusHec npegumcTBa

BusHec Hy>xaa

: lek, KoMmnakTeH pasmMep C HUCKa

KOHCyMauunsa Ha eHeprusa

mBucoka npon3BOANTENHOCT 3a N3Nb/IHEHNE

; Ha €AHOBPEMEHHU yCayru

| Bucoka AOCTBMNHOCT U HENPEKBCHATOCT Ha

l6usHeca

:MOCTOAHHN BUCOKWU HMBA Ha J

NPOU3BOANTENHOCT HA NPUNOXEHNETO
y

|HamansBaHe Ha pucka upes

MHOrocteneHHa CUrypHocTt

:AucTaHUMOHHA KOHpUrypauns un
ynpaBneHue 3a NoAAbpXaHe Ha OrpaHuyeH
mecTeH UT nepcoHan

To-HWUCKKN pasxoan 3a WAN

3annauaHe ¢ pacTtexa Ha 6usHeca: Mogen
3a HajarpaxpjaHe Ha Nnpouv3BoagnTeNnHOCTTa

IPsec

UT KoHcOAMgaumsa, cnectasaHe Ha
npocTpaHcTBO U nogo6peHn O6wHn

:pasxoaun 3a co6¢cTBeHocT (TCO)

XapakTepuctrku/ onvcaHue

L 4

*

*

Moxe fa ce u3non3sa B MHOTO PasMyHu CpPeau, KbAEeTO MPOCTPAHCTBOTO, pa3cel7|BaHeTo Ha Ton/siMHata “n
HUCKaTa KOHCyMalusa Ha eHeprus ca KpUTUYHN q3aKTOpVI

Bucokata MpOM3BOAMTENHOCT NO3BOMSIBA HA K/AMEHTWTE [Oa €e Bb3Nois3sar OT CKOPOCTUTE  Ha
LIMPOKOMIEHTOBATA MpEXa, A0KATO PaboTu eAHOBPEMEHHO CbC 3alMTEHU- JaHHM, [ac, BUAEO U GEIKNUHU
yenyru.

PesepBupaqin WAN Bpb3Ku 3a 3aui1Ta OT CPUB 1 GanaHcUpaHe Ha HAaTOBapBaHETo
[MHaMnyHN NPOTOKO/M 3a CPUB Ha cucCTemata, KaTo TpOTOKON 3a BUPTYasiHA pe3epBUPaHOCT Ha pyTepa
(VRRP; RFC 2338)

PytepbT MOxe pa
NPOU3BOANTENHOCTTA.
Cisco SD-WAN npegocTaBs Haii-fo6p0oTO NOTPEGUTESNICKO N3XKMBSBaHE BbB BCSKA BPb3Ka.

U3NbNHABA HAKOMKO yCnyrm €AHOBPEMEHHO C  MWHMMaNHO B/OlWaBaHe Ha

MoBepuTENHOCT Ha flaHHWUTe Ype3 BUCOKOCKOPOCTHA IP curypHocT (IPSec) v kpuntupaHe no YCbBBPLLEHCTBAM
CTaHAapT 3a KpuntupaHe (AES)
HagexaHu cuctemm 1 3aK0TBsHE Ha Xapayepa

OcurypsiBaHe Ha aBTOMaTu3auus cbe Cuctemara 3a ynpasneHue Ha mpexw Cisco vManage (NMS)
MofAbpxa OTAENEeH KOH30MEeH NopT

Cisco SD-WAN, 3aaBmxBaHa OT onepauuoHHa cuctema Viptela ¢ nogapbxka Ha Overlay Management Protocol
(OMP) 3a ontummusnpaHa WAN Bpb3ka, KaKTO W /IeCHO 3a M3MO/3BaHe pelleHwe 3a ynpasrenue ¢ Cisco
vManage.

IPSec kanauuTeTbT Ha Ha pyTepa Moxe Aa GbAe YBENNYEH C OTAAIEYEHO M3Mb/HEHWE, HAACTPOMKA Ha
NMLEH3a Npu nouckeaHe (663 HaACTPOIiKa Ha xapayep) 3a No-406po ynpas/eHne Ha GogKeTa 3a KanuTanosu
pasxogy.

EgvHMuHaTa  KOHBeprupaHa 6paHwoBa nnargopma
MapLUPYTU3MPaHETO, CUrypHOCTTA W NMPOU3BOANTENHOCTTA.

VHTErpupa BB3MOXHOCTM 33 YnpaBieHue Ha

ApXUTEKTYpa 1 Bb3MOXHOCTU Ha nnatdopmara

Ta6bnuuya 2.
ApPXMTEKTYPHN XapaKTepUCTKM

MHorosapeHa apxutektypa

WHTerpupaHun Gigabit Ethernet noptoBe

[ocTbn 4Ype3 KOH30Na

BadKHW apXUTEKTYPHU eNneMeHTU

Mon3wn/ OnucaHne

CreyyanuanpaHa paBHWHa Ha KOHTPO/a 3a HafieX/AHOCT Ha yc/yrara, MHOTOfpeHa paBHMHA 3a f[aHHW 3a
Mo-BMCOKa npoussoauTenHocT B ISR1100-6G

OcurypsBa Ao YeTpun BrpasieHn 10/100/1000 Ethernet nopTa 3a WAN wnam LAN.

Mnatchopmata ISR1100-6G pasnonara c ABa AonmbHUTeNHKU Ethernet nopra, KouTo morar Aa noggbpxar
Brpaxpgaema (Pluggable) cBbp3aHocT, 6asupaHa Ha Masbk hopm-thaktop (SFP) B gonb/HeHne kbM RJ-45
BPBL3KW, KOETO M03BO/IABA CBbP3BaHE Ha MefHN WM ONTUYHU NPOBOAHNLN.

KoH3onuuat nopt RJ45 noafabpxa CBbpP3aHOCT Ha ynpasB/eHneTo



APXUTEKTYPHU XapaKTepucTuKn NMon3un/ Onucanune

BrpageHa CMrypHOCT Ha yCTPOHCTBOTO * @yHKunA Ha Cisco 3a npejoTBpaTABaHe Ha u3Mamu

* UEFS curypHo 3apexgaHe

Ta6bnuuya 3. PelleHus 3a ynpas/ieHMe Ha MpexkaTta

OnepaTtusHa dasa MpwunoXkeHne OnucaHune

NHcTanupaHe, koHpurypupane,  Cisco vManage + Cisco SD-WAN aBTOMaTu3upa IbBKaBOCTTA Ha MPUIOXKEHUSTA MPU MHOXECTBO
Ha6nlofeHne N oTcTpaHsBaHe Ha npo6nemu BPBL3KKM, KaTo Hanpumep ViHTepHeT n MPLS

B yaAnaTa mpexa + boratute MpexoBu ¥ 3alMTHK YCYrU Ce AOCTaBAT C HAKOSIKO NMPOCTU KMKBAHMS.

BHeapete onTummsauma Ha WAN, sawwmTa Ha obnaka, 3awuTtHa cTeHa, IPS u
untpupare Ha URL agpecu B cTpykTypaTa Ha SD-WAN oT eAHO MACTO

+ Paswwupete » ynpaBnsBaiite cTpykTypata Ha SD-WAN BbB (hu3nyecks wmm
BUPTyaNHW nnathopmm 3a 6paHLLIoBK 0GnC. KamMnyc, LEeHTBP 3a faHHU 1 06nak

Ta6nuuya 4. BrpageHn Bb3MOXXHOCTU 3a ynpaBneHue
XapaKTepucTuka OnucaHue 1

CnopasymeHusi 3a HMBO Ha 06CnyxBaHe Ha ¢ OpueHTMpaHO KbM MpUIOXeHUSTa MapLipyTu3upaHe Ha 6as3aTa Ha SLA v onpedensiHe Ha napameTpuTe Ha
Cisco IP (IP SLAs) eheKTMBHOCTTa

lMpocT npoTokon 3a ynpaeneHne Ha Mpexatra ¢ SNMP

(SNMP), otganeyeH moHuTopuHr (RMON), + MpexoBa koHepeHums no SSH. CLI, REST (vManage)
cucTtemMHa peructpaums, CFlowd, ekcnopT Ha

nHhopmauys 3a IP notoka (IPFix)

Tabnuua 5. XapaKTepucTUKK Ha coTyepa v NPOTOKONU
Xapakrepuctnka OnucaHve

MpoTokonn * Open Shortest Path First (OSPF), Border Gateway Protocol (BGP), eBGP, iBGP, BGP Router Reflector.
cTaTuyeH, cBbp3aH. OMP, 802.1Q, native VLAN, MoCTOBM [OMeiiHM, IRB, pexum Ha XOCTBaH MOCT, Hy/eBO
[oBepue.6san cnuchbk, 3awmTteHn ot ganwudukaymm mogynm, DTLS/TLS, IPSec, DDOS 3awuTa, 3awmra Ha
paBHWHaTa 3a YnpaB/ieHWe, KracuuKkaumusa, NpuopuTM3auns, onawka C HWACKA NaTeHTHOCT, Genexku,
oopMsHe, nNnaHWpaHe, KOHTPOA, orneganHo AybénupaHe,IGMP vliv2, PIM, Auto- RP, mawabupaHa
pennukauma Ha Tpaduka, peknama Ha ycnyrata v nonutuka 3a nokassade, IPv4, SNMP, NTP. DNS kveHT,
Dynamic Host Configuration Protocol (DHCP), DHCP knuent, DHCP cbpBbp, TpaHcnauws Ha DHCP,
apxuBupaHe Ha KOHurypauwute, cuctemHa peructpaums, SSH, SOP, Cftowd v10 IPFIX ekcropt, IPv6 3a
TpaHcnopTHata cTpaHa, VRRP, MPLS, cumeTtpuuyHa NAT, ctatuuHa NAT, NAT cnucbum, NAT64, NAT/PAT,
NAT TpaBepcupaHe, pasgeneHa DNS, Cnucbum 3a KOHTpon Ha goctbna (ACL)

KancynupaHe leHepuyHo pyTuHr kancynupade (GRE), IPSec, Ethernet 802.1q VLAN, CHAP/PAP 3a PPP npe3 Ethernet
(PPPOE) -
YnpasneHueyra tpaguka KayectBo Ha ycnyrata (QoS). COS mapkupaHe, OPWEHTUPaHO KbM MPUIOXEHWsATA MapLipyTU3upaHe,

MpeTerneHo npou3BONHO paHHO oTKpuBaHe (WRED), HabnogeHve 3a 3arybu/ naTeHTHOCT UM HeCcTabuiHoCT,
MONWTUKA 3a MapLupyTU3MpaHe, OPUEHTUPAHO KbM NPWUIOXKEHUATA MapLipyTW3vpaHe, MOAWUTMKA 3a KOHTPOS,
nonutuka 3a paHHu, ACL nonutuka, nonutuka 3a VPN uneHcTBO, MynTu-VRF noafpbxka, EdextnBHO
mapLpyTusnpaHe (PfR)
MpexoBa koHtepeHuusi no SSH, CLI, REST (vManage}, Linux s jrf*F s (30H0§"&6€7MpaHVI 3aLUMTHU CTEHU

1
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XapaktepucTuka OnucaHne

Kpuntorpadcku anroputmu Kpuntupane: AES-256 (B pexumn CBC n GCM), Internet Key Exchange (IKE), Cisco PKI
. YpocToBepsiBaHe: YAocToBepsiBaHe, ynb/iHOMOWaBaHe U oTuyutaHe (AAA). RSA (2048 bit), WHTerpmpaH GAT,
ESP-256-CBC, Xeabp 3a ygocroBepssaHe, HMAC-SHAL, ECDSA (256/384 bit); UnTerputet: HMAC-MD5, SHA-
1. SHA-2

Cneupndmkaumst Ha NpoaykTa

Ta6bnnua 6. Cepwusa ISR 1100 n LTE SKUs

Mogen WAN LAN WHTerpupaHa USB
3.0 AUX/koH30ma
GE {megeH SFP LTE (CAT4) GE (vepeH
NPOBOAHUK) NPOBOJHUK)
ISR1100-4G 4 - 4 La
ISR1100-6G 4 2 4 fa
ISR1100-4G LTENA 4 - CeBepHa Amepuka 4 la..
ISR1100-4GLTEGB 4 - LATAM/APAC/EMEAR 4 la

Cneundmkaumm Ha cuctemara

Ta6bnuya 7. Cneuyudmkaumm Ha cuctemarta Ha cepusta ISR 1100

Xapakrepuctuka Cneyundmkaums
MameT (no nogpasbupaHe N MakcumanHa) DRAW: 4 GB ®naw: 8 GB (5.8 GB n3non3saemu)
KoHzona + Cisco RJ45 koH30n€eH nopT
YpocTtoBepsABaHe v CUTYPHOCT * TACACS+
* RADIUS

+ JlokaneH, 6a3upaH Ha ponsTa KOHTPON Ha fOCTbNa

BbHLWHO 3axpaHBaHe CneuudmkaLm Ha 3axpaHBaHeTo Ha NpoAyKTa:
* BbHweH agantep: 30W 341-100891-01
* BxogHo AC HanpexeHue YHusepcanHo 100 go 240 VAC
* Yecrota: 50 go 60 Hz
* MakcumanHa usxogHa motyHoct 30W
* M3xof4HO HanpexeHue: +12VDC 3a 3axpaHBaHe Ha cucTemara



XapakTepuctuka

LED CBET/INHHM CUTHaN

dunsnueckn pasmepu (W x 1 x B>
Terno

CTaHAapTHN cepTndnKaTh 3a CUrypHocT

EMC emucuun

EMC 3awuta

PaboTeH fuana3oH Ha OKofiHaTa cpeaa

Ta6nnua 8.
PernoH vnu tectbp

YeCTOTHU NIeHTN

TeopeTnyHa CKOPOCT Ha n3ternsaHe/kauBaHe

*

* % * e

*

*

-

*

.

Cneuudukauma

CbCTOsHMe Ha cuCTemaTa, He CBETW = HAMA 3axpaHBaHe, 3e/leHa NOCTOSIHHO CBeTella = HopMasiHa paboTa,
Kexnmb3pHa MocTOSHHO CBeTella = cucTema 6/10kMpal rpeluka, kexinbapHa murawa = (hasa Ha 3apexjaHe
OMP crarycl3eneHa nocTosHHO cBeTewa = Bpb3kara e HopMasiHa, He CBeTU = Bpb3kata e u3KnoyeHa

no 1 3eneHa 3a Bcsika Ethernet; He cBeTM = HAMA BPb3ka, NOCTOSHHO CBETU = OCbLECTBEHA BPb3Ka, MUralla
= Teme Tpadmk

SIM: 3eneHa; He cBeTW = HaMa SIM, CBETM NOCTOAHHO = UMa SIM, Murawa; Tede Tpaduk

no 13eneHa 3a acekn SFP

10.2 x 7 x 1.1 nHya (259 x 178 x 28 mm)
2.64 nayHga (1.08 kg)

UL 60950-1, BTOpO M3AaHue

CAN/CSA C22.2 No. 60950-1, BTOpO U3gaHue *

EN 60950-1, BTOpO M3aaHue

CB to IEC 60950-1, BTOPO M3AaHWe C BCUYKM FPYNoBY Pa3/inuns U HaLMOHaHW BapuaHTu
ASIN2S 60950.1:2011

IEC-62368 (CB and UL/CSA)

NOM-019-SCFI-1998

GB4943

EN55022/CISPR22, CFR 47 Part 15, ICES003, VCCI-V-3, AS/NZS CISPR22, CNS13438, EN300-386,
EN61000-3-2, EN61000-3-3, KN22, TCVN 7189, n EN61000-6-1

EN55024/CISPR24, (EN61000-4-2, EN61000-4-3, EN61000-4-4, EN61000-4-5, EN61000- 4-6, EN61000-4-
11), EN61000-6-1. KN24, TCVN 7317, n EN300-3B6

Pa6oTtHa Temnepatypa: OT 0 o 40°C (32 go 104° F) Ha MOpCKO paBHMLLe (TemMnepaTypaTa Hamansea ¢ no
1,5° C Ha Bceku 1000 chyTa HafmopcKa BUCOYMHA, NPUAOXMMO A0 Makcumym 10 000 chyTa mam 3000 T)
Pa6oTHa Hamopcka BucoumHa: Makcumym 10 000 chyTa (3000 T) ¢ 1i1C HamanssaHe Ha Bcekn 1000 doyta
Pa6oTHa BnaxHocT: 040 95% OTHOCUTEsIHA BNXHOCT 63 KOHAEH3aLms

Mopgabp>XaHu LTE yecTtoTHU neHTn

ISR1100-4GLTENA ISR1100-4GLTEGB

LTE: B2. B4, B5: B12. B13, B14. B17, B66 FDD LTE 1900 LTE: B1, B3. B7, B8. B20. B28

MH
(nel
(ne
66)
UM

150 Mbps/50 Mbps

FDD LTE 2100 MHz (neHTa 1). 1800 MHz
(neHTa 3), 2600 MHz (neHTa 7), 900 MHz
(neHTa 8), 800 MHz (neHta 20), 700 MHz
(neHTa 28) UMTS: B1, BB
GSM/GPRS/EDGE: E-GSM 900. DCS 1800

z (neHTa 2), 1700 MHz
HTa 4), 850 MHz (neHTa 5), 700 MHz
HTa 12, 13, 14,17), 1700MHz (neHTa

TS: B2. B4, B5

150 Mbps/50 Mbps



1 PervioH unnm Teatsp ISR11QO0-4GLTENA ISR1100-4GLTEGB

| BAn3kna  M3TOK CcbC cneuyndnyun LTE . *

; AnanasoHun/uecTotn * |

| FOronstoyHa Asns .

NaTnHcka Amepuka 3aBUCKU OT KOHKpPETHWTE ornepaTtopu, MOAAbPXaL

[AvanasonuTe LTE, n3bpoeHu no-rope.

Ta6bnuua 9. Cisco LTE cneundmkaumnm
EnemeHTt Cneyungmkaums
VHdhopmauns 3a mogema * ®opm hakTop Ha Mogema: Cepusa WP7600

BaxHu L?TE xapakTepucTukm LnpuHa Ha yecToTHMA Ananas3oH 1.4 MHz, 3 MHz, 5 MHz, 10 MHz, 15 MHz »n 20 MHz
WCDMA pesepsupaHocT
En. Bepura Kato nocnefHo CPefcTeo

SIM-6a3vpaH 1360p Ha bpmyep Ha Hocutens (Verizon, AT&T, Generic)

EE

Moanpbxka Ha SIM * EpwH cnot 3a Micro SIM (3FF) kapTta
MoaAabpXKaHN 6e3XNYHN TEXHONOrUN Cisco LTE Advanced 3.0 LTE (BuxTe Tabnuua 9: Mogabpxanu LTE 4ecTOTHM neHTn) O6paTHa
CbBMECTUMOCT:

* UMTS n HSPA+

BkntoueHa aHTeHa * [1Be MHOroAmanasoHH1 gunonHn aHteHn (LTE-ANTM-SMA-D)
* 3a ykaszaHusa 3a UHcTannpaHe Ha N-aHTeHa u kabena, BuxTe Connected Grid Antennas Installation Guide

InyeHsnpare n naketmpaHe Ha Cisco IOS codpTyep

M306pakeHne Ha cohTyepa 3a Cisco SD-WAN

C nnargpopmara ce pocrtaBsa efHa onepaunmoHHa cuctema Cisco SD-WAN, BkaouBaw@a BCUYKU  (PYHKUMN.
Pa3swwupeHnte dyHKuMn mMoratr fga O6baar paspelleHn 4pe3 nNpoCcTO aKTMBupaHe Ha CoMTyepeH /MUEeH3 He
n3obpaxkeHneTo. JlMueH3npaHeTo OnpocTaBa focTaBkarta Ha coTyep M HamansBa onepatuBHUTE pas3xoan 3w
BHeJpsiBaHe Ha HOBU (PYHKLMN.

Ta6nuya 10. Homepa Ha NpOAYyKTOBM YacTu U N306padKeHust Ha copTyep

Viptela-0S Viptela-OS Bepcun 19.2.0 1 no-Hosw
) HHHHHHAHHHHHHMp 3
NETWORK-PNP-LIC :MpexoB finueH3 Plug-n-Play 3a aBTOMaTU4HO WHCTaNMpaHe Ha YCTPOACTBOTO. M- b n
Akcecoa

CAB-CON\WUX [lonbnHNTeNeH KoH30/1eH Kaben

© 2020 Cisco wwnn *eiiHu dmnmnanm. Beuukn  B&3anasenu.



Homep Ha uyacT OT nNpoayKTa Onwucaxne

CAB-CONSOLE.RJ45 RJ45 KOH30M€EH kaben
$
CA8-ETH-S-RJ45 : Ethernet kaben, RJ45
LTE-ADPT-SM-TF AnTeHa Cisco LTE SMA
|
LTE-AE-MAG-SMA MarHuTHa OCHOBa 3a yAb/XaBaHe Ha aHTeHaTa
LTE-ANTM-SMA'D [OvnonHa aHteHa LTE SMA

Ta6nmua 11. CnucbK Ha nogabpykaHnte oT ISR 1100 Brpakgaemum ycTponcTBa ¢ ManbK hopM haKktop

Brpaxgaem ¢ Manbk GoOpM ISR 11GG-6G OonucaHue
hakTop

V1P-SFMGE-BASET Ja BrpasiogaemTpaHcuebp- 1GE BaseT 10/100/1000
V1P-SFP-1GE-LX Ja Brpaofaem TpaHcMBbP ¢ MasTbK chopm hakTop - 1GE LX
I VIP-SFP-1GE-SX Ja Brpassfaem TpaHcuBbp € Masbk dopm haktop - 1GE LX

3a pbKOBOACTBOTO 3a KOH(MrypupaHe Ha xapgyep u codrtyep 3a mapupytmdatopm Cisco ISR 1100-4G /6G / LTE,
oTmgeTe Ha:

< https://www.cisco.eom/c/en/us/td/docs/routers/sdwan/hardware/isr1100-4Q-6a/cisco-isr-1100- 4a-60-hia.html.

+ httPs://lwww.cisco.com/c/en/us/support/routers/sd-wan/products-installation-and-confiQuration- guides-list.html.

ycnyrn Ha Cisco u napTHbopurte

Ycnyrute Ha Cisco M HawuTe cepTuduumpaHy NapTHbOpWM Morat ja BW MOMOTrHaT Aa Hamanite pas3xopute u
CNOXXHOCTTA Ha MHCTa/MpaHeTo B GpaHWwoBMA ouc. TexHnyeckaTta nogapwxka oT Cisco Smart Net Total Care® 3a
cepusata CiscoJSR 1000 ce npepgnara Ha 6asaTa Ha egHOKpaTeH WAM rofguvllieH gorosop. Onuuute 3a nogapbXKa
BapupaT OT acucTeHuus ype3 Bopo 3a MoMOoL, 0 NPOaKTMBHA KOHCYNTaUMs Ha MSCTO.

3a noeeve MHopMaunsa nocetete httos.//www.cisco.com/ao/services.

MHhopmauma 3a nopbyka

3a pga HanpaBuTe nopbuka, nocetete Cisco Ordering Home Paue. 3a ga u3ternute codtyepa, nocetete Cisco
Software Center. n


https://www.cisco.eom/c/en/us/td/docs/routers/sdwan/hardware/isr1100-4Q-6a/cisco-isr-1100-_4a-6o-hia.html
httPs://www.cisco.com/c/en/us/support/routers/sd-wan/products-installation-and-confiQuration-_guides-list.html
http://www.cisco.com/ao/services

YcToluMBOCT Ha okonHaTa cpefa Ha Cisco

WNHopMauns 3a noavtuknte M nHuumatmeute Ha Cisco 3a YCTOMYMBOCT Ha OKOfMHaTa cpeja 3a HawwuTe NpoLyKTH,
pelueHus, onepaunn n paswnMpeHn onepauun UM Bepura Ha [OCTaBKM € npejocTaBeHa B pasfena “YCTOMYMBOCT Ha
oKofHarta cpega’” B fjoknaja 3a KopnoparnsHa counanHa otroeopHocTt (CSRi Ha Cisco.

PethepeHTHUTE BpPb3KM KbM WMHGOpMAaUMs MO KNHOYOBM TEMW 3a YCTOMYMBOCT HA OKOMHaAta cpeja (cnomeHatn B
pasgena ,,YCTOM4YMBOCT Ha OKo/nHaTa cpega” B foknaga CSR) ca gageHun B cnefgHarta tabnauua:

TemMa OTHOCHO ycToMuuMBOCTTa MpenpaTtka
MNHdpopmaums oTHOCHO 3aKOHUTE u pa3nopeabuTe 3a CbAbPXAaHNETO Ha maTepnannTe B NpoayKTuTe ; Matepunanu

WHopmaLumns OTHOCHO 3aKOHW U pa3nopenby 3a eNeKTPOHHUTE oTnagbuuTe, BKAKOUYNTENHO NPOAYKTU, 6aTepumn n CboTBETCTBUE C
onakoBKu IWEEE

Cisco npepgoctaBs AOCTbMN A0 AaHHWTE 3a OMAKOBKWATE caMo 3a WHgopmauus. Ta Moxe fa He oTpassiBa Hali-
aKTya/HUTe npaBHM pas3paboTky u Cisco He TBBLPAW W He rapaHTMpa, 4Ye € MbiHa, ToYHa WU akTyanHa. Tasu
nHhopMaLuusi NMOANEXM Ha NpomsiHa 6e3 npeaynpexieHuve.

Cisco Kanutan

[bBKaBW pelleHns 3a nnawljaHe, KOUTO Le NoOMOorHar ga nocTurHerte sawinte uenn

Cisco KanuTtan ynecHsiBa nofyyaBaHeTo Ha MpaBuiHaTa TEXHONOTUS 3a NOCTUraHe Ha BaluuTe Lenu, faBa Bb3MOXHOCT
3a TpaHcopMauusi Ha 6Gu3Heca M BW NoMara fa oOcTaHeTe KOHKYPeHTOCNOoCOGHW. Mokem fja BU MOMOrHEM Aa
HamanMte o6lWWTe pa3xoan 3a COGCTBEHOCT, Aa 3ana3uTe Kanuitana u ga yckopute pactexka. B noseue ot 100
ObpXKaBX HaluMTe IbBKaBM pasnaliatesHy pelleHusi Morat fa Bu MOMOrHaT ga npugobuete xapayep, codryep,
ycnyru v ponbnsalyo obopysBaHe Ha TPeTU CTpaHu C NeCcHW W NpefiBuAMMU NnawaHus. Haydyete noseue.

3a noseye MH(opmaLms

3a noBeye MHpopMauna oTHocHO pytepute cepus Cisco ISR 1000 nocetete https:.//www.cisco.com/Qo/ISR1000 nnn ce
cBBbpXKeTe ¢ MecTHUA npeacTtaBuTen Ha Cisco.

naseH ouc B AMepuka InaseH odnc B A3na-TuxK okeaH naBeH ocuc B EBpona
Cisco Systems, Inc. Cisco Systems (USA) Pte. Ltd. Cisco Systems International BV Amsterdam,
San Jose, CA Singapore The Netherlands

Cisco nma Hag 200 odhmca no ceBeta. Homeparta Ha TeneoHUTe 1 hakcoBeTe ca U3nucaHu B caita Ha Cisco https://www.cisco.com/go/offices.

Cisco 1 noroto Ha Cisco ca TbProBCKW MapKu WIn PerucTpupaHn TbproBCKM Mapku Ha Cisco u/wumm HeliHute dunuann B CALL 1 gpyru ctpaHu. 3a ga
pasrnejare cnucbka ¢ Tbprosckute Mapku Ha Cisco uaete Ha https://www.cisco.com/QoArademarks. CnoMmeHaTuTe TbproBCKU Mapku Ha TPeTu CTpaHu
ca npuTexaHue Ha CbOTBETHUTE CO6CTBEeHMUM. M3non3saHeTo Ha gymaTa napTHLOP He O3HavasBa NapTHLOPCTBO Mexay Cisco u KoATo u fa e apyra
komMnaHus. (1110R)

MoagnucaunaT OrHAaH MeTkoB Kupunos ygocT W Aw b*$epHOCT T a Ha U3BbPLWEHNA OT MEH NPeBOJ OT AHFNMIACKM HA BGbATrapcku
€3WK Ha NPUNOXEHNA LOKYMEHT - 1100-4GLTE U1100-6G". NpeBogbT ce cbcTou oT 10 (geceT)
cTpaHuum. i "x\

Mpesogay,


https://www.cisco.com/Qo/ISR1000
https://www.cisco.com/go/offices
https://www.cisco.com/QoArademarks

till.ill.
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Part of the Cisco® 1000 Series Integrated Services Routers (ISR), the ISR 1100-4G,
ISR1100-4GLTE and’ISR 1100-6G models are powered by the Viptela® operating system
and combine WAN and comprehensive security in a wired high-performance platform.
The ISR 1100-4G, 1100-4GLTE and 1100-6G combine an enterprise grade platform with
best-in-class SD-WAN.

Cisco Software-Defined WAN (SD-WAN) is a cloud-first architecture that provides unparalleled visibility
across your WAN, optimal connectivity for end users, and the most comprehensive security platform to
protect your network. Cisco SD-WAN provides transport independence, rich network, and security
services as well as endpoint flexibility.

The ISR 1100-4G, 1100-6G and 1100-4GLTE routers are delivered as platforms"that sit at the perimeter of
a site, such as a remote office, branch office, campus, or data center. They participate in establishing a
secure virtual overlay network over a mix of any WAN transports.

th| »* .
CISCO

Figure 1.
ISR 1100-4G, front and back view

. %
Figure 2.
ISR 1100-6G, front view; back view same as ISR 1100-4G above

Figure 3.
ISR1100-4GLTE front view, back view same as ISR1100-4G above

© 2020 Cisco and/or its aviates. Aii rights reserved.



Primary features and benefits

Table 1. Business benefits

| Business need Features/descnption

Lig htweight compact size with * Can be deployed in many different environments where space, heat dissipation, and low
low power donsumption power consumption are critical factors

High perform ance to run * High performance allows customers to take advantage of broadband network speeds.while
concurrent services running secure, concurrent data, voice, video, and wireless services

High availability and business ¢ Redundant WAN connections for failover protection and load balancing
continuity = Dynamic failover protocols such as Virtual Router Redundancy Protocol (VRRP; RFC 2338)
Consistent high application = The router can run multiple services simultaneously with minimal performance degradation.
performance levels * Cisco SO-WAN delivers the best user experience over any connection.
Risk mitigation with multilevel * Data privacy through high-speed IP Security (IPsec) and Advanced Encryption Standard
security (AES) encryption

= Trustworthy systems and hardware anchor
Remote configuration and = Zero-touch provisioning with Cisco vManage Network Management System (NMS)
managementto keep local IT staff < supports separate console port
lean
Lower WAN expenditures * Cisco SD-WAN powered by Vipteia operating system with Overlay Management Protocol

(OMP) support for optimized WAN connection as well as easy-to-use management solution
with Cisco vManage

Pay as you grow; IPsec = Router IPsec capacity can be increased with a remote-performance, on-demand license
performance upérade model upgrade (no hardware upgrade) for better CapEx budget management

IT consolidation space savings * Single converged branch platform integrates routing, security, and performance
and improved TéO ' management capabilities

Platform architecture and capabilities

Table 2. Architectural highlights

Architectural feature Beneffts/description
Multicore architecture « Dedicated control plane for service reliability; muiticore data plane for higher performance in
ISR1100-6G

Integrated Gigabit Ethernetports * Provides up to four built-in 10/100/1000 Ethernet ports for WAN or LAN

*|SR1100-6G platform has an additional two Ethernet ports that con support Small Form-
Factor Pluggable (SFP)-based connectivity in addition to RJ-45 connections, enabling fiber
or copper connectivity

Console access « RJ45 console port supports management connectivity
T !
Flash memorysupport >The HOD Series routers ship with a fixed dual 1S MB serial flash memory
»Bulk flash: 8 QB eMMC pSLC (usable storage* 518 G)
L}
1 I »SB type A 3.0 ports (4.5 W] provide capabilities for convenient storage
-
f >The 1SR1100 Series comes with 4 GB fixed DDR4 ECC DRAM
?
_________ Ay gem—

«@ 2020 Cisco and/or>f~affili*res. All rights reserved



Architectural feature

i
Embedded device security
Table 3.

Operational phase

Networkwide deployment,
configuration, monitoring, and
troubleshooting

4

Table 4.
Feature

Cisco IP Service-Level Agreements
(IP SLAS)

Simple Network Management
Protocol (SNMP), Remote
Monitoring .N), syslog,
Cflowd, |P Flow Information Export

(PFiX)

Table 5.
Feature

Protocols

Encapsulations

Traffic management

n

g w
2020 Cisco

Benefits/description

= Cisco anticounterfeit functionality

* UEFI secure boot

Network management solutions

[Application Description

I "
! * Cisco SD-WAN automates application flexibility over multiple

jCisco vManage :
connections, such as the Internet and MPLS

| * Rich networking and security services are delivered with a few simple
clicks. Deploy WAN optimization, cloud security, firewalling, IPS, and
URL filtering across the SD-WAN fabric from a single location

; * Extend and manage SD-WAN fabric across physical or virtual platforms
for branch, campus, data center, and cloud

Embedded management capabilities

Description

* App-aware routing based on SLAs and performance parameter polling

* SNMP
* Netconf over SSH, CLI, REST (vManage)

Software features and protocols

Description

Open Shortest Path First (OSPF), Border Gateway Protocol (BGP), eBGP, iBGP, BGP
Router Reflector, static, connected. OMP, 802.1 Q, native VLAN, bridge domains, IRB,
host-mode bridging, zero-trust, whiteiisting. tamper-proof module, DTLS/TLS, IPSec,
DDOS protection, control plane protection, classification, prioritization, low latency
queuing, remarking, shaping, scheduling, policing, mirroring, IGMP v1/v2, PIM, Auto-
RP, scale-out traffic replication, service advertisement and insertion policy, IPv4,
SNMP, NTP, DNS client, Dynamic Host Configuration Protocol (DHCP), DHCP client.
DHCP server, DHCP relay, config archival, syslog, SSH, SCP, Cflowd vIO IPF1X
mxport, IPv6 for transport-side, VRRP, MPLS, symmetric NAT, static NAT, NAT pools,
NAT64, NAT/PAT, NAT traversal, split DNS, Access Control Lists (ACL)

Generic Routing Encapsulation (GRE£), IPSec, Ethernet, 802.1 q VLAN, CHAP/PAP for
PPP over Ethernet (PPPOE)

;Quality of Service (QoS), COS marking, app-aware routing, Weighted Random Early
Detection (WRED), loss/latency and jitter monitoring, route policies, app-aware
routing, control policy, data policy, ACL policy, VPN membership policy, multi-VRF
jsupport, Performance Routing (PfR)

jNetconf over SSH, CL!, REST (vManage), Linux shell, ZBFs (Zone-Based Firewalls)

—4*1 11 b



Feature (Description

Cryptographic algorithms ECr]crypgl%n: AES-256 (in cSC and Gavs modes), intemet Key Exchange (IKE),
ISCO

Authentication: Authentication, Authorization, and Amoumin%éAAA), RSA (2048 hit),

int%rated QAT, ESP-256-CBC, Authentication Header, HMAC-SHAt, ECDSA
(256/384 hit); integrity: HMIA&-MD5, SHA-1. SHA-2

Product specifications

Table 6. ISR 1100 Series and LTE SKUs
Model WAN LAN Integrated USB 3.0
AUXl/console
GE (Copper) SFP LTE (CAT4) GE (Copper)

ISR1100-4G 4 - - 4 Yes

ISR'1100-6G 4 2 - 4 Yes
ISR1100-4GLTENA 4 - North America j4 :Yes

ISRt 100-4GLTEGB 4 : LATAM/APACEEMEAR 4 Yes

System specifications

Table 7. ISR 1100 Series system specifications

Feature ‘Specification ! .
I . 1 n

Memory (default and maximum)  DRAM: 4 GB Flash: 8 GB (5.8 GB usable)

Console * Cisco RJ45 Console port



Feature ISpecification

LEDs = System status: off * no power, green steady on - normal operation, amber steady on =
system going down/fault, amber blink * boot up phase

= GMP Status: Green steady on » Connection is up, OfiM Connection is down
= Ix green per Ethernet; off = no link, steady on = link connected, blink » traffic flowing
= SIM: green; off * no SIM, steady on = SIM present, blink: traffic flowing

= |x green per $FP

Physical dimensions (W x D x H) «10.2x 7x 11 in(259x178x 28 mm)
|[Weight = 2,64 Ibs {1.08 kg)
Standard safety certifications = UL 60950-1, second edition -

= CAN/CSA C22.2 No. 60950-1. second edition

= EN 60950-1, second edition

= CB to !EC 60950- 1. second edition with ail group differences and national deviations
« AS/NZS 60950.1:2011

. IEC-62368 (CB and UL/CSA)

< NOM-01 9-SCF1-1998

= GB4943

EMC emissions = EN55022/CJSPR22, CFR 47 Part 15, ICES003, VCCbV-3, AS/NZS C1SPR22, CNS13438,
£N300-386, EN61000-3-2. EN61000-3-3, KN22, TCVN 7169. and £N61000-6-1

EMC immunity = EN55024/C1SPR24, (EN61000-4-2, EN61000-4-3, EN61000-4-4, EN61000-4-5, EN61000- |
4-6, EN61000-4-11), EN61000-6-1, KN24. TCVN 7317, and EN300-386

Environmental operating range = Operating temperature: 0 to 409C {32 to 104°F) at sea level (temperature derating of T5°C
per 1000 feet of altitude applicable up to max of 10,000 feet or 3000 m) !
« Operating attitude; Maximum 10,000 ft (3000 m) with 1pC derating per 1000 ft |

= Operating humidity: 0 to 95% relative humidity noncondensing

Table 8. LTE Bands Supported

Region or theater ISR1100-4GLTENA ISR1100-4GLTEGB
i
Bands LTE: 82, B4, B5. B12, B13, B14, B17, B66 LTE: B1, B3, B7, B8. B20, B28
FDD LTE 1900 MHz (band 2), 1700 MHz FDD LTE 2100 MHz (band 1), 1800 MHz
(band 4), 850 MHz (band 5), 700 MHz (band 3), 2600 MHz (band 7). 900 MHz
(band 12, 13, 14, 17), 1700MHz (band (band 8), 800 MHz (band 20), 700 MHz
66) (band 28)
UMTS: B2. B4, B5 UMTS: B1.B8
GSM/GPRS/EDGE: E-GSM 900, DCS
1800
Theoretical download/upload 150 Mbps/50 Mbps 15G Mbps/50 Mbps

speedg

ftlvnm



Middle Eastwith specific CUE
bands/frequencies

Southeast Asia

Latin America

Table 9.  Cisco LTE Specifications

ltem
Modem information

% T L
Important LTE features

SIM support

Wireless technologies supported

Included antenna

Dependent upon specific operators

supporting the LTE bends listed above.

Specification
* Modem form factor: WP7600 Series *
# 1.4 MHz, 3 MHz, 5 MM2, 50 MHz, 15 MHz and 20 MHz RF bandwidth
. WCDMA fallback

* Last resort circuit

= SIM based carrier firmware selection (Verizon, AT&T Generic)

* Single Micro (3FF) SIM card socket

Cisco LTE Advanced 3.0 LTE (Refer to Table 9: LIE Bands Supported)
Backward compatibility:
*UMTS and HSPA+

+ Two muftiband swivel-mount dipole antennas (LTE-ANTM-SMA-D)

* For -N antenna and cable installation guidance, view the Connected Grid Antennas

cisialLaiiaiLQuldfi

Cisco I0OS software licensing and packaging

Cisco SD-WAN software image

.
A single Cisco SD-WAN operating system encompassing all functions is delivered with the platform.
Advanced features can be enabled simply by activating a software license on the image. Licensing
simplifies software delivery and decreases the operational costs of deploying new features.

Table 10. Product part numbers and software images

jsRouter software images

Vipteia-OS

Viptela-OS versions 19.2.0 and later



Product part number iDescription

CAB-CONSOUE-RJ45 RJ45 Console cable
CAB-ETH-S-RJ45 i[Ethernet cable, RJ45
LTE-ADPT-SM-TF Cisco LIE SMA Antenna
LTE-AE-MAG-SMA Magnetic Antenna Extension Base
LTC-AMTM-SMA-p LTE SMA dipole antenna

Table 11. List of Small Form-Factor Piuggables supported with ISR 1100 Series

Small Form-Factor Pluggable ISR 1100-6(3 Description

VIP-SFP-1GE-BASET Yes Pluggable transceiver - 1GE BaseT 10/100/1000
VIP-SFP-TGE-LX Yes Small form-factor pluggable transceiver - 1GELX
VIP-SFP-1GE-SX Yes Small form-factor pluggable transceiver - 1GE SX

For the Cisco ISR 1100-4G/6G/LTE Routers Hardware and Software Configuration Guide, go to:

= https://www.cisco.eom/c/en/us/td/docs/routers/sdwan/hardware/isr1100-4g-6a/cisco-isr-1100-
4a-6a-hia.html.

= https://www.cisco.com/c/en/us/support/routers/sd-wan/products-installation-and-confiauration-
ciuides-list.html.

Cisco and partner services

Services from Cisco and our certified partners can help you reduce the cost and complexity of branch-
office deployments. Cisco Smart Net Total Care"ltechnical support for the Cisco ISR 1000 Series is
available or>a one-time or annual contract basis. Support options range from help-desk assistance to
proactive, onsite consultation.

For more information, visit https://www.cisco.com/ao/services.

Ordering information

To place an order, visit the Cisco Ordering Home Page. To download software, visit the Cisco Software

Center.


https://www.cisco.eom/c/en/us/td
https://www.cisco.com/c/en/us/support/routers/sd-wan/products-installation-and-confiauration-ciuides-list.html
https://www.cisco.com/c/en/us/support/routers/sd-wan/products-installation-and-confiauration-ciuides-list.html
https://www.cisco.com/ao/services

Cisco environmental sustainability

information about Cisco’s environmental sustainability policies and initiatives for our products, solutions,
operations, and extended operations or supply chain is provided in the “Environment Sustainability” section
of Cisco’s Corporate Social Responsibility (CSR) Report.

Reference links to information about key environmental sustainability topics (mentioned in the “Environment
Sustainability” section of the CSR Report) are provided in the following table:

Information on product material content laws and regulations Materials

*

Information on electronic waste laws and regulations, including products, batteries, and packaging WEEE compliance

Cisco makes the packaging data available for informational purposes only. It may not reflect the most
current legal developments, and Cisco does not represent, warrant, or guarantee that it is complete,
accurate, or up to date. This information is subject to change without notice.

Cisco Capital
Flexible payment solutions to help you achieve your objectives

Cisco Capital makes it easier to get the right technology to achieve your objectives, enable business
transformation and help you stay competitive. We can help you reduce the total cost of ownership,
conserve capital, and accelerate growth. In more than 100 countries, our flexible payment solutions can
help you acquire hardware, software, services and complementary third-party equipment in easy,
predictable payments. Learn more.

For more information

For more information about ISR 1000 Series routers, visit httPs://www.cisco-com/ao/ISR1000 or contact
your local Cisco account representative.

Asia Pacific Headquarters EMtope Headquarters
Cisco Systems (USA) Pie. Ltd. Cisco Systems international LI/ Amsterdam,
San Jose, CA Singapore Tbs Netherlands

Cisco has more than 200 offices worldwide. Ackiresses,.pi>one nunte s, XKl fax numbers are feted on the Cisco W eM e at bttps:/Awww.dsco.conri/go/ilTTTicA 4 1

Cisco and me Cisco logo are trademarks or registered trademarks of Cisco and/or its amfetm in me U.S, and oilier countries. To view a fistof Cisco trademark,


httPs://www.cisco-com/ao/ISR1000
http://www.dsco.conri/go/ilTTTiccA

AreHumsa 3a npesoau

1SO 9001:2000

Lloyd's Register Quality Assurance

MpeBOof OT aHFNUACKN €3MK

WHopmaLnoHeH nucT

LiveNX

Noro Ha LiveAction

Mnatpopma 3a MOHUTOPUHI Ha MpexxaTa U ePeKTUBHOCTTa Ha

NMPUNOXKEHUATA

LiveNX cb6bupa 1 aHanu3npa AaHHU JUPEKTHO OT MPEXOBUTE YCTPOIACTBA, 3a Aa aHanu3nupa v npeAcTaBs UHGopMaLms 3a
NpoeKTMpaHe, NPOBEPKA Ha NONMUTUKNTE W OnepaLnuTe B UANOTO NpesnpusThe, 3a fa OCUrypyu MakCcuManHa eqekTUBHOCT U

ONTUMAJZTHO U3XNBABaAHE Ha K/ANEHTA.

O6w npernepg

Busyanusauum Ha notoka ot Kpai/'l no Kpal7| B usnata
Mpexa

MNaTeHTOBaHaTa TexHONOrnsA 3a BM3lyanusaumsa Ha LiveNX onpoctsaBa
MpEe>XXoBuTe onepauumn n oTcTpaHsBaHe Ha npob6nemu. LiveNX
Kopenupa MHOXEeCTBO Habopu OT laHHU, 3a Aa NpejocTaBu M3rneau,
rpaduky 1 KapTu, KOUTO Aa U CTpupaT TEKYLLOTO CbCTOSIHUE Ha
NPUNOXEHNS U NPOU3BOAUTENHOCT HA MpeXkaTa.

BuanmocT Ha NpunoXkeHMeTo 1 oTcTpaHsaBaHe Ha
npo6nemu
MNonyyaBaTe AbN60OKO pasbupaHe Ha Tpaduka Ha NpPUNoOXKeHuaTa

BMAA Ha NPUNOXEHMETO,

nbNlHa BUAMMOCT Ha npoTokona WU

BK/HOYNTENHO BUAEO, He3abaBHW cboO6LLEHUSA, TpaHchep Ha
thalinose n gp. Pa3bepeTe Kak ce M3MOn3Ba Ballata Mpexa, kak ce

Kown CaHKUMOHUpPaHn nnn

rnac,

n3nvaHABaT
HeCaHKUMOHMPaHN NpUnoXXeHna ce nanonssart.

npuno>xeHndata n

WNHTynTMBeH rpadmyeH nHtepgeic 3a QoS KOHTpon
Cb3faBaiiTe, pefakTupaiite u npunaraiite QoS nonutukn 3a pytepu Cisco n
Cnoit 3 cynubpu B paboTely Mpexu nocnefoBaTesiHo M yBepeHo. QoS
CbBETHUKDLT U BrpaZieHnTe WaboHN ca JOCTBMHW 3a npunaraHe Ha NoNTUKK,
6a3upaHu Ha Haii-gobpute npaktTukn Ha CisCO unn M3non3BaHe Ha pefakTopa
QoS GUI 3a usrpaxpgaHe Ha nepcoHanuavpanu nonutuku. LiveNX reHepupa
oTyeT 3a oAuT*Ha QO0S, 3a [fa nokasBa MoApobHO QOS noAuTMKWTE
BK/OUUTENIHO HACTPOMKM 3a KOHUrypaums, npobnemn ¢ Npou3BOANTENHOCTT,
CnafjoBe ¥ rpeluka B npasuiara.

CoptyepHo getmHmpaHo ynpasneHne Ha WAN

/i3nonsBaiite BW3yanusauuuTe Ha MNPUNOXEHMATa U MaplpyTuTe, 3a
eheKTUBHO BannavpaHe Ha Bb3BpbluaemocT Ha uHeectuumnute (ROI) BB WAN
3a TpaguumoHHuTe MPLS, xmbpughn nam codptyepHo gecmHupadn WAN (SD-
WAN). KoraTo eguH MpexoB enemMeHT npasBu NpPOMAHA Ha MbTekata, 3a fAa
3aWuUT NPUNOXeHNATa nopagn ycnosue u3BbH nonutukara (OOP), LiveNX
npaBu rpachuyHMTE MPOMEHW Ha NbTekaTa OT Kpaik 4O Kpail. Busyanusupa
MPEXOBUTE W HacnarealuTe ce MbTekn OT 6pPaHIIOBUS O(KUC OT AOCTaBuMKa
(1Te) Ha ycnyruTe A0 LEHTBbPa 3a AaHHW, KbAEeTO Ce HaMupaT NpUNoXeHUsTa,
3a noslyyaBaHe Ha CMUCNEHa 1 NPUNOXMMa NHOPMaLMA.

LiveNX cbbupa fJaHHM B peanHO BpeMe, KakTo OT MpexaTta C MHOro
focTaBunumM, Taka M oT cneundmuynute 3a Cisco REST APl (DNA Center,
vManage BFD (gBynoco4yHo npegHo oTkpusane) u Appld (MgeHTudmkauma Ha
NpUNQKEHNETO 3a OCUTYpABAHE Ha TOUEH BU3yaseH aHanus)).

Koe e HOBOTO

[doknagBaHe /TlyntoBe 3a ynpaBieHue

*YCcbBbpLWIEHCTBAHN oT4eTn Ha WebUI

*Yunaketn 3a AOCTBMNHOCT Ha NynToBeTe

=llofobpeHO NnaHMpaHe Ha oT4yeTMTe M ONuUMW 3a cnojensiHe
=[lo6aBeHO ynpaBneHne Ha UCTOPUSTA Ha CKOPOLUHUTE oT4yeTuTe
=lMofapbXXKa B paboTHO Bpeme 3a MHOromHTepgdeiicin SNMP oTueTn
=BbBefeH nynT 3a npernej Ha ,,CutyaunoHHara ocsefjomeHocCT"
=MofobpeHns B OTYMTAHETO Ha paboTara Ha NpunoxxXeHusaTa u
rnac/suaeo n nofobpeHns B NynTa 3a ynpasneHune

elMopgo6peHa nogapbxka Ha IPv6

«DMVPN QOS MOHUTOPUHI Ha TyHenuTte

=KaTtanusaTtop 9k: Q0S MOHWUTOPMHI Ype3 nakeTHa ckopocT (CBQoS
MIB)

=[lobaBeHn ca cnegHUTe OTHETU:

=MynTukacTt oguTeH foknag

«0606LeHN OTYETN 3a YecToTHaTa neHTa U U3non3BaHe Ha
nHTepgeiica (SNMP)

=E>kefHeBeH 06006LLeH JOKNaj 3a YecToTHaTa leHTa Ha uHTepdelica
=l3non3BaHe Ha MHTepdeiica Haj npara 3a U3BbHPeAEeH TPYA
«[oNbAHUTENHN WABNOHMN 3a OTHETU

Tononorus

=MofgobpeHa yeb reo-tononorns 3a ronaMomallabHn onepauuu
LiveWire

=MoaapbxkKka Ha SNMP

=[lonbNHNTENEH KpbCTOCAH CTapT KbM onuyuute Ha Omnipeek
WebUI UcTopus

=l/lctopna Ha nnaHupaHe Ha kanauuteta Ha WAN

«l/icTopusi Ha nsnonssaHe Ha WAN uHTepdelica
«TbpceHe no uctopunata Ha DN (NoBUKBaHUSA)
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YnpaBneHue Ha ycTpoiictBoTo/cuctemara
«pynupaHe Ha reo-nokauusata Ha WebU|I
<llepcoHann3npaHo ynpasneHne Ha npunoxenus (W/NBAR)

=MNogo6peHo huaTpupaHe Ha nNynTta 3a ynpasneHue

-« MopfobpeHo apxvMBupaHe W Bb3CTaHOBSIBAHE Ha cucTtemara 3a
yCTpOWCTBa, KOUTO He ca snmp ynpasnsBaHu

«ogapbXXKa Ha akTyanusupaH wabnoH Ha Cisco WLC Netflow (no-
BMCOKa BUANMOCT)

= Teo-Tononorus: none 3a  TeKyuoTo CchCTOsIHUE Ha
npegynpeauTenHuTe curHanm
= KoHturypyemo Bpeme 3a aBTOMaTMUYHO OMNpECHsiBaHe Ha

ycTpolicTBOTO

«MogobpeHa agantaumsa Ha Cisco SD-WAN

<EanHUYHO BAn3aHe (SSO) upe3s SAML (ADFS)

AnapmeHM CUrHanun

=Ye6: [leTaiinnsmpaHe oT anapmMeH CuUrHan 4o CbOTBETHUS AoKNag
=Po0S Knac yHuBepcaneH npar 3a otnagaHe

«AnapMeHU CUTHaNU ¢ MHOFO NparoBe 3a:

« VHTepdelic, ycTpoiCcTBO, NpefynpexieHus 3a AOCTbMNHOCT Ha
caita

<AnapmeHun curHann 3a CPU/nameTta Ha ycTpoiicTBOTO

=AnapmeHu curHanu 3a nanonssaHeto Ha WAN

«06¢cnyxun cera: IHUnAeHTn (cnewHocT/ nogkateropmsa noneta)
<Mopo6peHus B SD-WAN: vManage anapmMeH CUTHan v BUAMMOCT Ha
cbvbuTnATa

=PeXuMm Ha nogapbxka

LiveAction mpexxoB aHann3 (LiveNA) (npernepg)
«YCcTpoiicTBa, 6asnpaHn Ha GPU

«0TKpMBaHe Ha aHOMaInn B NOBEAEHMETO Ha NMPUIOXKEHNETO
-Pa3u_||/1peHV| aHoTauun n aHain3n

O6nayeH MmoHuUTOpUHI 3a AWS/Azure (nperneg)

= BuaMmMoCT OT Kpali O Kpali - Kakto B Obfaka, Taka U B
othuca

<Bugumocrt npe3 VPC nVNet Tpaduk

«BuAMMOCT Ha foKasHaTa perucTpaumsi Ha notoka

Mons, cBbpXkeTe ce C suppori@ liveactionxom, ako >kenaete
Ja BuauTe AeMoOHCTpaumst Ha npogyktute - LiveNA u Cloud
Monitoring.

OCHOBHW XapaKTepuUCTUKM

Bbp3a peakumsi Ha UHLUAEHTU C aHa/M3 Ha NOTOLUTE KbM
naketute ONTMMM3aUWs HA PaGOTHUS MOTOK

PaspellaBaHETO Ha CMOXKHU UWHUMAEHTM MOXe fa 6bae
MPEOV3B/KATENCTBO, KOFaTO CA BKHOHEHU PA3MUHM  CUCTEM.

n3Bectve nnun MpOorHo3a, Korato  cbbutmeto e
naeHTMuumMpaHo 3a  OTCTpaHsBaHe. B pamvkure Ha
UHXXeHepHata KoH3ora Ha LiveNX, NetOps moxe necHo ga
n3onupa npobnema C BU3yaNHWUA aHan3, NpefcTaBeH Karo
TONO/OrNs, NU3rNean Ha caiT UM YCTPOIACTBO.

LiveNX npegcraBs BpemeBus OTnevarbK OT  anapMeHusi
CUIHau1 1 n3onauust Ha npobrema OT MoToKa Ha faHHWTe, aKo
€ HeobXoavM [OMb/HUTENEH aHanM3, ekunmbT Ha NetOps
MoXe 6bp30 ga craptipa Omnipeek 3a 3agbn604yeH aHanm3
Ha naketa 3a MbpBonpuynHaTa.

Bbp30 pearvpaHe Ha UHLMAEHTU 3a No-6bLP30TO MM pa3peluasaHe

WHTerpaums Ha LiveWire 3a HabntogeHne Ha WAN epk
CerMeHTun

LiveWire - WAN ef>X HenpekKbCHaT MOHUTOPUHT

YpeabT 3a HabnogeHne Ha Mpexara LiveWire e
onuvn3upaH 3a WAN emK MNpunoXkeHus, 3a Ja ocurypu
ynaBAHe Ha Maket W WHTerpupaHo pelleHne 3a IPFIX
ekcropt ¢ LiveNX. LiveWire ynaBsa v npeobpasyBa MakeTHn
[aHHN B peanHO BpemMe, KOUTO Ce MojasBarl [VPEKTHO B
MalumHata 3a Bu3yanmsaumsa Ha LiveNX.

LiveWire n LiveNX 3aegHO npegnaraT HOBA BU3yalHU
npegcTasy 1 aHaiM3n B TPAAULIMOHHO STbMHUTENCPEaY, Karo
Hanpumep KrnacuuKaumss Ha NPUIoXKeHWATa U ynpasneHne
Ha nNpou3BOAMTENHOCTTa 3a BHegpsaBaHe Ha SD-WAN wnnm
TPagMUMOHHa HacrefeHa cpefja Ha MHOro [JocTasBuuup.
LiveWire e n3kntounTeNnHO MOLLEH 3a M3Mon3sBaHe npu MHOTo
crnyyaum, BK/IIOUMTENHO  6e3Xun4eH MOHUTOPUHT  Ha
OpaHLIOBETe,  OTCTpaHsBaHe Ha  Heu3npaBHOCTM  MpW.



LiveNX npefcrassa pasLumpeHn faHHN 3a e(heKTMBHOCTTa Ha
Mpexara ¢ gaHHu oT Cisco OT4eTn 3a BUAUMOCT Y KOHTPON
Ha npunoxxeHneto (AVC). C Te3n Mpexosu faHHKU LiveNX
[OKNagBa 3a BYCOKa eheKTMBHOCT Ha NpunoxxeHusta n AVC
NPUIOXKEHWSI C NATEHTHOCT, HeCTabuHOCT, 3aryba Ha naketu
1 pasLUMpeHn nokasarenm 3a eqheKTMBHOCT 3a&: caliToBe,
YCTPOIiCTBa, NOTPEOUTENN N cpeaaTa Ha JocTaBuMumuTE Ha
ycnyru.

MopgobpeHnn Ha anapMeHUTe cUrHanu - BUAUMOCT Ha
canta

LiveNX OnepatnBHO Tab610 - TeKyLiM anapMeHn CUrHanm no o6ekTn

LiveNX — [oknaf 3a HalIM4YHOCT Ha calita

KoHTponHoTto Ta6no 3a onepaumn LiveNX cera nogabpxa
OTYETU 3a HAIMUYHOCT Ha CalToBE Y NEPCOHaIM3NPaHN
YWIDKETN, 3a fa UntocTpmpa 0606LLEeH npernes Ha
anapmeHuTe curHanin. Eknnmte Ha NetOps Bedve morar fja
BU3ya/M3npar anapMeHuUTe CUrHann Ha 1abnoTto 3a
ynpasfieHne Ha e4HO MSICTO Ypes caiiTta, YCTPOMNCTBOTO Un
MHTepelica 3a No-neceH 4OCTbN C 0606LLEHN U3rneaw.
HabntofeHneTo 3a HaMUYMETO Ha CaT e egHa nonesHa
TeHAeHuns. ToBa e MACTOTO, KbAeTo KonebaHusTa Tpsabsa ga
ca MHOro Maviki, a KnrouoBute nokasarenn 3a epeKTMBHOCT
(KPI) ga ce KoHTponAmMpart CTPMKTHO. KaTto BofeLy, nHankarop
3a Bb3MOXKHU AapyLleHna Ha SLA, onacHu 30HM Uiy noLuv
CLEHapun Ha BHeapsiBaHe, OTYETUTE 38 HAJIMYHOCT Ha caita
ca Hali-nobpe mHTerpupaHun B MNpernega Ha HUBOTO Ha
ycnyrata v ce cBbp3Ba ¢ [loknagmTe 3a eieKTMBHOCTTa Ha
npunoXxeHveto QoS Kiac Ha Mpexxara.

LiveAction.com

Cisco uHTerpauuns

LiveNX npegnara HalA-LUMPOK Habop oT MHTerpaumn 3a Cisco
cpeon. B LiveNX 8 uHTterpupaHeto Ha Cisco DNA Center API
Beye e [JOCTBLNHO 3a O6LLa Ha/IMYHOCT, B JOMb/HEHNE KbM
Cisco Identity Service Engine (ISE), vManage (SD-WAN), SD-
Access 1 PxCrid koHekTopute. Te3n nHterpaumm
npegoctasaT 6orat Habopw OT AaHHW 3a HanpeaHam
BU3yasiHM aHanm3n Ha LiveNX. TononornyHmTe npernegute
Ha MoTOKa B peayiHO BpemMe N KPUMUHATUCTUYHO
Bb3NPOU3BEXIAHE 1 aHaNN3 Ca KNOHOBU €fleMEHTU Ha
NetOps

KN 40BN BBHL3IMOXHOCTH

OnTMMmM3MpaH paboTeH NpoLuec 3a NoToumn 1 naketm
3a oTcTpaHsiBaHe Ha Npo6remMu B Mpexara

Ypes aHaM3 Ha HMBOTO Ha notoka u naketute NetOps Beuye
MOXXe 6BbP30 ga 13onmpa NpobnemMH1UTe 0bnactn 1 a nva
roTOB OTrOBOP 32 BCEKM TEXBK NHLUAEHT.

C TOMNOMOrMYHWTE N3MNEAM Ha NMOTOKA W MHTErpypaH
eKcnepreH aHamn3 Ha nakeTute LiveNX ontummsumpa
n3onauusita Ha NpobnemMa [0 MbPBONpUYMHATA B LMKbIA Ha
ynpasneHve Ha nHungeHtute. C nHterpvpaHus paboteH
npouec Ha ServiceNow ITOM LiveNX e knovoBa nnargopma
3a NetOps 3a no-6bp30 paspeLlaBaHe Ha UHUMAEHTU 1
JoKnafBaHe Ha CbCTOSIHMETO U Bb3AENCTBMETO BbPXY
6usHeca.

BunsyanHn aHannsn
Busyannsauusita B4 No3BonsiBa ga pasbepere no-gobpe
MPEXOoBUS TpadvK, Taka ye fa MoXeTe fa ugeHtuduumpare

npo6nemMHuTe MecTa.

*AHaNN3 Ha NPUIOXKEHNETO N MbTHA Ha NOTOKa
=[loaapb>KKa Ha MHOro goctasumum - NetFlow v5/v9, IPFIX,
sFlow u J-Flow _

<HecrabunHocT, 3ajgbd efl*c a3aTenM 3a 3aryba Ha
naketu 3a rnac u 2

=[lokasarenu 3B emeHa” peakuiis Linpnno:

Bpeme 3a 06pa3Ho NbTyBa*eabCH Ny e

3aKbCHeHVe K nn e HTa N N

eNetFlow perdpTpaun " *ripa pin£]

X
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=be3xmnyHa nHpopmaums, BKIFOUNTENIHO CaMONMYHOCT Ha
notpebutensi

=Obp3a perncrpaumsa ot 3alumrHaTa creHa

=KpaitHa cuctema (Tvn ycTpoiicteo, OC) 1 nHhopmaums 3a
KpaiiHusa notpeéuten

=/IHTerpaumsi ¢ 6POKePU Ha MPEXKOBU MaKeTu

=[lotok DVR 3a Bb3npousBexXiaHe Ha UCTOPUYECKN faHHU
=BrpaseHo paspeLlasaHe, Ha MMeHa oT Cuctema 3a nvieHa Ha
fomeiiHn (DNS)

<EKcnopT Ha Tononorma KoM Visio

CotyepHo gepuHnpaH WAN MOHUTOPUHT

GUI-6a3upaHo ynpasneHue 3a SD-WAN MOHUTOPUHT 3a
KOHTPON Ha MbTeKara 1 onTuMu3aums Ha pabortara Ha
NMPUNOXEHNETO.

=Busyannsauus Ha KOHTpo/a Ha nbrekara

«SD-WAN T1abno v TeHgeHumst

<PfRv3 MNogapbkka Ha MHOro LEHTPOBE 3a AaHHU

=[loka3Ba KakBa HecTaHgapTHa npuunHa 3ajeicTea NpoMsHa
Ha nmbTeKara

=0T™MeTH 3a Tpadmka Mo Knac/npunoXkeHve

Moaapbxxka Ha Cisco SD-WAN (Viptela)

LiveNX koHconuaypa yHuguumpaHo otuntaHe,
VHBEHTapU3aums 1 U3BecTve 3a anapmeHun curHanm. 3a Cisco
SD-WAN LiveNX nogabprka:
=lMopgpbkka Ha nnatgopmmute Cisco VEdge, cEdge MENCS
=opapwxkka Ha Cisco IWAN
=[lperneg Ha TononorusTa no cantose Ha Cisco SD-WAN

=BugnmocT Ha HacnarsaHe - VPN, TyHen

<TpaHCnopT Ha AOCTaBYUK Ha YCyru

«CbCTOSAAHME HA U3MbHEHWETO

=duntpmpare no npunoxkenns, DSCP, VPN wnu fjoctaBumk
Ha ycnyrm
<AHann3 no cairtose Ha Cisco SD-WAN

<[lpoBepka Ha nomTuKara

=[punoxkeHne - VPN - DSCP - [JocTaBuuKa Ha ycnyru
CbcTosiHME Ha ycnyrata
*YCTPOICTBO 3a UHBEHTapu3auus Viptela, BKOUMTENHO
vEdge pyTtepu unycTpoiictBa 3a ynpasneHune karo vManage,
vBond v vSmart
=[lo6aBs NOAXOAALLM UHTEepdElicn 3a HAbNKAEHME OT BCEKM
vEdge pytep.
*Y[OCTOBEPEHNS 38 MOHUTOPUHI Ha YCTPOWCTBa, Karo
Hanpumep SNMP HacTpoiiku
=Cbbepa MpexoBa CEMaHTUYHA MHGopMaLWs 3a BCKO
YCTPOIACTBO 1 NHTEpPEAC:

=AcouunrpaHn canToBe 3a BCSKO YCTPOWCTBO

=[eooKkauysa Ha caiita

<WAN unHTEepencn Ha BCSKO YCTPOCTBO

=[locTaBuMK Ha ycnyri, cebp3aH ¢ Bcekn WAN mnHTepderic.

Benexxka: Viptela refers to the service provider information
as ’colors T Ha WAN Bpb3KkU (BXOAALLM U

N3XOAALLM)

LiveAction.com

<ManuHr Ha IP Ha calitoBeTe

<0Onpejgens fanv jafeHo YCTPOWCTBO € B LieHTbpa 3a fJaHHU
<Viptela VPN ID manuHr no VPN nve

<vManage API: BFD ([JBynoco4Ho pasno3HasaHe Hanpeg),
Appld v anapmu.

Mopapbxka Ha Cisco IWAN

=PfR KOHhUrypaums Ha MHOXECTBO [MTaBHU KOHTPOepn
=ABTOMAaTNYHO HayyaBaHe Ha CeMaHTUYHWN HaCTPOWKM 3a
PfRv3 MOHUTOPUHT 3a ONpOCTSIBaHE Ha HacTpoikara
=[lofapbxKa Ha MHoro PFfRv3 LieHTpoBe 3a jaHHu

Q0S MOHUTOPUHT

MpocnegsaBa kayecTBOTO Ha QOS 3a BCEKU Krac.
MOHWTOPUHIBT U alapMUPaHETO 3a NPO6IeMU € NPUOPUTETHU
onaLLKv ocurypsisa NpoaKTMBHO yBeAoMABaHe 3a
noTeHuMaiHn NpobnemMm ¢ KA4eCTBOTO Ha rnacosara
UHopmauums.

=Busyanmsauna Ha npunoxxeHneto NBAR2
=[lepcoHannaupaHn jedmHnumn Ha NBAR

=[padku npeau n cnep QoS

=[logpobeH rpacmueH gucnnen Ha nHtepgeiica n CBQoS
crarucTmkara

«95/99 nepueHTW, TPUMECEYHW, TOAULLHM N CHNOCTaBEHN

JOKnaan

AnapmMeHu curHanu

LiveNX acoumupa cbbutis oT ycTpolicTBa (pyTepw,
KOMYTaTopy, 3alyTHW CTEHU M Ap.) C anapmuTe, KOUTO ce
reHepupar npu U3Mb/HEHNE Ha KOHKPETHW KPUTEPUW, KaTo
npar Ha 3ageiicTBaHe, 1 ce Nokasear B OnepaTnBHOTO Tabo.
C KoHuenuusiTa 3a ManvHr Anapma - Cboutune LiveNX e B
CbCTOSHUE Aa MPeMaxHe YecTo CPeLLaHoTo OniakBaHe, e
6pOAT Ha Cb3fajeHnTe anapMu e TBbpAe roasM, Karo rno
TO3W HaYMH MNoKassa camo aiapMuTe, KOUTO U3NCKBaT
He3a6aBHO BHUMaHMe.

CurHanuTte ca KateropyaupaHv B TpY HUBA Ha TEXKECT:

Kputnuen:
C Haii-BMCOKaTa TEeXXeCT, Hanp. 3a anapmMu, Kouto buxa
NPUYUHUIM Ha-roneMmnsi NPOGAeEM B MpeXkaTa

MpegynpexgeHue:
Buicoka TeXKecT, Hanp. 3a CUrHa/In, KOUTO MoKasBar hakTu,
KOUTO ca NPOBAEMHN UK e cTaHaT NpobieMHn

WHiopmaymnsa:

Hucka TexkecTt, Hanp. NpobGnem, 3a KOITO cu CTpyBa Aa ce
3Hae, HO MOXKE ja He e TONKoBa narybeH 3a Mpexxara
Mpeaynpe>kaeHnaTa mMorar fja 6baaT KOHUINypypaHn Taka,
ye a ce vHTerpupar B paboTHUTE MPOLECU B MHAYCTPUATHA
cuCTEMIW 3a ynpasneHne Ha MHUMAEHTU KaTto ServiceNow m
PagerDuty.

QoS KoHurypaums
Cb3gaBa, pegaktmpa v npun*ra®o3 noamtnku 3a pyrepm
Cisco n Cnoi 3 cymuspu™ [mpexxn. N3non3Bsalite
QoS cbeeTHukbT M BM MH)AE€Ma6n101Manalg
NONUTUKN, BA3MPAHN AarA-AGp i CANpA Al
n3nonseaiite pegaktop Qof
NONMUTUKN. k/ A
a\ &
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< [Mogopbkka Ha nbiHa MogynHa QoS KOHmrypauus,
BkrounTtenHo WRED, CBWFQ 1 npuopuTeTHa onaLlka

= Cb3fjaBaHe Ha liepapxvyHa noutMKa 3a pasLuvpeHv
KOHmrypaumm

= [lepcoHanm3npaHu NBAR2-6a3npaHH  cbBnageHwus,
BK/IHOUMTENIHO aTpubyTu Ha BUCOKO HMBO, HTTP URL, MIME,
HOST n RTP nportokonn #

<BrpageH ACL pepaktop

= BrpageHn npaBuna 3a QOS HAaCTPOWKW, KOUTO OcBeTABaT
HapyLLeHusITa

=[TbTeka 3a 0AMT Ha KOHMrypaums

=061, cucteMeH oauT Ha QoS

=[lonmtrka 3a LAN ycnyra

LAN

Busyanmaupa lMNpoTtokona 3a ob6xsallauwlo abpBo. Ocurypsisa
BM3yamsauum Ha Cnoii 2 B peasHO BpeMe 3a Mpexu,
BK/KOUNTENIHO VMHTEepdelic Ha Marnctpamre, KaHaam Ha
noptosetre, VLAN acoumaumm u MNpPOLEHTU Ha YecToTHa
neHTta. M3rotesa otyeTn 3a Cnoi 2 Ha QoS.

MapLipytnsnpaHe

Busyanmsaumm Ha MapLupyTV3MpaHeTo B peasiHO Bpeme 3a
Mpexxv Cisco, KOMTO Morar ga uaeHtugmumpar npobnemu c
[LOCTBMHOCTTA, MapLUPYTHN LUMKIM U aCUMETPUYHU MThTULLA,
3acarauy KavyectBOTO Ha Tpadwka. B gonbnHeHue, 6a3uvpaH
Ha nonMTnkKata Habnogaten/ penakTop Ha
MapLUpyTU3auusita, OCUrypsiBa BMCOKa CTEMEH Ha KOHTPON
BbpXy MonMTMKatTa Ha Tpadwmka, 3a fga MapLupyTtmi3upa
Tpadmka necHo 1 npeackalyemo Mno ykasaHu OT notpebutenst
nbTULA.

IP SLA

Cisco 10S IP SLA e necHO [OCTbMeH 3a reHepupaHe W
CnefileHe Ha CMHTETMYEH MPEeXXoB TpadivK, 3a 4a ce onpefenv
NPOM3BOAUTENHOCTTA Ha Mpexara, fa ce wusnpobear
NpoMeHUTE B MOMUTUKaTa WM aKTMBHO fa ce Habniogasart
KMHOYOBUTE MPEXOBU MbTuLLa. CUHTETUYHMTE TUMOBE TpadmK
BKMtouBar gaHHu (HTTP, FTP, DNS, DHCP) u mac, Kouto
Morat fa ce u3nonssar 3a U3MepBaHe Ha NaTeHTHOCTTa,
3arybute, HectabunHoctta M CpegHa OUEHKa Ha MHeHve
(MOS) 3a VoIP. BUWCOKO WHTEPaKTMBHUAT  rpaguyeH
VHTepdenc npegoctaBs (PYHKUMOHANHOCTTA U IbBKaBOCTTa
Ha IP SLA cyHkunnte, 63 ga € HeoGXoaMMO Ja HayuuTe n
n3non3eare KoMaHaHuUTe pegoBe Ha Cisco yCTpOCTBOTO.

Tunose TecT:
DHCP, DNS, ICMP Echo, FTP, HTTP, litter, UDP Echo,

Bupgeo onepaupn
NlaTeHTHOCT:

MOS wu3mepBaHMS Ha MNPOU3BOAUTENHOCTTa,  3aryba,
HecTabunHocT

LiveAction.com

CtpaHvua 5 or 8



NHTerpaums 1 KOMNOHEHTU Ha apxuMTeKTypaTa

Mnatcopma /CbpBbHP

Ta6na 3a UueHTpaneH MeHUMDKLP,
aflapMeHu JOKNaau 1 Tonosorusi

Motok, SNMP cbbupaHe n
CbXpaHsiBaHe

[ 1\

Ekcnoptepn Ha notoum SNMP

LiveNX

LiveNX e nnatdopma 3a MOHUTOPUHI Ha paboTata Ha
MpexXara 1 NpUoXKeHusaTa € nateHToBaHa BuUsyanmsauma ot
Kpali [0 Kpaii 3a rnobaneH wu3rnes Ha Mpexara u
Bb3MOXHOCT 3a paslumpsiBaHe [0 OTAENHU YCTPOICTBa.
M3non3eaiikn LiveNX, npegnpusitusita nonyyaeaT B peasHO
BpEME HernpekbCcHaT Mornef BbpXy MPEXoBus TpadvK Ha
6asara Ha aKTMBHOCT Ha NPWUIOXKEHUS 1 NOTPEBUTENCKO HMBO.
LiveNX npegnara Bb3MOXHOCTTAa fJa ce cbbupar w
aHanmsmpar obemMy OT MPEeXOBM JaHHM B Mawab OT BCAKO
YCTPOWCTBO, MPUIOXKEHME W MOTpebuten, 3a ga ce Hamam
CpefHOTO BpemMe 3a PEMOHT W M3BbLPLLUBA Mpoy4yBarefeH U
06sICHUTENEH alann3.

Omnipeek
«[bN6OK aHaM3 Ha NakeTuTe
=[onama bubmoTeka oT geKogepu

=EKCrepTHa cucTema - MpefyioXeH Kayau

LiveUX

LiveUX HabnogaBa onuta Ha KpaiiHua notpebuten c yeb
npunoxkeHusita. Upes kKombuHupaHe Ha nokasarenire 3a
NpeXxmBsiBaHe Ha KpaiHus noTpebuTten ¢ nHhopmMauvsTa 3a
MOHUTOPVHI HAa MpeXkoBaTta e(PeKTVBHOCT MoXeTe 6bp30 Aa
copTupare npobnemute ¢ NPOM3BOAUTENHOCTTA.

< VHTerpupaHo Tabno 3a ynpasneHue LiveNX u LiveUX 3a
He3abaBHa BUAVMOCT Ha CbCTOSIHMETO Ha caWiTa, MpeXXosuTe

LiveAction.con

KnmeHr;

BuammocT 3a LusanoTo npegnpusitue Ha
eVH eKpaH

Ekcnoptep Ha notouy 1 YnaBsaHe Ha Nakety 3a 30H1
6e3 nogapbXKKa Ha NnoTtoka

KOUTO UMatr
3acerHatum

< Bbp30 ugeHTMdMUMpaHe Ha caulToBeTe,
BMOLIABaHE  Ha  MPOU3BOAMTENHOCTTA U
NpUNoXeHUs

«OT caiiTa pasrnegaite nogpo6HO yCnoBUATa Ha MpeXxara,
BK/IOUNTENHO M3MOM3BAHETO Ha YecToTHaTa fieHTa, rpeLukv
BbB Bpb3kara, QOS mnokasarenM 1 MPUIOKEHWS, KOUTO ce
KOHKypVpaT 3a YecToTHaTa flieHTa

LiveNX MOHUTOp Ha MOHUTOPUTE

LiveNX Monitor of Monitor npegoctaBsa egyH ekpaH 3a
HaCTPOMKN Ha CbpBbPA, CbCTOSIHME Ha cUcTemara, caiitose n
KOH(Mrypaumsi, 0606LiaBaiki MHOXECTBO reorpadickn unm
OpraH1M3auUmoHHO cermeHTpaHn LiveNX gomelinun. Ypes cnoii
3a ob6obulaBaHe Bcekn LiveNX [gomeliH CbpBbp BKapsa
NOAXOLALLN AaHHWM 3a 0600LLeHN U3rneay u ynpasneHne Ha
Tabnoto ypes cesepeH REST APL.

CtpaHuua 6 ot 8



CucteMH” n3nCKBaHmnA

Onuuun 3a BHegpsiBaHe

KoMMoHeHT 4 BuptyaneH ypeg

(Hyper-V)
LiveUX MOHUTOPUHT Ha X X
npuno>XxeHus
LiveNX CbpBbp X X
LiveNX Bb3en X X

BHepgpaBaHe Ha LiveNX

Onuun 3a BHegpsABaHe

KomnoHeHTuTe Ha LiveNX morar ga 6baat BHepeHu upes
cnegHute meTogn:  BuptyaneH, dum3nMyeH w©n  obnayeH.
Cneundmkaummute 3a BUPTYalHO BHeApsiBaHe, Kakio W
cnMcbuuTe 3a MOoAApbXKKa Ha yctpoiictBa Cisco mn Multi-
Vendor Device ca noco4yeHn no-gony.

AKO ce uvHTepecyBare OT BHegpsiBaHe Ha LiveNX BbB
dm3nyecka, obnayHa (Azure, AWS un Google Cloud), Hyper-V
unn KVM cpefia, mons, cebpkete ce ¢ LiveAction npogaokoun
(sales@liveaction.com) 3a cneuvuKaummTe, NOAXOAALIN 3a
TE3N CPeM 1 BaLLUTE HYXIW.

[lokasaTesncTBo 3a
KoHuenums (POC)

<= 100 ycTpoiicTBa nnm
<= 50 k noToka/sec.

100 po 500 ycTpoiicTBa
nm <= 100 k noToka/sec.

<= 25 ycTpoiicTea
wnm <= 25 k noToka/sec.

MHUMaIHN U3NCKBaHUS
-16 vCPU Xeon unm i7

MHUMaNHN U3MCKBaHUS
-16 vCPU Xeon nnm i7

MHMManHU n3nckBaHus
- BvCPU Xeon wm z

-16 GB RAM -32 GB RAM -64 GB RAM
-LiveNX CbpBbp mMakc. xun  -LiveNX CbpBbp Makc.
pa3mep 8 GB xun pasvep 16 GB pasmep 31 GB

-500 GB guck 3a faHHu -2 TB [inckoBe 3a flaHHn -4 TB [lnuckoBse 3a faHHu

BuptyaneH ypen

Masiko BHefpsiBaHe CpefHO BHeapsiBaHe

-LiveNX CbpBbp makc. xun -LiveNX CbpBbp Makc.

Ye6 ycnyru Ha LiveNX Server

Microsoft Azure

Amazon (AMI) Appliance
X X X
X X X
X X X

Cneundumnkaunm 3a BUpTyanHoO BHeapsiBaHe
CobpBbpbT LiveNX ce nsnonssa npegnmMHo kato VMware OVA
ypeL W e Hamb/lHO onepatvBeH BefHara. CbpBbpHaTa
onepauMoHHa cuctema pabotm Ha Linux (TinyCore wm
Ubuntu) nnatcopma.

Crneundukaynm Ha cbpBbpHaTa niargpopma
<VMware ESXi v5.0 nim no-Hoea Bepcus - VMware xapayep
Bepcus 8 (Vmx-8)

=Mpe>xoB xapayep - Han-manko gea gmsnyeckn N1CS Ha
ESXi

<[logapwkka go 10 Gbps

<BuprtyanHute NIC Ha OVA u3nonssar E1000

FonsMo BHeapsiBaHe ®U3NYeCKo BHeApsiBaHe

500 go 1000 ycTpoiicTBa
wm <= 150 k noToka/sec.

1000 wnm noBeye ycTpoiicTBa
nnm <= 350 k noToka/sec.

MHUMaNHN U3NUCKBaAHMSA

-48 vCPU Intel Xeon Gold -
5118, aktmBupaH
Hyperthreading

-96 GB RAM

-LiveNX CbpBbp Makc. xvn
pa3mep 64 GB

-32 TB [uckoBe 3a faHHU

MHUMaNHU N3KUCKBaHUS
-32 vCPU Xeon unm i7
-64 GB RAM

xun pasmep 31 GB
-8 TB [juckoBse 3a flaHHu

Bceku LiveNX cbpBbp / Bb3en nogabpxa 4o 76 TB AnckoBo npocTpaHCTBO. penopbysa ce Aa 4o6aBuTe BCekM ANCK HA CTbMku oT 10 TB.

Mpenopbka 3a cbpebp IOPS LiveNX 8.0 -1000 IOPS yeTeHe 1 4500 IOPS 3anuc.


mailto:sales@liveaction.com

Cneuyndmkauum Ha KNMeHTckarta nnatgpopma
=Windows vnn macOS

=4 anpa

=8GB RAM

=Yeb 6pay3bp: IE11 1 no-HoBu Bepcun, Firefox, Chrome n

Safari e

NoAABPXaHU MPEXOBM ycTpoicTBa

LiveNX Flow

LiveNX Flow ocurypsiBa yCbBBbPLUEHCTBaAHN BU3yanM3auum Ha
MoTOKa OT Kpaii 0 Kpaii 3a MpeXy C MHOMO JOCTaBUYULIN.
CnepHuTe yCTpolicTBa ca NPeEMUHaIN NPEe3 TECTBaHE C
aHanM3 Ha notoka c LiveNX.

PyTtepwn ot cepusTa Adtran NetVanta
[,0CTaBKN Ha NPUNOXEHNS

PyTtepu Alcatel-Lucent

PyTepu ot cepusTa Brocade
Packard Enterprise Procurve

PyTepu ot cepusTa Cisco (PyTepu oT
cepusTta fSR, CRS-1, pytepn ASR 1000 u
ASR 9000, ENGS5000)

Mpeskntousatenu Cisco Catalyst PyTtepwu oT cepusaTta Juniper MX

Mpeskntousatenu Cisco Nexus (Mexus  nTop nProbe

cepus 3000, 7000 & 9000}

3awmTtHu cTeHmn Ha Cisco cepus ASA
5500

Mogyn 3a BuAMMOCT Ha MpexaTa Cisco
AnyConnect Ha Windows 1 macOS X
nnatgopmm

Ontumusnpasn WAN KOHTponepu
Riverbed SteelHead

Cisco DNA Center, Cisco APIC-EM Cisco Ontumnsunpasun WAN KoHTponepu Silver

Meraki MX Peak

Cisco RetFJow Generation Appliance
VManageAPi

EKCTpeMHU MpexoBu NpeBkoYBaTeN KpaeH areHt

LiveNX IP SLA

=Cepua Cisco pytepu nogabpykar ce 800, 1000, 1700, 1800,
1900, 2600, 2600XM, 2800, 2900, 3600, 3700, 3800, 3900,
4300, 4400, 7200, 7600, ASR1000, CSR 1000V

LiveNX LAN
MpeeknouBatenn cepus Cisco Catalyst noggbpykar ce 2960,
2960-X, 3560, 3650, 3750, 3850, 4500, 6500, 9000.

TenecdoH + eFAX: +1 888-881-1116
WMENN: satese tivescton.fym o

LiveAction *
3500 West Bayshore Rd.
Palo Alto, CA 94303

F5 BIG-IP Mnatdhopmu 3a KOHTPON Ha

MpeBkntoyBaTenu ot cepusTa Hewlett-

3awutHu cTeHn Ha Palo Alto Networks

Ye6CalT: w ww siveactionnonn) 4

LiveNX mapLupyTtusmpaHe

Cepusa Cisco pytepu: nogabpykar ce 800, 1700,1800, 1900,
2600, 2600XM, 2800, 2900, 3600. 3700, 3800, 3900,4300,
4400, 7200, 7600, ASR1000, CSR 1000V, ENCS .

LiveNX QoS MoHutop

LiveNX QoS MoHuTOp ocurypsisBa MOHUTOPUHT HA KA4eCTBOTO

Ha ycnyrata un oTcTpaHsiBaHe Ha Hen3npaBHOCTY 3a Cisco

pyTepun 1 NpeBKoYBaTeni.

«Cepus Cisco pyrepu: 800,1000,1700,1800,1900,

2600.2600XM, 2800, 2900, 3600, 3700, 3800, 3900, 4300,

4400, 7200, 7600, ASR1000, CSR 1000V

=Cisco ASR 1000 1 9000
MNpenopbusar ce 10S Bepcuun 12.3 nnm no-Hosa nnm 15.0
VN No-HOBa 3a n3non3saHe cbe codryepa (10S XE 2.6.0
1nn rno-Hosa Bepcus 3a cepnn.ASR 1000). MNo-paHHUTE
Bepcun Ha 10S cbLlo morar fa paboTar, HO oULMaHO He
ce nogabpxkat. Bepcuute ¢ 10S ¢ 06LWWo nsgaHune ce
npernopbyBar, BLIPEKM Ye BepcumTe C PaHHO W OrpaHnyeHo
n3gaBaHe CbLo e paboTaT ¢ LiveNX.

=[peBkntouBatenn cepus Cisco Catalyst 3650, 3850, 4500-X

1 9000 ¢ orpaHMyeHa nogapw>kka Ha LiveNX QoS MoHuTop B

3-pytrpyemun nHtepdeiicu n VLAN B 3aBMCUMOCT OT

BBb3MOXKHOCTUTE Ha Cisco xapayepa.

*KoMnioTbpHa cucTemMa 3a KoprnopatyBHa Mpexka

kopnopauus cepus Cisco 5000

MpexoBo pelueHue 3a BuanmocT Ha ixla * MpeBkntouBarenu cepus Cisco Nexus: 7000

UveNX QoS KoHdurypauyus

LiveNX QoS KoHtmrypauus ocurypsisa KOHgmrypupaHe m

OTCTpaHsiBaHe Ha HeM3MPaBHOCTU B KAYECTBOTO Ha ycnyrarta

3a pyrepv n npesktoyBareny Ha Cisco.

«Cepus Cisco pytepu: 800, 1000, 1700,1800,1900, 2600,

2600XM, 2800, 2900, 3600, 3700, 3800, 3900, 4300, 4400,

7200, 7600, ASR1000, CSR 1000V
Mpenopbusar ce 10S Bepcun 12.3 unu no-Hosa nnn 15.0
W1 No-HoBa 3a n3non3eaHe cbe codryepa (10S XE 2.6.0
nnn no-Hoea Bepcus 3a cepust ASR 1000). Mo-paHHuTE
Bepcum Ha 10S cbLo morart ga paboTaTr, HO ohmLmanHo He
ce nogabpkart. Bepcunte ¢ 10S ¢ 0610 n3gaHune ce
npenopbYBar, BLPEKN Ye BEPCUUTE C PaHHO 1 OrpaHNYeHo
n3gaBaHe CbLlo Le paboTaT ¢ LiveNX.

Cisco vEdge/cEdge Pytepu Cisco Vipteia* MpeBkitouBatenu cepus Cisco Catalyst 9000

*MpeBkntousartenu cepus Cisco Catalyst 3850 &4500-X
Limited LiveNX QoS Monitor ce nogabp>ka Ha Cnoit 3-
MapLIpyTM3vpawm nHtepgericn n VLAN B 3aBUCUMOCT OT
mBL3MOXXHOCTUTE Ha Cisco xapayepa.

=[peBkntouBatenn cepua Cisco Nexus: Cepusita 7000 ce
NoAAbPXKa 4YacTUYHO

#040920
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LiveAction

J LiveNX
1

Network and Application Performance Monitoring Platform

LiveNX collects and analyzes data directly from network devices to analyze and present insights to
design, policy verification, and operations across the enterprise to deliver peak performance for an

optimal customer experience.

Overview

End-to-end Flow Visualizations Across the Network

LiveNX's patented visualization technology simplifies network
operations and troubleshooting. LiveNX correlates multiple data
sets to provide views, graphs and maps to illustrate the current
state of applications and network performance.

Application Visibility and Troubleshooting

Gain adeep understanding of application traffic with fuli
visibility of protocol and application type including video, voice,
instant messaging, file transfer, etc. Troubleshoot applications
deployed in the data center, public cloud orSaaS. Understand
how your network is being used, how applications are
performing, and which sanctioned or unsanctioned applications
are being used.

Intuitive Graphical Interface for QoS Control

Create, edit and apply QoS polices for Cisco routers and Layer 3
switches on live networks consistently and confidently. QoS
wizard and built-in templates are available to apply policies
based on Cisco,best practices or use the QoS GU! editor to build
custom policies. LiveNX generates a QoS audit report to show
QoS policies in detail, including configuration settings,
performance issues, drops, and policy errors

Software-Defined WAN Management

Utilize application and path visualizations to effectively validate
WAN Return-on-Investment (ROI) for traditional MPLS, hybrid,
or Software- Defined WAN (SD-WAN). When a network element
makes a path change to protect the applications due to an Out-
of-Policy (OOP) condition, LiveNX renders the end-to-end path
changes graphically. Visualize the network and overlay paths
from the branch-office, through the service provider(s) to the
data center where the applications reside, for meaningful and
actionable information.

LiveNX gathers real-time data from both multi-vendor network
elements as well as Cisco-specific REST APIs (DNA Center,
vManage BFD (Bidirectional Forward Detection) and Appld

(Application !den”~£jEation to provid~®ccurate visual analytics)).

W hat's New

Reporting/Dashboards

* WebUI enhanced report drilldowns

* Availability dashboards widgets

* Enhanced report scheduling and sharing options

* Added recent report history management

* Business hours support for multi-interface SNMP reports
Introduced "Situational Awareness" overview dashboard

* Application and voice/video performance reporting and
dashboarding enhancements

* Enhanced IPv6 support
* DMVPN Per-Tunnel QoS monitoring
* Catalyst 9k: QoS monitoring via packet rate (CBQoS MIB)
* Added the following reports:
* Multicast Audit Report

* Interface Bandwidth and Utilization Summary Reports
(SNMP)

* Daily Interface Bandwidth Summary
* Interface utilization above threshold overtime

« Additional report templates

Topology

* Enhanced web Geo Topology for large-scale operations

LiveWire
* SNMP support

* Additional cross-launch to Omnipeek options

WebUI Stories
* WAN Capacity Planning Story
* WAN Interface Utilization Story

* Search by DN (call) Story

aehA
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Device/System Management "
* WebUI Geo-location grouping

Custom application management (W/NBAR)
* Enhanced dashboard Filtering

* Improved system backup and restore For non-snmp
managed devices

* Updated Cisco WLC NetFlow template support (Higher
Visibility)

* Geo-Topology: current alerts status box

* ConFigurable device auto-reFresh time

* Improved Cisco SD-WAN onboarding

* Single Sign-On (SSO) vis SAML (ADFS)
%

Alerting
‘ Web: Drilldown From Alert to relevant report
* QoS Class Drop catch-all threshold
* Multi-threshold alerting For:
* Interface, Device, Site Reachability Alerts
* Device CPU/Memory Alerts
* WAN Utilization Alert
* Service Now: Incidents (urgency/sub-category Fields)
* SD-WAN Enhancements: vManage alert and event visibility

' Maintenance Mode

UveAction Network Analytics (LiveNA) (Preview)
* On-premise GPU based appliance(s)
* Anomaly detection oF app behavior

* Advanced baselining and analytics

Cloud Monitoring for AWS/Azure (Preview)

* End to End Visibility - both cloud and on-premise
* Visibility across VPC and VNet traffic

* Native flow log visibility

Piease contact suppcrtféliveaction.com iFyou are interested in
seeing a demo of the Preview products— LiveNA and Cloud
Monitoring.

Key Features

Rapid Incident Response with Flow to Packet Analysis
Workflow Optimization

Resolving complex incidents can be challenging when different
systems, vendors, devices and software are involved. LiveNX
optimizes a rapid incident response workflow with Alert
notification or predictive insight where the event is identified
For remediation. Within LiveNX's Engineering Console, NetOps

UveAction

topology, site or device views. LiveNX presents the time stamp
From the Alert and problem isolation From the Flow data, should
additional analysis be necessary the NetOps team can quickly

cross launch Omnipeek for deep packet analysis for root cause.

-mmm
wsmf |

Rapid Incident Response tor Faster Incident Resolution

LiveWire Integration ForMonitoring WAN Edge Segments

LiveWire— WAN Edge Continual Monitoring

The LiveWire Network Monitoring Appliance is optimized For
WAN edge applications to provide packet capture and integrated
IPFIX Export solution with LiveNX. LiveWire captures and
converts real-time packet data which Feeds directly into the
visualization engine of LiveNX.

Together, LiveWire and LiveNX bring new visual insights and

analytics to traditionally "dark" environments such as application \'\

classification and performance management For SD-WAN
deployments or traditioal legacy multi-vendor edge switch
environments. LiveWire is extremely powerful For numerous use
cases including branch wireless monitoring, point-of-sale
transaction troubleshooting and VolP troubleshooting.



LiveNX

Application Visibility and Control (AVC) Reports

LiveNX presents advanced network performance data with Cisco
Application Control and Visibility (AVC) data. With this network
data, LiveNX reports on Top Applications Performance and AVC
Applications with latencyjitter, packet loss and advanced
performance indicators for: sites, devices, users and service
provider environments.

Alerting Enhancements-Site Availability

LiveNX Operations Dashboard — Current Alerts by Site

LiveNX — Site Availability Report

The LiveNX Operations Dashboard now supports site availability
reports and custom widgets to illustrate an aggregated alerting
view. NetOps teams can now visualize the Dashboard Alerts in
one location by Site, Device, or Interface for easier access with
summarized views.

Site availability is a helpful trend to observe. This isone where
fluctuations should be very small, and KPIs controlled tightly. As
a leading indicator of possible SLA violations, hazardous areas or
poor deployment scenarios, Site Availability Reports are best
integrated in a Service Level View and tie it together with
Application performance and Network QoS Class reporting.

LjveActlon

Cisco Integrations

LiveNX Cisco DNA Center Integration

LiveNX offers the broadest suite of integration for Cisco
environments. In LiveNX 8, Cisco DNA Center AP! integration is
now available for General Availability, in addition to Cisco
Identity Service Engine (ISE), vManage (SD-WAN), SD-Access and
PxGrid connectors. These integrations provide rich datasets for
LiveNX advanced visual analytics. Real-time Topology Flow Views
and forensic playback and analysis are key NetOps elements.

Key Capabilities

Flow and Packet Optimized Workflow for Network
Troubleshooting

With both flow and packet level analysis NetOps can now isolate
problem areas quickly and have arapid response ready for any
high severity incidents.

With Flow Topology Views and integrated Expert Packet
Analysis, LiveNX optimizes the problem isolation to root cause
incident management cycle. With integrated ServiceNow ITOM
workflows, LiveNX is a key platform for NetOps to resolve
incidents faster, and report on status and impact to the business.

Visual Analytics

Visualization allows you to better understand network traffic so
that you can identify trouble spots.

* Application and flow path analysis

Multi-vendor support- NetFlow v5/v9, IPFIX, sFlow and J-
Flow

Jitter, delay, packet loss metrics for voice and video

Application response times, round-trip time, server delay
and client delay metrics

NetFlow Secure Event Logging (NSEL)
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LiveNX

Wireless information including user identity

Firewall high-speed logging

End-system (device type, OS) and end-user information
Integration with Network Packet Brokers

Flow DVR for playback of historical data

Built-in Domain Name System (DNS) name resolution

Topology export to Visio

Software-Defined WAN Monitoring

GUl-based management For SD-WAN monitoring For path control
and application perFormance optimization.

*

*

*

*

*

Path control visualization

SD-WAN dashboard and trending

PFRv3 multiple data center support

Shows what Out-oF-Policy reason triggers path change(s)

Reports on trafFic class/application associated

Cisco SD-WAN Support (Viptela)

LiveNX consolidates a unified reporting, inventory, and alert
notification. For Cisco SD-WAN, LiveNX supports:

*

*

*

Cisco vEdge, cEdge and ENCS platform support
Cisco IWAN support
Cisco SD-WAN Site to Site Topology View
* QOverlay visibility-VPN, tunnel
* Service Provider transport
Performance Status
* Filtering by application, DSCP, VPN or Service Provider
Cisco SD-WAN Site to Site Analysis
* Policy verification

* Application - VPN - DSCP - Service Provider service
status

Viptela device inventory, including vEdge routers and
management devices like vManage, vBond and vSmart

Add relevant interfaces for monitoring from each vEdge
router.

Device monitoring credentials, like SNMP settings

Gather network semantic information per device and
interface:

¥ Site association perdevice
- Site geo location
* WAN interfaces per device

Service Provider associated with each WAN interface.

LiveAction

* Site IP mappings
* Determine if a device isin the data center
- Viptela VPN ID mapping to a VPN name

* vManage API: BFD (Bidirectional Forward Detection),
Appld and Alarms.

Cisco IWAN Support

* PfR configuration of multiple Master Controllers

* Automatically learn semantic settings for PfRv3 monitoring
to simplify setup

* PfRv3 multiple data center support
A

QoS Monitoring

Track QoS performance on a per-class basis. Monitoring and
alerting of priority queue drops provides proactive notification
of potential voice quality issues.

* NBAR2 application visualization

* Custom NBAR definitions

* Pre- and post-QoS graphs

* Detailed graphical display of interface and CBQoS statistics
* 95th/99th percentile, quarterly, yearly and collated reports

Alerting

LiveNX associates Events from devices (routers, switches,
firewalls, etc.) to Alerts, which are generated upon meeting
specific criteria, such as a threshold, and are displayed in the
Operations Dashboard.

With the Event-to-Alert mapping concept, LiveNX isable to
eliminate the common complaint that the number of alerts
being created istoo high, thereby displaying only the alerts that
require immediate attention.

Alerts are categorized into three severity levels:

Critical:

The highest severity, e.g. for alerts that would cause the biggest
problem to the network

Warning:

A high severity, e.g. for alerts that may indicate issues that are
problematic or will become problematic

Info:

A low severity, e.g. an issue that is worth knowing about but may
not be that detrimental to the network

Alerts can be configured to integrate into workflows within
industry incident management systems such as ServiceNow and
PagerDuty.

QoS Configuration

Create, edit, and apply QoS policies for Cisco routers and Layer 3



LiveNX

* Full Modular QoS configuration support including WRED,
CBWFQ, and Priority Queue*

* Hierarchical policy creation Foradvanced conFigurations

* Custom NBAR2-based matches including high-level
attributes, HTTP URL, MIME, HOST and RTP protocols

* Built-in ACL editor

- Built-in rules For QoS settings that highlight violations
* ConFiguration audit trail

* System-wide QoS audit

* LAN Service Policy

LAN

Visualize Spanning Tree Protocol. Provide real-time Layer 2
visualizations For networks, including trunk interface, port
channels, VLAN associations and bandwidth percentages. Run
Layer 2 QoS reports.

Routing

Real-time routing visualizations For Cisco networks that can
identify reachability problems, routing loops, and asymmetric
paths aFFecting traffic quality. In addition, the policy-based
routing viewer/editor provides a high degree oF control over
traFFic policy to route traFFic easily and predictably over user-
speciFied paths.

IP SLA

Cisco 10S IP SLA is easily accessible to generate and monitor
synthetic network traFFic to baseline network performance, test
policy changes, or proactively monitor key network paths.
Synthetic traFFic types include data (HTTP, FTP, DNS, DHCP) and
voice that can be used to measure latency, lossjitter, and Mean
Opinion Score (MOS) For VoIP. The highly interactive graphical
interface delivers the Functionality and Flexibility oF IP SLA
Features without the need to learn and use Cisco device
command lines.

Tc:1 Type::
DHCP, DNS, ICMP Echo, FTP, HTTP, Jitter, UDP Echo, Video
Operations

Latency:
MOS performance measurements, lossjitter

Largn-Scaie:

Wizard-based IP SLA provisioning in Full-mesh and hub/spoke
conFiguration

LiveAction
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Integrations and Component Architecture

Platform/

Central Manager
Dashboards* Alerts
Reports, Topology

LiveNX

LiveNX isa network and application performance monitoring
platform with patented end-to-end visualization for a global
view of the network and the ability to drill-down to individual
devices. Using LiveNX, enterprises gain real- time and continuous
insight into network traffic based on application and user level
activity. LiveNX offers the ability to gather and analyze volumes
of network dafa at scale from every device, application and user
to reduce mean time to repair, and it performs exploratory and
explanatory analysis.

Omnipeek
* Deep packet analysis
* Vast library of decoders

* Expert system - suggested causes

LiveUX

LiveUX monitors end-user experience of web applications. By
combining the end-user experience metrics with the network
performance monitoring information, you can quickly triage
performance issues.

* Integrated LiveNX and LiveUX dashboard for instant
visibility of site health, network devices, application usage,
and application performance {incl. Unified
Communications).

* Oukly identifyJ"e”/sitgi“that are experiencing
| the applications impacted

LiveAction

Client

Single-Pane-of-Glass
Il Enterprise-Wide Visibility

How Exporters Packet
Capture for Areas without
Flow Support

* From the site, drill down to examine network conditions
including bandwidth utilization, link errors, QoS metrics
and applications that are competing for the bandwidth

LiveNX Monitor of Monitors

LiveNX Monitor of Monitors provides a single-pane-of-glass for
server settings, system health, sites and configuration,
aggregating multiple geographical or organizationally
segmented LiveNX domains. Through an aggregation layer, each
LiveNX server domain instance injects relevant data for summer
dashboard views and management by way of a north-bound
REST API.
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LiveNX
|

System Requirements
Deployment Options

Virtual Appliance Virtual Appliance Amazon Web LiveNX Server

Component (OVA) (Hyper-V) Services (AMI) Microsoft Azure Appliance
LiveUX Application Monitoring X X X X
X x
LiveNX Server X X X X X
LiveNX Node X X X X X

LiveNX Deployment

Deployment Options Virtual Deployment Specifications

LiveNX components can be deployed via the Following methods:
Virtual, Physical, and Clouci.The Virtual Deployment
Specifications, as well as the Cisco and Multi-Vendor Device
Support lists are provided below.

If you are interested in deploying LiveNX in a Physical, Cloud
(Azure, AWS, & Google Cloud), Hyper-V, orKVM environment,
please contact LiveAction sales (sales@liveaction.com) for the
specifications appropriate for those environments and your
needs.

Proof of Concept (POC) Small Deployment

Medium Deployment

The LiveNX Server is primarily deployed as a VMware .OVA
appliance and is fully operational right out of the box. The server
operating system runs on a Linux (TinyCore or Ubuntu) platform.
Server Platform Specifications

* VMware ESXi v5.0 or higher - VMware Hardware Version 8
(vmx-8)

* Network Hardware - At least two Physical NICS on ESXi
* Support up to 10 Gbps
- Virtual NICs on OVA are utilizing E1000

Large Deployment Physical Deployment

<=25 devices or <= 100 devices or 100to 500 devices or 500 to 1000 devices or 1000 or more deuces,
<=25kffows&ec. <=50kftows/$ec. <= JOQkflows/sec. <= 150kffows/sec. or<=350kftows/sec.
Min. Requirements: Min. Requirements: Min. Requirements: Min. Requirements: Min. Requirements:

8VCPU Xeon or i7 16 vCPU Xeon or i7 , 16 vCPU Xeon or I7 32 vCPU Xeon ori7 t 48 vCPU Intel Xeon Gold
r 16 GB RAM * 32 GB RAM t 64 GB RAM ; 64 GB RAM 5118, Hyperthreading enabled
, LiveNX Server Max Heap Size  t LiveNX Server Max Heap t LiveNX Server Max Heap 4 LiveNX Server Max Heap . 96 GB RAM

8GB Size 16 GB Size 31 GB Size 31 GB , LiveNX Server Max Heap

500 GB Data Disk f 27TB Data Disks , 4TB Data Disks . 87TB Data Disks Size 64 GB n

, 32 TB Data Disks

Each LiveNX server/node supports dpto 76 TB disk space. It is recommended to add each disk in 10TB increments.

Server OP$ Recommendation Lively 8.0 -1000 KOP8 Read and 450010PS Wite.


mailto:sales@liveaction.com

Client Platform Specifications
* Windows or macOS

4 Cores

8 GBRAM

+ Web browser: !IE11 and higher, Firefox, Chrome, and Safari

Network Device Support

LiveNX Flow

LiveNX Flow provides advanced end-to-end system-level flow
visualizations for multi-vendor networks. The following devices
have gone through flow-analysis testing with LiveNX.

Adtran NetVanta Series Routers

Alcatel-Lucent Routers

Brocade Series Routers

Cisco Series Routers {ISR Series, CRS-
1, ASR tQOO&ASR 9000 Series
Routers, ENCS5000)

Cisco Catalyst Switches

Cisco Nexus Switches (Nexus 3000,
7000 & 9000 Series)

Cisco ASA 5500 Series Firewalls

Cisco AnyComect Network Visibility
MocMe on Windows and macOS X
Platforms

Cisco DNA Center, Cisco APIC-EM Cisco
Meraki MX *
Cisco NetFtow Generation Appliance

Extreme Network Switches

LiveNX IP SLA

F5 BIG-IP Application Delivery Controller
Platforms

GgamonGigaSMART

Hewlett-Packard Enterprise Procurve
Series Switches

Ixia's Network Ability Solution

Juniper MX Series Routers

nTopnPmbe

Palo Alto Networks Firewalls

Riverbed SteelHead WAN Optimization
Controllers

Silver Peak WAN Optimization
Controllers

Cisco VEdge/cEdge Routers Cisco
ViptelaVManage API

Endpoint Agent

* Cisco Series Routers: 800,1000,1700,1800,1900, 2600,
2600XM, 2800, 2900, 3600, 3700, 3800, 3900, 4300, 4400,
7200, 7600, ASR1000, CSR 1000V are supported

LiveNX LAN

Cisc<jCatalyst Series Switches: 2960, 2960-X, 3560, 3650,3750,
3850,4500, 6500, 9000 are supported.

LiveAction
3500 West Bayshore Rd. Email:
Palo Alto, CA 94303

Website:

Phone + eFAX: +1 888-881-1116

‘Vem
,tianxo&

LiveNX Routing

Cisco Series Routers: 800,1700,1800,1900, 2600, 2600XM,
2800, 2900, 3600, 3700, 3800, 3900, 4300, 4400, 7200, 7600,
ASR1000, CSR 1000V, ENCS are supported.

LiveNX QoS Monitor

LiveNX QoS Monitor provides quality of service monitoring and
troubleshooting for Cisco router and switches.

* Cisco Series Routers: 800,1000,1700,1800,1900,
2600,2600XM, 2800, 2900, 3600, 3700, 3800, 3900, 4300,
4400, 7200, 7600, ASR1000, CSR 1000V

* Cisco ASR 1000 and9000

Recommend I0S versions 12.3 or higher or 15.0 or higher
for use with the software (I0S XE 2.6.0 or higher for ASR
1000 series). Earlier IOS versions may also work but are not
officially supported. General-release 10S versions are
recommended, although early- and limited- release
versions will also work with LiveNX.

* Cisco Catalyst Series Switches: 3650, 3850,4500-X and
9000 Limited LiveNX QoS Monitor support on Layer 3-
routable interfaces and VLANs depending upon Cisco
hardware capabilities.

* Cisco 5000 Series Enterprise Network Compute System

* Cisco Nexus Series Switches: 7000

LiveNX QoS Configure

LiveNX QoS Configure provides for configuring and
troubleshooting Quality of Service for Cisco routers and
switches.

* Cisco Series Routers: 800,1000,1700,1800,1900, 2600,
2600XM, 2800, 2900, 3600, 3700, 3800, 3900, 4300,4400,
7200, 7600, ASR1000, CSR 1000V

Recommend 10S versions 12.3 or higher or 15.0 or higher
for use with the software (I0S XE 2.6.0 or higher for ASR
1000 series). Earlier I0S versions may also work but are not
officially supported. General-release 10S versions are
recommended, although early- and limited-release versions
will also work with LiveNX.

* Cisco Catalyst Series Switches: 9000
* Cisco Catalyst Series Switches: 3850 &4500-X

Limited LiveNX QoS Monitor support on Layer 3-routable
interfaces and VLANs depending upon Cisco hardware
capabilities.

* Cisco Nexus Series Switches: 7000 Series are partially
supported
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Pewenuneto Ha Cisco® SD-WAN (Software Defined Wide Area Network - CothTyepHo AeduHupaHa
rnobanHa mpexa) npegnara uanocTHa nnargopma 3a SD-WAN ¢ BrpafeHo LeHTpanusnpaHo
ynpasJieHWe N CUTYPHOCT, Cb3faBaiiku 3awmTteHa overlay WAN apxuTekTypa B kamnyca, K/oHa U
LeHTbpa 3a AaHHu 1 MyntuobnavHu npunoxenns. CoptyepHoTo pelwenne pabotn Ha peguua SD-
WAN pyTepu BXapAyepHu, BUPTYyanHu n 061avyHn haktopu Ha hopmara.

[pernep Ha peLweHneTo

Ta6noto 3a ynpaBnieHue Ha Cisco SD-WAN (durypa 1) cBbp3Ba BCUUKM LLEHTPOBE 3a JaHHU Ha
KOMMaHuaTa, MecTara Ha A4poTo U Kamnyca, kKnoHoBe Ha WAN, cbopbXeHua 3a Konokauus,
o6navyHa MHpacTpykTypa n otaaneyvyeHn pabotHuyn. Cisco SD-WAN n3nonsea npoTtokona Overlay
Management Protocol (OMP), 3a ga KOHTponupa usanata mpexa. Toii onpocTtsaBa T onepauuunte ¢
aBTOMaTU3NPaHO NpefoCcTaBsAHe, YHU(ULMPAHU MOMNTUKM U ONPOCTEHO ynpaBieHue, 3a Aa
nogMNoOMOrHe nNpefocTaBAHETO Ha Obp3W akTyanusauunm U pelweHns, u ocurypaBsa paswmnpeHa
(PYHKLMOHAMHOCT, HALeXAHOCT U CUTYPHOCT HA Mpexara.
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durypa 1.
Ta6noTo 3a ynpaBneHue Ha Cisco SD-WAN
Dashboard | Ta60 3aynpasnexue j
Main dashboard rnaeHo Taéno
Control Status (Total 18)  Crartyc Ha KOHTpOna (060 18) Site Health (Total 14) 3ppase Ha caitra (0610 14) IReboot PecrapTipaHe

WAN Edge Inventory Crncb Ha WAN Edge WAN Edge Health 3gpase Ha WAN Edge (061140 18) Transport Interface Distribution ~ Pa3npeaenenue Ha TpaHCnopTHus unTepdeiic
Top Applications Ton npunoxenus: Application-Aware Routing  HacoueHa KsM NpUIOXeHIeTo Maplupyusauus  [Transport Health Type: By Loss  TpacnoptHo sgpase Tun: Mo sary6u

-N0
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durypa 2.

CurypHaTa apxuTekTypa B o6naven mawab Ha Cisco SD-WAN

Any Deployment  BCsiKO pasrpbliae On-premise | Claud | Multi-tenant Nokanka Mpexxa | 06nak |3a MHoro Haemaremm

Any Service Besixa yenyra Automation | Network | Analytics AsTomatuzaums | Mpesxa | AHamTinaHocT

Any Transport Bceku TpaHcnopt Branch Security JOcud Security | Application Quality of Experience | CUrypHOCT Ha KNOH |CurypHoCT Ha 06nak) KayecTBo Ha onuta 3a npunoxxenuero |
UC, Voice and Collaboration | Cloud OnRamp UC, rnacosa Bpb3ka 1 CbBMeCTHa pa6ota | O6nak OnRamp

Any Location Besika nokaums Branch | Colocation | Cloud KnoH) Konokaums| O6nak

Cisco SD-WAN ocurypsBa rbBkaBa apxutektypa 3a paswupssaHe Ha SD-WAN go Bcsaka cpega (Purypa 2).
PeweHneto aBTOMaTUYHO OTKPMBA, Y[OCTOBEPABA M NPELOCTAaBA KaKTO HOBW, Taka W CblleCTBYBalLlK
ycTpoiicTBa Ha Cisco SD-WAN.

Cnep cBbp3BaHe cbe Cisco SD-WAN, BCAKO MpPeXO0BO YyCTPO/CTBO MOXe Ja HaMepu Haik-4o6pus nbT KbM
MPUNOXEHUATA, KOUTO Ce HaMUPpaT B LLleHTbpa 3a AaHHU unu myntunobnak. Cisco SD-WAN moxe fa n3nonssa
BCEKN TPaHCMOpPTEeH MeTo4 (caTenuT, wWupokoneHtos, MPLS, 5G/LTE) oT BCcAKo MsCcTO (A4p0, kpalt, 061ak) 3a
BCSKA ycnyra Ha mpexarta (CUrypHocT, kayecTBo Ha onuta [QOE] 3a npunoxeHue, rnacosa Bpb3ka). Upes OMP
Cisco SD-WAN nogabpxa KakTo 06uwu, Taka N yCbBbPLWEHCTBAHN MPOTOKOM 3a MaplwpyTn3aLmsa, KouTo ca
Heobxoanmun 3a ynpaBneHne Ha mpexu npe3 WAN n o6nak, kato Border Gateway Protocol (BGP), Enhanced
Internal Gateway Routing Protocol (EIGRP), Open Shortest Path First (OSPF), Virtual Router Redundancy
Protocol (VRRP) n IPv6. Cisco SD-WAN ocurypsiBa Tasn rbBKaBOCT KakTO NPU M3LAA0, Taka U NPy 4acTUYHO
KPUNTUPAHW MPEXW, KaTo MO3BOJISIBA MaKCUMa/IHO MepcoHanM3mpaHe Bb3 OCHOBA Ha GU3HEC HyxXauTe.

XapakTepucTuki 1 npeanmcTea

Xapaktepuctuka ~Mpegnmcieo
NMbneH SD-WAN Ha6op oT pyHKLUMN PeweHneto ocurypsasa CNOXEH KOHTPON Ha MpeXxaTta ¢ Ha6op OT hyHKUUU 3a
CYHUDMUUMPAHU KOMYHUKaLUN Mapwpytusaunsa, yHuuumnpaHu KoMmyHuKaumm, Mmyntuo6nak, cCurypHocT u

LeHTpanu3npaH KOHTPON W ynpaBieHue Ha nonutmkara.
M360p U KOHTPON B MyATMo6nak MNo3BonsiBa 06XxBaT Ha ONTUMMN3aLNA 3a MYNTNOGNAYHWN NPUNOXKEHUA, U3NON3BALLYN

Cloud OnRamp apxutekTypa. Toii onTumusupa ocHoBHuTe SaaS (codTyep Kato ycnyru)

MPUNOXEHNS N MHTerpaunsTa Ha pa6oTHNUA MpolLec KbM OCHOBHUTE Ny6AMUYHU o6Gnaun

N KONOKauuWoHHWN gocTaBuunyn.

CMrypHocr, KOATO e BrpajgeHa, a He Mo3sonABa yeHTpanusvpaHun NOANTUKN 3a CUTYPHOCT U ocurypsasa cermeHTupaHe B
npukpeneHa ysnata mpexa 1 nbneH Habop 3awWuTM Mnu Ha MAacTo, unm B o6naka Cisco Umbrella®
A (durypa 3). HesabaBHOo pa3nonara npasBuaHaTta 3aujuTa Ha NPaBUAHOTO MACTO, BCUYKO

oT ej4HO Ta6n0 3aynpaBneHue.

BMANMOCT n aHanntmuyHocT LleHTpann3npa ynpaBneHuneTo, 3a fa ynecHu pasrpbujaHeto Ha SD-WAN u curypHocTTa,

KaTo CbU,EBPEMEHHO NOAAbPXA NOAMTUKA BXUNAAMN caiiToBe.
MakcumaneH M36op u KOHTpOn Mpepanara reBkaBocT ¢ cloud-firstapxutekTypa 3a cBbp3BaHe Ha BCeku notpebuten KbvMm

n _ BCAKO NpunoXxeHwne, npe3 BCeKn ob6nak?

Vs



durypa 3.
BrpageHa curypHocT Ha Cisco SD-WAN (nokanHa mpexa on-premise nnu obnak Cisco Umbrella)

Data Center Llekrbp 3a AaHHn I Branch/Campus Knon/Kamnyc
IUsers MNotpe6uten

OTnnynTeneH npusHak

Haii-go6pute B Knaca TeXHONOTMYHN MHOBaLUKN

= Hanb/HO MHTErpypaHa CUrypHoCT HaBCAKbE
OBrpageHa curypHocT unn obnavHa curypHoct cue Cisco Umbrella Secure Internet Gateway (SIG)
© Pa3y3HaBaHe Ha MapLupyTM3aumsiTa v 3aniaxmte Ha ceptuuumpaHa curypHa nHgpactpyktypa

°WHTerpupaHa aBTo-perncrpaums u aBto-koHpurypaumsa Ha Cisco Umbrella ot SD-WAN



« HagexpHa IP nogApbxka 3a MHOXECTBEHO npefaBaHe (My/aTuKacT)

° Mo3B0/sABa KOHTPO/ Ha MPeX0BUA Tpaduk, NoBMILABA e(PEKTUBHOCTTA, KaTo NpemMaxBa
M3NUWBbKA Ha Tpadhmka 1 HamMansaBa HaTOBapBaHETO Ha CbpBbpa U Npoliecopa

° EpeKTUBHO Ce cnpaBs ¢ KOMYHMKALUMU OT €4WH KbM MHOTO WUAW OT MHOTO KbM MHOTO

°Ocurypsisa Bb3MOXHOCT 32 MHOXeCTBeHO npegaBaHe B nnatopmu (PIM-SSM, IGMPv2 n
IGMPVB)

* 3alnTa Ha UHBeCTULMUTE
° /3non3Ba TpaguLMOHHUTE TPAHCNOPTHU MPOTOKOMN 3a Hal-L06PUA ONUT C MPUNOXEHMATA

0 Mo3BonsiBa BM NpOCTO Aa Haarpagute cbujecteyBawute pytepu Cisco ¢ SD-WAN
(PyHKLMOHANHOCT, aKo BalWnTe KNNEHTU npeanoymTar

¢ bBKaBM MyNTNOGMAYHU ONLMM 3a pasrpbliaHe
0Cloud OnRamp 3a laaS
°Cloud OnRamp 3a SaaS (c nogapbxka Ha Cisco I0S® XE)

0Cloud OnRamp 3a Konokayua

MaTtpuua Ha copTyepHUTe PYHKLUN

yYpocToBepABaHe, TACACS +, RADIUS, nokaneH, 6a3umpaH Ha posiuTe KOHTPO/ Ha AOCTbNa
YyN'b/IHOMOLLaBAHEe N OTUMTaHe

(ALA)

MapwpyTnsayms OSPF, BbHIweH BGP (eBGP), BbTpelueH BGP (iBGP), EIGRP, ctatuueH, csbp3aH, OMP
MoCTOBO CBbp3BaHe 802.1Q, ectectBeHa VLAN, MOCTOBY [JOMEHHW, UHTErpUpaHa MmapLupyTusaums v

MOCTOBO CBbp3BaHe (IRB), MOCTOBO CBbp3BaHe BXOCT PEXUM

CurypHocT BrpajeHa curypHocT: cuctema 3a npefoTBpaTsBaHe Ha NPOHKKBaHe, yeb CUrypHoCT,
Enterprise 3awunTHa cTeHa, Cisco Advanced Malware Protection (AMP), aHTuBMpyC OT
cnepBalo nokonenue (NGAV), ountpupane Ha URL agpecu v npoBepka Ha SSL

O6nayHa curypHocT (Cisco Umbrella): Ye6 curypHocT ¢ SSL proxy, npunaraHe Ha DNS-
cnoii, untpupaHe Ha URL agpecu, Cloud Access Security Broker (CASB) u Enterprise
3aWmnTHK cTeHu. MpoyeTeTte noseue: httP5://leam-iimbreHa.ciscQ.com V1153736-cisco-
umbrella-secure-internet-gatewa y-sU-essentials/O?

3almTa Ha HUBO YCTPOICTBO U Mpexa: Hyneso foBepue, cerMmeHTaums, 6enu cnucbLm,
3alnTeH oT hanwnduumpaHe MOAYN, CUTYPHOCT Ha TPAHCMOPTHUA CNOV Ha feliTarpamu
(DTLS)/TLS, IPsec, ESP-256-CBC, 3arnaBHa 3a ygoctoBepsBaHe, HMAC-SHAL, 3awmra ot
pasnpefeneH oTka3s Ha ycnyrarta (DDoS), 3awuTa Ha KOHTPONHATa paBHWHA,
npemuHaBaHe Ha Network Address Translation (NAT)

YHUUUMPaHU KOMYHMKaLUK SIP, noaApbXKa Ha rnacosa u hakCuMuIHa Bpb3ka B 06LeCcTBeHa KOMYTUpYeMa
TenedoHHa mpexa (PSTN), Survivable Remote Site Telephony (SRST), o6axaaHusa Ha
911, koHbepeHTHa Bpb3ka, Cisco Unified Communications Manager n Webex Calling

onTuMun3aums Ha MpeaBapuTenHa kopekuua Ha rpewku (FEC) n gy6nupaHe Ha naketu 3a User Datagram



KaTteropusa
MynTnobnak u Konokauus

MpenpaliaHe 1 Ka4yecTBO Ha
ycnyrata (QoS)

MHOXeCcTBeHO npefaBaHe
(MynTHKacT)

Monutuka
ycnyru 3a MecTonosioxeHue
KnetbyHu

Mo6unHocT

CuctemHun un MpexoBu ycnyrun

KoHdurypaumsi 1 MOHUTOPUHT
YnpaBfieHue U3BLH NieHTaTa

lnyeHsnpaxe

Onucauue

WHTerpayuu Ha obwecTteeH o6nak BAWS, Azure n Google Cloud

Cloud OnRamp onTumun3aums 3a SaaS NpUNOXeHUs

Cloud OnRamp 3a konokauus

Knacudpmkauns, npunoputusaLns, onallka ¢ HACKO 3abaBsiHe, pemMapkupaHe, opopmsHe,
nnaHupaxe, NpuaaraHde Ha NOAWTUKW, Orfefano, TpaHcnauus Ha mpexos agpec (NAT)/
agpecHa TpaHcnauus Ha nopt (PAT)

MpoTokon 3a ynpaBfieHne Ha UHTepHeT rpynata (IGMP) vl/v2/v3, He3aBUCMMO OT
MpPOTOKO/Ia MHOXeCTBeHO npegaBaHe (PIM), Auto-RP, mawwabnpaHa penankauns Ha
Tpadmk

MapLpyTHW NONNTUKW, HACOYEHA KbM NPUIOXEHNETO MapLIpyTU3aLmMa, NOAUTHKa 3a
KOHTPO/I, NONNTMKA 3a AaHHM, nonnTuka 3a ACL (CMMCHK 3a KOHTPOA Ha 4OCTbNA),
NOMINTUKA 38 YeHCTBO BB VPN

MoNMTWKM 33 MapLUpyTa, HAaCOYEHO KbM NMPUIOXEHNETO MapLIpyTU3aLms, nonmTuka 3a
KOHTPO/I, NONNTKKA 3a flaHHK, nouTuka 3a ACL, NonnMTMKa 3a YneHcTso BbB VPN
BrpageH 4G/LTE mofeMm Ha HAIKOM YCTpOiiCcTBa

Wi-Fi 802.11alb/g/n/ac, WPA2-Enterprise, WPA2-Personal, MAC duntpupaHe, 8 SSIDs
Ha paguo, 802.11i nogobpsBaxe Ha curypHocTTa 1 802.lie Qo0S, oTkpuBaHe U 3awmTa
0T 6e3XMYHO NPOHUNKBaHe

IPv4, npocT NnpoToKoA 3a ynpasneHue Ha mpexata (SNMP), npoTokon 3a MpexoBo
Bpeme (NTP), DNS K/iMeHT, NpoTOKON 3a AUHAMUYHO KOHGUrypupaHe Ha xocT (DHCP)
knueHT, DHCP cbpebp, DHCP pene, apxuBupaHe Ha KoHdurypauws, syslog, Secure Shell
(SSH), 3awunTHO KonupaHxe (SCP)), NAT/PAT, Cflowd vIO IPFIX excnopT

NETCONF npe3 SSH, nHtepdeiic Ha komaHaHus peg (CLI), REST (vManage), Linux shell
MopT 3a ynpasneHue (vEdge 1000, vEdge 2000, vEdge 5000), nopT 3a cepuiiHa KOH301a
(vEdge 1000, vEdge 2000, vEdge 5000), USB KoH301€eH nopT

Cisco DNA cotyep 3a SD-WAN v mapwpyTtusauns

ABOHaAMEHTHOTO NuueH3npaHe Ha coTyepa Cisco DNA Software npegnara TpM yHKLUOHANHK
HuBa: Cisco DNA Essentials, Cisco DNA Advantage n Cisco DNA Premier. ToBa ca BnoxeHu SKU u
npeacTaBnasart fo6pu, no-go6pu n Hai-go6pu odepTu. Bcuukn Te ce npegnarat kaTo 3-rogmnil ex
unm 5-roguweH aboHamMeHT M MMaT ONUMMW 3@ HMUBA HA YeCTOTHaTa NeHTa.

MpegumcTBa:

+ Hail-nocnegHuTe MHOBALMM Ype3 NPoCTM a6OHAMEHTHN HUBA

+ Mpepgnara ce B Uuenus noptgein

O&



3a noBeye MHopmauma 3a aboHameHTUTe Ha Cisco DNA oTuaeTte Ha:
https:/ wwwxisco.com ¢ m en usA roducts-software sd-wan-routin; -matrix.html?0id-Qtren019258
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AGOHaMeHTHO nuueH3npaHe Ha codptyep Cisco DNA 3a SD-WAN u mapwpytnsaums

Gsco DNA Essentials

simplified management and security
protection for the cost-conscious
customer

Enterprise firewall with Talos-powered
IPS arid app controls Cisco Umbrella
QMS Monitoring

Application-based SLA

Basic WAN and path opti ion:

Gsco DNA Essentials

ONpPOCTEHO ynpasneHue 1 3aupTa Ha
CUrYPHOCTTA 32 MXOHOMBMECX OC3HATUS
KnMeHT

KopnopaTusHa 3alLyTHa CTeHa Che 3axpaHBaH
at Talos IPS 1 npunosxetie KOHTponMpa Cisco
Umbrella DNS Monitoring

BazupaHo Ha npunoxenie SLA

Basosu Ha WAN v st

single centralized console
Inthe doud or on-prem

Forward Error Correction (FEC)

Packet duplication

Flexible topology and dynamic routing
(hub/spoke, partial/fult mesh)

Up to 50 Device Overlay

A7 KOH3Ona 38
ynpaenetve m o6naka unn NoKanHaTa Mpexa
MpeasapuTenta KopeKLyA Ha rpeLuky (FEC)
[y6nupate Ha naxe

bBKaBa TOMONOMNSA W AMHAMUYHA MBPLUPYTU-
AALMSA (XBG/ENMLA, HaCTUUHA/NbAHA MpeXa)
flo 50 ycTpoiicTea 3a Hacnareara

Cisco DNA Advantage

Advanced SD-WAN with
enhanced security for feature-
rich and valued branch
deployment models

Cisco AMP with SSL proxy

Basic URL filtering

Cisco Umbrella app discovery
Cloud OnRampfor laaS, SaaS,
and Colo AppQoE and WAAS RTU

Integrated border plus orchestra-
for campus, branch and DC
Integrated voice/UC gateways

vAnalytics

Cisco DNA Essentials

Cisco DNA Advantage
SD-WAN ¢

Gsco DNA Premier
Advanced SD-WAN we
CMeTH Haii-cnoxHuTe

Cisco DNA Premier
Advanced SD-WAN will mitigate the

CUIypHOCT Sa MHOTO-(by! "
LieHHM MO/lenVt Ba PasTpPbllaHa Ha KNoHoBe

Gsco AMP ctc SSL proxy
Ba3oso GunTpupane Ha URL agpect

sco Umbrella 0TKpUBaH» V& NPUNOXKEHUS
O6nak QnRamp 3a 18a5, Saas, 1 Colo
APPQPE 1t WAAS RTU

VIHTerpUpana rpanyLa Niioc opKecTpaums

3a Kamnyc, KnoH 1 DC
WHTerpupanm rnacosu/UC wno3ose

Cisco DNA Essentials

meet threats to your

Gsco Umbrella SIG
Essentials* (GunTpupae Ha
rbnen URL agpec |
TpaHynMpaH KOHTPoN Ha

K

Gsco Umbrella SIG Essentials” (FJt
URL Filtering | GranJar App Control
| File-type Controls | AMP |
Threatgrld | L3- L4 Cloud Firewall |
Roaming User With
AnyConnect]

Tuna a daiina | AMP |
Threatgrid [ L3 L4 o6nauna
3auwTHa cTera | 3awwTa Ha
noTpeGUTeNHTE @ POyMUHI ¢
AnyConnect)

Gsco DNA Advantage Cisco DNA Advantage

Gsco DNA Essentials Cisco DNA Essentials

3a noBeue uHdopmaLma npernegaiite coptyepa Cisco DNA 3a SD-WAN n Routing Ordering Guide (PbkoBOACTBO 3a

nopbyka MaplpyTusayus).

3abenexka: lMpegnaraT ce 1 Apyru Nporpamu 3a 3akynysaHe, BkmounTenHo Enterprise Agreements (EA) n Managed
Service Licensing Agreement (MSLA) (CnopasymeHue 3a NnLeH3MpaHe Ha ynpaBasBaHu yciyru). EHO cnopasymenue 3a
Cisco Enterprise npefocTaBsi N0-NPOCT HAUYMH 3a YNPaB/IeHUE Ha NINLEH3U U HaMaNsBa Pasxo4uTe, a efHO CnopasyMeHue
o6xBaLya 3akynyBaHeTO Ha cofiTyep M NLEH3N 32 aBOHAMEHT, KakTo U NOAAPbXKaTa Ha NpunoxeH codptyep. MSLA nomara
Ha NapTHbOPWTE Aa U3PaBHAT GU3HEC pasxofuTe C MoAena, 6asnpaH Ha aboHaMeHT, 3a CBOUTE KIWEHTH.

EkonornyHa yctoitunsocT Ha Cisco

NHbopmauus 3a NOTUKNTE N MHALMATUBUTE 38 eKOSI0TMYHa YCTONUMBOCT Ha Cisco 3a HalnTe NPOAYKTH, peLleHns,
onepauun v paslWwnpern onepalnu v Bepura Ha [OCTaBkU € NpefocTaBeHa B pasfena ,EkonornyHa ycToinunsoct" Ha
Corporate Social Responsibility (CSR) Report (Joknag 3a kopnopatuBHa coLuuanHa oTroBopHOCT) Ha Cisco.
PethepeHTHUTE BPB3kii KbM MHChOPMALMA MO KMOYOBW TEMM 3a YCTOMUYMBOCT Ha OKO/THATa cpefa (CnoMeHaTu B pasgena
,YCTOMYMBOCT Ha OKO/HaTa cpeda” Ha Aoknada 3a CSR) ca gafeHun B cnefHata Tabnuua:

o 4
Tema 3a ycToiumBoCT Mo3oBaBaHe

WNHhopmaLms OTHOCHO 3aKOHMTE W pasnopesouTe 3a CbAbPXAHNETO Ha MaTepuasHUTe NPOAYKTH
AHhopMaLmMs OTHOCHO 3aKOHWTE U Pa3nopeAouTe 3a eeKTPOHHU OTNALbUM, BKIKYUTENHO
NPOAYKTY, 6aTepUM 1 ONAKOBKM

Matepuanu
WEEE cboTtBeTcTBME

Cisco nNpefocTaBs faHHWTe 33 ONAKOBKWTE Ha Pa3nofioXeHWe camo 3a MHdopmauus. TabAEB*LI=aa” 0TpassBa Haii-
aKTyasIHMTe NpaBHK pa3paboTku u Cisco He MPeACTaBs, OCUTYpsiBa UN rapaHTUpa, Ha; Ko W akTyanHa. Tasu
XU Ha MpoMsiHa 6e3 npegynpexaeHue.
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Cisco KanuTtan

[bBKaBW peLLeHUs 3a nnaliaHe, KOUTO e BX MOMOTHAT Aa NoCTUrHeTe uenute cu
Cisco Capital ynecHsiBa nonyyaBaHeTO Ha npaBuiHaTa TEXHONOTUA 3a NOCTUTaHe Ha BalluTe Lenu,
JaBa Bb3MOXXHOCT 3a TpaHchopMaumns Ha 6u3Heca 1 B NoMara ga ocTaHeTe KOHKYPEHTHOCMOCOOHMN.
MoXeM fa BU NOMOrHEM fjla HaManute obLInTe pa3xoAn 3a CO6CTBEHOCT, Aa 3ana3uTte KanuTtana u
fa yckopute pacTtexka. B noBeve o1 100 Abp>KaBu HalwnTe rbBKaBu pasnialiaTenHn pelueHust morat
fa BW NoOMorHar ga npugobuete xapayep, codtyep, ycnyru n gonbiealLo o6opyaBaHe Ha TpeTu
CTpaHW Cc NecHu, NnpeaBuanMK nnauiaHmsa. Hayyete noeeve.

3a noBeye MHpopmauuns

BmxTe kak Cisco SD-WAN mMoXe fa BM NOMOrHe fa ce BmKute no-6up30, ga Hamanute pasxogute u
fa HamanuTe pucka: https://cisco.com/eo/sdwan.

© 2020 Cisco u/unu HeiiHuTe chunmanu. Bendku npasa 3anaseHu. CrpaHuua 9 ot 10

NcTopus Ha fOKyMEeHTa

HoBa unu npepasrnegaHa rema OnucaHa B [JaTta
MbpBOHaYasHO Cb3faBaHe Ha UH(OpPMaLMOHEH NUCT c n3gasaHe Ha SD-WAN HoBa 08.05.2020
Bepcus 17.2
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The Cisco® SD-WAN solution offers a complete SD-WAN fabric with centralized
management and security built in, creating a secure overlay WAN architecture across
campus, branch, and data center and multicloud applications. The software solution runs
on a range of SD-WAN routers across hardware, virtual, and cloud form factors.

Solution overview

The Cisco SD-WAN dashboard (Figure 1) connects ail company data centers, core and campus locations, WAN
branches, colocation facilities, cloud infrastructure, and remote workers. Cisco SD-WAN uses the Overlay
Management Protocol (OMP) to control the entire network. It simplifies IT operations yyith automated
provisioning, unified policies, and streamlined management to help ensure rapid updates and resolutions, and
provides advanced network functionality, reliability, and security

gure 1.
ie Cisco SD-WAN dashboard
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Figure 2.
The Cisco SD-WAN secure, cloud-scale architecture

Cisco SD-WAN provides a flexible architecture to extend SD-WAN to any environment (Figure 2). The solution
automatically discovers, authenticates, and provisions both new and existing Cisco SD-WAN devices.

After connecting to Cisco SD-WAN, each network device can find the best path to the applications that reside
in the data center or multicloud. Cisco SD-WAN can use any transport method (satellite, broadband, MPLS,
5G/LTE) from any location (core, edge, cloud) for any network service (security, application Quality of
Experience [QOE], voice). Through OMP, Cisco SD-WAN supports both common and advanced routing
protocols that are necessary for managing networks across the WAN and cloud, such as Border Gateway
Protocol (BGP), Enhanced Interior Gateway Routing Protocol (EIGRP), Open Shortest Path First (OSPF), Virtual
Router Redundancy Protocol (VRRP), and IPv6. Cisco SD-WAN provides this flexibility in both full and partial
mesh encrypted deliveries, allowing maximum customization based on business needs.

Features and benefits

Full SD-WAN feature stack The solution provides sophisticated control of the network with a set of features for
with unified communications routing, unified communications, multicioud, security, and centralized policy control and
management.

Multicioud choice and control Enables a range of optimization for multicloud applications using Cloud OnRamp
architecture. It optimizes major software as a service (SaaS) applications and workflow
integrations to major public clouds and collocation providers.

Security that is built in, not Enables centralized security policies and provides segmentation across the entire network
bolted on > and a full security stack either on-premise or in the Cisco Umbrella" cloud (Figure 3).
Instantly deploy the right security in the right place, all from a single dashboard.

Visibly  id analytics Centralizes management to make It easy to deploy SD-WAN and security while
maintaining policy across thousands of sites.

Icontrol 10ffers flexibility with a cloud-first architecture to connect any use”~” any applio
iacross any cloud.

2020 Cisco and/or its i I I
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Figure 3.
Cisco SD-WAN built-in security (on-premise or Cisco Umbrella cloud)

Prominent feature

Best-in-class technology innovation

<« Fully integrated security everywhere
* Built-in security or cloud security with Cisco Umbrella Secure Internet Gateway (SIG)
A Routing intelligence and threat intelligence on a certified trustworthy infrastructure
* Integrated auto-registration and auto-configuration of Cisco Umbrella from SD-WAN

*
» « Talos' security, enabling fast, industry-leading threat detection
< True SD-WAN architecture

* Separate and dedicated components for the control plane, data plane, and management and
orchestration of the WAN

* Flexibility to implement overlay, underlay, physical, and virtual networks
* Voice and Unified Communications (UC) support

« IPv6 support (BGP, OSPF)
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Robust IP multicast support

° Enables network traffic control, enhances efficiency by eliminating traffic redundancy, and reduces
server and CPU loads

* Efficiently handles one-to-many or many-to-many communications

* Provides multicast capability across platforms (PiM-SSM, IGMPv2, and IGMPv3)
Investment protection

4 Leverages traditional transport protocols for the best application experience

* Allows you to simply upgrade existing Cisco routers with SD-WAN functionality if your customers
prefer

Flexible multicloud deployment options
© Cloud OnRamp for laaS
* Cloud OnRamp for SaaS (with Cisco I0S® XE support)

> Cloud OnRamp for Colocation

Software feature matrix

1 r
Category Description
Authentication, Authorization, and TACACS+, RADIUS, local, role-based access control
Accounting (AAA)
Routing %F, external BGP (eBGP), internal 8 GP (IBGP), EIGRP, static, connected, \
Bridging 802.1Q native VLAN, bridge domains, integrated routing and bridgin

(IRB), %ost—mode bndglngg = " dgng
Security Built-in security; intrusion prevention system, web security, Enterprise

firewall, Cisco Advanced Malware Protection (AMP). Next Generation
Antivirus (NGAV), URL filtering, and SSL inspection

Cloud security ljFCQ:Ii_SCO Umbrella}: Web security with SSL proxy, DNS-layer
enforcement, filtering, Cloud Access Security Broker (CASS), and
Enterprise firewalls. Read more: Lu » LU iLL «:

Device- and network-level securi}ly: Zero trust, segerrclen_taﬁon, whitelisting,
temper-proof module, Datagram Transport Layer UMD'I'_LS)N LS,
IPsec, ESP-256-C8C, authentication header, HMAC-SHAL, Distributed
Denial-of-Service (DDoS) protection, control plane protection, Network
Address Translation (NAT) traversal

Unified Communications SIP, public switched telephone network (PSTN) voice and fax support, )
Survivabie Remote Site Telephony (SRST), 911 calling, conferencing, Cisco”j-
Unified Communications Manager and Webex Calling

Appiication/WAN optimization Forward Error Correction (FEC) and packet duplication for User Datagram S
Protlpcg[I_ (UDP), TCP optimization, Cloud OnRamp optimization for SaaS
applications



*

Multicloud and colocation Public cloud integrations into AWS, Azure, and Google Cloud
Cloud OnRamp optimization for SaaS applications
Cloud OnRamp for Colocation

Forwarding and Quality of Service (QoS) Classification, prioritization, loa? latency queuing, remarking, shaping,
scheduling, policing, mirroring, NAT/Port Address Translation {PAT)

Multicast Intemet GrouR/II\/lanagement Protocal (IGMP) viiv2/iv3, Protocol
Independent Multicast (PIM), Auto-RP, scale-out traffic replication

Policy Route policies, app-aware routing, control policy, data policy, access
controﬂist (ACL)pgolicy, VPN men?nbership &Jngyy -

Location services Route policies, app-aware routing, control policy, data policy, ACL policy,
VPN membership policy

Cellular integrated 4G/LTE modem on some devices

Mobility Wi-Fi 802.Ha/b/g/n/ac, WPA2-Enterprise, WPA2-Personal, MAC filtering, |
8 SSIDs per radio, 802.11 i security enﬁa_ ncement and 802.11e QasS,
wireless intrusion detection and protection

System and netwodc services [Pv4, Simple Network | ment Protocal (SNIVIP), Network Time
Protocol ), DNS client, ic Host Configuration Protocol (DHCP)
client, DHCP server, DHCP relay, configuration archival, s%_?fog, Secure _
Shell (SSH), Secure Copy (SCP), NAT/PAT/Cflowd vI O IPRIX export [

Configuration and monitoring NETCONF over SSH, command-line interface (CLI), REST (vManage),
Linux shell

Gut-of-band management Management port (vEdge 1000, vEdge 2000, vEdge 5000), serial console
port (vEdge 1% VEdge 2000, vEdge 5000), USIgconsoIe port

Licensing”®

Cisco DNA Software for SD-WAN and Routing
Cisco DNA Software subscription licensing offers three feature tiers; Cisco DNA Essentials, Cisco DNA
Advantage, and Cisco DNA Premier. These are nested SKUs and represent good, better, and best offers. All are
available as a 3-year or 5-year subscription and have bandwidth tier options.
Benefits:

e The latest innovations through simple subscription tiers

e Auvailable across the portfolio

» Flexibility to choose on-premise or cloud management

« Easy license portability across on-premise and cloud

« Easy upgrade across tiers

« Software Support Service (SWSS) included



For more information on Cisco DNA subscriptions, go to:
https://wwwxisco,com/c/m/en us/products/software/sd-wan-routing-matrix,html?oid=otren019258

Cisco DNA Cisco DNA 1 Ci DNA P .
H ISCO remier
Essentials Advantage
Simplified managementarid security Advanced SD-WAN with enhanced security for Advanced SD-WAN security will mitigate the
protection tor the cost-conscious customer featum-rich aid valued branch deployment models most sophisticateti threats to your business

WJ’[Tae* Cisco AMP with SSL proxy .%Th’( j
&E.lje Basic URL filtering [ ! I’}P
kitofoidi iR Cisco limbfCHa app discovery fComruf f ontfcft 3AMP j

Mpwrlyr*» ¢t L3 - L i Cloud Rflnintll

. fecismiflg t . = r * raftjefiod With
Cloud OnRamp "or "aaS. SaaS. arid s
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Figure 4.

Cisco DNA Software subscription licensing for SD-WAN and Routing

For more information, review the Cisco DNA Software for SD-WAN and Routing

Note: Other buying programs are available, including Enterprise Agreements (EA) and Managed Service
Licensing Agreement (MSLA). A Cisco Enterprise Agreement provides a simpler way to manage licenses
and reduces costs, and a single agreement covers the purchase of software and subscription licenses as
well as application software support. The MSLA helps partners align business costs with a subscription-

based model for their customers.

Cisco environmental sustainability

Information about Cisco’s environmental sustainability policies and initiatives for our products, solutions,
operations, and extended operations or supply chain is provided in the “Environment Sustainability” section of
Cisco’s Corporate Social Responsibility (CSR) Report.

Reference links to information about key environmental sustainability topics (mentioned in the “Environment
Sustainability’ section of the CSR Report) are provided in the following table:

Sustainability topic Reference
InformatioQ on product material content laws and regulations Materials

Information on electronic waste taws and regulations, including products, batteries, and packaging WEEE compliance”
Cisco makes the packaging data available for informational purposes only. It may not reflect®  most current

legal developments, and Cisco does not represent, warrant, or guarantee that it is comple “curate, or up to
dat~This information is subject to change?without notice.
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Cisco Capital

Flexible payment solutions to help you achieve your objectives

Cisco Capital makes it easier to get the right technology to achieve your objectives, enable business
transformation and help you stay competitive. We can help you reduce the total cost of ownership, conserve
capital, and accelerate growth. In more than 100 countries, our flexible payment solutions can help you acquire
hardware, software, services and complementary third-party equipment in easy, predictable payments.

Learn more.

For more information

See how Cisco SD-WAN can help you move faster, lower costs, and reduce risk: https://cisco.com/ao/sdwan.
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MpeBog OT aHrLLCKM e3UK

Enterprise 3alnTHa cTeHA C UHDOPMUPAHOCT 3a
NPUNOXEHUATA



Enterprise 3alnuTHa cTeHa ¢ UHPOPMUPAHOCT
3a NPUNoXeHnsaTa

Kopriopat/eHaTa salLymHa cTeHa Ha Cisco ¢ OGpblLHE BHUMAHVIE HA MPVIOKEHVSTTA 13MO/3Ba MbBKAB 1

JIECHO pasbrpaem MOAEN Ha 30HaTa 3a MPOBEpKa Ha Tpathka B CpaBHEHMe C NO-CTapuns Moaen, 6asupaH Ha
MHTEpdeNC.

lMonuTrKaTa Ha 3aLLMTHATA CTEHA € BIAL, /IOKa/M3MpaHa MosIATIKA 38 CUMYPHOCT, KOSTTO MO3B0/1K1BA LLATESTHA
MpoBepKa Ha noToLyTe ot gaHHM Ha TCP, UDP 1 ICMP . [oToupre Ha TpadmK, KOUTO BE3HVIKBAT B
[JaaeHa 30Ha, Morar Aa NpeMyHaT KbM [pyra 30Ha Bb3 OCHOBA Ha MOMMTVKaTa MeXy ABeTe 30HW. 30HaTa e
rpynmpaHe Ha egHa v noseye VPN. MpynvpaHeTo Ha VPN B 30HM BV MO3BO/151BA 43 YCTaHOBUTE MpaH Ly
Ha CUIYPHOCT BLB BaLLiaTa HacriarsaLla e Mpexa, Taka Ye [3 MOXKETE [3 KOHTPO/VpaTe Lienms Tpahuk Ha
[aHHI, KOVTO M1HaBa MEXTY 30HM.

KoHdwirypaLysiTa Ha 30HaTa Ce CbCTOM OT C/IEAHNTE KOMIOHEHTUA:

* [/13TO4Ha 30Ha— rpynvpaHe Ha VPN Mpexi, OTKBAETO NPOMSXOXAAT noToLyTe ot faHHA. VPN
MOXe [a Ghe YacT OT caMo eaHa 30Ha.

* [lecTvHaLyIOHHa 30Ha — rpynpaHe Ha VPN, KiAETo noTouyTe ot AaHHM npexparssar. VPN voxe
[Oa Gh/ie YacT OT camo e0Ha 30Ha.

*[lonmTYIKa 38 3aLLmMTHA CTeHa — Mo/mTIKa 38 CUNyPHOCT, NoAo6Ha HaL JIoKav3vpaHa Moy Ka 3a
CUIYPHOCT, KOSITO ONpeaesisl YC/oBYSIT, MpY KOWUTO MOTOKLT OT aHHN Ha Tpadvika OT M3X0oaHaTa 30Ha
TpsibBa [a CbBrajg, 3a 43 Mo3B0/M Ha NMOTOKa [ NPOLBDKA KbM 30HaTa Ha. MECTOHa3HauEHVe.
MonuTYKMTE Ha 3aLLMTHATA CTeHa MorarT [a CboTBeTCTBaT Ha IP npediken, P nopTose, MpoToKo/M
TCP, UDP nICMP 1 npunoxeHys. CbBriagalLyTe rnoToLy 3a npedmkey, Noprose 1 NPOTOKON Morar
[a 6baT NpYET! WM M3MYCHATI 1 3ar/IaBKUTE Ha NakeTUTe Morar Aa GbaaT pervicTpripaHi.
HecboTBeTCTBALLMTE NOTOLW OTTIgAAT Mo noapasorpaHe. CLOTBETCTBALLYTE MPWIOKEHIS ca
OTKa3aHW.

» [1Boi/iHa 30Ha — KOHTEVHE, KOITO CBb3Ba M3X0/HaTa 30Ha C AECTUHALIYIOHHA 30Ha U Mpunara
MOMMTUKA Ha 3alLITHA CTEHA KbM TPpagWIKa, KOTO NpOoTUYa MeXy [BETE 30HN.

CbOTBETCTBALLYTE MOTOLY, KOUTO Ca NPYETH, Morar Aa GLAaT 06paboTeHM Mo [ABa PasiiHM HaunHa: |

* /HCrieKTVipaHe — 3ar/iaBKaTa Ha MakeTa MOXe Ja Ghe MpoBEpeHa, 3a 1A Ce Orpeie/iA HEeroBsT
V3TOUHVIK U1 3PEC.

« MpemyHaBaHe — [o3BOMETE Ha NaKeTa 1A MPEMVHE KbM LIENEBaTa 30Ha, 663 11306LLUO Aa npoeepssa.
3ar/iaBKaTa Ha nakeTa.

Creppalliata (hvrypa nokassa npocT cueHapuia, npu koito Tpu VPN ca KoHgmryprpai Ha XE SD—
WAN pytep. EomH ot VPN, VPN 3, nvia criogneqn pecypeu, [0 KOUTO KeKaTe [a OrpaH/dmTe A0CTba.
Tesn pecypcy Morar Aa GwOaT NPUHTEP W NMOBEPUTENHN faHHM 3a KieHTUTe. 3a ocTaHanute ape VPN

-A\-} TO3M CLEHapWiA, cavo noTpebuTenn B eayH ot Tsx, VPN 1, uvar npago Ja vMar [0CTH A0 PecypenTe B

VPN 3, fokaro Ha notpe6uresm B VPN 2 e OTKasaH AOCTbIT A0 Te3w pecypcy. B To3v cLeHapuii uckamve
TPaVKLT Ha /IayH [ia Teue ot VPN 1 kM VPN 3, Ho He I/ICKaJVIe TPadMKLT, g Teve B Apyrra- moco«a, or
vpn 3o Yypas:’ ; « [ YAV | |4'



Enterprise 3alUTHa CTeHa ¢ MUHPOPMUPAHOCT
| KoHturypupaiite

MonUTMKMTE Ha 3aLLTHATA CTEeHa U3BLPLLBAT UHTEH3MBHA MpoBepka Ha TCP, UDP 1 ICMP notouy Mexay
3oHuTe. Te vscneapar IP afpeca Ha M3TOUHMKaA M MECTOHa3HaUEHVETO B 3ar/IaBKUTE Ha MaKETUTE, KaKTo U
MpoToKosia Ha naxeta. Criefl Tosa B3 OCHOBA Ha KOH(MIrypupaHaTa rnonmuTvika, tasvpaHa Ha 3oHara, Te
MO3BO/IABAT Ha Tpathka A MpeMyHaBa MeXy 30HUTE WK Te U3MyCKaT Tpatvika.

V3MbNHEHMETO Ha MOUTVKUTE Ha 3aLLMTHATA CTEHa Bapyipa /Iexo 40 TOBa Ha JIOKa/ I 3VpaHaTa NosmTvKa 3a
cUrypHocT. Koraro KoHqwmrypupare 1 NpuioxuTe JioKarvsvpaHa MnosmTvika 3a 3aLLmma, 6asmpaqa camo Ha
VPN, Brie KOH(Mrypupare 1 npuiarare Mo/MTVKKA 38 3aLLMTHA CTeHa KbM eaHa Win rosevde VPN, KouTo ca
rpynnpaHm B 30Ha. AKTVBMpATE JIoKa/3/paHa NosvTyKa 3a CUNYPHOCT, KATO A Npuiarare Kb OTAEHN
nHTepdelicn Ha MapLupyTvsatopute XE SD—WAN. Koraro aktvsmpare No/MTUKUTE Ha 3alLyHaTa
CTeHa, Te e npwnarar KbM crieLidmyHmTe VPN B 30HMTe, 663 [ ce B3eMAT NpepiAL, KOHKPETHA
VHTEpPdeicy.

3alnTHa CTEHA Ha MPUJIOXEHNETO

3alTHaTa CTeHa Ha MPUIOXEHVETO MPOBEPSIBA 1 G/IOKMPa TPathvKa Bb3 OCHOBA HA MPWIOKEHVSTTA
W CEMEVICTBOTO Ha MPUIOXKeHVsTTA. Tasv (yHKLIVS 33 3aLLIMTHA CTEHA, KOSTTO 3HaE MPWTIOKEHVETO,
OCUrypsiBa CrEAHTE MPEMNVICTBA:

 BAYMOCT Ha MPUIOXEHVETO W FPaHy/IvpaH KOHTPON
* KnacugwmkaLys Ha 1400+ npuioxeHns 7 ¢rioi

« BroKvipa TpadwIKa No NPUIOKEHIE W CEMEVICTBO Ha MPUIOMKEHIAS]

MoxeTe [ Ch3ABaTE CNICHLV C OT/IE/HV NPIOXEHA WA CEMEVICTBA OT MOUTOMEHIAS.
MoC/IEI0BATENHOCT, KOSITO Ch/ILP)Xa ONPEAENEHO NPUIOKEHIE WV CTIVICHK Ha CEMEVICTBOTO Ha
MPUIOKEHIS, MOXe Aa 6yae MpoBepeHa. ToBa AeiCTBYiE 3a MHCTIEKLYIS € AeViCTBYE Ha HUBO 4.
CHOTBETCTBALLYTE NPUWIOKEHIIS Ce GIOKMPAT/OTKA3BAT.

VEdge pyTep ocurypsisa FTP nogapwka Ha Lwiko3 3a npuioweHns ( ALG ) ¢ npesog, Ha MPEXOoBM aapecu
- OvpexteH aoctobn o VHTepHeT ( NAT— DIA), yenyraNAT v 3awpmHa cTeHa Ha Enterprise
Moggpbxkata Ha NAT ce go6ass 3a FTP ALG Ha KneHTa, a He Ha FTP cbpBbpa.

* KOH(h1rypvipaHe Ha MoUTYIKUTE Ha 3aLLyTHaTa CTeHa, Ha CTpaHmLa 2

*[TprMepK 38 KOHMIypupaHe Ha 3aLLTHa CTeHa Bb3 OCHOBA Ha 30Ha, Ha CTpaH1Ua 4

KoHurypupaiite nonnuTMKMUTE Ha 3allmMtHaTa cTeHa

B vManage NMS KoH1ryprpare nosATUKATE Ha 3aLlyTHaTa cTeHa oT expaHa KOHQMrypu Ums>|5almTa,
«@T0 V13M0/13BaTe CHBETHUKA 33 KOH(MIyprpaHe Ha nosmmvka. B CLI koHdmrypupare Tesv 3asinmHArCTesyYA
Ha-XE SD—WAN pyTepa.

mKoH(UTYpaLMOHHN KOMMOHEHTH

3a NOMMTVIKVTE Ha 3aLLT TeHa KOH(WrypupaTe 30HW W NOSTUKA. KOWTO i3 Cb MpWiarar KbM TEV! 30HM.
J ,nl NNrx

Enterprise 3awntHa £Wiia c uHpopmupaHocTt —
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| Enterprise 3awnTHa cTeHa ¢ UHGOPMMpPaHOCT
KoHdurypupaiite

Bcsika 30Ha ce cbCTom OT eapH oT noeede VPN Mpexd B Hac/iarsaHeTo. Burie fedmHupaTe 1sxoaHa 30Ha,
KOATO naeHMgmLmpa VPN—Tara, OT KOUTO NPov3X0oXOa TPAUKLT Ha AaHHW, W AECTVHALMOHHA 30Ha,
KOSITO maeHTVdmLypa VPN—TaTa, KbM KOWUTO Ce V3MpaLLia TpadmvKa.

MonmTnkaTa Ha 3aLLTHaTa CTEHa Ce CbCTOM OT ropeayLia OT HOMepHPaH (MoapeaeHM)
rocneAoBaTe/HOCTV OT ABOVIKV ChBraJeHVe—AeVCTBIE, KOUTO Ce OLIEHSBAT M0 pef, OT Hali—HIUCKSA
HOMEp Ha NopesHMSA HOMEP A0 HaiA—BUCOKMS HOMEP Ha nopeayLaTa. KoraTo nakeT [aHHM Cberasa c
YCMOBWSTTA Ha CbBrMaAeHVie, Ce Npeanpriemar CBbp3aHVTe AeCTBIS WK ASACTBUAA 1 OLIEHKATa Ha
MO/MTVIKATa BbPXy TO3VI MakeT crivipa. VivaiiTe npeapva, TO3v MPOLIEC, AOKATO MPOeKTVpaTe npasuiara cu,
3a [1a rapaHTVpare, ye XeraHue AeVcTBUA ca MPefIpUeTU Mo eleMeHTUTe, NMpeaMeT Ha NoSMTUKaTa.

AKO MaKeT He CbBMaa C HVKaKBY MapameTpu B KOSTTO 1 1a e OT MOC/IeA0BaTe/THOCTUTE Ha npaBwiaTa, Bue
onpeLeriTe AelicTBrYe No noapasdmpaHe, KOoeTo Tpstsa Ja Ce V3BbPLLM BbPXY MakeTa.

CreipalLigTa (wirypa WiKCTpPpa KOHGWMIypaLMOHHUTE KOMIOHEHTY 3a MOMMTUKATE Ha 3alLiATHaTa CTEHA:

Crento Zone-Based | 1] Apply PoBcv
Firewall Policy t0zo-m Patrs

UM | ZortOS m  Pobey Instance

Ofcfaull Action

Match Action

3a 1A cu3da/eTe NMOMUTUKA 38 3aLLMTHA CTEHA Ha MPWIOKEHMETO, BKITHOUBATE CIEIHUTE KOMIMOHEHTU B
KOH(hMrypaLmsiTa 3a MapLLpytvsatop Ha XE SD—WAN:

KomnoHeHT OnumcaHue vManage KoHurypaumsi @l komaHga 3a
KOH(UrypupaHe
CWCBLY [pyrnvpaHe Ha. cBHGaHA Korjurypauysty - 3alma) CMCHLM C NOSTUKA
EMeVEHT, KOUTO CIOVIEHSBATE B o)

YaCTTa3a CHOTBETCTBYE HA Cveum ) [Nonokerve
KOHINypaLsTa Ha NanTvKaTa KordvrypeLys) W’

HaL 3aLLYTHeTA CTeHaL n
Crmcelp )y 3oHm
Mowmakasa  KoHteiHepsanommkasa Konurypauyss ) 3aupma v nonvmuka
3AUMTHACTEHA  38LLUTHACTEHA. JpbeesHe Hanovkasasalyma)  30Ha Ha 6asara Ha
<Cuewapwii> ) [p0eBHe Ha nNo/MTVIKaTa
No/UTVKA 33.38LLITHAL CTeHA A

Hoveprpat  TMocngdpearerHoCTATE OMpede T Konqunypayst + 3aupma » no/vmvka s

MOCEO0BATeNl  PEMR, B KOVTO Ce Mpvarar [oGeesHe AN MKA3a 3allyma) - 30Ha 6asvpaHa

HOCTOT KOMOHEHTUTE HANODIMTVKATA.  <Cuewapnii> » Jp0eBsHE HA MoMTUKA

[JBOAK/ novmka 3a 3aupmHa CleHa ) nomTvka

CHBraoeH/e— [MpaBAM0 32 NOCIEO0BATE HOCT

[MapanveTpn Yoo, koo makemre  Kondquinypauysi) Saupmad No/MTVKa

Ha TpA0BA A CHBBAT, 3a fa e JlpbessHe HanomKa3aCUypHOCT — 30Ha Gasvipana Ha
ceergoeHve Cwmrar 3 NovKa 3a ) <Cuewapnii> ) [pteesHe Ha noSmTVIKa

Ha QUINYHOCT. NO/MTVKA 33 3aLLUTHA CTeHa ) MoC/Ief0BaTE/HOCT \
MpWIoKeHVE [paB/No Ha. NOWIBA0BATE HOCTTA ) ChBriafieHVe

TO Ceeigope ) Crmcek Ha CMVCBK Ha

\ \ ;\\



Enterprise 3alyTHa cTeHa ¢ UHGopMupaHocT |
Mpumepy 3a KOHPUIypupaHe Ha 3aLmMTHa

KomnoHeHTH  OnucaHue vManage KoH(urypaums @l komaHza 3a
$ KOH(hUrypupaHe

Lercevs 3aMowBO0BATEHOCT, KOATO Korgwirypauysiy - QrypHocT ) Mo/MTUKA
ChOHMa MpUoHeHe W JpGeesHe Hano MK 3a CUTYPHOCT — MHCTIEKTVIPaHe Ha

CrIMCBK HaLCRVIBCTBOTO Ha ) <Cuyrwapuii> )} [JpGeesHe Ha rOC/1eI0BATE/HOCTT
MPWICHEH/STR, MBKETUTE MOTaT  NOATVKA 33 38LLATHA.CTEHA ) aHa [eicTems Ha
0p GHaAT MPOBEFBAHA )}  Gasara Ha3oHaTa

[MpaB/no Ha
CroTBeTcTBaLLyTe MoHe  [eiceis » HecnekT

Dexcmseno [eicse koeroTpioeamee KoHunypays » 3auyma > nowmvka
noopes/pae  MPeriveNVE, ako MakeT He JpGeasHe HanoMTKa:3a MTYPHOCT — MagieHvie 1o
CHBGAAC MATO eIyH OT ) <Cuewapuii> )} [pGeBsHe HA  nogpas6bupaHe,
MepaVeETUTE HACEBIBIRH/EB NOAMTKA. 32 3alMTHA CTeHa ) OCHOBAHO Ha3oHa
HAKOA OT NOUEJPBATE/HOCTUTE.  TBBATI0 32 MOUIBA0BATE/HOCT )
Jevces

Mo
Mowaralire 3AprERBME KoHdwurypauyst ) 3auyma) MOSTYECKA 30Ha—
novkara Ha NOVITVKETA Ha 3alLyTHaTa JoGeesHe Ha NorMT/Ka 3a GUNYpHOCT — 1BoViKa
3allyHaTa CTeHa, B/e 4 BKoHBaTE B )} <CueHapuii>
CcTeHa KM DeVHAYSTA Ha30HaHA } MowraraHe Hanovika

O6buwa npoueaypa 3a KOHhUrypupaHe Ha vManage

34,18 KoHMINypYipaTe NOMTVKTE Ha 3aLLYTHATA.CTEHA, VBNQBBalATe ChBETHVKA3A
KoHINypVpeHe Ha vivianage norvmvika, ChBETHIKGT € Ckaaarert Ha Ul nanmTvka, KOITO BY NosBOFBA A
KOHJINY[VIpETE KOMITIOHEHTU HA, NOrMTVKETa:

* Ch3/jpBaHe Ha OrChLIM— Ch3pBaliTe CrivIChLIY, KOUTO MRyTIVDaT 386HO CBL03aH/ €NBVIEHTU 1 KOVTO 08
obexaTe B YC/I0BI/SITA HA CHBrIBARH/E HA MPERATA HA 3aLLTHATA CTeHA,

* Mo/MTVKA 32 38LLYTHA CTeHAa— AEVHAAATE CERMIGOEHVETO W YC/IOBVISTTA HA AEVCTBY/E HA NOVVTVIKATA HA 3aLLYTHATA
CTera.

Moo KoHqunypaLyis — OrpegrieTe ABOVKA 30H.
Tipsi0Ba A KOHUINypVpATE: BOVHKV TE3V KOVNOHEHTY, 34 i CLIARIETE NOMTIVKA 33 3aLLMTHA CTeHa. AKO MPOVEHsTe

CHLLECTBYBALLRA 3ALLYTHA CTEHa, MOHETE 3 MOOMyCHETE KOMIMOHEHT, KaTo KIVKHETE BHoXy 6yToHa Harpe/ B AoHama
YaCT Ha.eKpaHA. 33,713 02 BEOHETE Kb KOVTIOHEHT, KIVIKHETE BHXy GyToHA Hasa B 0NHATA UacT Ha exoaHa.

Mpymepn 3a KOHUIyprpaHe Ha 3alliuTHa cTeHa Ha 6a3ata Ha

30Ha
Tasn Teva Jpea MVED 33 KoHUNypvipeHe Ha. OG/KHOBEHA 3aLLUTHA CTeHg, Gaazpa-araaa-acmvamaradg
wwmvManage.

3onupaHe Ha gBe VPN

B 0811 Mpriviep 32 KOHWINyjvipaHe Ha 3aLLTHA, CTenHa, Ges/4oeH Ha:30Ha, VVBIVIE CLIEHBWIA, MV KOVTO pyTep e
CBHBaH KbM TY VP OT CTpaHa Ha Yo yraral

* Mpexxa3a rocTu, KoATO MpedocTaes Yoy HaPoS
* Mpexa Ha cywrermre
* Mpexa, KOATO MPEaOCTass CrIOZETEH/ YCYTU, BKIFOHVTETHO COZEIEHV TOVHTEN 1 KIVIEHTCKaTa Geca [pHH

Vikave NoTpeOUTETATE B MPEXKATE HA CTYXATENA M FOCTV IR VAT A0CTH D CNIQAENEHATE YT/, HO HE UCKalve
TPRaCVIKBT 4a 02 0GVEHS VXY MOEXETA HA CTYMWUTENA M TOCTIA. 10 CHLLYIS HAYVH HYE HE ICKAVE HVKBKBU



j Enterprise 3awjuTHa cTeHa ¢ MHOPMMpPaHOCT
Mpumepm 3a KOHUIypupaHe va 3almTHa

TPaGMK, KOITO Bb3HWKBA OT MPEXaTa 3 CTIOAE/IEH YC/TYTI, 33 [A BNIE3E B MPEXara Ha CITyM/TeNTe Wi B
MpexKaTa 3a rocTvi. CriefiHara qwirypa WikocTpIpa Toavi CLIEHAPWIA:

elRouter

Ha Tazv1 dmrypa:
*VVPN 1 e mpexara 3a roctu, u3nosissaHa 3a ycyr Ha PoS .

*\VPN 2 e mpexara, 13ro/3saHa ot CTy>XATE/IATE Ha MPeLNpUATVETO.
*VPN 3 Chabpxa criofeneHvTe YCyr, BKIIFOYUTENHO NMPUHTEPU 1 6231 [aHH Ha KIEHTW.

KOHMrypaLysTa e CbCTOV OT TV CEKLIAM:

» Onpengenere 30HUTe,
* OnpesiereTe Mno/mMTVKaTa Ha 3allTHaTa CTeHa, GasvpaHa Ha 30HaTa.

« MPUNOXETE MOSUTUKATA Ha 3aLLYTHATA CTEHa, GasVpaHa Ha 30HaTa, KbM [BOMKa U3TOUHVIK 1
JIECTVHALSA 30HA.

KoHdwmrypaupst Ha Al
IMbPBO AedWHMpame 30HUTe 33 T3V CLIEHapMIA:

vEdge (config) # nonutuka

vEdge (config-policy) # 3oHa noc-soHavpnl

vEdge (config-policy) # 30Ha cnyxuTen 3oHa

vpn2vEdge (KoHhurypauua-nonutuka) # 3oHa ycnyrum ycnyrm-soHavpn 3

B 103K NpocT npuviep BCska 30Ha CLOTBETCTBA Ha eavH VPN. AKO NMo— KbCHO Tpsitea g Ao6aBuTe BTopU
VPN 3a auckpeTHa rpyna cryxmrenn (oa keaxxem, ye Toea e VPN 20) 1 nckare To3u VPN ga Ghoe nogumHeH
Ha CbLLATa MO/IMTVIKA Ha 3aLLMTHATA CTeHa, MOXETe MpoCTo Aa Ao6asue Tasn VPN KbM 30HaTa Ha

CYXUTESIATE!

vEdge (config-policy) # 3oHa cnyxuTten 3oHavpn 20

vEdge (config-policy) # nokasBaHe Ha nmonuTMKa 3a
Mb/IHA KOHMUIrypauus 30Ha C/IyXUTen 30Ha

vpn 2

vpn 20

Criefs ToBa KOH(Mryprpavie No/mMTVIKaTa Ha 3alLTHaTa CTeHa, GasvipaHa Ha 3oHara. Mormmvikara
CbOTBETCTBA Ha LIE/s TpatvK, KOITO e npeaHasHadeH 3a VPN 3, KOSATO e 30HaTa Ha YC/yriTe U KOsTTo Uvia
IP npecmke 10.2.2.0/24. Tbi KaTo Vickame MonmTvKaTa Aa no3so/i Ha Tpagmka ga tese ot VPN 11 VPN 2
kbM VPN 3, HO He 1ckavie TpatvKbT Ja Tede B 06parHa Mocoka, Hie 3aaBame AEVCTBYETO Ja MpemiHe

vEdge (moBepeHuk-nonnTuka) # 30Ha Ha 6asata Ha nonuTukarta VPN V3onunpaHe-nénntuka YkoH(u"-30Ha Ha
6asata Ha nonuTukata) # 10 mnocnepoBaTenHOCT (KOH(Mr-nocnegoBaTenHocT) #

IP10.2.2.0/24" lﬁ 7 A A 1
vEdge (koH(wurypaumoHHa nocnegosatenHo # npornyck 3a feic
) i tnterpri WITTLM|L. T HdppMUpaHoch
! / Jirfc
1 b
EAL )




Enterprise 3aluTHa cTeHa ¢ MHPOPMUPaHOCT

MpuMepK 351 KOHQUIyprpaHe Ha 3aLuTHa

Vickame fia n3nycHem BCEKM Tpa(*)lll K, KOWTO He CbOTBETCTBA Ha 30HaTa, 6a3mpaHa Ha NoNNTUKaTa 3a 3aluTa Ha maﬁnoseTe;

vEdge (config-zone-based-policy) # cnag no nogpasbupaHe

B riocnieHaTa CTbIKa OT MPOLEca Ha KOH(MIypupaHe Hue npuaarame nojuTMKaTa Ha 3alluTHaTa CTeHa Bb3 OCHOBA Ha 30HaTa KbM
30oHuTe. Efro 30HaTa cfBosiBaHe Mexay rocT 1 PoS 30Ha 1 30Ha 3a ycnyru:

VEdge (KoHpurypauyus-nonutuka) # 30Ha-fBOWKa Moe-ycnyru-cABosiBaHe
vEdge (fBolika KOH(Urypauus-3oHa) # u3xofgHa 30Ha Moc-30Ha (
vEdge (gBoiika KOHMrypauus-3oHa) # ycnyru-fecTHHauus 30Ha-30Ha

vEdge (KoH(wurypaums-3oHa -pair) # 30HoBa NOAMTUKA VP N-M30naLmsa -
nofMTMKa

A eTO U C/ABOSIBAHETO MeX/y 30HaTa Ha CNY>KUTeNNTe 1 30HaTa Ha ycnyrute:

vEdge (koHdurypauus-nonntuka) # 30Ha-ABONKA CNYXUTEA-YCNYru-
caBosiBaHe

vEdge (pgBolika KOH(Mrypaums-3oHa) # uM3XogHa 30HA CNY>XWUTEN-30HA
* VEdge (aBoiika KoOH(Mrypaums-3oHa) # ycnyru-gectvHaumsi 30Ha-30Ha

VEdge (KoHpurypaums-3oHa -napa) # cpgBoeHa QABOMKa CAYXWUTeN-ycnyru-
cABosiBaHe

ET0 n3rnep Ha usanata noauMTmKa:

vEdge (config-policy) # nokasBaHe Ha Mb/Ha KOHMUrypauus
noanMTuKa
30Ha cnyxuren
30Havpn 2
! 30Ha pos-
zonevpn 1
I 30Ha ycnyrun -
_ 30Havpn 3
]
30Ha—/IBOIKa CNyXWTen—ycnyrin—caBosBaHe
U3TOYHNK—30Ha 30Ha Ha o6cnyxBaHe
Ha MeCTOHa3HayeHWe — 30Ha Ha yc/yrure
Ha paboTHULUTE
[30Ha-noanTUKa vpn -u30nauua-nonmTmka

30HW C ABOWiKa YCnyru—caBosiBaHe

» N3TOYHMK—30Ha N0C—30Ha
AeCTUHaunsa—a30Ha ycnyru ycnyru—3oHa
30Ha-NOINTUKA vpn -usonauna-nonntuka

30Ha 6asupaHa noOAMTMKaV pn—wun3onaums—
NoNNTUKa



| Enterprise 3aWwjuTHa cTeHa ¢ MHOPMUPAHOCT

oA W DN

MpuMepK 3a KOHGOUTyprpaHe Ha 3aWmuTHa |

B nesusi nposopeL, v3oepeTe MpedmKe Ha AaHHMW.

B iecH1A nposopeL, KIMKHETE BbPXy HOB CrMCHK ¢ Npedimke Ha AaHHMW.
BbBeete vvie 3a CriMChKa.

Bbeeagete npedwikca Win npemkenTe 3a AgHHN, KOUTO [a BK/IKOUUTE B CrICHKA.

KnukHete Bbpxy [obasu.

KoHmrypupaiite 30HM Ha expaHa Cb3faBaHe Ha rpymin Mo MHTEpeCH:

o bk~ w N e

o

B fieBysi Npo3opeL, 13depeTe 3oHu.

B [ApcHus npo3opeL, LpakHeTe BbPXy HoB crnnchbK Ha 30HuTe.

BbBegeTe 1vie 3a CrivichKa.

BbBeeTe HoMepa Ha 30Hara Wi 30HUTE, KOUTO [a BKKOUMTE B Criicbka. OTAeneTe Ymc/iata Che 3aneTas.
KnnkHeTe Bbpxy Jo6asw.

KnkHeTe Bbpxy Hanpes, 3a Aa npemvHeTe Kbvi 3alyTHa CTeHa Ha 6asara Ha 30Ha B CbBETHMKA 3
KOH(hMryprpaHe Ha 3alLyTHa CTeHa, GasmpaHa Ha 30Ha.

KoHth1rypupaHe Ha 6asvipaHy Ha 30Hara Mpasivia 3a 3aLLyiTHa CTeHa:

N o ok WD P

8.

)

KnukHeTe Bbpxy [lo6aBsiHe Ha KoH(Urypaums 1 vsdepete CbagaBaHe Ha HOBa.
BreesgeTe nvie 1 onvcaHvie Ha NpaBIoTo.

B fieBvs Mposopew, KIMKHETe BbpXy [lobaBsiHe Ha Noc/1e40BaTeHOCT.

B [ecHVs Mpo30peL, KNMKHETE BLPXY [o6aBsiHe Ha NpaBwsio 3a rnoc/ieso0BaTeIHOCT.
36epeTe »eraHoTOo ChBraaeHyie 1 YCrIoBIS 3a AeVCTBYE.

KnukHeTe Bbpxy ChLLOTO ChBMNafeHUe U eACTBIS.

B fieB/s Mpo30peL, LLpaKHeTe BbpXY [eiicTBre Mo nogpasbrpaHe.

36epeTe xernaHoTo AeiicTBrie Mo noapasovipaHe.
KnvikHeTe Bbpxy 3anassaHe Ha OCHOBaHM Ha 30HaTa MpaBusa.

KnukHeTe Bbpxy Hanpeg, 3a g npeMyHeTe K IMpuiaraHe Ha KOHMrypaLmsTa B ChBETHIMKA 38
KOHJMIyprpaHe Ha 3aLLymHa CTeHa, GasvipaH Ha 30HaTa.

A W N e

BbBegeTe 1vie 1 onmcaHme 3a Apoiikara 30Ha Ha 3alLyTHaTa CTeHa, 6asvipaHa Ha 30Ha.
KnnkHeTe BbpXy [lobaBsHe Ha 30Ha Ha fBolikaTta. A.
B nagaLLoTo MeHo 13TouHa 30Ha 13bepeTe 30HaTa, OT KOSTO NMPOoM3XOMKAA TPa(MKLT Ha AgHHN.

B rigaaLLoTo MeHto JJeCTvHaLyIOHHa 30Ha VB0epeTe 30HaTa, KbM KOSITO Ce V3rpalLig TPaqWIKLT Ha, [JgHHN.
KnvkHeTe Bupxy Jo6asu.

TIKnnkHeTe Bbpxy 3anasBaHe Ha nonmtukata. Criem, ToBa Ce Nokassa ekpaHbT KoHgurypaums > 3awprr m

n Ta6n|/|u,aTa Ha 3alLITHATE CTEHN Ha 6asara Ha 30Hara BK/IO4Ba HOBOCb3dgAeHara MoJIMmnKa.

A3, fonynoanucaHnaT, SABop CTosiHOB MMpodhupoB; yAOCTOBEpPsiBAM BEPHOCTTA Ha HanpaBeHUss OT MeH MpeBoj OT
aHrNNIACKM Ha GbArapcKy e3vK Ha NPUIOXKEHNS I0OKYMEHT ;- MpeBoabT Ce ChCTOoU 0T 8 (0CeM) CTpaHULN.

MpeBogay: fAsop CTosAHOB MNpodupos

A

Enterprise 3aLLMTHa CTeHa C MH(OPMUpPaHOCT
.<Sra~



Enterprise Firewall with Application Awareness

Cisco’s Enterprise Firewall with Application Awareness uses a flexible and easily understood zone-based
model for traffic inspection, compared to the older interface-based*model.

A firewall policy is atype of localized security policy that allows stateful inspection of TCP, UDP, and ICMP
data traffic flows. Traffic flows that originate in a given zone are allowed to proceed to another zone based
on the policy between the two zones. A zone is agrouping of one or more VPNs. Grouping VPNs into zones
allows you to establish security boundaries in your overlay network so that you can control all data traffic

that passes between zones.
Zone configuration consists of the following components:
« Source zone—A grouping of VPNs where the data traffic flows originate. A VPN can be part of only

one zone.

« Destination zone— A grouping of VPNs where the data traffic flows terminate. A VPN can be part of
only one zone.

» Firewall policy—A security policy, similar to a localized security policy, that defines the conditions that
the data traffic flow from the source zone must match to allow the flow to continue to the destination
zone. Firewall policies can match IP prefixes, IP ports, the protocols TCP, UDP, and ICMP, and
applications. Matching flows for prefixes, ports, and protocols can be accepted or dropped, and the packet
headers can be logged. Nonmatching flows are dropped by default. Matching applications are denied.

e Zone pair—A container that associates a source zone with a destination zone and that applies a firewall
policy to the traffic that flows between the two zones.

Matching flows that are accepted can be processed in two different ways:

« Inspect— The packet's header can be inspected to determine its source address and port.

* Pass— Allow the packet to pass to the destination zone without inspecting the packet's header at all.

The following figure shows a simple scenario in which three VPNs are configured on a XE SD-WAN Router.
One of the VPNs, VPN 3, has shared resources that you want to restrict access to. These resources could be
printers or confidential customer data. For the remaining two VPNs in this scenario, only users in one ofthem
VPN 1, are allowed to access the resources in VPN 3, while users in VPN 2 are denied access to these resources
In this scenario, we want data traffic to flow from VPN 1to VPN 3, but we do not want traffic to flow in tht
other direction, from VPN 3 to VPN 1

Enterprise Firewall areness
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Configure Firewall Policies
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Firewall policies perform stateful inspection of TCP, UDP, and ICMP flows between zones. They examine
the source and destination IP addresses and ports in the packet headers, as well as the packet's protocol. Then,
based on the configured zone-based policy, they allow traffic to pass between the zones or they drop the
traffic.

The implementation of firewall policies varies slightly to that of localized security policy. Where you configure
and apply localized security policy based only on VPNs, you configure and apply firewall policies to one or
more VPNs that have been grouped into a zone. You activate localized security policy by applying it to
individual interfaces on the XE SD-WAN Routers. When you activate firewall policies, they apply to the
specific VPNs in the zones, without regard to any specific interfaces.

Application Firewall

The Application Firewall inspects and blocks traffic based on applications or application-family. This
application-aware firewall feature provides the following benefits:

» Application visibility and granular control
« Classification of 1400+ layer 7 applications

« Blocks traffic by application or application-family

You can create lists of individual applications or application families. A sequence that contains a specified
application or application family list can be inspected. This inspect action is a Layer 4 action. Matching
applications are blocked/denied.

vEdge Router provides Application Layer Gateway (ALG) FTP support with Network Address Translation
- Direct Internet Access (NAT-DIA), Service NAT, and Enterprise Firewall. Service NAT support is added
for FTP ALG on the client and not on the FTP Server.

*Configure Firewall Policies, on page 2
1Zone-Based Firewall Configuration Examples, on page 4

Configure Firewall Policies

In vManage NMS, you configure firewall policies from the Configuration > Security screen, using a policy
configuration wizard. In the CLI, you configure these firewalls on the XE SD-WAN Router.

Configuration Components
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Configure Firewall Policies

Each zone consists of one of more VPNs in the overlay network. You define a source zone, which identifies
the VPNs from which data traffic originates, and a destination zone, which identifies the VPNs to which the
traffic is being sent.

Thb firewall policy consists of a series of numbered (ordered) sequences of match-action pairs that are
evaluated in order, from lowest sequence number to highest sequence number. When a data packet matches
the match conditions, the associated action or actions are taken and policy evaluation on that packet stops.
Keep this process in mind as you design your policies to ensure that the desired actions are taken on the items

subject to policy.

If a packet matches no parameters in any of the policy sequences, you define a default action to be taken on
the packet.

The following figure illustrates the configuration components for firewall policies:

Maumn

To create an application firewall policy, you include the following components in the configuration for a XE
SD-WAN Router:

Component Description vManage Configuration CLI Configuration
Command
Lists Groupings of related items that Configuration  Security > policy lists
you reference in the match Custom Options  Lists >

portion of the firewall policy  Application

configuration. . . .
9 Configuration Security

Custom Options > Lists $ Zones

Firewall policy Container for a firewall policy. Configuration > Security ~ Add policy
Security Policy b* <Scenario> zone-based-policy

Add Firewall Policy

Numbered Sequences establish the order  Configuration ~ Security  Add policy

sequences of  inwhich the policy components Security Policy > <Scenario> »  zone-based-policy
match-action  are applied. Add Firewall Policy = Sequence  sequence

pairs Rule

Application Conditions that packets must ~ Configuration P* Security > Add policy

Match match to be considered for a Security Policy > <Scenario> »  zone-based-policy-
parameters security policy. Add Firewall Policy = Sequence . sequence match
Rule  Match > app-list

Application/Application Family List

ness
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Component Description vManage Configuration CLI Configuration
Command

Actions For a sequence that contains an Configuration » Security » Add policy
application or application Security Policy » <Scenario> »  zone-based-policy
family list, packets can be Add Firewall Policy » Sequence  Sequence action
inspected. Matching Rule » Actions » Inspect inspect
applications are blocked/denied.

Default action Action to take if a packet Configuration » Security » Add policy
matches none of the match Security Policy » <Scenario> »  zone-based-policy
parameters in any of the Add Firewall Policy » Sequence  default-action drop
sequences. By default, non Rule » Actions

matching packets are dropped.

*

Apply firewall For a firewall policy to take Configuration » Security » Add  policy zone-pair
policy to azone effect, you include it in the Security Policy » <Scenario>
pair definition of a zone pair. » Apply Policy

General vManage Configuration Procedure

To configure firewall policies, use the vManage policy configuration wizard. The wizard is a Ul policy builder
that lets you configure policy components:

« Create Lists— Create lists that group together related items and that you call in the match condition of a
firewall policy.

» Firewall Policy— Define the match and action conditions of the firewall policy.

« Apply Configuration— Define zone pairs.

You must configure all these components to create a firewall policy. Ifyou are modifying an existing firewall,
you can skip a component by clicking the Next button at the bottom of the screen. To return to a component,
click the Back button at the bottom of the screen.

Zone-Based Firewall Configuration Examples

This topic provides an example of configuring a simple zone-based firewall using the CLI or vManage.

Isolating Two VPNs

In this zone-based firewall configuration example, we have a scenario where a router is connected to three
service-side networks:

* Guest network that provides point-of-sale (PoS) services

* Employee network

* Network that provides shared services, including shared printers and the customer database

We want users in the employee and guest networks to be able to access the shared services, but we do not
traffic to be exchanged between the employee and guest networks. Similarly, we do not want any

Enterprise Firewall ywtfl “Application Awareness
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traffic that originates in the shared services network to enter into either the employee network or the guest
network. The following figure illustrates this scenario:

Retail
Erostf

In this figure:
* VPN 1 is the guest network used for PoS services.
* VPN 2 is the network used by the enterprise's employees.

* VPN 3 contains the shared services, including printers and customer databases.

The configuration consists of three sections:
« Define the zones.
* Define the zone-based firewall policy.

* Apply the zone-based firewall policy to a source zone and destination zone pair.

CLI Configuration
First, we define the zones for this scenario:

vEdge(config)# policy

vEdge(config-policy)# zone pos-zone vpn 1
vEdge(config-policy)# zone employee-zone vpn 2
vEdge(config-policy)# zone services-zone vpn 3

In this simple example, each zone corresponds to a single VPN. Ifyou were to later add a second VPN for a
discrete group of employees (let's say this is VPN 20) and you wanted this VPN to be subject to the same
firewall policy, you could simply add this VPN to the employee zone:

vEdge(config-policy)# zone employee-zone vpn 20
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Zone-Based Firewall Configuration Examples

We want to drop any traffic that does not match the zone-based filrewall policy:
vEdge(config-zone-based-policy)# default-action drop

In thermal step of the configuration process, we apply the zone-based firewall policy to the zones. Here is
the zone pairing between the guest and PoS zone and the services zone:

vEdge(config-policy)# zone-pair pos-services-pairing
vEdge(config-zone-pair)# source-zone pos-zone
VEdge(config-zone-pair)# destination-zone services-zone
vEdge(config-zone-pair)# zone-policy vpn-isolation-policy

And here is the pairing between the employee zone and the services zone:

vEdge(config-policy)# zone-pair employee-services-pairing
vEdge(config-zone-pair)# source-zone employee-zone
vEdge(config-zone-pair)# destination-zone services-zone
vEdge(config-zone-pair)# zone-pair employee-services—pairiI\g

Here is a view of the entire policy:

vEdge(config-policy)# show full-configuration
policy
zone employee-zone
vpn 2
* zone pos-zone
vpn 1
! zone services-zone
vpn 3

zone-pair employee-services-pairing

source-zone employee-zone
destination-zone services-zone
zone-policy vpn-isolation-policy

zone-pair services-pairing

source-zone pos-zone
destination-zone services-zone
zone-policy vpn-isolation-policy

zone-based-policy vpn-isolation-policy
sequence 10
match
destination-ip 10.2.2.0/24

action pass

default-action drop

vManage Configuration
To configure this zone-based firewall policy in vManage NMS:
1. Select Configuration > Security.

2. Click Add Policy. The zone-based firewall configuration wizard opens.



Enterprise Firewall with Application Awareness
Zone-Based Firewall Configuration Examples |

1. Inthe left pane, select Data Prefix.
2. Inthe right pane, click New Data Prefix List.
Enter a name for the list.
4. Enter the data prefix or prefixes to include in the list.

5. Click Add.

Configure zones in the Create Groups of Interest screen:

1. Inthe left pane, select Zones.

2. Inthe right pane, click New Zone List.

3. Enter a name for the list.

4. Enter the number of the zone or zones to include in the list. Separate numbers with a comma.
5. Click Add.

6. Click Next to move to Zone-Based Firewall in the zone-based firewall configuration wizard.

Configure zone-based firewall policies:

1. Click Add Configuration, and select Create New.
2. Enter a name and description for the policy.

3. In the left pane, click Add Sequence.

4. In the right pane, click Add Sequence Rule.
5. Select the desired match and action conditions.
6. Click Same Match and Actions.

7. Inthe left pane, click Default Action.
8. Select the desired default action.

9. Click Save Zone-Based Policy.

Click Next to move to the Apply Configuration in the zone-based firewall configuration wizard.
1. Enter aname and description for the zone-based firewall zone pair.

2. Click Add Zone Pair.

3. Inthe Source Zone drop-down, select the zone from which data traffic originates.

4. In the Destination Zone drop-down, select the zone to which data traffic is sent.

5. Click Add.

6. Click Save Policy. The Configuration > Security screen is then displayed, and the zone-based firewalls

table includes the newly created policy.
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KonupaHe Ha NakeTu 3a LUYMHU KaHa/u

Tabnuua 1: MicTopna Ha yHKUMMTe

Vive Ha qoyHKLWA ViHdhopmauys za Onvicanre

n3gaBaHe
KonvpaHe Ha makeTn  Bepcus Ha sD-w AN Ha Tasu (DyHKLYA nomara 3a HavirisiBaHe Ha 3arybara Ha
3a LLYMHW KaHa/n Cisco 19.2.1 MaKET MO LLYMHM KaHa/W, KaTo Mo TO3W HaUYMH

noAabKa BCOKO QOE MpuiioykeHve 3a r/1ac v BAORO.

*/IHchopMaLmA 3a KomvpaHe Ha MakeTu, Ha cTpaHuua 1
*KoH1rypurpaiite KorvpaHe Ha MakeTw, Ha CTpaHumLa 1
*HabnioaasaiiTe KonvpaHe Ha MakeTy Ha MPUIoKeHIe, Ha CTpaHnUa 2

MHhopmaLms 3a KONupaHe Ha naketu

Yctpoiicteara Ha Cisco VEdge v3nonssar dybnvpaHe Ha NakeTy, 3a g NPeqaorestT 3arybara Ha Maker.

Jy6rvpaHeTo Ha NakeTy VBMpaLLa KOs Ha MakeTW Ha ayTrepHaTVIBHA Ha/IMUH MBTULLR, 3a Ja AOCTUTHe
[Jo ycrpoiicTea Ha Cisco VEdge. AKO emyH OT MakeTuTe e 3arybeH, Konve Ha rnakeTa ce npenpaLla KoM
chpBbpa. MoyyasaHeTo Ha ycTpolicTea Ha Cisco VEdge 3XBb/isa KonusTa Ha MakeTa 1 npenpaLla eyH
MaKeT KbM ChPBbpa.

[y6npaHeTo Ha MakeTM e MoAXQAsO 3a PbOoBe C MHOXECTBO BpB3KM 3a AocTo. Cref Karo
[YOIVPaHETO Ha MaKeTV e KOH(MIyprpaHo 1 13ByTaHO KbM BALLETO YCTPOICTBO, MOMETE [a BALMTE
CTATMCTUUECKUTE [gHHI 32 y6/IMpaHe Ha NakeTu B TyHe .

KoHhurypupaiite KonupaHe Ha naketu

Ctbnka 1

CTtbnKa 2
MonMTUKAL

Ctbnka 3

CTtbnka 4
Ha HoB.

Ctbnka b
CTbnKa 6
Crbnka7

TbhNKa 8
Ay CUCHUN.

Vis6epete KoHdurypaums> MofuTuku.
//36epeTe LigHTpanmsmpaHa nosuTiKa B ropHara YacT Ha CTpaHMLATa W crief, ToBa LpakHeTe Bbpxy JJoGaesHe Ha |

KnukHeTe BbpXy Hanpeg ABa mbTu, 3a 4 13oepeTe KoHmryprpaHe Ha npasiiia 3a AB/DKEHVE.
36epeTe aHHNM 3a TpadmKa M OT MNadaLLoTo MeHto JJoGaBsiHe Ha NOMTYKA M30epeTe LLpakHeTe BbpXy CbhagaBaHel'

KnvkHeTe Bbpxy Tun nocnefoBaTeIHOCT BJIEBVA MaHeN.
OT m3cKavaLLoTOo MeHto [pbaBsaHe Ha NonmTiKa 3a faHHn 1sbepete QoS.
KnvkHeTe Bbpxy MpaBwno 3a Noc/efoBaTe/IHOCT.

B CrMcbKa CbC NpUIoXeHUs/CIMCHK Ha NPUNoXKeHUs/NpediMKe Ha fJaHHK U36epit™enasmiam noseue Npuioxy
---y _—1 I 1] ( any

e -
nupaHe Ha nakeTty 3a WymHn . //



KonupaHe Ha NakeTy 3a LyMHU KaHam |
0 Ha6nogeHue Ha fy6/mpaHe Ha NakeTn Ha NPUIoXKeHWe

Ctbnka9  KukHeTe Bbpxy JelicTeus 1 13bepeTe KopeKuysi Ha 3ary6ara.

Ctbnka 10 B obractTa JeiicTBus usbepeTe onuyisita 3a KonmpaHe Ha NakeTy, 3a 43 aKTvBupaTe (yHKLSTTa 3a KorvpaHe Ha
MakeTw.

*FEC AanTvBHO — M3MpaLLa MHopMaLIyS 3a KopeKLyst Ha rpeluki Hanpea, ( FEC) camo Koraro crcTemara
OTKpVie 3ary6a Ha Maker.
» FEC BuHaru — BuHary vianpalLgiire yHdopmMaLys 3a FEC npu BCSIKO npesasaHe.

 Hama — V/3ronseaifte, Korato He e Heobxoauma 3aLLTa OT 3aryon.

* KonupaHe Ha nakeT — AKTUBMPAIATE, KOrato nakeTtute Tpsibea g 6b0aT AyorvpaHi U 13npaTeHn Ha
CrieapaLLyTe HarMUHM BPB3KY, 3a,0a Ce Havia/iv 3arybara Ha Maker.

Crbnka 11 KnvkHeTe BbpXy 3anasBaHe Ha CbBMNafeHNETO U AelAicTBMATA.
Crbnka 12  KnnkHeTe Bbpxy 3anasBaHe Ha NofMTUKaTa 38 JaHHW.
Ctbnka 13 KnvkHeTe BbpXxy Hanpep, v NpeafiprieMeTe Tesn AiCTBIS, 3a 4 Ch3aMeTe LiEHTpa/m3vpaHa nosvmuka:

* BuBefiete 1vie 1 onvcaHve.
* [/36epeTe MonnTrKa 3a AaHHM 3a Tpaduka.
* /136epete VPN/cnnchK Ha caiiToBe 3a NoSMTUKaTa.

* 3arasete npaswiata.

HabntoaeHne Ha aybnnpaHe Ha Nakety Ha NPUIOXKeHWe

Crobnka 1 /36epete MoHuTOp > Mpexa.
CTbnka 2 V36epeTe rpyna yCTpoicTea.
Ctbnka 3 B s naHen KkHeTe Bbpxy [MNpnioxkeHus.

Ctbnka 4 B pazaena l3nonseaHe Ha NPWIoKeHWs 130epeTe CeMeViCTBOTO Ha MPWIOKEHUSTTA U LLPAKHETE BbPXY CrIVICHKA CkC
CEMEINCTBO Ha MPUIOKEHIS.
Ctbnka 5 AKO AyGrmMpaHETO Ha NaKeTU € PaspeLLieHO 3a BCSIKO NpUioxeHue, vivianage nokassa eheKTBHOCTTa Ha

[JocTaBkaTa Ha naket karo JOBPO, YMEPEHO wm JTOLLIO, v noneto ce rnokassa karo N/A.
Cronka6 JOBPOTO 1 YMEPEHO m3mb/iHeHMe e Bpb3ka C Bb3MOXHOCT 3a KikBaHe. Koraro LUpakHeTe BbpXy BPb3KaTa,
CBCTOSIHMETO M3CKaYa NMpo3opeL,
Ctbnka 7 B usckavawys mposopel, BkdaTe MPWIOKeHe, eeKTVBHOCT Ha [OCTaBKarta Ha MakeTy, Karto usio 3a

MPWIOKEHVETO, CPEOHA CKOPOCT HA OTMadaHE M KaTo Lo 3a VMHhopMaLsTa 3a MPUIOKEHVETo. padwikaTa Ha
BPEMEB/S C/IOT MPEACTAR/SBA MaKeTUTe, MPEJABAHN C Pas/MYHM Ha/MYHW LIBETOBE HA BpPL3KaTa, M o6lLaTa
MPOVIBBOAMTE/HOCT, U34MC/IEHA, KOFaTo € aKTVIBUPAHO JyG/VPaHETO Ha MaKeTVA.

CTbNKa 8 AKO 33[bK/TE Kypoopa Ha MILLKATa BbpXy BPEMEBIS VHTEPBAST, MOXETE [ia BUMTE CLCTOSHIETO Ha
MPOV3BOAMTE/HOCTTA V1 CPEHATA CTEMNEH Ha CMiaf, 3a BCsKA Bub3ka.

wns*

ponynognucaHnaT, Asop CTosiHoB MpodmpoB, yAocTOBEpsiBAM BepHOCTTa Ha HamnpaBeHWss oT MeH MpesBoj OT
\rnniickm £31K Ha NPUNO>KeHNs1 JOKYMeATY peBoabT Ce CbCTOM 0T 3 CTPaHULM.

Mpesogau: (hupos



Packet Duplication for Noisy Channels

Table 1: Feature History +

Feature Name Release Information Description

Packet Duplication for Cisco SD-WAN Release This feature helps mitigate packet loss over noisy
Noisy Channels 19.2.1 channels, thereby maintaining high application QoE for
voice and video.

« Information about Packet Duplication, on page 1
« Configure Packet Duplication, on page 1
* Monitor Packet Duplication Per Application, on page 2

Information about Packet Duplication

Cisco vEdge devices use packet duplication to overcome packet loss.

Packet duplication sends copies of packets on alternate available paths to reach Cisco vEdge devices. Ifone
of the packets is lost, a copy of the packet is forwarded to the server. Receiving Cisco vEdge devices discard
copies of the packet and forward one packet to the server.

Packet duplication is suitable for edges with multiple access links. Once packet duplication is configured and
pushed to your device, you can see the tunnel packet duplication statistics.

Configure Packet Duplication

Step 1
Step 2
Step3
Step 4
Step 5
Step 6
Step 7
Step 8

Select Configuration > Policies.

Select Centralized Policy at the top of the page and then click Add Policy.

Click Next twice to select Configure Traffic Rules.

Select Traffic Data, and from the Add Policy drop-down menu, select click Create New.

Click Sequence Type in the left panel.

From the Add Data Policy pop-up menu, select QoS.

Click Sequence Rule.

In the Applications/Application Family List/Data Prefix, Select one or more applications or lists
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Monitor Packet Duplication Per Application

Step 9
Step 10

Step 11
Step 12
Step 13

Click Actions and select Loss Correction.
In the Actions area, select the Pack Duplication option to enable the packet duplication feature.

» FEC Adaptive— Only send Forward Error Correction (FEC) information when the system detects a packet loss.
» FEC Always— Always send FEC information with every transmission.
* None—Use when no loss protection is needed.

« Packet Duplication—Enable when packets need to be duplicated and sent on the next available links to reduce
packet loss.

Click Save Match and Actions.
Click Save Data Policy.
Click Next and take these actions to create a Centralized Policy:

« Enter aName and aDescription.
« Select Traffic Data Policy.
« Choose VPNs/site list for the policy.

 Save the policy.

Monitor Packet Duplication Per Application

Step 1
Step 2
Step 3
Step 4
Step 5

Step 6
Step 7

Step 8

Select Monitor > Network.

Select a device group.

In the left panel, click Applications.

On the Application usage tab, select the application family of interest, and click on the Application family listed.

If packet duplication is enabled for any application, vManage displays Packet Delivery Performance as GOOD,
MODERATE, or POOR or the field displays as N/A.

GOOD and MODERATE performance is a clickable link. When clicking on the link, the status pops up a window.

On the pop-up window, you see Application, Packet Delivery Performance, Overall for the Application, Average Drop
Rate, and Overall for the Application information. The time slot graph represents the packets transmitted with different
available link colors and the overall performance calculated when packet duplication is enabled.

Ifyou hover over the time slot, you can see the performance status and the average drop rate for each link.
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[1pernen Ha nonnTukarta

MonuTukaTa ce K3NON3Ba 3a BNUSHME BbPXY NOTOKA Ha TpadhuK Ha AaHHW Mexay VEdge pyTepu B MpexaTta Ha HacnarsaHe. MosnTukara BK/IHOYBa:
B MonuTuka 3a MapwpyTnanpaHe, KOSTO B/MSE HA NOTOKA OT MHOPMaLMA 3a MapLIpyTU3aLMs B KOHTPONHATA PaBHWHA Ha Mpexata

* MonuTuka 3a gaHHu, KOSTO B/IUSIE HA MOTOKA Ha Tpadhuka Ha faHHU B paBHUHATA Ha AaHHM Ha MpexaTa

3a fia BHeApuTe cneLnduyHmu 32 NPeanpUATUETO U3UCKBAHNSA 3a KOHTPON Ha Tpaduka, Cb3faBaTe OCHOBHW NOMUTUKM U BHeApsABaTe
paswupenn dyHkuMn Ha codhTyepa Viptela, KOUTO Ce aKTUBMPAT C MOMOLYTA Ha UHAPACTPYKTypaTa 3a KOH(UrypupaHe Ha nosmTUKK.

TOYHO KaKTO MpexoBaTa apxuTeKTypa Ha HacnareaHeTo Ha Viptela sCHO 0TeNs KOHTPO/IHATaA paBHMHA OT PaBHMHATA Ha JaHHW U ICHO pasaens
KOHTPO/Ia MeXAy LeHTPaNM3NpaHu 1 oKann3npann yHKLMKM, CoTyepbT 3a MOANTUKaTa Ha Viptela e uncTo pasgeneH: NoANTUKMTE ce npunarat
WA 3a TpadhuK Ha KOHTPOSTHA PaBHUHA WK 3@ PAaBHWHA HA JAaHHU W Ce KOHUTYpUpaT uan LeHTpanHo (fta vSmart KOHTPosiepyn) WM NokKanHo

(Ha vEdge pyTepu). CnepBawata urypa UaCTpupa pasgenieHneTo Mexay NoanTuKaTa 3a KOHTPO 1 AaHHW U Mexay LeHTpanusmpaHarta u
MecTHaTa NosuTuka.

Affectsc i +\Plane Affects Deta Piane
Centrelized Localized Centralized Localized -
Alfects Nemorkwide Route Poliey m Affects -Access Lists p
Routing Site-Local Network Data T(&LU - Affects a Single interface p

on a Single Router

[Oun3aliHbT Ha codiTyepa Ha nonutukarta Viptela npaBu pasnvka mMexgy OCHOBHa M HanpegHana nonntnka. OcHoBHaTa
nonuTnKa Bu N63BONABA fia BAMSIETE AN fa onpejenaTe OCHOBHMA TpaduK Ha NoToKa npes mpexara Ha

HacnarsaHe. TyK U3nbfHABaTE CTaHAAPTHWN 3a4a4yuM 3a NoNUTUKAa, Karo Hanpumep ynpasieHne Ha nbTuwiara, no

KOUTO TpathnKbT Ce NpeHacoysa Nnpes3 mMpexara, 1 paspeluasaHe Unu 6nokupaHe Ha TpaukK Bb3 OCHOBa \
Ha noneta agpec, nopT u DSCP B IP 3arnaBkaTta Ha naketa. MoxkeTe CbLLO Taka fja KOHTponvMpare notoka Ha tpajpuk  *
Ha AaHHW KbM U N3BbH UHTepdecnte Ha MmapLlpytnsartopa Ha VEdge, kato akTmBmpate (yHKUMKW, KaTo Knac Ha

O6C}'Iy)KBaHe M onawka, orneganHo OCpOpMFlHe nynpasneHmne Ha noanyundra.

PaswmnpeHunTte thyHKuMM Ha cohtyepa 3a nonmntunkm Viptela npegnarar cneunannsnpaHn MpeXXoBW MPUNOXKEHNS,
6a3npaHn Ha NoAMTUKK. MpuMepuTe 3a Te3n NPUIoXKEHUs BKIOYBAT CNejHOTO:

BepwkHO o6cy>KkBaHe, KOETO NpeHacouBa Tpadurka Ha fJaHHU KbM CMOAENEHN YCTPONCTBA B MpeXara, Kato 3alytHa
CTeHa, OTKpMBaHe 1 npefoTBpaTsaBaHe Ha NpoHukeaHe (IDS), 6anaHcmpallo HaTtoBapBaHe U1 apyrap cTBa, Npegn
TpagUKbT fa 6bAe AOCTaBEH 0 MECTOHA3HAYEHMETO CU. BepmyKHOTO 06CNy>KBaHe npemMaxea Heaoxn ajauma’ u.
OT[€NHO YCTPOWCTBO Ha BCEKW K/OH CalAT.

‘Hips./7sdWabobscisco.com/Product_Documentation/SofhVare_Festures/Rei&as: 18.2/66(?dw»cy b
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MapLpyTsmpaHe, cbo6pa3eHo ¢ NPUIOXKeHUsTa, KoeTo n3brpa Hail-4o6pusi NbT 3a TpapuK Bb3 OCHOBA Ha XapaKTepUCTUKUTE Ha
Mpexkata 1 epeKTVBHOCTTa Ha MbTS B peanHo Bpeme.

Gflowd, 3a cnegeHe Ha Tpaduka.

Mpeo6pa3syBaHeTo Ha VEdge pyTep B NAT ycTpoiicTBO, 3a 4a ce No3Boau Tpaguk, npegHasHadeH 3a NHTepHeT unm gpyra obuiecteeHa

Mpexa, MOXe 4a u3nese JUPeKTHO oT pyTepa vEdge.

Mo nogpas6upaHe HYKaKBa NoAMTUKA OT BCAKAKLB BUL He € KOH(MrypupaHa Ha ycTpoiicTea Viptela, HuTo Ha
LeHTpanM3vpaHuTe KOHTponepu vSmart uny Ha nokanHute pytepu vEdge. Korato TpagpuKkbT Ha camoneTa 3a KOHTPOS, KOMTo

pasnpocTpaHsiBa MHQOpMaLWs 3a MapLIpyTa, He e MoNUTUYECKU :

< Llisanata uHpopmaumsa 3a mappyTa, koato OMP pasnpocTpaHsBa cpeg Viptela ycTpoiicTBa, ce cnogens, HemoguduunpaHa, Mexay
BCUYKM vSmart KOHTponepu n Bcuykn VEdge pyTtepu B loMeliHa Ha HacnarsaHe.

« Hama BGP nan OSPF mMaplpyTHU npaBuia, KOUTo fa MNOBAMAAT Ha UH(opMaLlmaTa 3a MapLupyTa,
KoATo pyTepuTte VEdge pasnpocTpaHsiBat B fOKanHata cu Mpexa.

Kora'o Tpa(;pVIK'bT Ha I/IHCt)OpMaLlI/IOHHaTa paBHMHA € HeENO/MNTNUYEeH , LennaTt TpaCbI/IK Ha laHHW Ce Haco4Ba KbM MeCTOHa3sHa4YeHMeTo C/ Bb3 OCHOBa
€ANHCTBEHO Ha 3anucute B MapupytHata Taﬁnmu,a Ha noKanHua vEdge M3pLpyTN3aTop U BCUYKN VPN B MpeXkaTta 3a HacnarsaHe morart ja

06MeHAT TpauK Ha faHHW.

Ta3u ctatua pasrnexja CTpyKTypHUTE KOMMOHEHTU Ha MapLlipytusauuata u noamtukara Ha jaHHu B Mpexkata 3a HacnarsaHe Ha Viptela.

LleHTpanun3npaHa 1 nokaamnsnpaHa noantmka

CothTyepHusT gu3aiid Ha nonutukata Viptela ocurypsiBa sicHO pasfeneHvie Mexay LeHTpanmspaHa v nokaamsmpaHa nonutuka. Hakparko,
LeHTpanuaupaHarta nouTrka ce NpeocTaBs Ha LeHTpann3npaHuTe KOHTponepu vSmart B Mpexara Ha HacnarsaHe, a nlokanmsvpaHara
nonanMTMKa ce nNpefocTaBs Ha pyTepute VEdge , KOUTO cefaT Ha pbba Ha Mpexkara MeXAy KIOH UNU NpeanpuaTie 1 TpaHCnopTHa MpeXxa, Kato

Hanpumep ViHTepHeT, MPLS unan meTpo Ethernet.

LeHTpanusupaHa nonuntuka

LleHTpanu3npaHarta nonuTmka ce oTHacs 40 nonutukara, npeiBujeHa 3a vSmart KOHTponepu, KOMTo ca LeHTpanu3upaHuTe KOHTponepu B

MpeXkaTa 3a HacnarsaHe Ha Viptela. LleHTpann3upaHaTta nonMtuka BKIOYBA ABa KOMMOHEHTa:

= TloanTrKa 3a KOHTPON, KOSITO BAMsie BbPXY MapLUpyTU3NpaHeTo Ha Tpaduka B uanata mMmpexa

« [lonuTuka 3a fjaHHW, KOATO BAMSAEe Ha NoToKa Ha Tpaduk Ha faHHn B VPN cermeHTUTe B Mpexkara

NMNonuTukarta 3a LeHTpanM3npaHo ynpaeneHve ce npuaara 3a mMapLupytmsupaHe Ha tpagmka B Lanata Mpexa, Kato BAvsie Ha uHdopmauusTta,
KOSITO Ce CbXpaHsiBa B MapLUpyTHa Tabauua Ha KoHTposnepa vSmart v Kosito ce peknamvpa Ha pyTepute vEdge. EchekTute oT nonutMkara Ha
LLleHTpanu3npaHo yrnpasneHne ce BUXAAT B TOBA Kak pyTepuTe VEdge Hacousart TpaguKa Ha JaHHW Ha HacnarsaHarta mMpexa KbM
MecCTOHa3HauyeHMeTo UM. Camarta KoHpurypaums Ha LeHTpanMsvpaHata KOHTPOiHa NMoAnTMKa ocTaBa Ha KOHTponepa vSmart u HUKora He ce

HaTUCKa KbM NI0OKaNHN pyTepun.

LleHTpanu3upaHaTta nonMTMKa 3a fJaHHK ce npunara 3a notoka oT Tpaduk Ha faHHu npe3 VPN-nTe B Mpexxara Ha HacnarsaHe. Te3un npasuna
morart Aa paspeluasar U orpaHuyaBar JOCTbMa Bb3 OCHOBA WM Ha 6-KpaTHO cbBnageHne (M3TOYHUK W gecTuHauus IP agpecu n
noptose, DSCP noneta n npoTokon) uan Ha uneHcTBo B VPN. Te3un npasuna ca n3tnackaHn KbM 3acerHatnte pytepu vEdge .



NNokanusnpaHa noaunTukKa

JNlokanmsnpaHara nonmTka ce oTHacs 40 NOAUTUKA, KOSTO Ce npegnara 1oKanHo, Ha pyTepuTe vVEdge B Mpexara 3a
HacnarsaHe

JlokanusnpaHaTa NoNUTHKA sa KOHTPOSI, KOSTO CbLUO Ce Hapuya MapLUpyTHa NOUTMKA, BAUSIE BbPXY NOBELEHNETO
Ha mMapLipyTn3auns BGP n OSPF B nokanHata Mpexka Ha caiita.

Jlokanu3npaHaTa NOAUTMKa 3a iaHHW BM NO3BO/sIBa Aa NPefoCTaBUTe CINCHLUM 3a JOCTHM U Aa M npuiarate KbM
onpeaeneH MHTepdenc nmn nHtTepdelicn Ha pytepa. NMpocTuTe cnMcbUM 3a 0CTLM NO3BONABAT U OrpaHnyaBsat
JOCTbNAa Bb3 OCHOBA Ha 6-KpaTHO CbBMageHue (M3TOUHKK U gecTuHauus 1P agpecu 1 noptoBe, DSCP noneta u
MPOTOKO/T) MO ChLUMSA HAUMH, KaKTO MpY LieHTpamM3npaHata nointuka 3a jaHHu. CnmcbumTe 3a 4oCTbi ChLUO
no3BonsBaT NpefocTaBsiHe Ha Knac Ha o6enyyeaHe ( CoS ), ynpasneHve Ha NoiuumsTa v ornefanHo ornegano,
KOMTO KOHTPO/MPAT Kak M3Tya TpaUKbT Ha JaHHM KbM 1 KbM MHTEpdelicnTe Ha MapLupyTu3artopa u
NHTEepencHUTE onaLLKm.

MonnTrKa 3a KOHTPON W AaHHK

An3aiHbT Ha MpeXkoBata nonntnka Ha Viptela ocurypsisa UMCTO pasgensHe Mexkay noaMtnkara 3a KOHTpon r
nonuTUKaTa Ha fjlaHHW, 3a fja ce npusBefe B CbOTBETCTBME C MPEeXOoBaTa apxXUTeKTypa, B KOATO paBHUHUTE 3a
yrnpaBneHue 1 jaHHu ca YMCTO pasfeneHun. rNoamTnkara 3a KOHTPON € eKBUBaIEHTHa Ha NoaMTnkKara Ha npoTokona
3a MapLUpyTU3uMpaHe, a Nnoiutukarta 3a JaHHU e eKBMBa/lEHTHA Ha TOBa, KOETO OB6MKHOBEHO Ce Hapuya Cnmcbum 3a
KOHTPO/ Ha gocTbna (ACL) n untpu Ha 3awmTHaTa creHa.

MonunTnuka 3a KOHTPON

Monntnkata 3a ynpasneHune, KOATo e NojobHa Ha cTaHJapTHaTa NouTuKa 3a MapLupytusvpaHe, pabotu Ha MapLUpyTu

M WHopMauma 3a MapLupyTU3auMs B KOHTpOMHATa paBHMHA Ha Mpeara 3a HacnarsaHe. LleHTpanm3mpaHata
nonuMTMKa 3a yrnpasneHve, KOATO ce npefnara Ha KoHTponepa vSmart, e TexHukara Viptela 3a nepcoHaM3vpaHe Ha
peLleHns 3a MapLUpyTU3vpaHe B Lsanata Mpexa, KOUTO onpeaenat Uam BAUASAT Ha MapLupyTiTe 3a MapLupyTu3vpaHe
npe3 Mpexkara Ha HacnarsaHe.

MonntnkaTa 3a oKaNeH KOHTPO/, KOATO ce npejnara Ha pytep vEdge , no3BosnsiBa NepcoHam3npaHe Ha peLleHns 3a \
MapLupyTu3npaHe, B3eTn oT BGP n OSPF B I0KaHM KIOHOBE WX KOPMOPATMBHM MPEXN Ha caiiTa.

WHopmaumaTa 3a MapLUupyTa, KOSITO € B OCHOBaTa Ha NnosmtuKara 3a LEHTPaIM3upaHo ynpasneHue, ce

CbbpKa B MapLUpyTHU peknamu Ha Viptela, konto ce npegaBat Ha DTLS wim TLS KOHTPOSIHU BPBL3KK

MeXay vSmart KOHTponepu u vEdge pytepu.

MonuTukaTta 3a LeHTpann3upaHo ynpasneHne onpejenst Koy MapLupyTy U HopMaums 3a MapLupyTa ce noctaBsiT B
LeHTpanMsnpaHara tTabnmua Ha MapLupyTUTe Ha KOHTponepa vSmart 1 Kov MapLUpyTi 1 nHdopmMauysa 3a MapLupyta ce
peknamupar Ha pyTepuTte VEdge B Mpexkara Ha HacnarsaHe. OCHOBHaTa Mo/UTVKa 3a LEHTpanM3vpaHo yrnpasfieHue
Cb3[jaBa UHXXEHEPHO [BWKEHME, 3a Aa 3ajaje MbTs, KOATO TpadhuKbT NPeMMHaBa Mpes Mpexxara.

MonuTukaTta 3a YCbBBbPLUEHCTBAH KOHTPON NOAAbpyKa peavua yHKUUM, BKIKOUUTENHO BEPYDKHO OBCNy>KBaHe, Koeto— ~
nossonssana VEdge pytepu B Mpexara 3a HacnarsaHe fja CnofensaT MPEXO0BU YCyru, KaTto 3alluTHn cTe
H6anaHcupalLy HaTtoBapBaHus.

A
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LieHTpann3aupaHata noimTiKa 3a ynpasneHue
3acara OMP mapLupyTute, KoUTo ce pasnpegenar
OT vSmart KOHTponepa B usanata Mpexa Ha
HacnarsaHe. B vSmart KoHTponepa Hay4yasa
HacnarsaHe MpeXkosa TOMoNornsa Ha

ot OMP mapLLpyT!, KOUTO Ce peknamMmunpar

ot vEdge pytepu npes OMP cecun BbB
BbTpeluHocTTa Ha DTLS wan TLS Bpb3kute
MeXay vSmart KoHTponepa u

pytepu. ( Bpb3kute DTLS ca nokasaHu B OpaH>XeBo verfge-1
Ha hurypaTa BAACHO).

Tpw Tna OMP mapLIpyTVM HOCAT
MH(hopMaumaTa,

KOATO KOHTPO/IepsT vSmart nsnonssa 3a
onpegensHe Ha Mpexosarta TOMoNorvs:

«Smart

VEGgE-2

= Viptela OMP mapLupyTuTe, KOUTO ca NogO6HM Ha peknammTe 3a IP MapLupyTy, peknammpar nHgopmMaums 3a
MapLLPYyTU3aLMs, KOSITO pyTepute VEdge ca Hayumnm OT CBOSA MECTEH CaliT U NOKaNHWTE NPOTOKONM 3a MapLLpYTU3VpaHe
( BGP 1 OSPF) Ha koHTponepa vSmart. Te3n MapLUpyT ce Hapuyar cbluo OMP mapLipyt nim vRoutes .

= TLOC mapLLpyTTe HOCAT CreLtnyHI 3a loKaTopa CBOICTBA Ha HacnarsaHe, BKoumtenHo IP agpeca Ha
UHTepdelica, KoTo ce CBbp3Ba C TPAHCMopTHATa MPeXa, LBST Ha Bpb3Karta, KOMTO UaeHTUMUMpa Tpaduk Ha rnotoka
nT1nNa Ha Karncynpade. (TLOC mnm TpaHCnopTHO MECTOMOJOXKEHNE € (IM3NUECKOTO MSICTO, KbAETO MapLLpYTU3ATOP
vEdge ce cBbp3Ba KbM TpaHCcnopTHa Mpexka. Toii ce naeHTUdmLpypa ocHOBHO Ypes IP agpec, LUBST Ha Bpb3KaTta U

KarcynipaHe, HO peauua Apyrv cBoiicTBa ca cBbp3aHn ¢ TLOC )

= CepBu3HUTE MapLLIPYTU peKknamMmmpar MPeXoBuTe YCyri, Karo 3allumMTHUTE CTeHW, JOCTLINHK 3a vneHose Ha VPN Ha

NOKa/IHUA CaiiT Ha pyTepa VEdge .

v6Sgel vEdge-2

Mo nogpasbupaHe He ce NpesmKia
LeHTpasM3npaHa nonntnka 3a KoHTpos. B
TO3K ron, unpolicied Mpexa,

Bcvukn OMP MapLIpyTV ca noctaBeHu

B vSmart maca MapLUpyT KOHTponepa, Kakro
e cera, a vSmart KoHTponepa peknamvpa
BcnukM OMP mMapLUpyTh, KakbBTO €, 3a
BCWYKM VEdge pyTepu B efHa v cblia VPN B
[JOMeliHa MpexXa.

Upes3 npefoctaBaHe Ha LieHTpasi3vpaHa
NnosMTuKa 3a yrnpas/eHne MOoXKeTe fa
nosnusete kon mapLupytm Ha OMP ce
nocTasAT B MapLUpyTHa Tabnnua Ha S
KOHTponepa vSmart, kaksa’*Hhopmaums 3a
MapLupyTa ce pekiamupa
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Ha pyTepuTe VEdge u

aanu mappytite Ha OMP ca NpoMEHeHM,
npeam ga 6b4aT noctaBeHu B Tabnuuata Ha
MapLUpyTUTE UK Npeau Aa 6baart
peKnammpaHu.

vEdge pytepute noctasar uanara MHopmMaumsa 3a MapLipyTa, HaydeHa oT vSmart KOHTpofiepuTe, Kakro e B TEXHUTE
NOKaNHU MapLUpyTHW Tabnuuy, 3a n3non3saHe npy npeHacoyBaHe Ha Tpaduk Ha aHHW. Tbil KaTto ponsta

Ha KOHTponepa vSmart e fa 6bje ueHTpaim3upaHarta cucTemMa 3a MapLupyTusnpaHe B Mpexkara, VEdge pytepure
HMKOra He morart fia NpoOMeHAT HopMaumsTa 3a MapLupyta Ha OMP , KOATO yyaT OT KOHTponepuTe vSmart.

B vSmart koHTponepa pefjoBHO nonydyasa OMP mapLupyT peknamu oT VEdge pytepu 1 cnep npensyncnsasaHe u
akTyasmsvpaHe Ha MapLUpyTU3MpaHeTo Ha NbTuLLaTa Ypes Mpexara 3a HacnarsaHe, TO peknamupa HoBaTta UHjopmaLuus
3a MapLupyTM3vpaHe Ha VEdge pytepu.

[Monntukarta 3a ueHTpanM3npaHo ynpasfieHue, Kosato npegocrasate Ha KOHTponepa'vSmart, octaBa

Ha KOHTporepa vSmart n HMKora He ce u3Terns Ha pytepute vEdge. PelleHnaTta 3a mapLupytTmMsaumns, Kouto ca
pes3ynTar oT noAMTuKara 3a LeHTpanm3npaH KOHTPOA, ce npejasar Ha pytepute VEdge nog popmara Ha peknamu 3a
MapLUpyTU 1 Taka BAUAHNETO Ha Nnosutukata 3a yrnpas/eHune ce oTpasfsa B HauuHa,

no KonTo pytepute vEdge HacouBaT TpadmKa Ha JaHHU KbM MeCTOHa3Ha4YeHUeTo Cu.

Tun UeHTpanu3npaHa nonuThka 3a ynpasneHne, HapeueHa Bepura 3a 06CNyXBaHe, N03B0/ABA TPAPUKBLT Ha AaHHK Aa ce
npenpatya npes efiHa UM NoBeye MPEXOBHN YCIYrW, KaTo 3alliuTHa cTeHa, GanaHcypallyo HaToBapBaHe 1 yCTPOCTBa 3a
OTKPUBaHE W NpefoTBpaTsABaHe Ha NpoHukBaHe (IDP) Mo MbTA KbM MECTOHA3HAYEHNETO My.

JlokanusupaHata nofnTUKa 3a KOHTPOA, KOATO Ce npefnara NoKanHo Ha pytepute VEdge , ce Hapnya mMapLupyTHa noautuka. Tasu
NosMTUKA € NOA06HA Ha MONUTUKUTE 33 MapLLpyTU3NpaHe, KOUTO KOHQUrypupaTe Ha 06UKHOBEH pyTep, KOeTo BW N03BO/1sBA fa
mMoandhnumparte NnoBeAeHNeTo Ha MapLipyTu3aums BGP n OSPF B nokanHaTa Mpexa Ha canTta. [lokaTo LeHTpanusnpaHaTa
NOMIMTUKA 38 KOHTPO/ 3acsra NOBEJEHUETO Ha MapLLpyTU3aLmMa B Lsnata Mpexa Ha HacnarsaHe, NonuTMKaTa Ha MapLupyTa ce
npunara camo 3a MapLupyTu3nNpaHe B MECTHUS KIOH.



ApxuTeKTyparta Ha Viptela peanvaupa fBa Tuna
NO/MTUKA Ha AaHHU:

= LleHTpanM3vpaHara nonMrika 3a gaHHu
KOHTPO/pa MoToka Ha TpathmK Ha AaHHW Bb3
OCHOBA Ha agpeca Ha U3TOYHMKa U
MECTOHa3Ha4YeHVEeTO Y NopToBeTe
1 DSCP noneta B !P 3arnaBkara Ha naketa
(HapvyaH 5-nakeTHa) 1 Bb3 OCHOBA Ha
CermMeHTvpaHe Ha Mpexkara 1 uneHctso B VPN.
Te3u T1noBe MonTUKA 3a AaHHN ce npegiarar
LEHTpa/IM3MpaHo Ha KOHTposiepa vSmart n
BNSSAT Ha NMOTOKAa Ha Tpadmka npes usnara

Mpexa.

vEdge-1

vSttrn i

= JlokamsmpaHaTa NomMTuKa 3a AaHHN KOHTPOAMpa NoToKa OT faHHW
MpadmK KbM M M3BbH MHTEpdeicn n uHtepdeiicHn onawkn Ha vEdge pytep. To3un TN MNOAUTVKA 3@ AaHHU ce
npegnarar foKanHo, Ha pytepa VEdge , Kato ce 1M3non3sart Cnmcbuy 3a JOCTbM. TS BY MO3BOMsBA Aa Knacvduumpare
Tpadmka 1 fja kaptorpadgmpare pa3uyH1 KnacoBe KbM pas/MyHU onallky. TOW ChHLLO Taka Bv M03BOJsIBA Aa ornejare
Tpadhmka 1 a KOHTpPoAMpaTe CKOPOCTTa, € KOSITO TpahMKbT Ha JaHHU ce NpefaBa 1 nosyyasa.

Mo nogpasbupaHe He ce npeagkaa LeHTpam3npaHa noavtMka 3a gaHHu. Pe3yntaTtsT e, e BCUYKU npectuken B
pamkuTe Ha VPN ca gocTbnHM 0T Beaka Touka Ha VPN. lMNpefocraBAHETO Ha UeHTpanmn3vpaHa noamtuka 3a
[LaHHW BW NO3BOMABA fa NPUIOXKMTE 6-KOPTOB (IMNTHP, KOWTO KOHTPOIMpa JOCTbMa MeXay U3TOUHULW 1

AecTUHaUuN.

vSmafi

vEd§e-1

*

VvEdge-2

%

KakTo npu LeHTpanmsnpaHarta noimimka Ha
ynpas/neHve, BUe NpefocTaBaTe UeHTpam3vpaHa
NonnTUKa 3a faHHW Ha vSmart KoHTponepa v Tasn
KOH(hUrypaums octaBa Ha vSmart KoHTponepa.
EthekTuTe OT nonutuKara 3a faHHu ce oTpa3sBar B
Ha4mMHa, Mo KOWTOo pyTepute vEdge Hacousar
Tpahvka Ha JaHHU KbM MEeCTOHa3HAYeHMETO UM.
3a pa3nvka OT NomTMKaTa 3a KOHTPON obaye
LeHTpanu3vpaHnTe Noanuy 3a AaHHu ce
n36yTBaT KeM pyTepute VEdge no HauvH, KOTO e
camo 3a yeTeHe. Te He ce 106aBAT KbM
KOH(MrypaumoHHMsa aiin Ha pytepa, HO MOXXeTe
fa m sngute ot CLI Ha pyTtepa.

Be3 cnucbUmM 3a A0CTbI, NPeAoCTaBeHN
Ha pyTep VEdge , uenusT Tpadk Ha jaHHu ce
npegaBa CbC CKOPOCT Ha IMHUS U C

e[HaKBO 3HaYeHne, Karo ce M3MNo/3Ba efiHa OT OnaLlKWTe Ha uHTepdelica. 13non3eaiiky cnucbum 3a oCTbi,
MOXKETe fla OCUrypuTe Krac YCiyru, KoiTo By No3BonsBa fa Knacugpuuuparte Tpadmka Ha JaHHW Mo BaXKHOCT, 4a
ro pasnpegenvTe Mo pasinyHU onallkK Ha MHTepdelica 1 a KOHTponMpaTte CKOpoCTTa, C KOSITO ce npejasar /)
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pasnnyHUTE Knacose TpauK. MoXKeTe CbLUO Taka 4a OCUrypuTe OrfeaasiHO OFfie4anco 1 noavpaHe.

OCHOBHa 1 paslunpeHa NoanTuKa

1 Hakpas, AM3aiiHbT Ha coTyepa Ha nonMTnkara Vipteta npaBu pas3nvka Mexkay OCHOBHA W HanpegHana nomtmka.
OcHoBHata nonuTMKa BY NO3BONSABA ia BUsSieTe UK fa onpejensTe OCHOBHUA TpadrK Ha NoToKa Npe3 Mpexkara Ha
HacnarsaHe. TyK U3Nb/HABaTE CTaHAAPTHU 3afjaun 3a NoAMTUKA, Karo HanpuMep ynpasfieHre Ha MbTulliata, Mo Kouto
TpadMKbT Ce npeHacouBa npes3 Mpexkara, Karo BivseTte Ha mapupytute OMP , BGP n OSPF, n pa3pewlasare wim
6nokupare Tpadmka Bb3 OCHOBa Ha noneta agpec, nopt n DSCP B naketute IP 3arnaska. MoxkeTe CbLLO Taka fa
KOHTpO/MpaTte Nnotoka Ha TpaduK Ha fJaHHU KbM U U3BBH MHTepdelicnTe Ha MapLupyTisaTtopa Ha VEdge, kato
aKTuBmpare (hyHKLMK, KaTo Knac Ha 06cny)KBaHe U1 onallka, ornefaiHo ohopMsHE U ynpasieHue Ha noavuusTa.

PaslumpeHuTte yHKLUMM Ha cogTyepa 3a nonmMtnky Vipteta npegnarar cneupannsvpaH MpeXKoBU NPUIoXKeHs,

6a3|/|paH|/| Ha NouTMKK. MNpumepunTte 3a Te3n NPUNOXKEHUA BKIKOYBAT Ce4HOTO:

= BepwkHo 06Cny>KBaHe, KOETO NO3B0/sIBa TPAhUKBLT Ha JaHHM Aa 6bAe NpeHacoueH KbM CriofeneHa 3alumrHa CTeHa,
(OrkpuBaHe 1 NpepoTBpaTsaBaHe Ha MpoHuKBaHe (IDS), 6anaHcMpaLlo HaTtoBapBaHe 1 Apyrn YCTPOIACTBa, Npeay fa 6baar
[OCTaBEHN O MECTOHa3HAYEHNETO MM, BMECTO Jja Ce U3VCKBA YCTPOWCTBO Ha BCEKN KIOH CAT.

= MapLupyT13unpaHe, Cbobpa3eHo C MNPUNOXKEHUSITA, KOETO 1361Mpa Hait-106pKst NbT 3a TpauK Bb3 OCHOBA Ha
XapaKTepUCTUKMTE Ha MpeXxaTta 1 edeKTVBHOCTTA Ha MbTS B peayiHO BpeME.

< Cflowd, 3a cnegeHe Ha Tpadmka.

= [Ipeo6pasyBaHeTo Ha VEdge pyTep B NAT yCTPOIACTBO, 3a ga ce N03BOMM TpadmK, npegHasHayeH 3a VIHTepHeT nim
Jpyra obLLecTBeHa MpeXa, MOXe a u3nese AMPeKTHO OT pyTepa VEdge.

[JonbnHutenHa nHgopmMaLms

LieHTpanm3npaHa noamTnKa 3a «ourpon
LleHTpanmaupaHa nonutuka 3a flaHHu
JlokanmampaHa NoUTUKA 38 «o v rpo
JlokanmsmpaHa nonnTuka 3a fjaHHu

A3, ponynognucaHusT, ABop CTO0sHOB MpohMpoB, YAOCTOBEPSBaM BEPHOCTTA Ha HanmpaBeHWst OT MeH
NPeBo/ 0T aHIIMACKM HA BGbArapCcKy €31K Ha MPUMOXEHNS IOKyMeHT. MPeBoAbT Ce CbCTOM OT 8 CTPaHULUM.

Npesnpau- fABop CTosHOB lNpodmpos



Policy Overview

Policy is used to influence the flow of data traffic among the vEdge routers in the overlay network. Policy comprises:

* routing policy, Which affects the flow of routing information in the network’s control plane

= pata policy, Which affects the flow of data traffic in the network's data plane

To implement enterprise-specific traffic control requirements, you create basic policies, and you deploy advanced
features of the Viptela software that are activated by means of the policy configuration infrastructure.

Just as the Viptela overlay network architecture clearly separates the control plane from the data plane and clearly
separates control between centralized and localized functions, the Viptela policy software is cleanly separated: policies
apply either to control plane or data plane traffic, and they are configured either centrally (on vSmart controllers) or
locally (on vEdge routers). The following figure illustrates the division between control and data policy, and between
centralized and local policy.

Affects Control Plane Affects Data Piane
!
Centralized Localized Centralized Localized
Affects Network-wide Route Policy m Affects Nelwefffcwsife - Access Lists
Routing S*te-Local Network Bata Traffic - Affectsa Smgte Interface

one Smgte Router

The design of the Viptela policy software distinguishes between basic and advanced policy. Basic policy allows you to
influence or determine basic traffic flow through the overlay network. Here, you perform standard policy tasks, such as
managing the paths along which traffic is routed through the network, and permitting or blocking traffic based on the
address, port, and DSCP fields in the packet's IP header. You can also control the flow of data traffic into and out of a
vEdge router's interfaces, enabling features such as class of service and queuing, mirroring, and policing.

Advanced features of Viptela policy software offer specialized policy-based network applications. Examples of these
applications include the following:

Service chaining, which redirects data traffic to shared devices in the network, such as firewall, intrusion detection and
prevention (IDS), load balancer, and other devices, before the traffic is delivered to its destination. Service chaining
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Application-aware routing, which selects the best path for traffic based on real-time network and path performance
characteristics.

< Cflowd, for monitoring traffic flow.

= Converting a VEdge router into a NAT device, to allow traffic destined for the Internet or other public network can exit
directly from the vEdgte router.

By default, no policy of any kind is configured on Viptela devices, either on the centralized vSmart controllers or the
local vEdge routers. When control plane traffic, which distributes route information, is unpolicied:

= All route information that OMP propagates among the Viptela devices is shared, unmodified, among all vSmart
controllers and all vEdge routers in the overlay network domain.

< No BGP or OSPF route policies are in place to affect the route information that vEdge routers propagate within their
local site network.

When data plane traffic is unpolicied, all data traffic is directed towards its destination based on solely on the entries in
the local vEdge router's route table, and all VPNs in the overlay network can exchange data traffic.

This article examines the structural components of routing and data policy in the Viptela overlay network.

Centralized and Localized Policy

The Viptela policy software design provides a clear separation between centralized and localized policy. In short,
centralized policy is provisioned on the centralized vSmart controllers in the overlay network, and localized policy is
provisioned on the vEdge routers, which sit at the network edge between a branch or enterprise site and a transport
network, such as the Internet, MPLS, or metro Ethernet.

Centralized Policy

Centralized policy refers to policy provisioned on vSmart controllers, which are the centralized controllers in the Viptela
overlay network. Centralized policy comprises two components:

*
= Control policy, which affects the overlay network-wide routing of traffic

< Data policy, which affects the data traffic flow throughout the VPN segments in the network

centralized controlpolicy applies to the network-wide routing of traffic by affecting the information that is stored in the
vSmart controller's route table and that is advertised to the vEdge routers. The effects of centralized control policy are
seen in how vEdge routers direct the overlay network's data traffic to its destination. The centralized control policy
configuration itself remains on the vSmart controller and is never pushed to local routers.

centralized data policy applies to the flow of data traffic throughout the VPNs in the overlay network. These policies c™— r
permit aryj restrict access based either on a 6-tuple match (source and destination IP addresses and ports, DSCP
fields, and protocol) or on>VPN membership. These policies are pushed to the affected vEdge routers.
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Localized Policy

Localized policy refers to policy that is provisioned locally, on the vEdge routers in the overlay network

localized controlpolicy, Which is also called route policy, affects the BGP and OSPF routing behavior on the site-local
network. *

localized data p o licy allows you to provision access lists and apply them to a specific interface or interfaces on the
router. Simple access lists permit and restrict access based on a 6-tuple match (source and destination IP addresses

and ports, DSCP fields, and protocol), in the same way as with centralized data policy. Access lists also allow

provisioning of class of service (CoS), policing, and mirroring, which control how data traffic flows out of and in to the

router's interfaces and interface queues.

Control and Data Policy

The Vipteia network policy design provides a clean separation between control policy and data policy, to align with the
network architecture in which the control and data planes are cleanly separated. Control policy is the equivalent of
routing protocol policy, and data policy is equivalent to what are commonly called access control lists (ACLs) and

firewall filters.

Control Policy

Control policy, which is similar to standard routing policy, operates on routes and routing information in the control plane
of the overlay network. Centralized control policy, which is provisioned on the vSmart controller, is the Vipteia technique
for customizing network-wide routing decisions that determine or influence routing paths through the overlay network.
Local control policy, which is provisioned on a vEdge router, allows customization of routing decisions made by BGP
and OSPF on site-local branch or enterprise networks.

The routing information that forms the basis of centralized control policy is carried in Vipteia route advertisements,
which are transmitted on the DTLS or TLS control connections between vSmart controllers and vEdge routers.
Centralized control policy determines which routes and route information are placed into the centralized route table on
the vSmart controller and which routes and route information are advertised to the vEdge routers in the overlay network.
Basic centralized control policy establish traffic engineering, to set the path that traffic takes through the network.
Advanced control policy supports a number of features, including service chaining, which allows vEdge routers in the
overlay network to share network services, such as firewalls and load balancers.



Centralized control policy affects the OMP routes
that are distributed by the vSmart controller
throughout the overlay network. The vSmart
controller learns the overlay network topology from
OMP routes that are advgrtised by the vEdge
routers over the OMP sessions inside the DTLS or
TLS connections between the vSmart controller and
the routers. (The DTLS connections are shown in

orange in the figure to the right).

Three types of OMP routes carry the information vEdge-t VEdge-2

that the vSmart controller uses to determine the
network topology:

= Viptela OMP routes, which are similar to IP route advertisements, advertise routing information that vEdge routers have
learned from their local site and the local routing protocols (BGP and OSPF) to the vSmart controller. These routes are
also referred to as OMP routes or vRoutes.

= TLOC routes carry overlay network-specific locator properties, including the IP address of the interface that connects
to the transport network, a link color, which identifies a traffic flow, and the encapsulation type. (A TLOC, or transport
location, is the physical location where a vEdge router connects to a transport network. Itis identified primarily by IP
address, link color, and encapsulation, but a number of other properties are associated with aTLOC.)

= Service routes advertise the network services, such as firewalls, available to VPN members at the vEdge router's local
site.

By default, no centralized control policy is

VSfflart provisioned. In this bare, unpolicied network,
all OMP routes are placed in the vSmart
controller's route table as is, and the vSmart
controller advertised all OMP routes, as is, to
all vEdge routers in the same VPN in the
network domain.

By provisioning centralized control policy, you
can affect which OMP routes are placed in the
~ vSmart controller's route table, what route
| information is advertised to the vEdge routers,
vEdge-1 vEdge-2 and whether the OMP routes are modified
before being put into the route table or before
being advertised.

vEdge routers place all the route information learned from the vSmart controllers, as is, into their local route tables, for
use when forwarding data traffic. Because the vSmart controller's role is to be the centralized routing system in the
network, vEdge routers can never modify the OMP route information that they leam from the vSmart controllers.

The vSmart controller regularly receives OMP route advertisements from the vEdge routers and, after recalculating and



updating the routing paths through the overlay network, it advertises new routing information to the vEdge routers.

The centralized control policy that you provision on the vSmart controller remains on the vSmart controller and is never
downloaded to the vEdge routers. However, the routing decisions that result from centralized control policy are passed
to the vEdge routers in the form of route advertisements, and so the affect of the control policy is reflected in how the
vEdge routers direct data,traffic to its destination.

A type of centralized control policy called service chaining allows data traffic to be routed through one or more network
services, such as firewall, load balancer, and intrusion detection and prevention (IDP) devices, en route to its
destination.

Localized control policy, which is provisioned locally on the vEdge routers, is called route policy. This policy is similar to
the routing policies that you configure on a regular router, allowing you to modify the BGP and OSPF routing behavior
on the site-local network. Whereas centralized control policy affects the routing behavior across the entire overlay
network, route policy applies only to routing at the local branch.

vSmait

Data Policy

Data policy influences the flow of data traffic traversing the network based either on fields in the IP header of packets or
the router interface on which the traffic is being transmitted or received. Data traffic travels over the IPsec connections
between vEdge routers, shown in purple in the adjacent figure.



The Viptela architecture implements two types of
data policy:

= Centralized data policy controls the flow of data
traffic based on the saurce and destination
addresses and ports and DSCP fields in the
packet's IP header (referred to as a 5-tuple), and
based on network segmentation and VPN
membership. These types of data policy are
provisioned centrally, on the vSmart controller,
and they affect traffic flow across the entire
network.

Localized data policy controls the flow of data

vSmart

traffic into and out of interfaces and interface queues on a vEdge router. This type of data policy is provisioned locally,
on the vEdge router, using access lists. It allows you to classify traffic and map different classes to different queues. It
also allows you to mirror traffic and to police the rate at which data traffic is transmitted and received.

By default, no centralized data policy is provisioned. The result is that all prefixes within a VPN are reachable from
anywhere in the VPN. Provisioning centralized data policy allows you to apply a 6-tuple filter that controls access

between sources and destinations.

Varat
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As with centralized control policy, you provision
centralized data policy on the vSmart controller, and
that configuration remains on the vSmart controller.
The effects of data policy are reflected in how the
vEdge routers direct data traffic to its destination.
Unlike control policy, however, centralized data
polices are pushed to the vEdge routers in a read-
only fashion. They are not added to the router’s
configuration file, but you can view them from the
CLI on the router.

With no access lists provisioned on a vEdge router,
all data traffic is transmitted at line rate and with

egual importance, using one of the interface's queues. Using access lists, you can provision class of service, which
allows you to classify data traffic by importance, spread it across different interface queues, and control the rate at
which different classes of traffic are transmitted. You can also provision packet mirroring and policing.

Basic and Advanced Policy

Finally, the design of the Viptela policy software distinguishes between basic and advanced policy. Basic policy allows
you to influence or determine basic traffic flow through the overlay network. Here, you perform standard policy tasks,
such as managing the paths along which traffic is routed through the network by influencing the OMP, BGP, and OSPF
routes, and permitting or blocking traffic based on the address, port, and DSCP fields in the packet's IP header. You
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can also control the flow of data traffic into and out of a vEdge router's interfaces, enabling features such as class of
service and queuing, mirroring, and policing.
Advanced features of Viptela policy software offer specialized policy-based network applications. Examples of these

applications include the following:

= Service chaining, which allows data traffic to be redirected to shared firewall, intrusion detection and prevention (IDS),
load balancer, and other devices before being delivered to its destination, rather than requiring a device at each branch

site.

= Application-aware routing, which selects the best path for traffic based on real-time network and path performance
characteristics.

« Cflowd, for monitoring traffic flow.

= Converting a vEdge router into a NAT device, to allow traffic destined for the Internet or other public network can exit
directly from the vEdge router. »

Additional Information

Centralized Control Policy
Centralized Data Policy
Localized Control Policy
Localized Data Policy
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11pernen Ha CUTypHOCTTA

CUrypHOCTTa € KpUTUYeH efIeMEHT Ha [JHeLLHaTa MPEeXXoBa MHGpacTpyKTypa. AIMUHUCTpATOpUTE Ha
MpexXara 1 Cy>K/ATENTE Mo CUNYPHOCTTa Ca CWIHO MPUTCHATY [ 3aLLyTaBarT Mpexara C OT araki U
HapyLLeHVs. B pesysrar Ha XubpraH1 06/ialy U OTariedeHa CBBP3aHOCT Ha CIy)XUATENINTE MEPUMETHOLT
Ha CUIYPHOCT OKOJIO MPEXUTe 134e3sa. IMa MHOro npobsiem ¢ TPaAMLIMIOHHUTE HaUMHI 38 OCUrypsiBaHe
Ha. MPEXW, BK/IOUUTESHO:

* MHOrO Ma/TbK aKLIEHT Ce NOCTaBsA BbpXY FapaHTUPaHETO Ha aBTEHTYHOCTTA Ha YCTPOVACTBATA,
Y4acTBaLLW B KOMyHVIKaLisSTTa.

» OcMrypsiBaHETO Ha BPB3KUTE MEXZY [BOIKA YCTPOICTBA BK/HOHBA A0CaAHA 1 PhyHa HACTPOIKa
Ha K/HO4OBE W CTIOAENEHMN Mapos.

« PelLieHsiTa 3a MaLLaGVpyeMOCT 1 BYCOKA HrIMYHOCT YECTO MPOTBOpEYaT Novexzy Cul.

Tasw r/1aBa Chabpxa CreaHuTe TeMu:

» KOoMMoHeHTM 3a curypHocT Ha Cisco SD-WAN, Ha ctpaHmua 1
 CvrypHocT, ocvrypeHa otT NAT YCTpOiiCTBa, Ha CTpaHmLa 2

* 3alLyma 3a Bpb3ki KbM BbHLLHM YCTPOICTBA, Ha CTpaHULA 3
*[perries Ha CUrypHOCTTa Ha KOHTPO/HATA PaBHMHA, Ha CTpaHmLa 3
« [Mpernes Ha saLLyTara Ha paBHVHaTa Ha faHHM, Ha CTpaH1La 8

KomnoHeHTK 3a curypHocTt Ha Cisco SD-WAN

PeruierveTo Ha Cisco SD-WAN 13r1o/138a KOPEHHO pazniieH Moaxos, KbM CUMyPHOCTTA, KATO OCHOBATa
Ha OCHOBHVISI My [y13aliH Ce OCHOBABa Ha CrieIHUTE MPEeLnCaHUS:

* YaocToBepsiBaHe - PeLLEHETO rapaHTIpa, Ye CaMo aBTEHTYHI YCTPOIACTBA MOraT Aa M3npaLLiar
TPAUWIK €AMH KbM [Py



Mperneq Ha

CurypHocT, ocurypeHa ot NAT

iP$0C

Temute 3a O6LL, Nper/ies, Ha 6e30MacHOCTTa HA KOHTPO/IHATa paBHUHA U [Mperie, Ha 3aLupmara Ha
paBHMHATa Ha iaHHI V13C/IeOBaT Kak aBTEHTUgWMKALWIATA, KPUMTUPAHETO W LE/IoCTTa Ce Mpwiarar B Lsyiara
Mpexa Ha HacrareaHe Ha Cisco SD-WAN. [yckycysita 3a CUrypHOCT Ce OTHAaCA A0 CriefHaTa WikocTpaLys
Ha komroHeHTUTe Ha Cisco SD-WAN Mpexara - vSmart KoHTporiep, vBond opKecTparop v pyTepn.
Bpb3kuTe Mexy Tesw yCTpoiicTsa (hopMVpaT KOHTPO/HATA PaBHMHA (B OPaHiKeBO) M paBHVHATA Ha JgHHN
(B /M1aBO) 1 MMEHHO Te3W BPb3KW TsI6BA A GHOAT 3aLLTEHN C NOAXOOsALLM MEPKY, 3a A Ce rapaHT/pa
CMIYPHOCTTa Ha MPEXOBUTE YCTPOICTBA M LIENIAA MPEXOB TPatK.

CurypHocT, ocurypeHa ot NAT ycTpounctea

[Jokato ocHoeHaTa Len Ha NAT ycTpoiicTeara e Aa No3BO/SBAT Ha YCTPOIACTBA C YacTHU IP aapec B
nokanHa Mpexa (LAN) [a KOMyHUKUpAT C YCTPOVCTBa B My6/IMUHM 3ApecHN MPOCTPaHCTBA, KATo
Harpuvep VHTepHeT, NAT ycTpoiicTeara Mo CBOSTTa CbLLHOCT OCUIYPSsIBaT HYBO Ha CUMYPHOCT,
(hYHKLIVIOHVPALL KaTO XapyepHy 3aLLyTH CTEHW, 38 g Ce MPeoTBpaTy MPEMUHABAHETO Ha HEXXelaH
Tpath1K Ha JaHHV Mpe3 pyTepuTe 1 KbM LAN MpexuTe B MpeXuTe OT CTpaHa Ha yC/yrara, CBbP3aHN KbM
pyTepa.

3a 13 nofoGpuTe CUNypHOCTTA B KIIOHOBUTE CAIATOBE, MOXETE Ja nocTaBuTe pyTepa 384 NAT YCTPOVCTBO.
MapLupyTvzaTopbT MOXe fa B3aumogeictsa ¢ NAT yCTpoicTBa, KOHUIYpripaH ChC CIIEAHITE NMOMOLLHMA
nporpamy 3a cecuoHHa Tpaeepca 3a NAT (STUN), kakTo ca aedmHupani B RFC 5389:

*NAT ¢ Mb/HO KoHyC, NAT vv eayH Kb eoyH — To3u MeTop, KapTorpadvpa BLTPELLEH 3pec 1
[ABOIKA MOPTOBE KbM BLHILLIEH 8/peC 1 MopT. BCcekn BBHLLIEH XOCT MOXeE Aa m3npallia nakety Ao LAN
YCTPOVACTBA 334, PyTepa, Kato v aapecyipa A0 BbHLLHUS aipec W NopT.

*NAT-orpaHmueH KoHyc NAT wm orpaHudeH koHyc NAT — Tosu MeTof, Chllo KapTorpagmpa
BbTPELLEH aApec 1 MOPT KbM W BbHLLEH aipec 1 ropT. Bunpekn ToBa, BLHLLEH XOCT MOXe [a
V3MpaLLA MaKeTV [0 BLTPELHOTO YCTPOIMCTBO CaMO ako BBHLLHWAT afpec (M BCEKW MOPT Ha Tosu
3[Ipec) e Moy MakeT OT BLTPELLHA aajec U MopT.

*NAT-orpaHnueH koHyc NAT - To3n metoz, e no-cTpora Bepcvis Ha NAT € orpaH/deH KOHYC, B KOSTO
BBHILLIEH XOCT MOX€ [ V3MpalLLia NakeTV [0 BETPELLHNA 8PeC M MOPT CAMO ako BLHLLHUST aapec U
[BOViKaTa MopT ca MOTyYIM MakeT OT TO3V BLTPELLEH aApec 1 NOPT, BBHLUHOTO YCTPOCTBO Tpsitea
[ V3rpaLLia NMakeTN OT KOHKPETHYA MOPT [0 KOHKPETHUA BLTPELLIEH MOPT.

*CumetpryeH NAT — ¢ TO31 METOZ, BCAKA 385BKa OT €04H U CbLL, BbTpeLLieH IP aapec 1 MopT KbM
BBHLLIEH |P gapec v nopT ce KapTorpacpa Ha YHUKaneH IP apec 1 NopT Ha BbHLLIEH M3TOYHMK. AKO
€/H 1 CbLL, BETPELLIEH XOCT M3NPaT MakeT ChC ChLLYS §Ojpec Ha USTOYHWK W MOPT, HO AP pasfiviHa
AectyHauyst, NAT yCTPOCTBOTO Ch3faBa pasiviHO KapTorpadimpaHe. Camo BbHLLEH XOCT, KOTO
TO/y4aBa MakeT OT BLTPELLIEH XOCT, MOXE 3 V3MpaTyi NMakeT 06parHo. PyTepuTe noaapxar
Aunden NAT camo oT eiHara cTpaHa Ha TyHena WAN, ToecT camo gaHo ot NAT ycTpoiicTeara
j [ABaTa Kpas Ha TyHesa Moxe Ja u3rosnasa cumvetpudeH NAT. Korato pytep T8THrBan?>AT
1/\CTPOIACTBO,,paLUTeLtio ¢k cvveTprseH NAT, camo enHo oTNAT yepd]

TyHesa MoXkea m3nonssa cuvetprieH NAT. PyTepuT, KOpTO e 334, CUu& ¢ \



Tpernies Ha cUrypHoCTTa

CUrypHOCT 32 BPb3KM KbM BBHLIHM YCTpoiicTBa

oTAaneqeH pyTep, Koto ctom 334 cvveTpudeH NAT, NAT-orpaHuieH NAT v NAT-orpaHuyeH
NAT. 3a aa no3sonmre Ha pyTep fa PyHKLIOHMPa 334 cuvieTpudieH NAT, Tpsibea fa

* KOH(hMrypurpare Bpb3KUTE 3a KOHTPO Ha vManage 1 vSmart KOHTporep, 3a.,4a vanonseare TLS.
DTLS KOHTpO/HUTE BPb3KU He paboTsT ypes cumeTpuyeH NAT.

CUIYPHOCT 3a BPB3KN KbM BBHLUHW YCTPOIiCTBA

SD-WAN wmapLupyTvsaropuTe Ha Cisco Morar [a U3rossar 6asvpaH Ha CTaHapTU MPOTOKOS 38 MHTEPHET
06MeH Ha KroHose (IMCE) npu ycTaHoBsBaHe Ha IPsec TyHenm Mex/y YCTPOVCTBO B MpexaTa Ha
HacnarsaHe 1 YCTPOVICTBO, KOETO € BBHLLHO KbM MPEXaTa 3a Hac/iarBaHe, Karo Harpuvep YCryra,
XOCTBaHa B 00/1aK W AMCTaHLMOHHO noTpeduten. CodotyepsT Ha Cisco SD-WAN rioaabpka NCE Bepen
2, KOSITO OCBLLECTBSBA B3aVMHa MAEHTUMKALWA U Cb3aaBa W noalyoxa acoLyialym 3a curypHocCT ( SA).
IPsec ocurypsisa KOHMAEHLMHOCT, LISVIOCTHOCT Ha iaHHTE, KOHTPO/ Ha J0CTHINA M Y/0CTOBEpsIBaHE Ha
M3TOYHMKA Ha AaHHV 32 TpadmKa, KOIATO ce 00MeHst mpes TyHera IPsec.

Mpernea Ha CUrypHOCTTa Ha KOHTPO/IHAaTa PaBHMHA

KOHTpO/HaTa paBH1Ha Ha BCAKA MPEXa e CBbP3aHa C OMpeesiaHeTO Ha TOMosonsiTa Ha Mpexara n
ONMpeie/iIHETO Ha HauMHa Ha, Haco4BaHe Ha MakeTUTe. B TpaayLyIoHHaTa MpeXa orepaLiyimTe Ha
KOHTPO/HATA PaBHMHA Ha VBIrpadKaaHe W MoALbIKaHe Ha MapLLPYTU3ALWIOHHI U MPEHacouBaLL Tab/mum 1
HacouBaHe Ha MakeTy KbM TSXHOTO MeCTOHasHaueHVie Ce 06paboTear Ypes MapLLpyTV3vipaHe 1
MPEBK/TOHBAHE Ha MPOTOKO/ M, KOUTO OOVMKHOBEHO MNpesyiarar Ma/iko WY HUKaKBM MEXaH3MM 38
yA0CTOBEpsIBaHe Ha YCTPOICTBA W 33 KPUIMTUPAHE Ha akTyarii3aLyn 3a MapLLpyTVi3aLms 1 apyra
VHpopmaLWA 3a KOHTPO/T. OCBeH ToBA TPAVLIMOHHUTE METOM 38 OCUTYPSIBaHE Ha CUIYPHOCT Ca CWIHO
PbYHM 1 He MalLabmpar. Kato npyviepn, ceptudimkaTuTe 0OMKHOBEHO 08 VHCTa/IMPAT PBYHO, aHe Mo
aBTOMATU3VIPaH HauMH 1 VI3MO/ZBaHETO Ha NPEeABapUTENHO 38a0EHN KNaBULLIM He € MHOTO CUNypeH
roAxop, 3a OCUrypsiBaHe Ha CUTYPHOCT Ha YCTPOVICTBOTO.

KoHTponHara paHuHa Ha Cisco SD-WAN e npoeKTvipaHa ¢ Len 3aLLpta Ha Mpexara 1 YCTpoiicTeaTa.
OcHoBara Ha KOHTPO/HaTa paBHMHA € EyH OT [pa MPOTOKOMA 3a CUTYPHOCT, 13BMeYeHn oT SSL (Secure
Sockets Layer) — MpOTOKO/TLT 3a CUNYPHOCT Ha TPAHCMOPTHIA Crioii Ha AeiTarpamara (DTLS) u
MPOTOKO/TBT 38 CUTNYPHOCT Ha TPaHCNOPTHIS ¢ioid (TLS). B vSmart KOHTporiep, KOWTO e LieHTparmsvipaHa
mo3bKa Ha Cisco SD-WAN pelLLeHns, cu3aasa v noaapspxa DTLS wm TLS Bpb3kv fp Bovdkm Cisco SD-
YaH yCTpO¥CTBa B MpeXaTa 3a HacrarBaHe: KbM MapLLpyTV3aTopuTe, OpKecTparopuTe vBond , KbM

Cisco vManage 1 KbM Apyrvi KOHTpo/iepy vSmart. Tesn Bpb3ki HOCAT TpagwkK Ha KOHTPO/THATA PaBHMHA.
DTLS vwm TLS ocvrypsiea NOBEPUTENHOCT Ha KOMyHMKaLWISTTA Mexkay YeTpoiicTeata Ha Cisco SD-WAN g
Mpexara, V3ros3Balikv anropuTbva 3a KpumvipaHe Ha Advanced Encryption Standard (AES-256) 3a
KpUMTVpaHe Ha LSl KOHTPOSIEH TpadwiK, M3NpaTeH rpes Bpb3KUTE.

lNoBepUTEHOCTTA M KPUITTMPEHETO B KOHTPO/HATA PaBHMHA, npeayiaraHy ot DTLS nTLS, ocvrypsisar
CMrypHa 1 cUrypHa 0CcHOBA 3a ApyruTe ABa KOMMOHEHTA 38 CUTYPHOCT, aBTEHTUYHOCT M LISYIOCT. 3a 1
M3BbpLLAT yaocToBepsiBaHe, Cisco SD-WAN ycTpoiicTBaTa 0OMEHSTT LhoBy cepTvdmKaTi. Tesn
CEPTUCIMKATI, KOUTO Ca MHCTa/IVIPaHV WK OT COQITyepa, Wiv TBHPRAO0 KOVIPaH B Xapayepa, B 3aB/CVMOCT
OT YCTPOVCTBOTO, UAEHTUMLMPAT YCTPOCTBOTO 1 NMO3BO/IABAT Ha CaMTe YCTPOIACTBA aBTOMATVYHO Ja
ONpesertdT KOW OT TSX MPYHL/IEXAT B MpeXaTa 1 Kou ca MNo3aHTy. 3a Lsyioct DTLS wim TLS epb3kuTe

["verTarHsear AES-256-GCM, KpuIrorpaticku 3aLLyTeH XeLu arropuTbM, KOWTO rapaHTVpa, Ye LIEAT
KOHTPO/ W TPahMKBT Ha [gHHW, VBMPATEH Mpe3 BPL3KUTE, He e 611 NnoanpaBeH

cn Dy #ai Cenrtc yBond
(AUttentetton)

_____ T—:- B Control Traffic



[Mpernep HB CUTypHOCTTa

DTLSun TLS

[No-[011y ca KOMIMOHEHTUTE 3a CUNYPHOCT Ha KOHTPO/THATA PaBHUHA, KOUTO (DYHKLIMOHMPAT B
MOBEPUTE/IHOCTTA, ocurypeHa ot DTLS wm TLS Bpb3ku:

* AnroputeMbT AES-256-GCM npeaocTass yeyri 3a KpunmpaHe.
* LinchposuTe cepTUtiMKaTI Ce MU3MO0J3BAT 3a Y/0CTOBEPSIBAHE.

* AES-256-GCM € OTTOBOpEH 3a rapaHTVpaHETO Ha LE/IOCTTa.

DTLS n TLS nHppacTpykTypa

[poTOKO/IMTE 38 CUTYPHOCT, MOJTyHEHN OT SSL, OCUTypSIBAT OCHOBATA 38 VHIDPaCTPYKTYpaTa Ha KOHTPO/HaTa
pasHmHa Ha Cisco SD-WAN.

MbPBUST € MPOTOKO/TLT DTLS |, KOWTO € NPOTOKON 3a NOBEPUTENHOCT Ha TPAHCTOpTa 3a MPOTOKOM 6e3
Bpb3Ka C Aeiirarpamn, kato UDP , ocurypsiea 0CHOBATa 3a MHIDPacTPyKTypaTa Ha paBHVHaTa 3a
yrpaereHue Ha Cisco SD-WAN. Toii ce 6asvipa Ha MPOTOKO/THO-OpMEHTVPaHSA MPOTOKON 3a 3alLyTa Ha
TpaHCnopTHXA ¢roid (TLS), KOITo ocurypsiBa curypHocT 3a TCP-6asupaH Tpagwmk. (Camust TLS e
esorovpan ot SSL.) OuzaiiHbT Ha nHdpacTpykTyparta Ha Cisco SD-WAN

vanonzea DTLS, mamyHsBsalL, UDP, 3a g n3berHe Hakov npotriemy ¢ TCP, BKIOUUTE/HO 3aKECHEHIAT,
CBB3aHY C MOTOYHMTE MPOTOKO/IN W1 HAKOW MPOG/IEMI CLC CUNYPHOCTTA. Bbpeky Tosa, Thid Kato UDP He
V3BbPLLIBA PHKOCTUCKAHE Y1 He viarpaLLip NoTBbxaeHns, DTLS Tpsbtsa [a ce CrpaBs C BL3VIOKHO
MpeHapexigHe Ha MakeTw, 3aryba Ha giTarpami 1 JgHHI1, NO-TONemMM OT pasvena Ha Maketa ¢
[JeiTarpamu.

WHtbpacTpyKTypaTa Ha KOHTPO/HAaTa paBHHA ChLUO MOXe Aa 6hae KOHMryprpaHa fa paboty Hag, TLS.
ToBa MOXe [a e Xenare/Ho B cuTyauumu, Korato 3aupmara Ha TCP npeBvasa npooremmnre My.
Hanpumep, 3alpTHATE CTEH OOMKHOBEHO Mperyiarar no-aotpa 3aiyma 3a TCP ChpBbpUTe, OTKOMKOTO
3a UDP cupBbpuTe.

Codpryeput Cisco SD-WAN peanvsupa cTaHgapTHaTa Bepenst Ha DTLS ¢ UDP , KosTO e aedwHupaHa B
RFC 6347. DTLS 3a usnonseaHe C Apyrv NpoTOKOMM € AedwmHnpaH B peayua apyrv RFC. 3a TLS

codoryeptT Cisco SD-WAN peanmsipa craHagpTHaTa Bepens, AedimHupaHa B RFC 5246.

Router vSmart

B apxurekrypara Ha Cisco SD-WAN, Cisco SD-WAN ycrpoiicteara usrnionssar DTLS wm TLS karo

MPOTOKO/ 3a TyHe/mpaHe, KOITO € MPOTOKON 3a TyHeNpaHe Ha HVBO MpwioeHue (Layer 4).

Koraro vSmart koHTpornepy, vBond Opkectparopy, Cisco vManages v pyTepu Ce BK/IHHaT B MpexaTa, Te

cb3aaear BpemeHH DTLS wm TLS TyHenm Mexay TsX, Karo YacT OT MpoLieca Ha y/A0CTOBEpsBaHE Ha

YCTPOIACTBOTO. Crief, Kato MPOLIECHT Ha YA0CTOBEpsiBaHE MPUK/HOUM YCTELHO, BPEMEHHITE TYHE N MeXy

MapLLPYTU3aTOPUTE U KOHTPOsepuTe VSmart 1 Tesu Mexay vBond opkecTparopure

M vSmart KOHTPO/epUTE CTaBaT MOCTOSHH 1 MPO/IL/DKaBAT Aa PabOTST, OKATO YCTPOICTBATA Ca aKTVIBHI

B Mpexara. [/IMeHHO Te3W yaocToBepeHw, 3aLyreHn DTLS wm TLS TyHesm ce 13non3sar Ot BCUYKA

MPWIIOXKEHIS 3a MPOTOKO/MW, paboTeLLy Ha yeTpoiicTBara Ha Cisco SD-WAN, 3a g TpaHcnopTupar

A ¢wmka cv. Hanpumep OMP cecrs Ha pyTep KomyHuKkupa ¢ OMP cecust Ha vSmart KOHTPosiep, Karo
[paLLp 06MKHOBEH IP Tpadmk npes 3awymerns DTLS v TLS TyHen Mexay ABETe YCTPOICTBa,

PO-TPKQIBT 3a YTpaBrieHyie Ha Overlay e MpOoTOKO/TLT 3a ynpagrieHve Ha Cisco SD-WAN, venams:

"0OMeH Ha MapLLPYTU3aLSA, NOSMTUKA U MHPOPMALIMA 33 YTpaB/ieHve MeXay yCTpommBaTa Ha G"s00 SD;
WAN, KaKTo € onvicaHo B O6LL, Nper/ies Ha MapLupyTvisvpaHe Ha Overlay.

Moerren
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I Mpernes  curypHocTTa

YpocToBepABaHe Ha KOHTPONHATA PaBHMHA

[emoH Ha Cisco SD-WAN, paboTely Ha BCeKn vSmart KOHTposiep 1 pyTep, Cb3hasa 1 NoagLbpXa
3awmTeHnTe DTLS unn TLS Bpb3KM Mexay ycTpolicTBata. To3m 4eMOH ce Hapuya vdaemon v e pasriegaH
no-HaTaTbK B Ta3u ctatnsa. Cnep yctaHoBsABaHe Ha DTLS unn TLS Ha KOHTpo/NHaTa paBHMHA MeXAy Te3un
YCTpOICTBa, MHOXECTBO NPOTOKO/IN MOFaT fa Cb3faBaT cCecuMu 3a CTapTUpaHe U MapLLpyTU3MpaHe Ha
TpavKa UM npe3 Te3n BPb3KKU - BKAtoUnTenHo OM P, Simple Network Management Protocol (SNMP) n
NPOTOKO/ 3a KOH(UMrypupaHe Ha mpexata (Netconf) - 6e3 fa ce Hy>aaaT fa ce 3aHMMaBa C BbNpocu,
CBbP3aHM CbC CUTYPHOCTTA. TPauKbT, CBBbP3aH CbC CECUATA, € MPOCTO HACOUEH Npe3 3alnTeHaTa Bpb3ka
MeXay pyTepuTe U KOHTponepuTe vSmart.

YnocToBepsiBaHe Ha KOHTPO/IHATa PaBHUHA

KoHTponHaTa paBHMHa Ha Cisco SD-W AN u3nonssa undposmu cepTudukaTt ¢ 2048-6mtoBn RSA Knouose
3a y0oCTOBepsBaHe Ha MapLpyTusaTopute Ha Cisco SD-WAN B mpexara. Lingposute ceptudukaru ce
cb3faBaT, ynpaBnsABaT 1 06MeHAT OT CTaHAAPTHM KOMMOHEHTW Ha MHGpacTPyKTypaTa Ha Ny6nndHnsa Kod

(PW):

* My6NNYHN KNOYOBe — Te3n K/o40oBe ca 061 0N3BECTHU.

e YacTHu knwuvoBe — Te3n KnaBuLIK ca YacTHW. Te npebuBasaT Ha Bcekn Cisco SD-WAN pyTep 1 He
moraT ga 6baaT U3TerfeHn oT pyTepa.e

« CepTuurkartun, nognmcaHn ot opraH 3a ceptuduumnpaHe Ha kopeH (CA) — Bepurata Ha joBepue,
cBbp3aHa ¢ root CA, TpsibBa fa npucbcTBa Ha BCUYKM MapLupyTusaTopu Ha Cisco SD-WAN.

B gonb/iHEHMe KbM CTaHAapTHUTe PKI KOMMOHEHTHM, B NPOLECMTE Ha YA0CTOBEPSIBaHE Ce M3N0N3BaT
cepuiiHMTe HoMepa Ha MapLupyTusaTopa Ha Cisco SD-WAN 1 HomMepaTa Ha LacuTo Ha pyTepa.

Heka nbpBo pasrnegame PKI KOMNOHEHTUTE, KOUTO y4acTBaT B y40CTOBEPABAHETO Ha pyTepa.

Ha mapuwpyTtusatopute vEdge 100, 1000 n 2000 ny6AMYHNUTE N YAaCTHUTE K/KOYOBE U CEPTUMKATHUTE ce
ynpasnsiBaT aBTOMaTM4HO OT umn Ha Trusted Board LU, KoiiTo e BrpageH B pyTepa. 3a vEdge 5000 BmecTO
umn Ha Trusted Board ID ce nsnonsea mogyn Ha goepeHata nnatgopma ( TPM ). KoraTo pyTepuTe ca
nNpoun3BeAeHN, TO3M YUM ce Nporpamupa c nognucaH cepTudukat. To3m cepTUdUKaT BKAUBA NY6ANYHNSA
K/0Y Ha pyTepa, HEroBMs CEpMEH HOMEP M YaCTHMA K/IOY Ha pyTepa. Korato mapLupytusartopuTe ce
3apexgaT v ce NPUCHEANHAT KbM Mpexarta, Te 06MeHAT CBOUTe cepTUMKaTh (BKIOUNTENHO NY6INUYHUSA
K04 1 CepyieH HOMep Ha pyTepa) ¢ Apyrn maplupyTtusatopun Ha Cisco SD-WAN KaTto yacT oT npotieca Ha
aBTeHTU(MKauma Ha pyTepa. O6bpHeTe BHYMaHWe, Ye IMYHUAT K04 Ha pyTepa BUHaru octasa BrpajeH B
ymna Ha pyTepa v TOW HUKOra He ce pasnpocTpaHaBa, HATO MOXe Aa 6bje U3BeYeH OT pyTepa. BebyHOCT
BCEKM OMUT 3a rpyba cuna fia NPoYeTe YaCTHUA K04 MPUUYMHABA HeyCrnexX Ha 4Mna, Karto Mo T03u HauuH
feaKTuBMpa Lenus JocTbN 40 pyTepa.

3a vSmart koHTponepu, vBond OpkecTpatopu u Cisco vManage cuctemu, ny6AM4HNTE N YaCTHUTE
K/II0Y0BE 1 CepTUdMKaTUTe ce ynpasnisasar pbyHo. Korato ctapTupare Tes3u pyTepu 3a nMbpsu MbT,
copTyepbT Cisco SD-WAN reHepupa YHUKaseH [BoliKa YacTeH K4 - Ny6/nYeH KoY 3a BCSIKO
~-"\33s6paxkeHne Ha copTyepa. My6bnnUYHMAT KoY TpsAbea ga 6bae nognucaH oT root root. CUCTEMHUAT N
r afjMWHUCTPATOP C/ej ToBa NOMCKa MNOANUCAH CePTMARMNKAT M PbYHO 4a ro 1 BepuruTe yaoc oBCpeHiie;s'a":
MHcTanmpa vSmart KkoHTponepu, vBond Opkectpatopu un Cisco vManage cuctemnATunny!
MOXe fja MMa camo MasiKa Lwena vSmart KoHTposepu, vBond opkectpatopin  Cisco vManaghi
TeXecTTa OT PbUPO yNpaB/ieHNe Ha KNOU0BETe U CEPTUNKATUTE Ha Tesn/pyTepn e Masika,



Mperneq He curypHocTTa

Yp0cTOBEpAiBaHE Ha KOHTPO/HATA PaBHUHA

3a ga yBenuuum Te3n ctaHaapTHM PKI KomnoHeHTH, copTyepbT Cisco SD-WAN un3nonssa cepuiiHuTe
HOMepa Ha pyTepa nNpu U3BbpLUBaHE Ha aBTOMATMUHO yA0CTOBepsBaHe Ha pyTepa. [10-KOHKPETHO, Tol
nsnonssa CepuiiHNTe HOMepa Ha pyTepa 1 vSmart n HomepaTta Ha LWacuTo Ha pyTepa. KoraTto ce nsnpatu
napTuga pyTepu, Mpon3BOAMNTENAT U3Npalla TeKCToB halin, B KOWTO ca N36poeHn CepuitHNTe HoOMepa Ha
pyTepuTe N CbOTBETHUTE HOMEPA Ha LLIAcnTO. 3a KOHTPO/MIepnTe Ha vSmart, Korato agMUHUCTPATOPBT Ha
MpexaTa nofyyun noagnucaHusa ceptTudmkar, Te TpabBa fa U3BfeKaT cCepuinHUTE HOMepa OT cepTudumKaTuTe
M Aa rv NocTaBsAT B e4UH TeKCTOB (aiis, Mo eanH cCepueH HOMep Ha pef. ToraBa MPeXoBUAT
aAMWHUCTPATOP UHCTanMpa pbyHO Te3n ABa taiina. dainbT, NoyyeH OT NPOM3BOAUTENS, KOWTO n3bposiBa
BCUYKN Ba/INLHW CEPUIAHM HOMEpPA Ha pyTepa 1 X040BaTa 4acT, Ce KayBa U MHCTanmpa

Ha vSmart KoHTponepu. KakTo ynb/HOMOLLEHMAT haital cbC CepreH HoOMep, Taka 1 haiinbT, B KOWTO

ca M30poeHn cepuiHMTe HOMepa Ha vSmart, ce KayuBaT U MHCTanMpart Ha opkecTpu Ha vBond . Cnep ToBa,
no BpeMe Ha npoLeca Ha aBTOMaTMYHO YA0CTOBEpPsABaHe, KOraTto ABOWKM ycTpoiicTBa (pyTepu u
KOHTponepu) yctaHoBsABaT DTLS KOHTPOMHM BPb3KW, BCAKO YCTPONCTBO CpaBHsABa CepuinHMTE HOMepa (a
3a pyTepu - HOMepaTa Ha LlacuTo) C Te3u BbB (hailfioBeTe, MHCTANMpaHn Ha pyTepa. PyTepbT no3BonsBea fa
ce yCTaHOBU Bpb3Ka CaM0 aKo CEPUMHUAT HOMEP UAN KOMOMHAaUMATa OT CepueH HOMEP Ha LacuTo (3a
pyTep) cbBMNajar.

MoxeTe fja MOKaXeTe UHCTanmMpaH vSmart ynb/IHOMOLLLEH CepuiiHi HoMepa ¢ nomMoLLTa Ha MoKasBaHe Ha
KOHTPO/T Ba/INEH — VSMarts KomaHBaHeTo Ha vSmart KOHTPOosiep unm pyTep 1 NOKasBaHe Ha
OpKecTpaTop Ba/IAeH- vsmarts sanossgam Ha vBond apTUCT-OpKeCTpaHT. MoXeTe CbLLO Taka fa
ctaptupate show sdwan control valid- vsmarts Ha ycTtpoiictsa Cisco 10S XE SD-WAN. MoxeTe fja
MOKaXXeTe MHCTANMPaHMTe MapLLPYTU3aTOPU, 0TOPU3NPAHN CEPUIHIA U HOMEpa Ha LuacK, KaTo
nsnon3pate KomaHgata NoKasBaHe Ha KOHTPO/1 BayINgHN- Vedges Ha KOHTposiep vSmart

1 KomaHaTa MOKa3BaHe Ha OPKECTPaTop Ba/MAHN — YCTPOIACTBA Ha vBond opkecTpaTop

Cera, HeKa fja pa3r/iefjamMme Kak KOMMOHEHTUTE 3a yfocToBepsBaHe Ha PKI 1 cepuiiHnTe HoMepa Ha pyTepa
1 HOMepa Ha XojoBaTa 4acT Ce M3Non3BaT 3a Y40CTOBepsiBaHe Ha pyTep B Mpexata Ha Cisco SD-WAN
overlay. Korato vSmart KoHTponepuTe, vBond opKecTpatopuTe U pyTepuTe NbPBO Ce 3apexiart, Te
ycTaHoBsABar 3awnteHn DTLS wam TLS Bpb3KM Mexay vSmart KOHTposepuTe v pytepute. Ypes Tes3n
BPb3KM YCTPOCTBaTa Ce Y0CTOBEPABAT B3aUMHO, KaTo M3N0A3BaT Ny6MUYHNTE U YacTHUTE K/IYO0Be,
nognucaHuTe cepTUMKATK U CepuanHNUTe HOMepa Ha pyTepuUTe Y M3BBPLLBAT Cepus onepauun 3a
PbKOCTMCKaHe, 3a Aa rapaHTupar, Ye BCUYKM YCTPOCTBA B MpeXXaTa ca Ba/IMAHN 1 He ca MMM03aTopy.
Crepaliata urypa uacTpmpa pasmsaHarta Ha K/1to4oBe 1 cepTUrKaTu, KOUTO Ce c/lyyBaT, Korato
ycTpoiicteata Ha Cisco SD-WAN ce 3apexgaTt. 3a nogpo6HOCTU OTHOCHO YCTAHOBSIBaHE HA UCTUHHOCTTA,
KOATO ce nposiBsiBa No Bpeme Ha bringup npoueca, BUXTe Bringup nocnefoBaTesHOCT OT CbOUTUA.



Tpernes nacurypHocTTa
LngpoBaHe iu KOHTpoNHaTa
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UJMCprBaHe Ha KOHTPO/IHAaTa paBHNHa

KpunTupaHeTo Ha KOHTPO/IHaTa paBHUHA ce U3BbpLUBa UK oT DTLS , KOWTO ce OCHOBaBa Ha NPOTOKO/A
TLS, nnn TLS. Te3n NnpoToKOAM KpUNTMpaT TpagmKa Ha KOHTPOMHaTa paBHMHA, KOMTO ce mn3npaLa npes
BPBb3KUTE Mexay ycTpolicTBaTta Ha Cisco SD-WAN, 3a ga ce NOTBbPAW LeNnocTTa Ha fjaHHuTe. TLS
13Mnon3Ba acMMeTpuYHa Kpuntorpadus 3a aBTeHTUMKaLnA Ha o6MeHa Ha K/l040Be, CUMETPUYHO

* KpUNTUpaHe 3a KOHOUAEHLNANHOCT U MAEHTU(PMKALVUOHHN KOLOBe 3a CbOOLLEHMA 3a LenocTTa Ha
CbO6LLEHUNETO.

EpHo ycTpoiicTBo Ha Cisco SD-WAN moxe ga uma DTLS mnm TLS Bpb3KM KbM MHOXECTBO YCTPOCTBA
Ha Cisco SD-WAN, Taka 4ye vdaemon cb3gaBa MapLUpyT Ha S4P0OTO 3a BCsAKa gecTuHaums. Hanpumep,
pyTep 06MKHOBEHO MMa eAVMH MapLUpyT Ha AAPOTO M cnefoBaTenHo egHa DTLS wnn TLS Bpb3ka 3a
BCEKM vSmart KoHTponep. Mo CblMs HaYMH, vSmart KOHTPOMepPBT Lie UMa efMH MapLUpyT Ha A4pOTo U

eaHa DTLS mnnn TLS Bpb3Ka 3a BCEKU pyTep B CBOSTa 061acT.
Yy



Tpernie Ha CrypHOCTTa

LIANOCTHOCT Ha KOHTpONIHaTa
BHMHA

LIANIOCTHOCT Ha KOHTPO/IHATa PaBHUHA

[unzaiHbT Ha Cisco SD-WAN peanusnpa LenocTTa Ha KOHTPONHaTa paBHUHa, Kato KombuHupa aBa
3aWnTHY enemenTa: SHA-1 nnam SHA-2 gaiifkecTu Ha CbO6LEHNS U NYONYHN U HYaCTHU K/THOUOBE.

SHA-1 n SHA-2 ca KpunTorpacku xeww (hyHKLUN, KOUTO reHepupar gaifecTu Ha cbobLyeHnsa (NoHaKora
HapuyaHyn NPOCTO AaliJXecTn) 3a BCeKM MaKeT, M3NpaTeH Npe3 Bpb3Ka Ha KOHTPO/IHA paBHMHa. SHA-1
reHepupa 160-6MTOB JaiXXecT Ha CbOOLLEHUS.

SHA-2 e thamnnnsa, KosATO ce CbCTOM OT LWECT Xew (YyHKUMM C galigKecTu, KouTo ca 224, 256, 384 nnn
512 6uta. Cnepf ToBa NPUEMHUKDLT reHepupa Aaif>KecT 3a MakeTa M aKo jBaTa cbBnajaT, MakeTbT ce
npuema kato BanngeH. Kakto SHA-1, Taka 1 SHA-2 no3sonsBaT ja ce NpoBepu Aaan CbAbpXKaHUETo

Ha nakeTa He e 6110 nognpaBeHo.

BTOpMAT KOMMNOHEHT Ha Lie/10CTTa HAa KOHTPO/IHaTa paBHMHA € U3MN0N13BaHeTo Ha NY6AMYHN N YaCcTHN
Knto4voBe. KoraTo ce ycTaHOBSIBa Bpb3Ka 3a KOHTPO/IHA paBHWHA, I0KanHo YcTpoicTBo Ha Cisco SD-WAN
usnpawia npean3BnKaTeqCTBO KbM OTAasIedeHo YCTpoicTBo. OTAaneqeHoTo yCTPOMCTBO KpMnTmpa

Y npegn3BMKaTE/ICTBOTO, KATO ro NOAMKMLLE CbC CBOA YACTEH K/IOY U BpbLLA NOANMCAHOTO
npegu3BMKaTeNCTBO Ha JIOKASIHOTO YCTPOMCTBO. Torasa /I0KaJIHOTO YCTPOMCTBO M3M0/3Ba Ny6anyHms
K04 Ha 0TAaneyeHoTO YCTPOICTBO, 3a fa NPOoBEpU Aanu noyyeHOTO NPean3BMKaTeNCTBO CbOTBETCTBA Ha
N3MNpaTeHOTO Npean3BMKaTescTBo.

Crief, ToBa, Cej KaTo Bpb3KaTa Ha KOHTPO/IHATA paBHMHA € BK/IHOYEHa, KNOYOBETE Ce U3M0/I3BaT, 3a fa Ce
rapaHTupa, Ye NakeTUTe ca M3NpaTeHn OT HAZEeXAeH XOCT W He ca NocTaBeHW Mo cpedaTa oT HeHafexX/aeH
M3TOYHMK. ABTEHTUYHOCTTA Ha BCEKW MAKET Ce MPOBepsiBa Upe3 KPpUNTUPaHe U AEKPUNTHPaHe CbC
CUMETPUYHU K/HOYOBE, KOUTO Ce 06MEHAT Mo Bpeme Ha MpoLieca Ha ycTaHOBsIBaHe Ha KOHTPO/IHAaTa BPb3Ka.

[lpernen Ha 3allmTara Ha paBHMHaTa Ha JaHHU

MnockocTTa Ha JaHHN Ha BCsIKa MpeXxa e 0TroBOpHa 3a 06paboTKaTa Ha MakeTy aHHW, KOUTO Ce TpaHCrnopTupaT npes

mpexxaTta. (MI0CKocTTa Ha JaHHN MOHSIKOra ce Hapyya camosieT 3a NpeHacouBaHe.) B TpaguLmoHHaTa MpeXxa nakeTuTe
C fJaHHM 0OWMKHOBEHO Ce M3NpaLLaT AVPEKTHO Npe3 VIHTepHeT wam apyr Tvn obectseH IP obnak wm morart ga 6baar

m3npaLlaHn npes MPLS TyHenn. AKO MapLupyTu3aTopuTe B Mpexara 3a HacnarsaHe Ha Cisco SD-WAN TpsbBalue fa
n3npaLLaT Tpadmk npes nyéamyeH IP obnak, npegaBaHeTo Le 6be HeCUrypHo. Beeku 61 Morba ga nogyLum Tpagmka
1 61 610 NIECHO fa Ce M3Mb/HABAT Pas/IMYHM BULOBE aTaky, BK/IOUMTENHO aTaky YoBeK B cpegata (MITM).

OcHoBaTa Ha CUrypHocTTa B paBHMHaTa Ha flaHHM Ha Cisco SD-WAN e CUrypHOCTTa Ha KOHTPO/IHaTa paBHUHa Tbid
KaTo KOHTPO/IHATA PaBHMHA € 3aLLMTeHa - BCUUKM YCTPOCTBA Ca Ba/iMAMPaHN U TPAMKBLT Ha KOHTPO/MA e KpMMTYpaH 1
He MOXe fa Gbe MoanpaBeH - MOXeM Aa ObfeM YBEpeHW B M3MOM3BaHETO Ha MapLUpyTU W pyra UH(opMaLys,
Hay4eHa 0T KOHTPO/IHaTa paBHMHA 3@ Cb3faBaHe ¥ NOALbPKaHEe Ha CUIYPHU MBTULLA 33 ;aHHM B MPEeXa 0T pyTepu.

MnockocTTa 3a flaHHN oCUTypsiBa MHPPaCTPYKTypaTa 3a nsnpaLlaHe Ha TpauK Ha JaHHN MeXay pyTepuTe B Mpexara
3a HacnarsaHe Ha Cisco SD-WAN. TpamKbT Ha MHDOPMALMOHHNS CAMOET MbTyBa B PAMKUTE Ha CUTYPHU BPB3KU
KbM MIHTepHeT curypHocT (IPsec). MnaHyHata 3a fgaHHu Ha Cisco SD-WAN peanusupa KioHoBKTe KOMIMOHEHTU 3a
3allyTa Ha aBTeHTU(MKaLWATA, KPUNTUPAHETO U LIeNIoCTTa MO CeAHUTE HAUNH:

Sk Oma Pedet _______
(tnbound;j

YpocToBepsBaHe - KakTo 6e crioMeHaTo no-rope, KOHTposiHaTa paBHUHa Ha Cisco SD-WAN
LonprHacs 3a OCHOBHAaTa MHPPacTPyKTypa 3a CUTYPHOCT Ha paBHWHAaTa Ha faHHW. OCBeH ToBa
YAOCTOBEPSABAHETO Ce Hanara oT ABa ApYyrn MexaHusma:

*B TpaguMunoHHMA Mogen 3a 06MeH Ha KNto4oBe, vSmarts n3npawia Kofose 3a KpuimupaHeuaJF
| KpaiHo yCcTpOCTBO. f n

Al bbvasap



Mpernea hi curypHocTta
Y pocToBepsiBaHe U KpUNTUPaHe Ha PaBHUHATa Ha AaHHI

B mogena c ABOWHM Knw4yoBe vSmart nsnpawa obuw,ectBeHn cTtoiiHocTu Ha Diffie-Hellman kbm
KpaiiHWTe ycTpolicTBa W Te TreHepupar [BOWHM KOLOBe 3a KpuntupaHe Ha IPsec,
nsnonssalikn ECDH un P-384 kpuBa. 3a noBeye nHopmauus BX. Pairwise knto4ose.

e Mo nogpasbupaHe IPsec TyHeNHW BPb3KM W3MN0A3BAT MOAUGMLMPaHA Bepcus Ha NpoToKosia
Encapsulating Security Payload (ESP) 3a ygoctoBepsiBaHe Ha IPsec TyHenu.

e KpuntnpaHe — MognguumpaHa Bepcus Ha ESP 3awjuTaBa nosnesHusi ToBap Ha nakeTa AaHHW. Tasm
BEpCUS Ha NpoToKo/Ma npoeepsiBa M BbHWHUTE IP 1 UDP 3arnasusi. CnefoBaTeniHO Ta3u onuusi
noaabpXa MpoBepkKa Ha LenocTTa Ha nakeTta, NofobeH Ha MpPOTOKONa 3a YAOCTOBepsiBaHe Ha
ayTeHTUdmnkaumna (AH). LndgpoBaHeTo Ha fgaHHM ce M3BbpLIBA C nomMouwiTa Ha AES-GCM-256

wngbp.

* LIANOCTHOCT — 3a fa rapaHTvpa, Ye TpaguKbT Ha JaHHWU ce NpedaBa Npe3 Mmpexara, 6e3 fa 6bae
noAnpassH, MHMOPMaLUMOHHATA pPaBHMHA peannsnpa HAKONKO MexaHW3Ma OT naketa MPOTOKOMM 3a
3awmTa Ha IPsec:

* MoguunumnpaHa Bepcusa Ha npotokona ESP kancynvpa nonesHnsa ToBap OT NakeTu faHHW.

* MogngmympaHata Bepcuss Ha ESP wmsnonsBa mexaHumsbm, nogobeH Ha AH, 3a ga nposepu
uenoctra Ha BbHWHMTE IP n UDP 3arnaBkn. MoxkeTe fJa KOHgurypupate MeToguTe 3a
LUANOCTHOCT, NOAABPXaHW Ha BCEKM pyTep, W TasM  uUHpopmauma ce  obBMeHs
B TLOC cBolicTBata Ha pyTepa. AKO [BamMa BPbCTHULM peknaMumpar pasnyHu  TUnose
YLOCTOBepsBaHe, Te 4OroBapAT TUNa, KOMTO Aa M3Non3Bat, KaTto usbupart Hal-CUNHUSA MeTog,.

« CxemaTa 3a NMoBTOPHO Bb3MNPOM3BEXAaHe 3aluTaBa 0T aTaku, NPpU KOUTO HanagaTensT ay6nupa
KpUNTUPaHW NakeTu.

YaocToBepsiBaHe W KPUNTUPaHe Ha PaBHMHATA Ha AaHHY

Mo BpeMe Ha BLBEXAAHETO Ha HacnareaHeTo, Cisco vSmart Controller yctaHoBsBa MHhopMaLmsiTa 3a KpaliHuTe
pyTepu 3a u3npailaHe Ha JaHH1 eanH KbM Apyr. Bbrpeku ToBa Npeay ABOWKa pyTepy fa MoraT Aa 06MeHAT Tpapuk Ha
[laHHK, Te ycTaHoBABAT IPsec Bpb3ka MeX/y TAX, KOATO Te M13M0M3BAaT KaTo 3alyTeH KaHa 3a KOMyHUKauws. Tbii Kato

Cisco vSmart Controller e ya0CTOBepii YCTPOMCTBATA, YCTPOCTBATA He Ce Y/A0CTOBEPABAT A0Mb/IHUTE/HO.

*  KoMyHMKauunTe Ha KOHTPO/IHaTa paBHMHA N03B0/IMXa Ha KPaiHOTO YCTPOMCTBO Aa MMa AoCTaTb4yHO MHGopMaLms 3a
ycTaHoBsiBaHe Ha IPsec TyHenn. KpaiHuTe ycTpoiicTBa MPOCTO M3NpaLUaT AaHHW npes TyHenmTe. Hava cTbhkasa
y[0CTOBEPsIBaHe.

B TpagunumoHHa IPsec cpefa 06MeHbT Ha KO4YOBe ce 06paboTBa OT NPOTOKO/A 33 06MeH Ha K/koHoBe B VIHTepHeT
(MCE). IKE mbpBo HacTpoiiBa 3aLyTeHr KOMYHUKALVIOHHU KaHai MeXzy YCTPOICTBa U cref ToBa yCTaHOBSABA
acoupaumm 3a curypHocT ( SA ) Mexxay BCsIKa [|BOMKaA YCTPOCTBA, KOUTO MUCKaT Aa 06MeHAT gaHHW. IKE vsnonssa
anropnTbM 3a 06MeH Ha Kto4oBe Diffie-Hellman, 3a fa reHepvipa cnogeneH Kitod, KOATO KpUMTKpa no-HaTaTbluHaTa
IKE KomyHnKauysi. 3a fa yctaHoBute C A, BCSKO YCTPOIACTBO

(M) obmeHs K/IHOHOBETE C BCAKO APYro YCTPOMCTBO B MpeXaTa 1 Cb3faBa K/1t0HO0Be 3a IBOVKM, reHepupaiikn YHUKaser.
K/H0Y 33 BCSIKO OTAa/IeYeHO YCTPOMCTBO. Tasn CxemMa 03HayaBa, Ye B HAMb/IHO MPEXOBa Mpexa BCSKO YCTPOWCTBO
TpsibBa fa ynpasnssa M2 obmeH Ha knasuwm v (nN-1) knoyvose. Hanprmep, B 1000-Bb3/10Ba Mpexxa ca Heobxognmm 1
000 000 o6bmeHa Ha K/IHO40BE, 3a fa

yA0CTOBepsiBaliTe YCTPOCTBATA U BCEKN Bb3e/ € 0TFOBOPEH 3a NOAABbPXKAHETO 1 YMpaBeHneTo Ha 999 KitoyoBe.

JvicKycysiTa B NpeauLLIHKSA Maparpad) NocoyBa 3allo 06MeHbT Ha Kto4oBe B cTu IKE He ce pasLumpsiea, Thil KaTo
pa3mepbT Ha MpeXaTa ce yBennuasa 1 3ailo IKE Moxe fja 6b/e TACHO MSCTO Npu cTapTupaHe U NnoaabpyKaHe Ha
06MEH Ha jaHHW B FofisiMa Mpexa:

* PbKOCTMCKaHETO, HEe06X0AMMO 3a HACTPOiKa Ha KOMYHUKALMOHHUTE KaHa,
M3MCKBA MHOTO pecypcu.

O6paboTkata, Heobxogmma 3a obMeHa Ha K4YoBe, 0co0b6eHN~"No-ipjiSfe
Hanpsira MpeXxoBUTe Pecypcu 1 fia OTHEME MHOM0 BpeMe. ff
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Mpernej Ha curypHocTTa

Y 0cToBepABaHe 1 KPUNTUPaHE Ha PaBHUHATA HalaHHN

Peanunsauusta Ha Cisco SD-WAN 3a aBTeHTU(MKauya 1 KpUnTupaHe Ha paBHMHATa Ha JaHHW YCTaHoBsIBa SAS Mexay
BCsIKa BOViKa YCTPOICTBa, KOUTO MCKAT fa 06MEHAT faHHK, HO M306LL0 He pasnonarac IKE. BmecTo ToBa, 3a fa
npegocTasy Malabrpyemo peLLeHve 3a 06MeH Ha K/IK04oBe OT paBHUHAaTa Ha fiaHHK, peleHneTo Cisco SD-WAN ce
Bb3M0/13Ba 0T (PaKTa, Ye Bpb3KMTE HAa KOHTPOHaTa paBHMHa DTLS B Mpexara 3a HacnarsaHe Ha Cisco SD-WAN ca
curypHu. Tbil KaTo KOHTposIHaTa paBHMHa Ha Cisco SD-WAN ycTaHOBsIBa aBTEHTUMLMPaHN, KPUITUPaHU v
Henpo6MBHM BPBL3KK, HAMA HY)XXAa B paBHUHATA C JaHHW [ia Ce HacTPOoMBaT CUMYPHN KOMYHVUKALVIOHHN KaHam 3a
N3BBbPLLBaHE Ha aBTEHTU(MKALWA Ha paBHUHATA HA [aHHW..

B mpexara Ha Cisco SD-WAN 3a unicast TpaMK KpUNTUPaHeTo Ha jaHHM ce u3BbpLuBa 0T AES-256-GCM,
TOPUTBM Ha CUMETPUYEH KJTIHOY, KOWTO U3M0N3Ba ChLLYA K/HOY 38 KPUMTUPaHe Ha M3X0AALLIMTe NakeTy U 3a
JeKpunTMpaHe Ha BXOAALLMTE NakeTu. Beekn pyTep nepmoanyHo reHepypa AES koY 3a CBOSt MbT Ha faHHM (no-
creumanHo eauH Ktod Ha TLOC) 1 npefaBa TO3M KKOY Ha KOHTPO/iepa vSmart B NakeTuTe Ha MapLupytute Ha OMP,
KOWTO ca NofobHM Ha aKTyanmsaummnte Ha MapLupyTa Ha IP. Te3n nakeTn cbabpxar MH(opMauys,

KOATO KOHTPO/IEPLT VSmart 13nosi3sa 3a ornpesesisiHe Ha MpeXkosaTta Tonosiorus, skountenHo TLOC Ha pyTepa

(' nakeT oT cucTeMHMA IP agpec 1 UBAT Ha Tpagmka) n AES kntod. Crief ToBa KOHTPO/EPbT vSmart noctass

Te3n OMP mMapLUpyTHM MakeTy B peKk/iaMu 3a JOCTBIHOCT, KOMUTO M3MpaLLia Ha pyruTe pyTepy B Mpexkarta. 1o To3n
HaunH KnasuwmTe AES 3a BCUUKW pyTepu ce pasnpegensT B Mpexara. Bbrnpeky ye 06MeHBT Ha K/OYOoBe €
CUMETPUYEH, PYTEPUTE M0 M3M03BaT NO aCMMETPUYEH HauMH. Pe3ynTaTbT e NPOoCT 1 MaabrpyemM npoLec Ha 06MeH
Ha K/040Be, KOMTO 13nos3Ba KoHTposepa Cisco vSmart.

B Cisco SD-WAN Release 19.2.x n Cisco 10S XE SD-WAN Release 16.12.x HataTbK, Cisco SD-WAN

nogabpxa IPSec ABOVHW KMaBuLLIM, KOUTO OCUIYPSBAT AOMb/IHUTENHA CUIYPHOCT. KoraTo ce 13nonssart 4BOViHM
Knasum IPSec, pbOHUST pyTep reHepupa Ny6anyHM U YacTHM KoMnoHeHTK Ha Diffie-Hellman n nsnpatua ny6nnyHata
CTOMHOCT KbM VSmart 3a pa3npocTpaHeHe KbM BCUUKY ApYri KpaiiHW YCTPoCcTBa. 3a noBeye MHGopMaLms Bx. O6LL,
npernes na Knasuwm IPSec

3a MHOroagpeceH TpahMK KpUNTMPaAHETO Ha paBHMHATa Ha flaHHM ce u3BbpBa oT AES-256-CBC ¢ SHAL-
HMAC.

QWHMeRde OMPPxiie

System IP AddH&s Packet P

Rl

RN« gb

AKO MONUTUKUTE 3a YNpaBfeHve, KOHPUIyprupaHu Ha vSmart KoHTposiep, orpaHuyaBsaT
KOMYHUKALMOHHUTE KaHa/IM MeX/ly MPeXoBMTe yCTPOICTBA, PeKIamuTe 3a JOCTbMHOCT, U3NpaTeHn

0T vSmart KOHTPOepa, CbAbPXKaT MH(OpPMaLIMs CamMo 3a PYTEPUTE, C KOUTO UM e paspeLleHo 1a 06MeHST
JaHHW. Taka Ye, pyTep HayyaBa K/Il0UOBETE CaMo 3a OHE3W PYTepU, C KOUTO UM € NMO3BOJIEHO Aa
KOMYHUKWMpaT.

3a JONBAHNTENHO YKpenBaHe Ha aBTEHTUYHOCTTa U KPUNTUPAHETO Ha paBHMHATA Ha flaHHM,
MapLUpyTM3aTOpuUTe pereHepmpar arpecnsHo csomTe kaovose AES (no nogpasbupaHe Ha BCekU 24 yaca).
ChblL0 Taka, MexaHU3MbT 3a pereHepmpaHe Ha K/l0HOBE rapaHTupa, Ye He ce nsnycka Tpatuk Ha AaHHW
npu CMSHA Ha KNaBuULLKUTE.

B mpexata 3a HacnarsaHe Ha Cisco SD-WAN, >XuU3HeHOCTTa Ha SA MexXay BpbCTHULM Ha pyTepu ce

npocnefasa ypes HabnwogeHne Ha BFD nakeTute, KOUTO NepnognyHo ce 06MeHAT no IPsec Bpb3kaTa

M7KAY BpbCTHUUMTE. IPsec npefaBa CbCTOSAHUETO Ha BPb3KaTa KbM KOHTpoOnepuTe vSmart. AKO Bpb3kaTa
- JaHHU MexAy fBaMa BPbCTHULM e 3arybeHa, 06meHbT Ha BFD naketu cnupa u oT

TOBa KOHTPO/epbT vSmart HayyaBa, Ye Bpb3KaTa e 3arybeHa. n

" fiv \u
CopTyepbT IPsec HAMa M3PUYHO M34YaKBaHe Ha npaseH X0/ Ha SA, KOeTO yKa3Ba BPeMCTCI 3a U3YaKBaHe

npeav n3TprBaHeTo Ha SA, CBbpP3aHN C HeaKTUBHW BPb3KU. BMecTo ToBa SA
IPsec Bpb3kaTamMEXay fBe

<3
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LIAnocTHOCT Ha paBHWHAaTa Ha
fiaHHM

MapLIpyTM3aTOpUTe Ca Harope, KakTo ce onpefenst oT nepuoanyHusi o6MeH Ha BFD nakeTu mexay Tsx.
ChblU0 Taka YecToTaTa, ¢ KOsiTo ce pereHepvpar SA KnaBuULIWTe, OTMeHS HE06X0JMMOCTTa 0T BHeApsiBaHe
Ha UMNAMUUTHA SA Bpeme Ha NnpaseH Xof.

B o6o06uieHune, yaocToBEPSABaHETO Ha caMosieTa 3a laHHu Ha Cisco SD-WAN npegnara cnegHute
nogfobpeHus cnpamvo IKE:
» Tbii KaTo ca He06Xo4MMKM caMo N +1 KNKY0BM MbTULLA, a He N2 n3McKBaHun oT XKE,
peweHneTo Ha Cisco SD-WAN ce paswmpsiBa no-gobpe ¢ yBennmyaBaHe Ha Mpexxara.

« KntouoBeTe Ce reHepmpat 1 0CBeXaBaT JIOKa/IHO, & 06MeHBT Ha K/Il0UO0BE Ce U3BbPLLBA NPe3 CUrypHa
KOHTPOJIHA paBHVHA.

LIANOCTHOCT Ha paBHMHATA Ha laHHW

£2.

CneaHnTe KOMMOHEHTU ONPMHACAT 3a Lie/IoCTTa Ha NaKeTUTE ¢ laHHK B paBHUHATA Ha aHHK Ha Cisco SD-
WAN:

« ESP, KOITO € cTaHfapTeH NPOTOKO/ 3a KpMNTUpaHe Ha IPsec, 3awmnTaBa (4pe3 KpuntupaHe m
YAOCTOBEPSIBaHE) BbTPELLHATA 3ar/flaBHa 4acT, NoJsie3HMs ToBap Ha nakeTa jaHHW 1 Tpeinbpa Ha ESP
BbB BCUYKW MaKeTn gaHHW. MoangunkaummnTe Ha ESP cbuwo 3awmTtasart BbHWHKTe IP 1 UDP 3arnaBku

« MpomeHn B ESP, KouTo 3awmtaBar (4pe3 ygoctoBepsaBaHe) BbHWHUTe IP n UDP 3arnaskn. Tosa
nmMuTHpa PyHKLUMoHanHocTTa Ha AH npoTokona.

e AHTW-MIOBTOPHOTO Bb3MPOU3BEXAAHE, KOETO CbLLO € YacT OT CTaH4apTHUA cothTyepeH nakeT IPsec,
0CUrypsiBa MexaH13bM 3a HOMepMpaHe Ha BCUYKW NaKeTU AaHHW 1 3a fja Ce rapaHTmpa, ye
noslyyaBallm pyTepu npuemart camo NakeTu C YHUKaIHW HoMepa.

MbPBUAT OT Te3n KOMMNOHeHTU, ESP, e cTaHAapTHUAT NPOTOKON 3a KpuntupaHe Ha IPsec. ESP 3awunTasa
Nnone3HNs ToBap Ha MakeTa JaHHW U HEroBuTe BbTPeLWHM IP 3arnaBHuM rnoseta KakTo Ypes KpUnTupaHe,
KOeTO CTaBa aBTOMaTUYHO, Taka 1 upes ygoctoBepsBaHe. 3a ygoctoBepsaBaHe ESP n3BbpLUBa M3UUCIsiBaHe
Ha KOHTPOJIHAa CyMa BbpXY MOME3HWS TOBAp M BLTPELLHWA MOJe Ha 3arnaBKarta Ha nakerta oT faHHU 1
nocTaes pesynTupaLiusa xeww (HapuyaH CbLuUo fangxecT) B 12-6aintoBo HMAC-SHAL none B Kpas Ha
naketa. (XewsbT e efHOMOCOYHA Komnpecus.) MpMeMHOTO YCTPOMCTBO M3Mb/IHABA ChlaTa KOHTPO/IHA cyma
1 CpaBHABA N3UYMNC/IEHNS CN XeLl € TO3W B NakeTa. AKO [iBeTe KOHTPO/IHN CyMW CbBMajaT, NakeTbT ce \\
npuema. B npoTuBeH cnyyali ce nsnycka. Ha guryparta no-gony neBUST CTeK

nnacTpupa KancynmpaHeto Ha ESP/UDP . ESP kpunTtupa v ygocToBepsiBa BbTPELUHWTE 3arnaBKu,
nosiesHns Toeap, eTuketa MPLS (ako nMa TakbB) M noneTaTa Ha Tpeinnbpa Ha ESP, nocTaBainkun
HMAC-SHA1 xew B noneto 3a KoHTposiHa cyma ICV B Kpas Ha nakeTa. BbHLWHNTE nofeTa Ha 3arnasus,
pob6aeeHn ot ESP/UDP , He ca HATO KOAMPAHW, HATO YAOCTOBEPEHMU.

BTopu KOMMOHEHT, KOMNTO AONpUHAcS 3a L,enocTTa Ha NakeTuTe gaHHu, ca Mogudukaumnte Ha ESP 3a
nmuTupaHe Ha AH. Tasn moandukauma n3nbaHABa KOHTPO/IHA CyMa, KOATO BK/IKOUBA M3YUCSBaHE Ha
KOHTpO/IHaTa CyMa BbpXYy BCUYKM NONeTa B NakeTa - N0Ne3HWUA TOBap, BbTPELUHOTO 3arnaBue, KakTo u
BCUYKWN He-U3MeHAeMW nosieTa BbB BbHLWHaTa IP 3arnaska. AH nocrtassa pesyntupawmna HHAC-SHAL xew
B NOC/NeAHOTO Mosie Ha nakeTa. MNMpremaLLoTo YCTPOMCTBO M3Mb/HABA CblyaTa KOHTPO/IHA CyMa U npuema ™
nakeTn, YANTO KOHTPOJIHN CyMM cbBnagaT. Ha dmrypara no-gony LeHTPasHUAT CTEK UaocTpupa
KancynMpaHeTo, U3BBbPLLEHO OT MoauguumMpaHaTa Bepcns Ha ESP. ESP 0THOBO KpunTupa BbTPeLLHUTe
3arnaBKu, NonesHuns Toeap, eTuketa MPLS (ako uma TakbB) M MofieTaTa Ha Tpeinbpa Ha ESP u cera
mMmutupa AH 4upes ygoctoBepsaBaHe Ha Lennsa naket - BbHWHUTE IP n UDP 3arnaBku, 3arnaskara Ha ESP
eTnketa MPLS (aKo uma), OpurMHanHusa nakeT u Tpelinbpa Ha ESP - n noctaBa M3uncneHns cu xeww
HMAC-SHAL B noneto 3a npoBepka Ha ICV B Kpasi Ha nakeTta.

3a cuTyaumm, B KOMTO He Ce M3NCKBa YAOCTOBepsiBAHE Ha MakeTu [aHHW, MOXeTe fa AeaKTuBuMpaTe |

LLIMbiHO yA0CTOBEPSIBAHETO Ha MaKeTW faHHW. B To3u cnyyaii nakeTuTe ¢ AaHHW ce,06paboTBaT camo 0b&aa]

ESP, KOWTO KpunTupa-opurnHanHusa naket, MPLS eTukeTa (ako uma TakbB) ii-Tpeiinbpa Ha ESP: -Tam__ 1.
cxema e UAKCTpupaHa B eCHNA CTeK Ha urypata no-gon~.
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LISNOCTHOCT Ha paBHUHaTa Ha
AAHHM

ESP/UDP Encapsulation AH + ESP/UDP Encapsulation Nane/UDP
Outer Header Outer Header
M ”;3 LLBP Header UDP Header
A LSP c v ESP Header j Sequelae j1
v P s | & Nimber |
«.alajet iiW»-*; TIL «K5t*haijrXf'JS 9n
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Length
)CV Checksum AH Next ] AH Reserved
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1 Length

Security Parameters Index {SPI}
Searmrrft Nurber
tCV Checksum

O6bpHeTe BHMMaHMe, ve ycTpoicTBaTa Ha Cisco SD-WAN 06MeHAT He caMo K/o4a 3a KpuntupaHe
(KOWTO € CUMeTPUYEH), HO M K/IloYa 3a aBTEHTU(MKALNSA, KOMNTO Ce U3Mo/3Ba 3a reHepupaHe Ha ganmxecT
HMAC-SHAL. U aBeTe ce pasnpocTpaHaBaT KaTo 4acT oT cBoicTBaTa Ha TLOC 3a pyTep.

Bbnpeku ye IPsec Bpb3KUTeE, Haf KOUTO ce 06MeHA TpauK Ha AaHHU, ca 3alnTeHn, Te YeCTO NbTyBaT MNpes
06LL,eCTBEHO MPEXOBO NPOCTPAHCTBO, KaTo Hanpumep MHTepHeET, KbAeTo € Bb3MOXHO XaKep fa U3BbpLUn
artaka nNpu NOBTOPHO M3NbJ/IHEHMeE (HapuyaHa olle 4YoBek-B-the- cpegHa i MITM, aTaka) cpewyy IPsec
Bpb3KaTa. Mpun To3m TN aTaka NPOTUBHUK artakyBa TpaMKa Ha JaHHW, KaTo BMbKBa KOMNue Ha CbobLLeHue,
KOETO Mpean ToBa e U3NPATEHO OT M3TOYHMKA. AKO [ecTUHaLNATa He MOXe fja pasinyu Bb3NpPon3BeLeHOTO
CboOLEeHNe OT Ba/IMAHO CHOGLLEHWNE, TO MOXKE Aa YA0CTOBEPU MPOTUBHNKA KATO U3TOUHUK UM MOXKE
HenpasW/HO Aa NpejocTaBn Ha NPOTUBHMKA HEOTOPM3NPAH AOCTHLN 40 PECYPCU WAN YCAyTun.

mSRIiﬁ Put* racket cete
m-emw Altockct Source Addic*»
Destination Addre** Oratmatron Address

Router-1

KaTo npoTmuBogeiicTBMEe Ha NOA06HN aTaku, MpexxoBuAT codTyep Ha Cisco SD-WAN peanusmpa IPsec
NPOTOKO/1a 38 NOBTOPHO Bb3MNpoun3BexaaHe. T03M NPOTOKO/ Ce CbCTOM OT [Ba KOMMOHEHTA, KOUTO U ABaTta
3alMTaBar LesocTTa Ha NoToKa OT fJaHHW. MbpPBUAT KOMMNOHEHT e fa ce CBbpXXaT NopeaHu HOMepa C BCeKM
nakeT faHHu. MNMogaTenaT BMbKBa NopejeH HOMepP BbB BCEKM IPsec nakeT, a flecTMHaumsaTa npoBepsisa
nopegHUs HomMep, NpPUeMaky camo NakeTu ¢ YHUKaHK, He gy6nupalin cepuiiHn Homepa. BTopusaT
KOMMOHEHT € NAab3raly ce Npo3opeL, KOWTO onpeaens ananasoH OT NOC/MeA0BaTe/IHN YMcia, KOUTO ca
akTyasnHu. Mab3rawmaT ce npo3opew, UMa KeupaHa Ab/HKMHa. [lecTuHaumsaTa npuema camo nakeTu,
YMUTO NOPeAHN HOMepa nonajaT B TEKYLLMA AMana3oH OT CTOMHOCTW B NAb3ralius ce nposopeL, a Tok
M3nycKa BCUYKM OCTaHanu. M3nonssa ce nab3rawy, ce Npo3opeL, BMeCTO fa Ce NpuemMat caMo NakeTw,
YMIATO NOPeseH HOMeP € MO-roasM OT MOC/efHNA N3BECTEH NOPeLeH HOMepP, Thbil KaTo YecTO NakeTuTe He
npucTurar B pes,.
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TpeHacaHe Ha VPN MH(OPMALWs B NaKeTn eaHHM
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SWSng Window S&e: 64
PedeftHunberi

Router-1 PacketNumber 2 Router-2
Pr&Bt«ttmber 64

Korato gecTvHaumsTa noy4mn NakeT, YANTO NopeaeH HOMEP € MO-Fo/sIM OT Hai-roNsaMOTO YMC/O B MTb3ralys ce
Npo30peL,, TOV M/Tb3ra NPo30peLa BAACHO, KaTo N0 TO3M Ha4YMH NPOMeHs 06XBaTa Ha Ba/IMAHM HOMepa Ha
nocnefoBaTeNIHOCTK, KOUTO LLe npueme. Tasu cxeMa npejnassa oT TUM ataka oT Tun MITM, Tobii KaTo, KaTto n3bepeTe
NpaBWIHWA pa3Mep Ha NPo3opeLia, MOXeTe Aa rapaHTupare, Ye ako fy6/mpaLLl MakeT e NnocTaseH B NOTOKa Ha TPagUK,
HEroBUAT MopeaeH HoMep Le Obje UK B TEKYLLMS AnanasoH, HO Wwe 6bje ay6nmkaT, M Ta We 6bae no-Maska ot
Hali-H1CcKaTa CTOMHOCT Ha TOKa Ha M/Tb3ralums ce npo3opew, Taka win nHave AeCTUHALMSATA LLe M3NyCHe Ay6nmpams
naket. V1 Taka, HOMepVPaHeToO Ha Noc/e4oBaTENHOCTM B KOMOMHALMSA C N/Tb3rall, ce NPo30peL, ocurypsisa sawyra
cpeLly atakv oT Tuna MITM u rapaHTMpa LiesiocTTa Ha MoToKa OT AaHHW, npoTuyall, B IPsec Bpb3Kara.

-HY—+-Y— 4~H>
01 10 20 30 40 SO 66 70 30 $0 103
Sfedmg Window Sizff: 64
Padet Nt 66
Padet Nunter 100

Rwjter-2

Router-1

Packet«umber 10

[MpeHacsaHe Ha VPN nHgopmaumnsa B naketTn ¢ gaHHK

T el A
Payloed L

3a wmpokoekpaHHn VPN ycTpolictea Cisco SD-WAN ycTpoiicTBa nogabpxat MPLS pasiumpeHuns A0 nakeTun JauA*7
KOWTO ce TpaHcrnopTupart B IPsec Bpb3ku. durypara BASACHO Nokassa MecTononomkeHneTo Ha MPLS uHgopmauusTa B
3arnaBKaTa Ha nakeTa jaHHW. Te3un paslLMpeHns OCUrypsBaT CUIYPHOCTTa Ha MpexxoBaTa cermMeHTaums (Toect 3a VPN-
nTe), KOATO e Heo6X0AVMa 3a NoAABbPXKaHe Ha My/TTU-HaeMaHe B K/IOH UM CerMeHTUpaHe B Kamryc. M3nb/HeHVeTo Ha
Cisco SD-WAN u3nonssa IPsec UDP 6a3vpaHn HaciarBaHe Mpexka KarcympaHe NpoTOKO/ C/I0M, KaKTo € OnpeaesieHo

B RFC 4023. CurypHocTTa ce ocurypsisa Ype3 BK/IOUBaHe Ha BeKTopa Ha MHuupanmsaums (1V) B Ha4anoTo Ha faHHUTe
3a M0/1e3HMSA TOBap B 3ar/iaBkata Ha ESP, Y cToliHocTTa ce n3umncnsea ot AES-256 wundibp 6510k Bepura (CBC),

A3, ponynoanucaHuaT/ABop CTosiHOB MpodrpoB, yA0CTOBEPsiIBAM BEPHOCTTa Ha HanpaBeHUs OT MeH Mpesoj 0T



Security Overview

Security is a critical element of today's networking infrastructure. Network administrators and security officers
are hard pressed to defend their network against attacks and breaches. As a result of hybrid clouds and remote
employee connectivity, the security perimeter around networks is disappearing. There are multiple problems

with the traditional ways of securing networks, including:

« Very little emphasis is placed on ensuring the authenticity of the devices involved in the communication.

 Securing the links between a pair of devices involves tedious and manual setup of keys and shared

passwords.

« Scalability and high availability solutions are often at odds with each other.

This chapter contains the following topics:

e Cisco SD-WAN Security Components, on page 1

¢ Security Provided by NAT Devices, on page 2

« Security for Connections to External Devices, on page 3
» Control Plane Security Overview, on page 3

« Data Plane Security Overview, on page 8

Cisco SD-WAN Security Components

The Cisco SD-WAN solution takes a fundamentally different approach to security, basing its core design J L
around the following precepts:
« Authentication— The solution ensures that only authentic devices are allowed to send traffic to one
another.
« Encryption—All communication between each pair of devices is automatically secure, completely™”
eliminating the overhead involved in securing the links.

Integrity—No group keys or key server issues are involved in securing the infrastructure.

These three components— authentication, encryption, and integrity— are key to securing the Cisco SD-WAN
rlay network infrastructure.
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Security Provided by NAT Devices

vSomi vSmart

The topics on Control Plane Security Overview and Data Plane Security Overview examine how authentication,
encryption, and integrity are implemented throughout the Cisco SD-WAN overlay network. The security
discussion refers to the following illustration o f the components ofthe Cisco SD-WAN network— the vSmart
controller, the vBond orchestrator, and the routers. The connections between these devices form the control
plane (in orange) and the data plane (in purple), and it is these connections that need to be protected by
appropriate measures to ensure the security of the network devices and all network traffic.

Security Provided by NAT Devices

While the primary purpose of NAT devices is to allow devices with private IP addresses in a local-area network
(LAN) to communicate with devices in public address spaces, such as the Internet, NAT devices also inherently
provide a level of security, functioning as hardware firewalls to prevent unwanted data traffic from passing
through the routers and to the LAN networks in the service-side networks connected to the router.

To enhance the security at branch sites, you can place the router behind aNAT device. The router can interact
with NAT devices configured with the following Session Traversal Utilities for NAT (STUN) methods, as
defined in RFC 5389 :

 Full-cone NAT, or one-to-one NAT—This method maps an internal address and port pair to an external
address and port. Any external host can send packets to LAN devices behind the router by addressing
them to the external address and port.

» Address-restricted cone NAT, or restricted-cone NAT— This method also maps an internal address and
port to and external address and port. However, an external host can send packets to the internal device
only if the external address (and any port at that address) has received a packet from the internal address
and port.

» Port-restricted cone NAT— This method is a stricter version of restricted-cone NAT, in which an external
host can send packets to the internal address and port only ifthe external address and port pair has received
a packet from that internal address and port. The external device must send packets from the specific
port to the specific internal port.

« Symmetric NAT— With this method, each request from the same internal IP address and port to an
external IP address and port is mapped to a unique external source IP address and port. I fthe same internal
host sends a packet with the same source address and port but to a different destination, the NAT device
creates a different mapping. Only an external host that receives a packet from an internal host can send
a packet back. The routers support symmetric NAT only on one side of the WAN tunnel. That is, only
one of the NAT devices at either end of the tunnel can use symmetric NAT. When a router operates *4,
behind a NAT device running symmetric NAT, only one of the NAT devices at either end of the tunnel
can use symmetric NAT. The router that is behind a symmetric NAT cannot establish a BFD tunnel with
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Security for Connections to External Devices

a remote router that is behind a symmetric NAT, an address-restricted NAT, or a port-restricted NAT.
To allow a router to function behind a symmetric NAT, you must configure the vManage and vSmart
controller control connections to use TLS. DTLS control connections do not work through a symmetric
NAT

Security for Connections to External Devices

Cisco SD-WAN routers can use the standards-based Internet Key Exchange (IKE) protocol when establishing
IPsec tunnels between adevice within the overlay network and adevice that is. external to the overlay network,
such as a cloud-hosted service or a remote user. The Cisco SD-WAN software supports IKE version 2, which
performs mutual authentication and establishes and maintains security associations (SAs). IPsec provides
confidentiality, data integrity, access control, and data source authentication for the traffic being exchanged
over the IPsec tunnel.

Control Plane Security Overview

The control plane of any network is concerned with determining the network topology and defining how to
direct packets. In a traditional network, the control plane operations of building and maintaining routing and
forwarding tables and directing packets towards their destination are handled by routing and switching
protocols, which typically offer few or no mechanisms for authenticating devices or for enciypting routing
updates and other control information. In addition, the traditional methods for providing security are highly
manual and do not scale. As examples, certificates are typically installed manually rather than in an automated
fashion, and using preshared keys is not a very secure approach for providing device security.

The Cisco SD-WAN control plane has been designed with network and device security in mind. The foundation
ofthe control plane is one oftwo security protocols derived from SSL (Secure Sockets Layer)—the Datagram
Transport Layer Security (DTLS) protocol and the Transport Layer Security (TLS) protocol. The vSmart
controller, which is the centralized brain of the Cisco SD-WAN solution, establishes and maintains DTLS or
TLS connections to all Cisco SD-WAN devices in the overlay network: to the routers, the vBond orchestrators,
to Cisco vManage, and to other vSmart controllers. These connections carry control plane traffic. DTLS or
TLS provides communication privacy between Cisco SD-WAN devices in the network, using the Advanced
Encryption Standard (AES-256) encryption algorithm to encrypt all control traffic sent over the connections.

The privacy and encryption in the control plane offered by DTLS and TLS provide a safe and secure foundation
for the other two security components, authentication and integrity. To perform authentication, the Cisco
SD-WAN devices exchange digital certificates. These certificates, which are either installed by the software
or hard-coded into the hardware, depending on the device, identify the device and allow the devices themselves
to automatically determine which ones belong in the network and which are imposters. For integrity, the
DTLS or TLS connections run AES-256-GCM, a cryptographic secure hash algorithm which ensures that a
control and data traffic sent over the connections has not been tampered with. ,
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. DTLS and TLS Infrastructure

The following are the control plane security components, which function in the privacy provided by DTLS
or TLS connections:

* AES-256-GCM algorithm provides encryption services.
« Digital certificates are used for authentication.

*« AES-256-GCM is responsible for ensuring integrity.

DTLS and TLS Infrastructure

Security protocols derived from SSL provide the foundation for the Cisco SD-WAN control plane infrastructure.

The first is the DTLS protocol, which is a transport privacy protocol for connectionless datagram protocols
such as UDP, provides the foundation for the Cisco SD-WAN control pjane infrastructure. It is based on the
stream-oriented Transport Layer Security (TLS) protocol, which provides security for TCP-based traffic.
(TLS itselfevolved from SSL.) The Cisco SD-WAN infrastructure design uses DTLS running over UDP to
avoid some of the issues with TCP, including the delays associated with stream protocols and some security

% issues. However, because UDP performs no handshaking and sends no acknowledgments, DTLS has to handle
possible packet re-ordering, loss of datagrams, and data larger than the datagram packet size.

The control plane infrastructure can also be configured to run over TLS. This might be desirable in situations
where the protections of TCP outweigh its issues. For example, firewalls generally offer better protection for
TCP servers than for UDP servers.

The Cisco SD-WAN software implements the standard version of DTLS with UDP, which is defined in RFC
6347. DTLS for use with other protocols is defined in anumber of other RFCs. For TLS, the Cisco SD-WAN
software implements the standard version defined in RFC 5246.

Bonier

In the Cisco SD-WAN architecture, the Cisco SD-WAN devices use DTLS or TLS as a tunneling protocol,
which is an application-level (Layer 4) tunneling protocol. When the vSmart controllers, vBond orchestrators,
Cisco vManages, and routers join the network, they create provisional DTLS or TLS tunnels between them
as part of the device authentication process. After the authentication process completes successfully, the
provisional tunnels between the routers and vSmart controllers, and those between the vBond orchestrators
and vSmart controllers, become permanent and remain up as long as the devices are active in the network. It
is these authenticated, secure DTLS or TLS tunnels that are used by all the protocol applications running on
the Cisco SD-WAN devices to transport their traffic. For example, an OMP session on a router communicates
with an OMP session on a vSmart controller by sending plain IP traffic through the secure DTLS or TLS
tunnel between the two devices. The Overlay Management Protocol is the Cisco SD-WAN control protocol »
used to exchange routing, policy, and management information among Cisco SD-WAN devices, as described

in Overlay Routing Overview.
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Control Plane Authentication

A Cisco SD-WAN daemon running on each vSmart controller and router creates and maintains the secure
DTLS or TLS connections between the devices. This daemon is called vdaemon and is discussed later in this
article. After the control plane DTLS or TLS connections are established between these devices, multiple
protocols can create sessions to run and route their traffic over these connections— including OMP, Simple
Network Management Protocol (SNMP), and Network Configuration Protocol (Netconf)—without needing
to be concerned with any security-related issues. The session-related traffic is simply directed over the secure
connection between the routers and vSmart controllers.

Control Plane Authentication

The Cisco SD-WAN control plane uses digital certificates with 2048-bit RSA keys to authenticate the Cisco
SD-WAN routers in the network. The digital certificates are created, managed, and exchanged by standard
components of the public key infrastructure (PKI):

* Public keys— These keys are generally known.

* Private keys— These keys are private, They reside on each Cisco SD-WAN router and cannot be retrieved
from the router.

« Certificates signed by a root certification authority (CA)— The trust chain associated with the root CA
needs to be present on all Cisco SD-WAN router.

In addition to standard PKI components, the Cisco SD-WAN router serial numbers and the router chassis
numbers are used in the authentication processes.

Let’s first look at the PKI components that are involved in router authentication. On vEdge 100, 1000, and
2000 routers, the public and private keys and the certificates are managed automatically, by a Trusted Board
ID chip that is built into the router. For vEdge 5000, instead of a Trusted Board ID chip, a Trusted Platform
Module (TPM) is used. When the routers are manufactured, this chip is programmed with a signed certificate.
This certificate includes the router’s public key, its serial number, and the router’s private key. When the routers
boot up and join the network, they exchange their certificates (including the router’s public key and serial
number) with other Cisco SD-WAN routers as part of the router authentication process. Note that the router™
private key always remains embedded in the router's chip, and it is never distributed, nor can it ever be retrieve<
from the router. In fact, any brute-force attempt to read the private key causes the chip to fail, thereby disabling
all access to the router. «

For vSmart controllers, vBond orchestrators, and Cisco vManage systems, the public and private keys and

the certificates are managed manually. When you boot these routers for the first time, the Cisco SD-WAN~”-.
software generates a unique private key-public key pair for each software image. The public key needs to b
signed by the CA root. The network administrator then requests a signed certificate and manually installs it
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Control Plane Authentication

To augment these standard PKI components, the Cisco SD-WAN software uses the router serial numbers in
performing automatic router authentication. Specifically, it uses the router and vSmart serial numbers and the
router chassis numbers. When a batch of routers is shipped, the manufacturer sends a text file that lists the
serial*numbers o f the routers and the corresponding chassis numbers. For the vSmart controllers, when the
network administrator receives the signed certificate, they should extract the serial numbers from the certificates
and place them into a single text file, one serial number per line. Then the network administrator manually
installs these two files. The file received from the manufacturer that lists all valid router serial and chassis
numbers is uploaded and installed on vSmart controllers. Both the authorized serial number file and the file
listing the vSmart serial numbers are uploaded and installed on vBond orchestrators. Then, during the automatic
authentication process, as pairs of devices (routers and controllers) are establishing DTLS control connections,
each device compares the serial numbers (and for routers, the chassis numbers) .to those in the files installed
on the router. A router allows a connection to be established only if the serial number or serial-chassis number
combination (for a router) matches.

You can display the installed vSmart authorized serial numbers using the show control valid-vsmarts
command on a vSmart controller or a router and the show orchestratdr valid-vsmarts command on a vBond
orchestrator. You can also run show sdwan control valid-vsmarts on Cisco 10S XE SD-WAN devices. You
can display the installed router authorized serial and chassis number associations using the show control
vaiid-vedges command on a vSmart controller and the show orchestrator valid-devices command on a
vBond orchestrator

Now, let's look at how the PKI authentication components and the router serial and chassis numbers are used
to authenticate router on the Cisco SD-WAN overlay network. When vSmart controllers, vBond orchestrators,
and routers first boot up, they establish secure DTLS or TLS connections between the vSmart controllers and
the routers. Over these connections, the devices authenticate each other, using the public and private keys,
the signed certificates, and the routers serial numbers and performing a series of handshake operations to
ensure that all the devices on the network are valid and not imposters. The following figure illustrates the key
and certificate exchange that occurs when the Cisco SD-WAN devices boot. For details about the authentication
that occurs during the bringup process, see Bringup Sequence of Events.
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Control Plane Encryption

Control plane encryption is done by either DTLS, which is based on the TLS protocol, or TLS. These protocol
encrypt the control plane traffic that is sent across the connections between Cisco SD-WAN devices to validate
the integrity ofthe data. TLS uses asymmetric cryptography for authenticating key exchange, symmetric
encryption for confidentiality, and message authentication codes for message integrity.

A single Cisco SD-WAN device can have DTLS or TLS connections to multiple Cisco SD-WAN devices, \
so vdaemon creates a kernel route for each destination. For example, a router would typically have one kerne
route, and hence one DTLS or TLS connection, for each vSmart controller. Similarly, a vSmart controller \
would have one kernel route and one DTLS or TLS connection for each router in its domain.
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Control Plane Integrity

The Cisco SD-WAN design implements control plane integrity by combining two security elements: SHA-1
or SHA-2 message digests, and public and private keys.

SHA-1 and SHA-2 are cryptographic hash functions that generate message digests (sometimes called simply
digests) for each packet sent over a control plane connection. SHA-1 generates a 160-bit message digest.
SHA-2 is a family that consists of six hash functions with digests that are 224,256,384, or 512 bits. The
receiver then generates a digest for the packet, and if the two match, the packet is accepted as valid. Both
SHA-1 and SHA-2 allow verification that the packet's contents have not been tampered with.

The second component of control plane integrity is the use of public and private keys. When a control plane
connection is being established, a local Cisco SD-WAN device sends a challenge to a remote device. The
remote device encrypts the challenge by signing it with its private key, and returns the signed challenge to
the local device. The local device then uses the remote device's public key to verify that the received challenge
matches the sent challenge.

Then, once a control plane connection is up, keys are used to ensure that packets have been sent by a trusted
host and were not inserted midstream by an untrusted source. The authenticity of each packet is verified
through encryption and decryption with symmetric keys that were exchanged during the process o f establishing
the control connection.

Data Plane Security Overview

The data plane ofany network is responsible for handling data packets that are transported across the network.
(The data plane is also sometimes called the forwarding plane.) In a traditional network, data packets are
typically sent directly over the Internet or another type ofpublic IP cloud, or they could be sent through MPLS
tunnels. If the routers in the Cisco SD-WAN overlay network were to send traffic over a public IP cloud, the
transmission would be insecure. Anyone would be able to sniff the traffic, and it would be easy to implement
various types of attacks, including man-in-the-middle (MITM) attacks.

The underlying foundation for security in the Cisco SD-WAN data plane is the security of the control plane.
Because the control plane is secure—all devices are validated, and control traffic is enciypted and cannot be
tampered with—we can be confident in using routes and other information learned from the control plane to
create and maintain secure data paths throughout a network o f routers.

The data plane provides the infrastructure for sending data traffic among the routers in the Cisco SD-WAN
overlay network. Data plane traffic travels within secure Internet Security (IPsec) connections. The Cisco
SD-WAN data plane implements the key security components of authentication, encryption, and integrity in
the following ways:

oC
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1Authentication— As mentioned above, the Cisco SD-WAN control plane contributes the underlying
infrastructure for data plane security. In addition, authentication is enforced by two other mechanisms:

In the traditional key exchange model, the vSmarts sends IPsec encryption keys to each edge device®

[MHOCOMLU
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In the pairwise keys model, the vSmart sends Diffie-Hellman public values to the edge devices and
they generate pairwise IPsec encryption keys using ECDH and a P-384 curve. For more information,

see Pairwise Keys.

« By default IPsec tunnel connections use a modified version of the Encapsulating Security Payload
(ESP) protocol for authentication on IPsec tunnels.

*Encryption— A modified version o f ESP protects the data packet's payload. This version ofthe protocol
also checks the outer IP and UDP headers. Hence, this option supports an integrity check of the packet
similar to the Authentication Header (AH) protocol. Data enciyption is done using the AES-GCM-256
cipher.

« Integrity— To guarantee that data traffic is transmitted across the network without being tampered with,
the data plane implements several mechanisms from the IPsec security protocol suite:

« A modified version of the ESP protocol encapsulates the payload of data packets.

* The modified version of ESP uses an AH-like mechanism to check the integrity ofthe outer IP and
UDP headers. You can configure the integrity methods supported on each router, and this information
is exchanged in the router's TLOC properties. Iftwo peers advertise different authentication types,
they negotiate the type to use, choosing the strongest method.

« The anti-replay scheme protects against attacks in which an attacker duplicates encrypted packets.

Data Plane Authentication and Encryption

During the bringup of the overlay, the Cisco vSmart Controller establishes the information for edge routers
to send data to each other. However before a pair of routers can exchange data traffic, they establish an IPsec
connection between them, which they use as a secure communications channel. Since the Cisco vSmart
Controller has authenticated the devices, the devices do not further authenticate each other.

Control plane communications have allowed the edge device to have enough information to establish IPsec
tunnels. Edge devices simply send data through the tunnels. There is no authentication step.

In a traditional IPsec environment, key exchange is handled by the Internet Key Exchange (IKE) protocol.
IKE first sets up secure communications channels between devices and then establishes security associations
(SAs) between each pair of devices that want to exchange data. IKE uses a Diffie-Hellman key exchange
algorithm to generate a shared key that encrypts further IKE communication. To establish SAs, each device
(n) exchanges keys with every other device in the network and creates per-pair keys, generating a unique key
for each remote device. This scheme means that in a fully meshed network, each device has to manage n2key
exchanges and (n-1) keys. As an example, in a 1,000-node network, 1,000,000 key exchanges are required to
authenticate the devices, and each node is responsible for maintaining and managing 999 keys.

The discussion inthe previous paragraph points out why an IKE-style key exchange does not scale as network
size increases and why IKE could be a bottleneck in starting and in maintaining data exchange on a large
network:
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Data Plane Authentication and Encryption

The Cisco SD-WAN implementation of data plane authentication and encryption establishes SAs between
each pair of devices that want to exchange data, but it dispenses with IKE altogether. Instead, to provide a
scalable solution to data plane key exchange, the Cisco SD-WAN solution takes advantage of the fact that
the D1J.S control plane connections in the Cisco SD-WAN overlay network are known to be secure. Because
the Cisco SD-WAN control plane establishes authenticated, encrypted, and tamperproof connections, there
is no need in the data plane to set up secure communications channels to perform data plane authentication.

In the Cisco SD-WAN network for unicast traffic, data plane encryption is done by AES-256-GCM, a
symmetric-key algorithm that uses the same key to encrypt outgoing packets and to decrypt incoming packets.
Each router periodically generates an AES key for its data path (specifically, one key per TLOC) and transmits
this key to the vSmart controller in OMP route packets, which are similar to IP route updates. These packets
contain information that the vSmart controller uses to determine the network topology, including the router's
TLOC (atuple of the system IP address and traffic color) and AES key. The vSmart controller then places
these OMP route packets into reachability advertisements that it sends to the other routers in the network. In
this way, the AES keys for all the routers are distributed across the network. Even though the key exchange
is symmetric, the routers use it in an asymmetric fashion. The result is bsimple and scalable key exchange
process that uses the Cisco vSmart Controller.

In Cisco SD-WAN Release 19.2.x and Cisco 10S XE SD-WAN Release 16.12.x onwards, Cisco SD-WAN
supports IPSec pairwise keys that provide additional security. When IPSec pairwise keys are used, the edge
router generates public and private Diffie-Hellman components and sends the public value to the vSmart for
distribution to all other edge devices. For more information, see IPSec Pairwise Keys Overview

For multicast traffic, data plane encryption is done by AES-256-CBC with SHA1-HMAC.
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If control policies configured on a vSmart controller limit the communications channels between network
devices, the reachability advertisements sent by the vSmart controller contain information only for the routers
that they are allowed to exchange data with. So, a router learns the keys only for those routers that they are
allowed to communicate with.

To further strengthen data plane authentication and encryption, routers regenerate their AES keys aggressively
(by default, every 24 hours). Also, the key regeneration mechanism ensures that no data traffic is dropped
when keys change.

In the Cisco SD-WAN overlay network, the liveness of SAs between router peers is tracked by monitoring

BFD packets, which are periodically exchanged over the IPsec connection between the peers. IPsec relays

the connection status to the vSmart controllers. If data connectivity between two peers is lost, the exchange
ofBFD packets stops, and from this, the vSmart controller learns that the connection has been lost.

The'lPsec software has no explicit SA idle timeout, which specifies the time to wait before deleting SAs
associated with inactive peers. Instead, an SA remains active as long as the IPsec connection between two
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routers is up, as determined by the periodic exchange o f BFD packets between them. Also, the frequency with
which SA keys are regenerated obviates the need to implement an implicit SA idle timeout.

In summary, the Cisco SD-WAN data plane authentication offers the following improvements over IKE:
*

» Because only n +1 keypaths are required rather than the n2required by IKE, the Cisco SD-WAN solution
scales better as the network grows large.

« Keys are generated and refreshed locally, and key exchange is performed over a secure control plane.

Data Plane Integrity

The following components contribute to the integrity of data packets in the Cisco SD-WAN data plane:

* ESP, which is a standard IPsec encryption protocol, protects (via encryption and authentication) the inner
header, data packet payload, and ESP trailer in all data packets. The modifications to ESP also protect
the outer IP and UDP headers

Y « Modifications to ESP, which protect (via authentication) the outer IP and UDP headers. This mimics the
functionality ofthe AH protocol.

» Anti-replay, which is also part of the standard IPsec software suite, provides a mechanism to number all
data packets and to ensure that receiving routers accept only packets with unique numbers.

The first of these components, ESP, is the standard IPsec encryption protocol. ESP protects a data packet’s
payload and its inner IP header fields both by encryption, which occurs automatically, and authentication.
For authentication, ESP performs a checksum calculation on the data packet’s payload and inner header fields
and places the resultant hash (also called a digest) into a 12-byte HMAC-SHAL field at the end ofthe packet.
(A hash is a one-way compression.) The receiving device performs the same checksum and compares its
calculated hash with that in the packet. If the two checksums match, the packet is accepted. Otherwise, it is
dropped. In the figure below, the left stack illustrates the ESP/UDP encapsulation. ESP enciypts and
authenticates the inner headers, payload, MPLS label (if present), and ESP trailer fields, placing the
HMAC-SHAL1 hash in the ICV checksum field at the end of the packet. The outer header fields added by
ESP/UDP are neither encrypted nor authenticated.

A second component that contributes to data packet integrity is the modifications to ESP to mimic AH. This
modification performs a checksum that includes calculating the checksum over all the fields in the packet—the
payload, the inner header, and also all the non-mutable fields in the outer IP header. AH places the resultant
HMAC-SHA1 hash into the last field of the packet. The receiving device performs the same checksum, and
accepts packets whose checksums match. In the figure below, the center stack illustrates the encapsulation
performed by the modified version of ESP. ESP again enciypts the inner headers, payload, MPLS label (if
present), and ESP trailer fields, and now mimics AH by authenticating the entire packet— the outer IP and
UDP headers, the ESP header, the MPLS label (if present), the original packet, and the ESP trailer—and
places its calculated HMAC-SHA1 hash into the ICV checksum field at the end of the packet.

For situations in which data packet authentication is not required, you can disable data packet authentication
altogether. In this case, data packets are processed just by ESP, which encrypts the original packet, the MPLS
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Note that Cisco SD-WAN devices exchange not only the encryption key (which is symmetric), but also the
authentication key that is used to generate the HMAC-SHAL digest. Both are distributed as part ofthe TLOC
properties for a router.

Even though the IPsec connections over which data traffic is exchanged are secure, they often travel across
a public network space, such as the Internet, where it is possible for a hacker to launch a replay attack (also
called aman-in-the-middle, or MITM, attack) against the IPsec connection. In this type of attack, an adversary
tampers with the data traffic by inserting a copy of a message that was previously sent by the source. Ifthe
destination cannot distinguish the replayed message from a valid message, it may authenticate the adversary
as the source or may incorrectly grant to the adversary unauthorized access to resources or services.

As a counter to such attacks, the Cisco SD-WAN overlay network software implements the IPsec anti-replay
protocol. This protocol consists oftwo components, both ofwhich protect the integrity of a data traffic stream.
The first component is to associate sequence numbers with each data packets. The sender inserts a sequence
number into each IPsec packet, and the destination checks the sequence number, accepting only packets with
unique, non-duplicate sequence numbers. The second component is a sliding window, which defines a range
of sequence numbers that are current. The sliding window has a fixed length. The destination accepts only
packets whose sequence numbers fall within the current range ofvalues in the sliding window, and it drops
all others. A sliding window is used rather than accepting only packets whose sequence number is larger than
the last known sequence number, because packets often do not arrive in order.
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When the destination receives a packet whose sequence number is larger than the highest number in the sliding
window, it slides the window to the right, thus changing the range of valid sequences numbers it will accept.
This scheme protects against an MITM type of attack because, by choosing the proper window size, you can
ensure that if a duplicate packet is inserted into the traffic stream, its sequence number will either be within
the current range but will be a duplicate, or it will be smaller than the lowest current value of the sliding
window. Either way, the destination will drop the duplicate packet. So, the sequence nhumbering combined
with a sliding window provide protection against MITM type of attacks and ensure the integrity of the data
stream flowing within the IPsec connection.

t d— b H»

DI 10 20 30 40 50 60 7D 80 90 100
Sfcftng Window Size: 64

PacketNumber 65

RouteM PacketNumber 100 Router-2

Packet Number 10

Carrying VPN Information in Data Packets

A
S

For enterprise-wide VPNs, Cisco SD-WAN devices support MPLS extensions to data packets that are i
transported within IPsec connections. The figure to the right shows the location of the MPLS information in
the data packet header. These extensions provide the security for the network segmentation (that is, for the
VPNSs) that is needed to support multi-tenancy in a branch or segmentation in a campus. The Cisco SD-WAN
implementation uses IPsec UDP-based overlay network layer protocol encapsulation as defined in RFC 4023.
The security is provided by including the Initialization Vector (1V) at the beginning ofthe payload data in the
ESP header. The IV value is calculated by the AES-256 cipher block chaining (CBC). n

BROOAAAA . oo



Security Overview
arrying VPN Information in Data Packets



AreHuma 3a npesoau

ISO 9001:2000

Lloyd's Register Quality Assurance

OT aHrNMUhckKN es3nk

LLIa610HU



MpeBof OT aHIIMNCKN €3UK
LLla6noHK

M3non3eaiite ekpaHa LLlabnoHn, 3a ga KoHgurypupare Bcuukn Viptela yctpoiicTBa B Mpeykata 3a HacnarsaHe,
KouTo ce ynpasnsasart oT vManage NMS. 3a ga HanpaBsute ToBa:

1, Cb3paiTe WabnoH Ha ycTpoiicTso.

2. TMpukadyeTe ycTporicTBa Viptela KbM WabnoHa Ha ycrtpoiictsoTo.
Benexkka: 3a ga cb3gageTe u NpoOMeHUTe KOHgUrypaumsta Ha yCcTpoiCcTBOTO, M3nonssalite wabnoHu vManage ,
3aefHo C ApYyr1 ekpaHu, CBbp3aHn ¢ KoOHurypaumata B MeHioTata 3a KOchmrypau,m;LM

afMuUHUCTpMpaHe Ha vManage . He npomeHsaiiTe KOH(Mrypauuute ot nHTepdeiica Ha komaHaHus peg (CLI), ocBeH
aKo He CTe M3PUYHO yKa3aHu 3a TOoBa.

EnemMeHTN Ha ekpaHa

« [OpHa leHTa — OT/SIBO Ca MKOoHAaTa Ha MEHIOTO 3a pasluMpsiBaHe 1 CBUBaHe Ha MeEHHOTO vManage 1 UMeTo
Ha npogykTta vManage . BasicHo ca peauua MKOHM 1 NajalloTo MEHKO Ha NOTpebuTencknsa npodun.

= 3arnaBHa neHTa — BkouBa 3arnaBMeTo Ha ekpaHa, LLlabnoHu.
= Pasgen YctpoictBo — Chb3pgalite wabnoHu Ha yCTpoiicTBa 3a KOH(mryprpaHe Ha Viptela yctpoiictea.

° Magawo MeHo Cbhb3gaBaHe Ha WabnoH — KnnkHeTte, 3a ja cbhb3gageTe WabnoHM Ha YCTPOMCTBA OT LWAGMoOH Ha (hyHKUMS
mnn otCI.

° Tab6nuua c WabnoHU Ha yCTpocTBOTO — Tabimua Ha BCUYKY LIAGMOHN Ha YCTpoicTBa. 3a fa nogpeavte
KO/MOHWTE, MIb3HETE 3arnaBMeTo Ha KonoHaTta 10 XXenaHata nosuuys.

« Pazgen ®yHKuuss — Cb3gaiite WwabnoHn Ha YHKUUKM 3a KOHMIyprpaHe Ha coTyepHU yHKLMKN, KOUTO MOYKETe aa
akTmBupare Ha Viptela yctpoiictso.

° Mapawo mMeHto [lobaBsiHe Ha WabnoH — KvkHeTe, 3a ja cb3fgajeTe wabnoHn 3a yHKuuN.

° Tabnmuya ¢ wabnoHn ¢ QyHKuun — Tabamua ¢ BCUHKU LWAGMOHN Ha (hyHKUMK. 3a fja nogpeante KONoHUTe,
NAb3HETE 3arnaBMeTo Ha KooHaTa [0 »KenaHaTta nosuups.

* Tone 3a TbpCceEHE — BK/OYBA NaAaloTo MeHo OnuuMmn 3a TbpCeHe 3a HU3 OT ChAbpyKaHMe UNKn CbBNajeHne.
* lkoHa 3a 06HOBsIBaHe — K/MKHeTe, 3a fa OnpecHuTe gaHHUTe B Tabnuuara Ha yCTPOICTBOTO C Hal-aKTyanHUTe AaHHU

* JKoHa 3a NoKasBaHe Ha noneTa Ha Tabnuuata — KMKHeTe, 3a 4a NOKaXKeTe UM CKPUETE KOMIOHM OT Tabimuara Ha
ycTpolictBoTo. Mo nogpasérpaHe ce NoKasBaT BCUYKU KOJIOHU.
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Cb3pgaiTe WwabsioH Ha YCTPOWCTBO

HabnoH1TE Ha yCTPOICTBOTO ONPEeAENsT Mb/HaTa onepaTvMBHa KOH(Mrypauusi Ha yCTponcTBoTO. LLIabnoH Ha yCTpolicTBOTO

'e CbCTOM OT HAKO/KO LUabnoHa 3a (hyHKUMN. Beceku wabnoH Ha iyHKUMS onpegenst KoHpurypauysita 3a onpegeneHa

yHKums Ha codptyep Viptela.

Hsikou LLabnoHn 3a yHKLMM ca 3a4b/MHKUTENHW, 0603Ha4eHN CbC 3Be3auyKa (*), a apyrv ca He3agb/HKUTENHN. Beekn
3abMKUTENEH LWAGA0H Ha (yHKLMS U HAKOM OT HE3aAbMKUTENHMTE CbLLO MMaT LWabioH no nogpasbupaHe. 3a cothTyepHu
oyHKUMM, KOMTO MMaT habpryeH LabnoH no nogpasbupaHe, MoXeTe fa n3nonssare uim adpuyHna WabnoH no nogpasoupaHe
HapeuyeH Factory Default_feafare-na/neJTemplate) nnn mMoxkeTe ga cb3gagere WabnoH 3a nepcoHanmanpaHa qyHKUpS.

Cb3paiTe WabnoH HAa YCTPOMNCTBO OT WabioHN 382 PYHKLUN

3apa cb3gagerte WabnoH Ha YCTPOKCTBO:

1.

B pasgena YCTpoOWCTBO KIMKHETe BbpXy Cbh3jaBaHe Ha wabnoH.
OT nagawoTo MeHo Cb3jaBaHe Ha wabnoH nsbepete OT wabnoH 3a QyHKLMS.

OT nagawoTo MeHo Mojaen Ha ycTpoicTBOTO M36epeTe TMna yCTPOMCTBO, 3a KOeTo cb3jaBaTte wabnoHa. vManage NMS nokassa BCUYKM
wabnoHN Ha PyHKUMN 3a TO3W TUM YCTPONCTBO. HeobxogmmuTe WwabnoHn 3a PyHKUuM ce o603HavaBaTt CbhC 3Be3gnyka (*), a octaHanmTe
wabnoHn ca He3agbmkutenHun. WabnoHbT No nogpasbupaHe 3a Besika hyHKUMS e n3bpaH no nogpasbupaHe.

B noneto ViMe Ha wabnoHa BbBegeTe MMe 3a WwabnoHa Ha ycTpoiicTBOTO. ToBa None e 3afb/HKUTENHO M MOXe fja CbAbpXKa camo raBHU n”
Mankv 6yKBU, Lucpute ot 0 4o 9, TupeTa (-) 1 noguepTaBaHusa (J, He Moxe fja CbAbpXKa MHTEpPBAU UK <
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BCSIKAKBM JpPYry 3HALW.

5. B noneto OnucaHne BbBejeTe onucaHue 3a WabnoHa Ha YCTPOCTBOTO. TOBa Nofe e 3a4b/HKUTENHO Y MOXeE fja CbAbpiXKa BCAKAKBU
3HaUW 1 HTEpBanu.

6. 3apa BuguTE KOH(Urypaumata no nogpasbupaHe 3a WabnoH Ha GyHKLMs, n36epeTe XenaHus WabnoH 3a yHKUMS U LWpaKHeTe BbpXy
Mpernep Ha wabnoHa. KnnkHeTe Bbpxy OTKas, 3a Aia ce BbPHETe KbM eKpaHa Ha Lab6noHa 3a KoH(urypauyms.

7. 3apa cb3fjajeTte nepcoHanM3mpaH WabnoH 3a GyHKLMA, nsbepeTte xkenaHusa wabnoH 3a abpuyHM HacTpoiikM no nogpasbupaHe n KnukHete
Bbpxy Cb3haBaHe Ha WwabnoH. ®opmarta Ha WwabnoHa ce Nokasga. fopHaTta yacT Ha popMynsipa CbAbpyKa noneTa 3a UMeHyBaHe Ha
wabnoHa, a AonHaTa ChAbpXKa noneta 3a onpefensHe Ha napamMeTpuTe Ha XapaKTepuctTukure.

8. B noneto Vme Ha Wwa6noHa BbBefeTe UMe 3a WabnoH Ha thyHKLUKA. ToBa None e 3afbMKUTENHO 1 MOXe fia CbAbPXKa CaMO rMaBHU N Masku
6yksu, ungpute ot 0 go 9, TpeTa (-) 1 NnogyepTaBaHus He MOXe fia CbAbpXKa UHTEPBANU UAN LPYTN CUMBOAW.

9. B noneTo 3a onucaHue BbBEJETE ONMCAHUE Ha LWabnoHa ¢ (hyHKUMN. ToBA NOME € 3a4b/HKUTENHO U MOXeE [a CbAbpiKa BCAKAKBU 3HaLM
N UHTEpPBANN.

10. 3a BCSKO None BbBejeTe XenaHata CTOMHOCT. MoXe fia Ce HaNoXu Aa KIMKHeTe BbPXY pasgen Unm 3Hak natoc (+), 3a Aa ce nokakar JONbAHUTENHN
noneta.
q
11. Korato 3a NbpBM NbT OTBOPUTE WABGAOH 3a (DYHKLUS, 3a BCeKu napamMeTbp, KOITO MMa CTOMHOCT no nogpaséupaHe, 06xBaThbT € 3aajeH no
nogpasbupaHe (0603Ha4YeH c OTMeTKa) U ce NMoKa3Ba HacTpoikarta uiauM CToliHOCTTa no nogpasbupaHe. 3a ga NpomMeHuTe No nogpasbéupaHe
unn fa BbBejeTe CTolHOCT, KnMkHeTe BbpXY NajalloTo nosfe BASABO OT NONeTO 3a napameTbp U nsbepete eHO OT CnejHuTe:
MapameTbp
o06xBat O6xBat OnucaHune

yCTpOﬁCTBO N3nonsBalite cneu,mqwqua 3a yCTpOVICTBOTO CTOMHOCT 3a napametbpa. 3a CI'IeLWIfbVILIHVI 3a yCTpOVICTBOTO napamMmeTpn He MoxxeTte

CI'IeLI,I/I(*)I/I'-IH CTOMHOCT B WabnoH 3a PpyHKUusA. Bue BbBeXxjaTe CTOMHOCTTa, Korato npukauute Vintelaycrpoictso kum yctpoiictso

(nocoyeHo  WwabnoH.

OT UKOHa Korato KnukHeTe Bbpxy CneunduryHo 3a YCTpolicTBO, ce oTBaps noneto BbBegeTe Kiou. ToBa Nose nokassa K4, KOWTo e

Ha XO0cCT) YHUKaneH H13, KOMTo naeHtuguumnpa napamerspa BbB CSV ¢aiin, Kolito cb3gasarte. To3u ¢alin e Tabnuua B Excel, kosato

CcbAbpyKa Mo egHa KONOHa 3a BCEKM KNto4v. PeAbT'Ha 3arnaskarta Cbibp)ka MMeHaTa Ha KitovoBeTe (€AWH KoY Ha KONoHa) U
BCEKW pef cnef ToBa CbOTBETCTBA Ha YCTPOWCTBO U onpejens CTOMHOCTUTE Ha KnaBuliUTe 3a ToBa yCTpolicTBO. Bue
kayeTe CSV chalina, korato npmkaumte yctpoiicteo Viptela kbm WwabnoH Ha ycTpolicTBO. 3a noBeye MHOpMaLUs BUXKTE

Cb3naliTe eneKTpoHHa Tabanua c NPOMeHINBY 3a LWaGIoHU.
3a ja npomeHuTe Kouya no nogpasbupaHe, BbBEAETE HOB HU3 1 NpeMecTeTe Kypcopa OT nofneto BbBegerte Kitou.

MpvMepy 3a cneyuduyHn 3a yCTPOICTBOTO NapameTpum ca CUCTEMHUAT IP agpec, UMeTo Ha xocTa, GPS MecTononoXeHneTo u
NAEHTUDMKALVMOHHNASA HOMEP Ha caiiTa.

rno6anHo BbBegeTe CTOMHOCT 3a napameTbpa v ro NpunoXeTe KbM BCUYKU YCTpOCTBA.

(o603HauveHo
C WKOHa Ha

MpviMepu 3a napameTpu, KOUTO GUXTEe MOIM 4a NPUNOXWUTe FNo6anrHO KbM rpyna yctpoiicTBa ca DNS cbpBbp, syslog

cbpBbP U MTU Ha nHTepdeiic

rnobyc)
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13.

14.

KnnkHeTe BbpXy 3anassaHe.

MoBTopeTe cTbNKK 7 f0 12, 3aja cb3hajeTe NepcoHaIM3NpaH Wa6GIoH 3a BesKa AONbAHUTENHA (PYHKUMS Ha codTyepa. 3a NoApo6HOCTM
OTHOCHO Cb3JaBaHETO Ha WabNoHN 3a cneyuduuHn QYHKLUM BUXKTE WwabnoHuTte, n3époesn B HaMuHM WAaBNOHN 33 ¢ yukuwnn.

KnukHeTe Bbpxy Chb3faBaHe. loBUAT KOH(UrypaunoHeH Wa6noH ce nokassa B Ta6nnuarta Ha WwabnoHa Ha ycTpoiictsoTo. Mpadata
La6noHn 3a pyHKUUM Noka3Ba 6pos Ha WabnoHMTe Ha (hyHKLUKU, KOUTO ca BKIOYEHU B LIa6nioHa Ha YCTPOMCTBOTO, a KonoHata Bug
nokassa ,,PyHKUMA®, 32 4a NOCo4M, Ye WabNoHBT HA YCTPONCTBOTO € Cb3fafeH OT KONeKUMsi OT WabnoHn Ha hyHKLMN.

[pyr HauvH 3a cb3jaBaHe Ha LWabNoHM Ha ycTpolicTBa OT WabnoHu Ha (PYHKUMM e MbpBO Aa Cb3fafjeTe eiuH WM NoBeye NnepcoHanm3upaHmn

wabnoHn 3a yHKUUM U CNej ToBa Aa cb3gageTe WabnoHu Ha ycTpoicTea. MoxeTe fa cb3jafeTe HSAKOMKO WwabnoHa 3a egHa v cbla PyHKums.

3a CNUCHK Ha WabnoHn 3a PYHKLMKN BX. HannuHn wabnoHn 3a @ yrkumu.

10.

11.

OT 3arnaBHaTa eHTa Ha wabnoHute usbepete PyHKUUS.
KnnkHeTe Bbpxy flo6aBsHe Ha WwWabnoH.

B neBus npo3opel, oT /36epeTe YCTpoiicTBO n3bepeTe Tvna ycTpoicTBO, 3a KOETO cb3jaBate Wabn6H. MoxeTe ga Cb3fafeTe efuH WabnoH
3a (hyHKLMM 32 (yHKLUM, KOUTO Ca LOCTLMHU Ha HAKO/MKO TUna ycTpoiicTBa. TpsibBa obaue fa cb3fazeTe OTAENHUW LWAGNOHN Ha (DYHKLMK 3a
COTyepHN (hyHKLMM, KONTO Ca JOCTLMHU Camo 3a TUna ycTpoiicTBO, KOeTo KoHburypupare.

B gecHuna npo3opey nsbepete wabnoH 3a gyHkuua. dopmara Ha wabnoHa ce nokassa. [opHarta 4yacT Ha hopmynapa Cbabpyka noneta 3a
nMeHyBaHe Ha WwabnoHa, a jonHata CbAbp>Ka noneta 3a onpejensHe Ha Heobxognmute napameTpu. AKO PyHKLMATA UMa
He3aJb/HKUTENHN napamMeTpu, B oNHaTa YacT Ha hopmarta Ha wabnoHa ce nokassa 3HaK NAtoc (+) cnep 3afb/HKUTENHUTE NnapameTpu.

B noneto Mme Ha wabnoHa BbBejeTe UMe 3a WAGA0H Ha (yHKUMA. ToBa none e 3afb/HKUTENHO N MOXe ja CbAbpXKa CaMo rMaBHU N Manku
6ykBu, ungpute ot 0 go 9, Tupeta (-) n nogyeptaBaHua (_). He Moxke ga cbabp>ka MHTEPBaNN UM PYrM CUMBOMN.

B noneto 3a onucaHue BbBeJETE OnucaHue Ha WabnoHa ¢ pyHKUMKN. ToBa Nefe e 3a4bMKUTENHO U MOXe [a CbAbpyKa BCAKAKBM 3HALM

n nHTEepBanun.

3a Bceku HeobXoaum napamMeTbp nsbepete enaHata CTOMHOCT U, ako e NPUIoXKUMO, nsbepete o6xBara Ha napameTtspa. M3bepete
o6xBaTa OT NajalloTo MEeHIO BASBO OT MOMETO CbC CTOMHOCT Ha BCEKV napamMeTbp

KnmkHeTe 3HaKbT (+) NO-gony noj HeobxofmmuTe napamMmeTpu, 3a ja 3ajafjeTe CTOMHOCTUTE Ha He3aAb/HKUTeNHUTe napamMmeTpu.
KnukHeTte BbpXy 3ana3saHe.
MoBTOpeTe CTbNKM OT 2 A0 9 3a BCEKV JONbAHUTENEH WabnoH 3a PyHKUWA, KOWTO uckate ga cb3gageTe.

OT 3arnaBHaTa neHTa Ha WwabnoHute nsbepete YCTpoiicTso.



15. B noneTto OnucaHue BbBeAeTe onvcaHve 3a LWabnoHa Ha YCTPoiicTBOTo. ToBa Mnone e 3aab/MKUTENHO Y MOXE Aa
CbAbPXKa BCSKAKBY 3HALM 1 UHTEPBAN.

16. 3a ga Bugute KoHpurypaumsita no nogpasbupaHe 3a WwWabnoH Ha QyHKLUMS, n3bepeTe >KenaHus WabnoH 3a
(byHKUMA 1 WpakHeTe Bbpxy Mperneg Ha wabnoHa. KnnkHeTe Bbpxy OTKas, 3a fja ce BbpHETe KbM eKpaHa Ha
wabnoHa 3a KoHurypaumsi.

17. 3a ga usnonssarte KOHhuUrypaumstTa no nogpasoupaHe, KnmkHete BbpXy Cb3gaii, 3a a cb3gajeTe wabnoHa Ha
YCTPOICTBOTO. HOBUMAT Wab10H Ha yCTPOMCTBOTO Ce NMokasea B Tabnmuarta Ha wabnoHa Ha yCTpoicTBoTo. Mpadata
LLlabnoHun 3a doyHKUMM nokasea 6posi Ha WabnoHnTe Ha hyHKUMM, KOUTO ca BKIKOYEHW B LWAbAOHA Ha YCTPOMCTBOTO, a
KonoHaTta Bug nokassa ,,®yHKUMA®, 3a fa Nocouu, Ye WabNoHbT Ha YCTPOMCTBOTO € Cb3aAeH OT KONeKUuusi OT
WabnoHU Ha PyHKLMN.

18. 3a ja NpomMeHuTe KOHUrypaumoHHaTa KoHgpurypaums no nogpasbupaHe, nsbeperte wabnoHa Ha yHKUMMTE, 3a
KOITO He XKenaeTe ga m3nonssate adpuyHus WwabnoH no nogpasdupade. OT najawms CAMCbK Ha HaIMYHUTE
WabnoHn Ha yHKUMM n3bepeTe WabnoH 3a QIyHKUMS, KOUTO CTe Cb3ganu.

A19. TMosTopeTe cTbnka 18 3a Bceku WabnoH 3a hyHKUUM No nogpasdurpaHe, KOTO Uckate ga npoMeHuTe.

20. KnukHeTe Bbpxy Cb3gaBaHe. HOBUAT KOHGMrypaLmoHeH LwabnoH ce nokasea B TabanuyaTta Ha wabnoHa Ha
ycTpoiicTBoTo. Mpagata LabnoHn 3a hyHKLMM NoKa3Ba 6post Ha LWabnoHUTe Ha MYHKUUW, KOUTO ca BKIKOYEHU B
wabnoHa Ha yCTpOICTBOTO, a KonoHata Bug nokasea ,,OyHKUMS®, 3a fa nocouun, ye WabnoHbT Ha YCTPOCTBOTO e
Cb3JafleH OT Konekums oT WabnoHn Ha hyHKUMN.

Cb3paiite WabnoH Ha yctpoicTtso oT CLI

3a ga cb3gagerte wabnoH Ha YCTPOMCTBO Ype3 BbBeXAaHe Ha KoHdurypauumsa B ctuna Ha CLI TekcT AMpeKkTHo
B vManage NMS:

1. B pasgena YCTpPOWCTBO KIMKHeTe Bbpxy Cb3AaBaHe Ha wabnoH.
2. OT nagawoto MeHio Cb3aaBaHe Ha WwabnoH nsbepete CLI wabnoH.
3. OT najaw,0To MeH Tun ycTponcTBO n3bepeTte Tnna ycTPONCTBO, 3a KOETO cb3jaBaTe wabnoHa.

4. B noneto Vime Ha Wwa6noHa BbBefeTe MMe 3a LWabnoHa Ha yCTPOKCcTBOTO. TOBa Mofe e 3a4b/HKUTENHO U MOXE ja CbAbpXKa CaMo MaBHU U1
Maniku 6ykBu, uudpute ot 0 4o 9, TMpeTa (-) 1 nogdyeptaBaHusa (_). He Moxe fa CbAbpXXa UHTEPBanM UKW APYrv CUMBOIN.

5. B noneto OnucaHue BbBejeTe onucaHue 3a wabnoHa Ha yCTpOVICTBOTO. ToBa none e 3aAb/MHKNTENHO M MOXe fla CbAbpXKa BCAKaKBU
3Hauu n nHtepesann.

6. B noneto CLI KoHgurypauus BbBefeTe KOH(pUrypaumsita Uiy Karo ro Hanuwiete, U3pexere v noctaBute Uam Kauute daiin.

7. 3apja npeobpasysare jeiicTBUTENHA CTOMHOCT Ha KoHUrypauus B npoMeHnnBa, nsbepete ctoiiHocTTa 1 KnmkHeTe Bbpxy Cb3gali
npomeHmea. BoBegeTte umeTo Ha npomeHnmeata n KnmkHeTe BbpXxy Cb3gaBaHe Ha npoMeHinMBa. MoxeTe CblUo Taka fa BbBejeTe MMeTo ,
Ha NpoMeHnMBarta AMpeKTHO BbB opmarta {{variable-name}}; Hanpumep, {{hostname}}.

8. KnukHeTe Bbpxy [jo6aBsHe. HOBMSAT WabnoH Ha YCTPOMCTBOTO Cce Nokassa B Tabnnuarta Ha LWwabnoHa Ha ycTpoicTBoTO. Mpadarta ®yHKLMsA
.Templates noka3sa 6pos Ha WabnoHUTe Ha PyHKLMK, KOUTO ca BKNIOYEHW B LWabnoHa Ha WWa6noHwn , a konoHarta Type nokassa ,,CLI", 3a ga



PefakTnpaHe Ha wwab/oH

1 B pasgena YCTpOMUCTBO unm PyHKUMA n3bepeTte LLabnoH.

2. KnukHeTte Bbpxy MKoHata Owe*aeiicTBus BASCHO Ha peaa v KIMKHETe Bbpxy PefjakTupaHe.

Mpernen Ha WabnoH

1. B pasgena YCTpoMCTBO nnn OyHKUUS n3bepeTe LabnoH.

2. KnukHeTe Bbpxy MKoHaTta Oule geiicTBus BASACHO Ha peja u KnvkHeTe Bbpxy MNpernea.

N3TpuiTe WwaboH

~1. B pasgena YCTpoOMCTBO nam OyHKUmS nlbepete LwabnoH.
2. KnukHeTe Bbpxy nkoHata Olle aeicTBus BAACHO Ha pepa u KnnkHeTe Bbpxy V3TprBaHe.

3. KnukHete Bbpxy OK, 3a ga noTBbpAUTe U3TPMBAHETO Ha LWabnoHa.

Mpernen Ha WabnoHW Ha YCTPOWCTBA, NMPUKAYEHN KbM LIAG/I0H 3a (OYHKLNSA

1 B pa3sgena ®yHkums nsbepete LIabNOH.
2. KnukHeTe BbpXy MKoHata Oule fecTBMA BAACHO Ha pega 1 KnnkHeTe Bbpxy MoKaku npukadeHn WwabnoHn Ha yCTpoiicTBa.

OTBaps ce m3ckavawmsT nposopel MNpernes Ha WwWabnoHM 3a NpUKaYeHo YCTPOMCTBO, NoKa3Ball MMeHaTa Ha
wabnoHNTe Ha YCTPOMCTBOTO, KbM KOUTO € NMpuKaveH WabnoHbT 3a yHKUUN.

Mpernep Ha ycTPOCTBA, NPUKAYEHN KbM LIAGMIOH HA YCTPOMCTBO

3a WwabnoH Ha YCTPOIACTBO, KOWTO CTe Cb3fany OT wabnoHn 3a yHKLMKU:

1 B pasgena YCTpONCTBO n3bepete Lab/oH.
2. KiuKHeTe BbpXy MKoHata Oule AeicTBUS BASICHO Ha pefa v KIMKHeTe Mpukayun ycTpoiicTea.

3. B npo3opeua MprkayBaHe Ha ycTpoiicTBa KiMkHeTe BbpXy pasgena lMNprkadeHn yCTponcTBa.

3a WwabnoH Ha YCTPOCTBO, KOWTO CcTe cb3fanu oT wabnoH Ha CLI:

1. B pasgena YpTponcTBo nsbepete LLaGNOH.

2. KmkHete BbPXY"3WLKYa Owe aeiicTBus BASCHO Ha peda v KMKHeTe Bbpxy MOKaky MpuKayeHn yCTpoicTea.
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N3BbpLIeTe onepaLui ¢ napanesiHn LaboHu

Ha pyTepute VEdge MoOXKeTe a M3BbpLUBATE ChLUUTE OnNepauvn napanenHo oT eanH unm
noeeuye vManage cbpBbpu. MOXKeTe fa U3BbpLUBATE CNeHUTE LLAGIOHU onepauyn napanesHo:

MprKayeTe yCTPONCTBa KbM LLIAGIOH Ha YCTPONCTBO
OTcTpaHeTe ycTpoiicTBara OT LWab/oH Ha YCTPOoACTBO

MpPOMEHETE CTOMHOCTUTE Ha MPOMEHMBUTE 3a LLAGIOH Ha YCTPOWMCTBO, KOETO MMa MPUKPENeHN KbM HEro ycTpoiicTea

3a onepauunTe C wabnoHn ce npunarar cnegHute npasuna:

KoraTo Lwab6/ioH Ha YCTPOIACTBO BeYe € MpuKadeH KbM YCTPOICTBO, MOXKETE fa MPOMEHUTE efyiH OT HEroBUTE LLIAGIOHN
Ha (oyHKUMK. Cnep ToBa, Korato KnvkHeTe BbpXy AKTyanmsupaHe » KoHgurypupaHe Ha YCTPOWCTBa, BCUHKM ApYTu
ornepauyn ¢ LWabnoHN — BK/HOUMTESNHO CBbP3BaHE Ha YCTPOICTBA, OTAENSHE Ha YCTPOIiCTBA U pefaKTupaHe Ha
CTOHOCTM Ha YCTPOICTBOTO — Ce 3aK/oUBaT Ha BCYYKU CbPBBbPU Ha vVManage , oKaro onepauysita 3a
aKTya/msvpaHe He 3aBbpLUM. ToBa 03HA4YaBa, Ye NoTpeduTen Ha Apyr vManage CbpBbp He MOXE fja M3BLpLLBA
H/KaKBY OrepaLm C LAG/IoH, JOKATO aKTyanmsauysta He 3aBbpLLM.

MoykeTe a M3BbLPLLBATE OMNepaLn 3a CBbp3BaHe 1 oTensHe Ha LabnoHW Ha YCTPOIiCTBA Ha pasnMyHN YCTPOICTBa,
OT eaVH WM roBeYe vManage CbpBbpY eAHOBPEMEHHO. AKO 0Gaue HsKOsi OT Te3U onepaLy Ce U3MbHABA Ha

efvH vManage CbpBbp, He MOXETE fja pejakTvpare WabnoHM 3a (hyHKLMM Ha KOITO 1 a € OT CbPBbpUTE, [oKaTo
ornepauusTa 3a NpyKauBaHe WM OTAENSHE He 3aBbPLLIN.

[MpuKayeTe yCTPOMCTBa KbM LWAbG/I0H Ha YCTPOWCTBO

3a Ja NpyKauvTe eaHo Wi MoBeye YCTPOIACTBA KbV LLIAG/IOH Ha YCTPOIACTBO:

1

2

B pasgena YCTpoiicTBo n3bepete LabsioH.

KnnkHeTe BbpXy ViKoHaTa OLue feliCTBUS BASCHO HA pefa Y KIMKHETe Mprikayn yeTpoicTsa. [nanoroBusT Npo3opeL,
» IpYKa4BaHe Ha YCTPOWCTBA" ce OTBapsi ¢ U3bpaHua pasgen ,36op Ha ycTpoiicTea'

B KonoHata HanmuHu ycTpoiicTBa BNSIBO M36EpETe rpyrna 1 NoTLPCETE €0HO UM MOBEYE YCTPOWCTBE, U3bepeTe YCTPOoCTBO
OT CrCbKa Win KnnkHeTe BbpXy VI360p Ha BCVHKIA.

KnvkHeTe BbpXy CTpenkara, Codellig HaascHo, 3a ja NpemecTuTe YCTPOCTBOTO B rpadia Vi3bpaHn ycTpolicTea BASACHO.
KnkHeTe Bbpxy MNpykaum.

AKO LLIAGMOHBLT ChbpKa NPOMEHNVBY, BLBEAETE MMNCBALLIATE CTOMHOCTY Ha MPOMEHIMBUTE 3a BCSIKO 3GpaHo OT
BaC YCTPOWCTBO M0 €VH OT CNEeAHUTE HAUMHW:

BbBegete pbyHO CTOMHOCTMTE 3a BCAKO YCTPOVCTBO WM B KOMOHATa Ha TabnmuaTta uin Karo KimkHeTe Bhpxy YKoHaTa
OlLge AieicTBrA BOSICHO Ha peaa 1 KnukHeTe BLpXy PeflakTypaHe Ha La6ioHa Ha YCTpolACTBOTO.

= KnmkHeTe BbpXy VIMnopTypaHe Ha haiin B ropH/st AeCeH bib/l HAa eKpaHa, 3a a Kauume CSV haiin, KoiTo n3bposisa
BCVMHK/ NP M/ LLLLIM 11 OMpeenst CTOMHOCTTa Ha BCska MPOMEHIMBA 33 BCSIKO YCTPOWCTBO.
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Cnep Kato npefoctaBuTe CTOMHOCTM 3@ BCUYKU NPOMEHNMBY, KonoHata CTaTyc 3a BCEKU pef Ha YCTPOCTBOTO NoKasBa 3efeHa OoTMeTKa.
7. KnukHeTe BbpXxy Hanpeg.

8. B nesus npo3opel n3bepeTe yCTPOWCTBOTO, 3a Aa BU3yanusmpate KOH(uUrypaumsta, Kosito e rotosa 3a n3bytsaHe KbM yCTPOMCTBOTO. B
LEeCHUS Mpo3opeL, ce NokasBa KOH(pUrypauusta Ha yCTpoicTBOTO U ce u3bupa pasgena lMpernes Ha KOH(GUrypaumsi B FOpHUSt eCeH brbil.
KnnkHeTe BbpXy pasgena Pasnuku B KOHGUrypauusta, 3a ja npernejare pasnukurte Mexay Tasvm KoH(urypauus u KoHurypaumsta, Kosto
pa6oTn B MOMEHTA Ha YCTPOCTBOTO, ako € MPUIoX1Mo.

KnukHeTe Bbpxy 6yToHa Hasag, 3a fja pejakimpare NpoMeHIUBUTE CTOWHOCTW, BbBEAEHU B NPEAULLHUS eKpaH.

9. KnukHeTe Bbpxy KoHpurypvpaHe Ha ycTpoiicTea, 3a Aa usbyrare KoHgpUrypauusita KbM ycTpoiicTeara.
Fpachata 3a CbCTOSAHMETO MOKa3Ba Aanu KoHdurypaumsTta e ycnelwHo nsbytaHa. KamkHeTe Bbpxy cko6ata Ha AeCHUsi bIbAl OTASIBO Ha pea, 3a
Aa ce MokKavkaT nopo6HOCTY 3a onepauusTa ¢ u3byTeaHe.

Konupaiite wab/oH

1 B pasgena YCTpoiicTBO mnm PyHKUWS n3bepeTte LIabnoH.
| .

2. KnukHete Bbpxy MkoHata OLle AeicTBus BASACHO Ha pefa u KnnkHeTe Bbpxy KonvpaHe.
3. BbBefeTe HOBO MME U Onm1caHne Ha LLIaG/oH.

4. KnukHeTe Bbpxy KonupaHe.

PepaktupaHe Ha wabnoH Ha CLI ycTpoicTeo

1. B pasgena YCTpoiicTBO usbepeTe LLab/oH.
2. KwikHeTe BbpXy MKoHara OLle JeiiCTBUS BAACHO Ha pefa U KIMKHETe BbpXy PefakTipaHe.
3. B npo3sopeLa Ha LwWabnoHa Ha yctpoiictBoTo CLI pegakTupaiite LwabnoHa.

4. KvkHeTe Bbpxy AKTyanmsmnpaHe.

[EkcnopTupaiTe Tabnmua ¢ NnpomMeHnBM BbB hopmat CSV 3a wwabsoH

1. B pasgena YCTpoicTBO nsbepete WwabnoH Ha YCTPOMCTBO.

2. KmkHeTe BbpXy MKoHaTa Oule geicTBus BASCHO Ha pega v KnnkHeTte Bbpxy EkcnoptipaHe Ha CSV.

MpoMsiHa Ha NPOMEHNNBK CTOWHOCTYM 3a YCTPONCTBO



2. KnukHeTe BbpXy MKoHaTa Olie AeiiCTBUS BASCHO Ha peAa v KnnkHeTe Bbpxy MpOMsiHA Ha CTOMHOCTUTE Ha YCTPOWCTBOTO.
3. PepakTupaiite CTOMHOCTUTE HA MPOMEHNMBUTE, KOUTO Mpeay CTe BbBE/M 3a YCTPOICTBOTO, N0 €AWH OT CNEAHUTE HAUMHU:

+  KnuKHeTe BbpXy MKoHaTa Olie AeiicTBMS BASCHO Ha peda v KnukHeTe BbpXy PefakTupaHe Ha WwabioHa Ha ycTpoiicTBoTo. B npo3opelia 3a
aKTyanuaupaHe Ha Wa6oHa Ha YCTPOICTBOTO peAakTMpaiite cTORHOCTUTE CNOPes HYXAuUTe N KNnkHeTe BbpXy AKTyanusmpae.
MoBTOpeTe 3a BCAKO YCTPOWCTBO, 3a KOETO UCKaTe Aa peAakTupate NPOMeHAUBUTE CTOAHOCTM.

+  KnukHeTe BbpXy VIMmopTupaHe Ha (haiin B ropHNS AeCeH bIb/ Ha ekpaHa, 3a Aa kauute CSV aiif, KoiiTo n3GposiBa BCUYKM
NPOMEHNNBY 1 ONpejieNs CTORHOCTTA Ha BCSKA NPOMEH/NNBA 3a BCAKO YCTPOMCTBO.

Cne,q KaTo npegocrtaBute CTOMHOCTTA 3a BCUYKU NPOMEHNNBN, KONTOHaTa CTaTyC 3a BCeKu pea yCTpOVICTBa Nnoka3sBa 3e/ieHa OTMeTKa.
4. KnnkHete Bbpxy Hanpes.

5. B neBus npo3opeL, n3bepeTe yCTPOCTBOTO, 3a fa BU3yanm3unpare KOH(Urypaumsita, KOsiTo € rotoea 3a 13byTBaHe Kbvi
YCTPOIACTBOTO. B filecHMs Npo30peL;, ce nokasea KOH(Mrypauusita Ha YCTPOIACTBOTO U ce 13bepa pasgena lNpernes Ha
KOH(Mrypaums B ropHUsi 4eceH bIb.

KnvkHeTe BbpXxy pasgena Pasnvku B KOHUrypauysTa, 3a aa npernejare pasimkute Mexxiy Tasn KoH(urypaums m
KOHMrypaumsita, KOsito paboT B MOMEHTA Ha YCTPOIACTBOTO, ako € NPUIOXKUMO.
KnmkHeTe Bbpxy OyToHa Ha3ag, 3a ja pefakrvpare NpoMEHNMBUTE CTOMHOCTU, BbBEAEHW B NMPEAVLLHNS eKpaH.

6. KnmkHeTe Bbpxy KoHmrypypaHe Ha yCcTpoiicTBa, 3aAa usbyTtate KoH(Urypauyvsita Kb yctpolicTeara.
Ipadhata 3a CbCTOSHMETO MOKa3Ba fan KOoHUIypauysta e ycnelHo n3dytaHa. KnvkHeTe BbpXy ckobara Ha AeCHUST bIb/
OTNSIBO Ha pefa, 3a fia ce NoKadkaT noagpo6bHOCTY 3a onepauusTa ¢ U3GyTBaHe.

HanuuHm wabnoHn 3a yHKUMm

vManage NMS npegocTtaesa cnegHute wabnoHn Ha yHKUMK 3a KOHturypupaHe Ha Viptela yctpolictBa B Mpexkara 3a
HacnarBaHe:



Myntunkact

NTP

QME

OSPF

PIM

CurypHocTt

SNMP

Cucrema

VPN

VPN-UHTep®elic-mocT
VPN-UHTep®Pelic-KneTbueH
YPM-UNHTepdeiic-Ederne!
VPN-Interface-GRE
YPAMMHTep®eiic-UMAT-Ekmn
VPN-Interface-PPP
YPNelHTep®eiic-PPP-E1/ernel:
WiFi Pagno

WiFi SSiP

A3, ponynoanucaHusT, SBop CTOsHOB MpodmpoB, YAOCTOBEpsSBaM BEPHOCTTA Ha HanmpaBeHWs OT MeH
NPEBOA OT aHI/IMIACKY Ha GbNTraPCKM €31K HA NPUIOXEHUsI AOKYMEHT. [peBoAbT Cce ChCToM 0T 11 cTpaHuuy.
*



Templates

Use the Templates screen to configure all Viptela devices in the overlay network that are managed by the vManage
NMS. To do so: ,

1 Create a device template.
2. Attach Victela devices to the device template.

Note: To create and modify a device's configuration, use vManage templates, along with other configuration-related
screens in the vManage Configuration and Administration menus. Do not modify configurations from the command-line

interface (CLI) unless you are explicitly directed to do so.

Screen Elements

Top bar— On the left are the menu icon, for expanding and collapsing the vManage menu, and the vManage product
name. On the right are a number of icons and the user profile drop-down.

Title bar— Includes the title of the screen, Templates.

Device tab— Create device templates for configuring Viptela devices.

© Create Template drop-down— Click to create device templates from feature template or the CLI.

» Device template table— Table of all device templates. To re-arrange the columns, drag the column title to the
desired position.

Feature tab— Create feature templates for configuring software features that you can enable on a Viptela device.

© Add Template drop-down— Click to create feature templates.

= Feature template table— Table of all feature templates. To re-arrange the columns, drag the column title to the
desired position.

Search, box— Includes the Search Options drop-down, for a Contains or Match string.

777
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Create a Device Template

Device templates define a device's complete operational configuration. A device template consists of a number of
feature templates. Each feature template defines the configuration for a particular Viptela software feature.

Some feature templates are mandatory, indicated with an asterisk (*), and some are optional. Each mandatory feature
template, and some of the optional ones too, have a factory-default template. For software features that have a factory-
default template, you can use either the factory-default template (named Factory_Default_feafure-name_Template) or
you can create a custom feature template.

Create a Device Template from Feature Templates

To create a device template:

1 Inthe Device tab, click Create Template.
2. From the Create Template drop-down, select From Feature Template.

3. From the Device Model drop-down, select the type of device for which you are creating the template. vManage NMS
displays all the feature templates for that device type. The required feature templates are indicated with an asterisk (*¥),
and the remaining templates are optional. The factory-default template for each feature is selected by default.

4. Inthe Template Name field, enter a name for the device template. This field is mandatory and can contain only
uppercase atjd-tew”rcase letters, the digits 0 through 9, hyphens (-), and underscores ()m It cannot contain spaces'©!
1
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10.

11

any other characters.

In the Description field, enter a description for the device template. This field is mandatory, and it can contain any
characters and spaces.

To view the factory-default configuration for a feature template, select the desired feature template and click View
Template. Click Cancel to return to the Configuration Template screen.

To create a custom template for a feature, select the desired factory-default feature template and click Create
Template. The template form is displayed. The top of the form contains fields for naming the template, and the bottom
contains fields for defining feature parameters.

In the Template Name field, enter a name for the feature template. This field is mandatory and can contain only
uppercase and lowercase letters, the digits O through 9, hyphens (-), and underscores (_). it cannot contain spaces or
any other characters.

In the Description field, enter a description for the feature template. This field is mandatory, and it can contain any
characters and spaces.

For each field, enter the desired value. You may need to click a tab or the plus sign (+) to display additional fields.

When you first open a feature template, for each parameter that has a default value, the scope is set to Default
(indicated by a check mark), and the default setting or value is shown. To change the default or to enter a value, click
the scope drop-down to the left of the parameter field and select one of the following:

Parameter
Scope

Scope Description

Device Use a device-specific value for the parameter. For device-specific parameters, you cannot enter a
Specific value in the feature template. You enter the value when you attach a Viotela device to a device

(indicated template.

F)y a host When you click Device Specific, the Enter Key box opens. This box displays a key, which is a unique
icon) string that identifies the parameter in a CSV file that you create. This file is an Excel spreadsheet that

contains one column for each key. The header row contains the key names (one key per column), and
each row after that corresponds to a device and defines the values of the keys for that device. You
upload the CSV file when you attach a Viptela device to a device template. For more information, see
Create a Template Variables Spreadsheet.

To change the default key, type a new string and move the cursor out of the Enter Key box.

Examples of device-specific parameters are system IP address, hostname, GPS location, and site ID.

Global Enter a value for the parameter, and apply that value to all devices.
(indicated Examples of parameters that you might apply globally to a group of devices are DNS server, syslog
by a globe server, and interface MTUs.
icon)
______________________ S B 3
4
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13.

14.

Repeat Steps 7 through 12 to create a custom template for each additional software feature. For details on creating
specific feature templates, see the templates listed in Available Feature Templates.

Click Create. The new configuration template is displayed in the Device Template table. The Feature Templates
column shows the nufnber of feature templates that are included in the device template, and the Type column shows
"Feature" to indicate that the device template was created from a collection of feature templates.

Another way to create device templates from feature templates is to first create one or more custom feature templates
and then create device templates. You can create multiple feature templates for the same feature. For a list of feature

templates, see Available Feature Templates.

1

2.

10.

11

13.

14.

From the Templates title bar, select Feature.
Click Add Template.

In the left pane, from Select Devices, select the type of device for which you are creating a template. You can create a
single feature template for features that are available on multiple device types. You must, however, create separate
feature templates for software features that are available only on the device type you are configuring.

In the right pane, select the feature template. The template form is displayed. The top of the form contains fields for
naming the template, and the bottom contains fields for defining required parameters. If the feature has optional
parameters, the bottom of the template form shows a plus sign (+) after the required parameters.

In the Template Name field, enter a name for the feature template. This field is mandatory and can contain only
uppercase and lowercase letters, the digits O through 9, hyphens (-), and underscores (_). It cannot contain spaces or
any other characters.

In the Description field, enter a description for the feature template. This field is mandatory, and it can contain any
characters and spaces.

For each required parameter, choose the desired value, and if applicable, select the scope of the parameter. Select
the scope from the drop-down menu to the left of each parameter's value box

Click the plus sign (+) below the required parameters to set the values of optional parameters.
Click Savg.

Repeat Steps 2 to 9 for each additional feature template you wish to create.

From the Templates title bar, select Device.

Click Create Template, and from the drop-down list select From Feature Template.

From the Device Model drop-down, select the type of device for which you are creating the device template. vManag
NMS displays the feature templates for the device type you selected. The required feature templates are indicated
with an asterisk (*). The remaining templates are optional.

In the Template Name field, enter a name for the device template. This field is mandatory and can contain only
uppercase and lowercase letters, the digits O through 9, hyphens (-), and underscores (). It cannot contain
any other chs™ctys.




15.

16.

17.

19.

20.

In the Description field, enter a description for the device template. This field is mandatory, and it can contain any
characters and spaces.

To view the factory-default configuration for a feature template, select the desired feature template and click View
Template. Click Cancel to return to the Configuration Template screen.

To use the factory-default configuration, click Create to create the device template. The new device template is
displayed in the Device Template table. The Feature Templates column shows the number of feature templates that
are included in the device template, and the Type column shows "Feature" to indicate that the device template was
created from a collection of feature templates.

To modify the factory-default configuration, select the feature template for which you do not wish to use the factory-
default template. From the drop-down list of available feature templates, select a feature template that you created.

Repeat Step 18 for each factory-default feature template you wish to modify.

Click Create. The new configuration template is displayed in the Device Template table. The Feature Templates
column shows the number of feature templates that are included in the device template, and the Type column shows
"Feature™ to indicate that the device template was created from a collection of feature templates.

Create a Device Template from the CLI

To create a device template by entering a CLI text-style configuration directly on the vManage NMS:

1

In the Device tab, click Create Template.
From the Create Template drop-down, select CLI Template.
From the Device Type drop-down, select the type of device for which you are creating the template.

In the Template Name field, enter a name for the device template. This field is mandatory and can contain only
uppercase and lowercase letters, the digits O through 9, hyphens (-), and underscores (_). It cannot contain spaces or
any other characters.

In the Description field, enter a description for the device template. This field is mandatory, and it can contain any
characters and spaces.

In the CLLConfiguration box, enter the configuration either by typing it, cutting and pasting it, or uploading a file.

To convert an actual configuration value to a variable, select the value and click Create Variable. Enter the variable
name, and click Create Variable. You can also type the variable name directly, in the format ((variable-name};-, for
example, {{hostname}}.

Click Add. The new device template is displayed in the Device Template table. The Feature Templates column shows
the number of feature templates that are included in the device template, and the Type column shows "CLI" to indicate
that the device template was created from CLI text.

A
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Edit a Template
1. Inthe Device or Feature tab, select a template.

2. Click the More Actions icon to the right of the row and click Edit.

View a Template
1 Inthe Device or Feature tab, select a template.

2. Click the More Actions icon to the right of the row and click View.

Delete a Template
1. Inthe Device or Feature tab, select a template.
2. Click the More Actions icon to the right of the row and click Delete.

3. Click OK to confirm deletion of the template.

View Device Templates Attached to a Feature Template

1 Inthe Feature tab, select a template.

2. Click the More Actions icon to the right of the row and click Show Attached Device Templates.

The View Attached Device Templates popup window opens displaying the names of the device templates to which the

feature template is attached.

View Devices Attached to a Device Template

For a device template that you created from feature templates:

1 Inthe Device tab, select a template.
2. Click the More Actions icon to the right of the row and click Attach Devices.
3. Inthe Attach Devices window, click the Attached Devices tab.

For a device template that you created from a CLI template:

1 In the Device tab, select a template.



Perform Parallel Template Operations

On vEdge routers, you can perform the same operations, in parallel, from one or more vManage servers. You can

perform the following template operations in parallel:

=« Attach devices to a device template
<« Detach devices from a device template

= Change the variable values for a device template that has devices attached to it

For template operations, the following rules apply:

= When a device template is already attached to a device, you can modify one of its feature templates. Then when you
click Update » Configure Devices, all other template operations— including attach devices, detach devices, and edit
device values— are locked on all vManage servers until the update operation completes. This means that a user on
another vManage server cannot perform any template operations until the updatexcompletes.

= You can perform the attach and detach device template operations on different devices, from one or more vManage
.servers, at the same time. However, ifany one of these operations is in progress on one vManage server, you cannot
edit any feature templates on any of the servers until the attach or detach operation completes.

Attach Devices to a Device Template

To attach one or more devices to a device template:

1 In the Device tab, select a template.

2. Click the More Actions icon to the right of the row and click Attach Devices. The Attach Devices dialog box opens with
the Select Devices tab selected

3. Inthe Available Devices column on the left, select a group and search for one or more devices, select a device from
the list, or click Select All.

4. Click the arrow pointing right to move the device to the Selected Devices column on the right.

5. Click Atta'ch.
6. Ifthe template contains variables, enter the missing variable values for each device you selected in one of the
following ways:
Enter the values manually for each device either in the table column or by clicking the More Actions icon to the right

of the row and clicking Edit Device Template.

Click Import File in the upper right corner of the screen to upload a CSV file that lists all the variables and defines
each variable's valufe for each device.
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Once you provide values for all variables, the Status column for each device row displays a green check mark.

7. Click Next.

8. In the left pane, seject the device to preview the configuration that is ready to be pushed to the device. The right pane
displays the device's configuration and the Config Preview tab in the upper right comer is selected.
Click the Config Diff tab to preview the differences between this configuration and the configuration currently running

on the device, if applicable.
Click the Back button to edit the variable values entered in the previous screen.

9. Click Configure Devices to push the configuration to the devices.
The Status column displays whether the configuration was successfully pushed. Click the right angle bracket to the left

of the row to display details of the push operation.

Copy a Template
*
1. Inthe Device or Feature tab, select a template.
2. Click the More Actions icon to the right of the row and click Copy.
3. Enter a new template name and description.

4. Click Copy.

Edit a CLI Device Template

1 Inthe Device tab, select a template.

2. Click the More Actions icon to the right of the row and click Edit.
3. In the Device CLI Template window, edit the template.

4. Click Update.

Export a Variables Spreadsheet in CSV Format for a Template

1. Inthe Device tab, select a device template.

2. Click the More Actions icon to the right of the row and click Export CSV.

Change Variable Values for a Device

To .change the variable values for a device template that has devices attached to it



2. Click the More Actions icon to the right of the row and click Change Device Values.

3. Edit the variable values that you previously entered for the device in one of the following ways:

« Click the More Actions icon to the right of the row and click Edit Device Template. In the Update Device Template
window, edit the values as needed and click Update. Repeat for each device for which you wish to edit the variable
values.

< Click Import File in the upper right corner of the screen to upload a CSV file that lists all the variables and defines
each variable's value for each device.

Once you provide the value for all variables, the Status column for each device row displays a green check mark.

4. Click Next.

5. In the left pane, select the device to preview the configuration that is ready to be pushed to the device. The right pane
displays the device's configuration and the Config Preview tab in the upper right corner is selected.
Click the Config Diff tab to preview the differences between this configuration and the configuration currently running
on the device, ifapplicable.
Click the Back button to edit the variable values entered in the previous screen.

6. Click Configure Devices to push the configuration to the devices.
The Status column displays whether the configuration was successfully pushed. Click the right angle bracket to the left
of the row to display details of the push operation.

Available Feature Templates
vManage NMS provides the following feature templates to configure Viptela devices in the overlay network:
* AAA
* Archive
Banner
BFQ
BGP
Bridge
Cellular-Profile
DHCP-Server
IGMP

Logging

T
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M ujfcast

OmP

PM

Security

SNMP

System

VPN
yPN-Interface-Bridoe
VPN-Interface-Cellular
VPN-Interface-Ethernet
VPN-Interface-GRF
yPN-Interface-NAT-Pool
VPN-Interface-PPP
VPN-interface-PPP-Ethernet

WiFi Radio



NPEONNTATAH LEHOBW
NMAPAMETPU

oT
Al bvnrapua EA/L

3ayyactue BobuiectbeHa nopbyka, c npeaMer:

4OCTABKA HA KOMYHNKALINOHHO OBOPYBAHE, XAPAYEP U
CO®PTYEP, HEOBXOA/IMX 3A OBHOBABAHE HA NH®OPMALIMOHHN
N KOMYHUKALUWOHHN CUCTEMW HA HAUMOHATHA ArEHLA 3A
MPUXOOUNTE"

3a yyacTune no ObocobeHa noanuma Ne 2 ¢ npeamert: ,,AoctaBka
Ha cooTyepHO AechnHMpaHa Mpexa 3a NPeHoC Ha AaHHK



MPUNOXEHME N9 3.2

110
MHOOPMALOHHO OBC/TY)XBAHE®ALL
[P. COOUS, YIMLIA ,NAHANOT No 2

LEHOBO NPEANOXEHWE

~JOCTaBKa Ha KOMYHMKaUMOHHO 06opyaBaHe, Xapayep U
codTyep, Heobxoaumu 3a 06HOBSBaHE Ha WMHYOPMALMOHHK ©
KOMYHUKAUWOHHM CUCTeMW Ha HauuoHanHa areHuus 3a
npuxoamnTe”

HanmeHoBaHuWe Ha
obliecTBeHaTa nopbyka:

HavmeHoBaHMe Ha 060cobeHa
no3unLns, 3a KOATO YY4aCTHUKBT
nogasa oepra

O6ocobeHa nosuumss Ne 2: JlocTaBka Ha CoTyepHO
AedrHpaHa Mpexa 3a MPeHOC Ha AaHHN™

HavmeHoBaHMe Ha yyacTHuka: Al Bb/ITAPUA EAL

EIHONMYHO AKLIOHEPHO [pYXecTBO
MpaBHO-0praHu13aLoHHa (uanuecko WM OPUAMYECKO MLE, OGEAMHEHWE WM [pyro
(hopma Ha y4acTHUKa: o6pasyBaHue, KOETO 1IMa NpaBo fja U3Mb/HSABA [0CTAaBKN CbITIACHO
3aKOHOAATENCTBOTO Ha bPXaBaTa, B KOSTO € YCTaHOBEHO)

Cepanuie no peructpauua n- rp. Codons, ObwwmHa MnuHaeH", x.k. ,3axapHa thadpuka“, n.k.1309, yn.
ajpec Ha ynpaB/neHue: SKyKy" Nel

EVK/ Kog no pernctsbp
BYNICTAT/ peructpatymoHeH
HOMEp unu 4pyr
NAEHTU(MKALNOHEH KOL:

ENK 131468980

MAPTVH JAMWTPOB MOPJAHOB- AkayHT MeHumkbp “[bpxasHy
CTPYKTYpU'- yMb/IHOMOLLLEHO nLe

MNpeacTasnsaBaly
(3aKOHeH npefcTaBUTeN UK uLe, cneypuanto ymbjHOMOLLEHO 3a "

yyacTWe B npoueaypaTal

1CurnacHo wi. 41, an. 5 ot MpaBWHVKA 3a npwlaraHe Ha 3akoHa 3a obLuectBeHuTe nopbyky (MMN30M) Korarto AoKyMEHTU,
CBbP3aHM C ydacTve B OOLLECTBEHM MOPBYKM Ce Mojasar OT fiiue, KOeTo NMpeacTaBs yYacTHVKA MO MuHOMOLWWE, B EAVHHMA



YBAXAEMW TOCIMOXW N TOCMOMA,
Cnef 3ano3HaBaHe C IOKyMEHTaLMsTA 33 y4acTue B 06LLECTBEHATA NOPbYKA C FOPEnocoUueH!st NpeameT,

HWe npegoctaBame CeaHOTO LLEHOBO NPEAJIOKEHME MO ropeuntTnpaHara obocobeHa nosnumsa.

1. Mpegnarame Aa U3Mb/HAM J0CTaBKATa, NPeAMET Ha ropeuuTpaHaTa npoleaypa 3a BbafaraHe Ha

06LLEeCTBEHA NOPbYKA MPU LIEHN, KaKTO CriefBa:

EoyHnyHa ueHa B O6LLa LieHa B /1B. 6e3

Ne OnucaHne KonnuectBo
nB. 6e3 44C nac
l Il M. V. V.
CodoryepHo H/paH MapLLIyTVi3aT
1 il AR »® 36 6pon 11 885.00 427 860.00
CodoryepHo H/paH MapLLDyTVEATOP
2. 2 AN 42 6oon 29 328,00 1231 776.00
CodoryepHo H/paH MapLLpyTV3aTOop
3. 3 A 36 Gpod 53874.00 1939 464.00
4 A AR 2 600 136 094.00 272188.00
Codoryep 3a Ve Ha CogoTyepHO
5 YTReRes 1 600 215 355,00 215 355,00
JedvHVpaHa Mpexa

O6Lwa LeHa B neBa 6e3 4C 4 086 643.00

2. B ueHute no 1. 1 ca BKIOYEHN BCUYKM Pasx0au 3a W3Mb/HEHUE Ha nopbykara. oTBbpxiaBame, ye



3. YuyaCTHWK, KOTO npeanoxn oblla LeHa, KOSTO e Mo-B1COKAa OT MPOrHO3HAaTa CTOMHOCT Ha
CbOTBEeTHaTa 060c06eHa No3uums, ce 0TCTpaHsaBa 0T MO-HATATBLUHO yyacTue B npoueaypaTa no
CbOTBETHaTa 060c06€Ha No3nLYA.

4. JluncaTa Ha LEeHOBO NPEA/IOXEHNE, KaKTO W NPeA0CTaBAHETO Ha LiEHOBO NPEANOXEHNE, KOETO He
0TroBaps Ha W3NCKBaHMATA Ha [AOKYMeHTauusTa 3a 0OLlecTBeHaTa Mopbyka, € OCHOBaHWE 3a

0TCTpPaHABaHe 0T MNo-HaTaTbLIHO y4aCTHE B NpoueaypaTa rno CbOTBETHATA 0bocobeHa nosnumns.

[lata Ha nognuceaHe: 712020 .
Mognuc v nevar: el

me 1 chammnmns MapTuH MoppaHos

AnbXHoCT AKayHT MeHnoXbpP “AbpXaBHU CTPYKTYypK”

HanmeHoBaHue Ha y4acTH/Ka Al BB/IFCAPUA EAL



