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( ): exe, dll, pdf, pub, doc, docx, xls, xlsx, js, gif, jpeg, png, tiff, swf, eml, mov, qt, 
mp4, jpg, mp3, asf, ico, htm, hta, url, rm, com, vcf, ppt, rtf, chm, hlp. 

REQ.10            ,  
 pdf, rtf  MS Office . 

REQ.11              MS 
Office . 

REQ.12
             MS Office 
,         ,   

  . 

REQ.13              
,       URL . 

REQ.14
  ,   URL ,      

,            URL 
,       ,     . 

REQ.15
             
,    JAR    URL ,  

  JAR . 

REQ.16
        URL     

     „ “  ,    
 PDF  MS Office . 

REQ.17

       ,     
 ,        URL : 

       (typosquatting),      
   (URL overlay). 

REQ.18       URL    ftp, http  https. 
REQ.19       base64  URL . 

REQ.20

       7Z, ZIP, LZH, RAR.   
   ,         
      ,   -    

     OCR . 

REQ.21

        URL      
PDF  MS Office .        

           
    OCR  (   JPEG, PNG, 

BMP, TIFF). 

REQ.22              
,            sandbox. 

REQ.23

      (      
)    ,   exploit . ,   

      / ,     
   ,         

  ,       ,      
. 

REQ.24

         ,   -  
 , ,           

 : ,     ,    
,    ,    

  ,    (PUP),  
  (PUA), adware , ,     

  . 
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REQ.25               
 URL     . 

REQ.26       ransomware    , 
  POS . 

REQ.27
         (   URL ), 

       24 ,   -    , 
  . 

REQ.28

          . 
        ,    

 ,       (    
,     ,      

    ),        
   ,   ,     -

   ,    ,   
          . 

REQ.29

          
,    ,  ,   , 
    ,  DLL ,   , heap 

spraying , mutex . 

REQ.30
     ,   ,   

          
(remediation)   . 

REQ.31
             

   ,          
  . 

REQ.32
      screenshot      URL 

     ,          
URL . 

REQ.33
            

,      ,   , 
   . .        email . 

REQ.34

          , 
        

,    Windows 7  Mac OSX,     
Service Pack,  32   64  . 

REQ.35
      ,      

     ,   VMware, Hyper-V, KMV, Citrix  
. .  

REQ.36     ,   . 

REQ.37

         ,  
     .      

   :   , ,   
 ,   ,  Outlook ,   
,    . 

REQ.38
             (evasion 

techniques),    ping ,   ,   
   . 

REQ.39 Email     inline MTA   . 
REQ.40 Email     SPAN/TAP   . 
REQ.41 Email     BCC   . 
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REQ.42

    (    )    
     ,      (    

   ),        
 ,         . 

REQ.43

       ,    
 „ “ ,            

   ;       
            

   ,    ,       
. 

REQ.44
       ,    

    ,       
   . 

REQ.45            10 . 

REQ.46          
     . 

REQ.47
      YARA     

       ,   
    YARA . 

REQ.48              
       . 

REQ.49
            

            
 . 

REQ.50
         ,  „Inline”,  

  ,    ,   „Out-Of-Band“,    
    . 

REQ.51          Syslog, HTTP, SNMP 
 SMTP . 

REQ.52      TLS  (opportunistic  
imposed),        . 

REQ.53            
     email . 

REQ.54
           

           
      . 

REQ.55             
         . 

REQ.56       -  ,    
       . 

REQ.57       ACL ,     
     . 

REQ.58
         

   .       
   . 

REQ.59           NTP 
      . 

REQ.60     -      .  
        ( , ,   . .), 
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REQ. 3.  – ,    , AC. 

REQ. 4. 48  1GE RJ45    +  4  10GE SFP . 

REQ. 5.         80Gbps. 
REQ. 6.     8 . 
REQ. 7.  USB  – 1. 
REQ. 8.    – 1. 
REQ. 9.        VLAN. 

REQ. 10. 

    : 
802.1x        VLAN  ACL. 
MAC authentication bypass. 

   Web . 
        – 802.1x, MAC , WEB 

. 
RADIUS CoA. 
802.1x         . 
802.1x ulti-Domain . 

REQ. 11. 
      ,   source/destination IP 

, source/destination MAC ,   Layer 4 TCP/UDP   
. 

REQ. 12. Storm control   broadcast, multicast  unicast      
    

REQ. 13. Storm control   broadcast, multicast  unicast      
  . 

REQ. 14. 802.1AE  128  ,  MKA. 
REQ. 15. DHCP Snooping   . 
REQ. 16. DHCP  82. 
REQ. 17. Dynamic ARP inspection   . 

REQ. 18. IP source guard       IP spoofing     
    IP . 

REQ. 19.        -  MAC   
      ,      . 

REQ. 20. Spanning Tree  - BPDU Guard  Root Guard. 

REQ. 21.           
   . 

REQ. 22. 

 IP forwarding     : 
 – 175 Gbps. 

Forwarding – 130 Mpps. 
MAC  – 16000. 
IPv4  – 3000. 
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Multicast  – 1000. 
SVI  – 512. 

  – 6MB. 
REQ. 23. DRAM - 2GB. 

REQ. 24. 
Statefull Switch Over (SSO)        : 

. 
STP. 
802.3ad. 

REQ. 25. Jumbo frames - 9198 . 
REQ. 26. Spanning Tree – IEEE 802.1d, 802.1w  802.1s. 
REQ. 27.  Private VLAN. 

REQ. 28.           
  . 

REQ. 29. 

 : 
RIP 
OSPF  1000 . 

   PIM. 
   . 

VRRP 
REQ. 30. IEEE 802.3ad LACP . 
REQ. 31. IEEE 802.3ad         . 
REQ. 32. IEEE 802.1AB (LLDP)  LLDP-MED. 

REQ. 33. 

QoS   ,  : 
HQoS. 
8      . 

        Layer2, Layer 3  Layer 4  
, 802.1p  DCSP . 

Traffic policing. 
Traffic policing           CIR PIR  
burst . 
Traffic shaping. 

         
          

. 
     (PQ)  . 
  Weighted ail Drop (WTD)      

 . 
  Weighted Random Early Detection (WRED)    

 e  . 
DSCP  802.1p       . 

REQ. 34.       : 
Web GUI. 
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   Web . 
        – 802.1x, MAC , WEB 

. 
RADIUS CoA. 
802.1x         . 
802.1x ulti-Domain . 

REQ. 11. 
      ,   source/destination IP 

, source/destination MAC ,   Layer 4 TCP/UDP   
. 

REQ. 12. Storm control   broadcast, multicast  unicast     
     

REQ. 13. Storm control   broadcast, multicast  unicast     
   . 

REQ. 14. 802.1AE  128  ,  MKA. 
REQ. 15. DHCP Snooping   . 
REQ. 16. DHCP  82. 
REQ. 17. Dynamic ARP inspection   . 

REQ. 18. IP source guard       IP spoofing     
    IP . 

REQ. 19.        -  MAC   
      ,      . 

REQ. 20. Spanning Tree  - BPDU Guard  Root Guard. 

REQ. 21.           
   . 

REQ. 22. 

 IP forwarding     : 
 – 175 Gbps. 

Forwarding – 130 Mpps. 
MAC  – 16000. 
IPv4  – 3000. 
Multicast  – 1000. 
SVI  – 512. 

  – 6MB. 
REQ. 23. DRAM - 2GB. 

REQ. 24. 
Statefull Switch Over (SSO)        : 

. 
STP. 
802.3ad. 

REQ. 25. Jumbo frames - 9100 . 
REQ. 26. Spanning Tree – IEEE 802.1d, 802.1w  802.1s. 
REQ. 27.  Private VLAN. 
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REQ. 28.           
  . 

REQ. 29. 

 : 
RIP 
OSPF  1000 . 

   PIM. 
   . 

VRRP 
REQ. 30. IEEE 802.3ad LACP . 
REQ. 31. IEEE 802.3ad         . 
REQ. 32. IEEE 802.1AB (LLDP)  LLDP-MED. 

REQ. 33. 

QoS   ,  : 
HQoS. 
8      . 

        Layer2, Layer 3  Layer 4  
, 802.1p  DCSP . 

Traffic policing. 
Traffic policing           CIR PIR  
burst . 
Traffic shaping. 

         
          

. 
     (PQ)  . 
  Weighted ail Drop (WTD)      

 . 
  Weighted Random Early Detection (WRED)    

 e  . 
DSCP  802.1p       . 

REQ. 34. 

      : 
Web GUI. 
CLI. 
DNS. 
TFTP. 
FTP. 
NTP. 
SSHv2  SNMPv3. 

     16000    IPFIX, 
NetFlow, JFlow         . 

 DHCP . 
        . 

Traffic policing         . 
     RADIUS  TACACS+  . 

 Ethernet   out of band   . 
API     GNMI, RESTCONF  NETCONF. 
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REQ. 14.
         

   ,         
 . 

REQ. 15.         – rouge AP  rouge clients. 

REQ. 16.    dual band   5GHz. 

REQ. 17.      WiFi   . 

REQ. 18.  802.1Q     WiFi AP,   . 

REQ. 19.  802.1Q     ,   . 

REQ. 20.    multicast       
  . 

REQ. 21. Radius verride –    VLAN   ,    
    WLAN,   Radius . 

REQ. 22.      . 

REQ. 23.  rate limit. 

REQ. 24.   rate-limiting     SSID. 

REQ. 25.   rate-limiting     . 

REQ. 26.           WLAN  
downstream . 

REQ. 27.   WiFi MESH    WiFi AP. 

REQ. 28.   Hotspot 2.0. 

REQ. 29.   WiFi 6 . 

REQ. 30. 802.1x    RADIUS  Radius DTLS . 

REQ. 31. MAC authentication bypass -MAB. 

REQ. 32.   802.11w. 

REQ. 33.               
  (ACL). 

REQ. 34.   DNS      . 

REQ. 35.     LDAP  Secure LDAP    
. 

REQ. 36. EAP     – TLS  PEAP. 

REQ. 37.   WPA2  WPA3. 

REQ. 38.   WPA3 SAE  Hash-to-Element. 

REQ. 39.  Web        . 

REQ. 40.   MAC Authentication Bypass. 

REQ. 41.   Web        . 

REQ. 42.  VLAN and ACL      Radius . 

REQ. 43.    PSK    . 
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        31.12.2024 .

IV.      
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 .

V.   .    
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