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,    

  2020 .      196 
700,00 .  ; 

    -    
. 6  ,    

      
10  , /   

 20 - ,     
         

   196 080,00 .  ; 
    -    

. 6  ,    
       

 /web services,   
        

   196 700,00 .  . 
4.   44:    -

   . 6  , 
      

      196 700,00 
.  ; 

   
/  

   

    
/  

 
 

    
 

 

  :  
(   �     

,      
 ) 

1.   1:      19.12.2024 .; 
2.   2:  19.12.2024 .; 
3.   3:  20.12.2025 . 
4.   4:  31.07.2026 . 

 : 
12       -  

  . 6   

: (  � 
  , 

,   
,  
) 

 ,  : 
1.   1:    -  

  . 6  ,  
      

; 
2.   2:    -  

  . 6  ,  
      

; 
3.   3:  

    -    . 
6  ,    

     , 
   /web 

services; 
    -    . 
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6  ,    
       

,     
 2020 . 

    -    . 
6  ,    

      
10 , /    
20 - ,       

    ; 
    -    . 

6  ,    
       

 /web services,   
     . 

4.   4:    -  
  . 6  ,  
     . 

      
       

       
. 

   
: 

 � �,   �  �, 
 �     

� 

   
: 

 

   
: 

 

   
: 

 

   
� �: 
 

: ( : 
 , 

   
) 

  



 
 

. 4  51 

 

          
 

   
: 

   
: 

 

   
: 

 
 

   
� �: 
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  : 

   
  : 
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 1 

     

  �    

 �** 

1 ,     

         83  11.08.2020 . 

(  83/2020 .)       �  

�      �     �.  

      ,  � �,  

,      �  � ,   

        . 

       :  

 1:       **  

 2:   /       

  �     �,    

(SOA),     ,     19  -

  2020 .,        1  

           

    ,          

. 

 3:       , 

   (SOA),  . .  ,    

/ ,   �       �  

   �     �,  

: 

-   ,    /web 

services;  

-     ,     

2020 .; 



 
 

. 7  51 

 

-    10       2020 

., /    20 - ,     

    ,       ; 

- /web services, 

       ,    

     /     . 

 

 4: . 

 

          

: 

 1:             

**.         

,         

/          . 

 2:             

 ,      �     19 

   2020 .,        1  

           

    ,         

. 

 3: ,        

,     . .  ,    

/ ,     ,    

,    �       �  

   �     �,  

: 

-  ,   /web services; 

-    ,   �    

   �     �  

   � (  2020 .),     . 

12.2020 .       2   ; 

-         

,       
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  /     ,   

   ; 

-   10  ; /   20 

- ,       �  / / - , 

- ,  �;      

; 

-     /web services,  , 

      ,    

     /     

. 

 4:     3. 

**  �  �  � �,       

      ,     

     (      

,      83/2020 .  ,   

  .     ,       

/ ,       , .   

   ( . . 25   ,    

    ,        

  /web services).  

      ,     

   : 

1.  ,      �   

       (   -   ,   

       ),   

       : 

�         . 47    

�   , , 

           

  ,    ,    .   

    ,   . 47 , . 2   � 
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          ,   

          ; 

�      /    /  

      ,  .118, . 8   �   

       � , ;  

    ;      ; 

      /  � , ;  

�          

  ,           

  ; 

�        /  �   

,   ,         

,      / ; 

�    ,       

  �   ,      /  

        ,     

      ,     

 ,    10     -18/13.12.2006 . 

      �BULSTAT�_PRL10A.txt; 

�    /     , 

     �   ,    , 

           

    ,     .     

     26    -18/13.12.2006 .; 

�    /   /  �   

,    ,      

        / .   

       27    -18/13.12.2006 .; 

�       �   ,   

 ,          

    ,       

,       . 21, . 1 ,   

15    -18/13.12.2006 .       

FISKAL.SER; 
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�     /    �   , 

  /    ,    

       ,      

     10    -18/13.12.2006 . 

      FISKAL.PRV; 

�           

    ( )    -18/13.12.2006 ., 

  /  �   ,    

   /   ,    30  

  -18/13.12.2006 .,     . 52 , . 2    

-18/13.12.2006 .; 

� ,     . 3    -18/13.12.2006 ., 

   /     �    

,   ,      , 

      33   -18/13.12.2006 . 

      ; 

� ,     . 118, . 18     

    �    ,   ,  

     ,       

 . 52 , . 1    32    -18/13.12.2006 .; 

        ,   

  �   ,      ,  

    . 26, . 2    -18     , 

    .       

,         . 

       -    

 ,         

( ,  � �); 

�         . 3, . 17  

  -18/13.12.2006 . �   ,   ,   

   ,        

  . 52 , . 2    38    -18/13.12.2006 .;  

�     POS   . 25, 

. 1    ; 
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�  ,  . 25, . 1       POS 

  / ,     ,    

    /         ; 

� ,       . 25, . 3    

         ,   

/  /  POS; 

� ,       . 25, . 3    

             

  / ,   /  POS- /   / ; 

�           

  ; 

�         -  

    

�           

   . 118, . 16   �    ; 

�      �    

. 

2. Web  

� Web service (  ): A   SIM ; 

� Web service (  ):     /  � 

  -18    2018 ; 

� Web service (  ):     /  - 

  -18    2018 ; 

� Web services (       API):   

/       ; 

� Web service   (  ):   SIM ; 

� Web service   (  ):     

/  -   -18    2018 ; 

� Web services   (       API):  

 /       . 

� Web service,      

,     SOA   .  
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3.   

�  1  /   (   ) -   

 ; 

�  1    (  ) -  ; 

�  1        (  )  

/   /  (    -     ); 

�       /   

/ ; 

�           .  

:      �   �  

    ,         

   .         

     .    : 

- �     �; 

- �    /  �; 

- �   /     �; 

- �     ,       �. 

4.        : 

�      ( ) �     

       ,    

,   .          

           ; 

�  � �; 

�  �   � ( ) �     

    � �         

            

    .        

          ,   

             

  FDRID,    �   � - -   

�.               

      FDRID      

               

; 



 
 

. 13  51 

 

�   /Data Warehouse ( ) �  

           .  

      ; 

�       �     

 ,             

      .      

               

 ,           , 

    ; 

�      -      

,              

 . 

2    

 -      

 �    

  �   �     

�  

  � �  �  

 -18/13.12.2006 . -   -18  13  2006 .  

          

,          , 

      

 -        

 

 � /  /  

 �     

     ,    , 

    -1828/29.11.2019 .      -

        2020 . 

3    

          

      ,  : 
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 � -   ; 

�      ; 

�    ; 

�    ; 

�   ; 

�       ,  

   ; 

�         

; 

�      ; 

�          ; 

�   -18  13  2006 .      

      ,    

       ,    

  . 

4    

        �    

       �  31.12.2020 .,    

     ,    ,   

  -1828/29.11.2019 .     .  

   ,          

     31.12.2020 .,        

       . 

 01.08.2020 .   / /       

/ /   : 

-     POS   . 25, . 1 

   ; 

- ,  . 25, . 1       POS 

  / ,     ,    

    /         ; 

- ,       . 25, . 3      

       ,   /  

/  POS; 
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- ,       . 25, . 3      

             

/ ,   /  POS- /   / . 

    -          

        .  

 19.12.2023 .   . 25       

      - : 

- �           

  � 

- �         -  

   � 

        -     

 / /      , -    

,      �  �  �   

- �,           2025 . 

5      

(   /  ) 

           

      :  

5.1  1 -      . 

           

,   ,    . 

       ,  , -   

/web services,         

         . 

           

  ,       ( ,  , 

/web services),        

  ,         . 

        ,   

             

 ,             
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      (    ),  

    ,   - ,     

      (API)     

, SOA ,     �  , 

   (  , captcha  .)  . 

           

 ,  : 

   ,       

; 

         , . 

    ; 

        ,   

     ,   ,  

    ; 

    ,     

   ; 

   ; 

    /web services     (  . . 

  ,     );  

       /    

. 

          

 ,         

  ,  ,       -

   .        

,   -      . 

   ,      

 : 

 (1)     ,   SOA     

/web services     ,    

 ; 

 (2)  -         , 

,   ; 
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 (3)  ,    1, 2, 3  4,      

    ; 

 (4)     -  ; 

 (5)          -    

     back end ; 

 (6)     /     

 /              

  . 

 (7)      - ,       

       /web services. 

   ,     

      .    ,  

     ,         

   -   15  . 

5.2  2 -          

  �     �,   

 (SOA),         1 

          

      ,    

     ,  . .     

,    19      89/2020 .. 

         , 

     �     19    2020 ., 

        ,    

      ,   

       1. 

    ,    , 

  -     ,      

 ,          

      (  1). 

              

  .  

       : 
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  1    ; 

       ,     

  ; 

    ,  ,   

 ; 

            

 .       ; 

      ; 

    ; 

      .      ; 

       ,    

           

. 

           

     /    

   ,        (  

  /       ,    

 ,    2008 � 2009 .)      

/   - .  

          

  : 

 Upgrade       ,  , 

   , load balancer-    middleware 

      ; 

            

   , -   /web services  

       ; 

              

           

  ; 

   /      , .  

 ,  ,   , -   

  , .  ,      
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    (      -   ,   . .), 

 :  

a. - : �      ,   

     �; 

b. - : �      �; 

c. - : �      /   

 /        ,  . 118, . 8 

 �; 

d. - :  �        

    ,     

/  2888�; 

e. - : � ,     . 3   -

18/2006 .,    /    �; 

f. - : � ,     . 118, . 18    

    �; 

g. - : �       -   

�; 

h. - : �         . 3, 

. 17   -18/13.12.2006 .�; 

i. - : �     /   �. 

j.  �      /   

 , .       ,  

/ �; 

k. - : �         

  / . 47   /�;  

l. - : �    /     

,     �; 

m. - : �    /   

/ �; 

n. - : �     �; 

o. - : �         

     . 118, . 16  �; 

p. - :     POS  

 . 25, . 1    ; 
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q. - :  ,  . 25, . 1      

 POS   / ,     ,   

     /         ; 

r. - :   . 25, . 3       

      ,   /  /  

POS; 

s. - :    . 25, . 3       

            / , 

  /  POS- /   / . 

  /      

/web services;   

       ,   

 � ,         

   , .  .   

/     /web services, 

         

  SOA       SOA  

 ,   .  ,   ,  

  ,      ,    

        ,   SOA , 

     ; 

 /      /web 

services,  ,  ,    

� ,            

, .  .     

 /web services      

  SOA       SOA  

 ; 

   /web services     ,  

   � ,  ,    ,    

DWH  .          

  SOA , . .    

      SOA       

,          ; 
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   /web services        

   ,  ,    ,  / 

DWH  .; 

     /  /  /     

          

, .          

 ,          

/   / . 

    ,      

     ,      

        

/ /   - ,       

  .   ,       

 ,       - ,   

       , -   

1 .     ,     

     - .     , 

             

.     -      

/ .   -       

           , 

     - . 

           , 

   , -     /web 

services,    ,     ,  

  ,       ,   

, ,   ,  , 

  ,   ,     .  

          . 

   ,       ,   

         -   15  . 

5.3  3 -       , 

  ,  . .,    
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/ ,     �    

   �     �  

   �,    , 

     ,      ,  

          2020 .,       

. 

       ,    2 

: 

-         ; 

  /web services; 

-    ; 

-   10  ; /   20 

- , ;       �  / / - , 

- ,  �;      

; 

-     /web services;   

      ,    

     /     

. 

5.4  4 �  

         
     ,    . 

 

6      

 

   (       

 ,        

/    )  ,   ,  

      2  �       

�     �     ��, 

 ,           

       ,        
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     2020 .      ,       

       .  

6.1       

           

    ( .   web services)      

         .  

       ,     SOA 

           SOA  

 . 

      ,  �   �,  � �, -

     , .     ,    SOA 

            SOA 

  ,       . 

          

           

   (service). 

6.2   

           

        (service)   

       .      

  (     web service)    

              

          

.           

  . 

         : 

           

           -

          

,       ,  

        ;  
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         , 

               

 �           

   - ; 

           

          

        ,   

    ,    

  ; 

           

         

     - ,     

       ,   

   ; 

           

         

    ,     

 . 

6.3     

        

,    : 

        -  (web-

services)          

   (sync pull)   ,        

 0.015  (15 )  95%  ,     

    .         

            

   .           

     ,    .    

            

   -          ; 
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    �push�  �pull�,      � 

            

-        (use cases),    

. 

            

   (Distributed Caching)  �  �,   

 /        ,    

    (Cache Coherency)     

    .  

6.4     

          

       910/2014     

           

.  

     -      

 ,         -   

  

6.5   

-               

 : 

-         , 

      (   � �).  

       ,  ,  

    2013/37/        

         ; 

-      ,      

  ,       ,   

      ,     

 ,         

http://opendata.government.bg,         

,          

( ); 
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-         ,  

  ,       ,   

 ; 

-        ,     

 .        

  . 

6.6     

          

,     .    : 

   ; 

    ; 

    ; 

            � ODF, Excel, PDF, 

HTML, TXT, XML, CSV, ASCII. 

6.7    

          

   . 

        

           

    ,        

     . 

          

  �          

�   ,  . 
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7      

       ,    

. 

7.1       

          

83/11.08.2020 .,      . 

  (Source Code)      ,  

  ,    . . 14, . 4    

    ( ). 

    ,      

     ( , , )      

  ,      .    

,     ,      

  ,  .  

    ,    ,   

         , 

, , , , , , , , , 

, , ,          

      ,      . 14, . 

4  ,        ,    

 . 

7.2     

         

 .        

      ,    

     .   

     /    ,   

    . 

           -

,   -  ,   .   
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   ( )  . 

       ,    

      . 

            

     - Service Oriented Architecture (SOA). 

          

  ,         

        -  (Web Services),   

 ,            

,     �     . 

    /        

      � RESTful Application 

Programming Interfaces (API).        

           ,    

. 

        

   . 

   ,   - ,   

        : 

-    URL- ; 

-  GET ; 

-  HTTP header  HTTPS  (Accept  ). 

          

    (SDK - Software Development Kit)     

   ( Java, .NET, PHP). 

      ,   

          . 

         , 

     ,    

.         
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-            

  :    PL/SQL-      

     ,     Oracl . 

     ,       

      ,     Oracle SQL 

Developer (   Oracle)  PL/SQL D veloper (   Allround Automations) 

  ,    ; 

-        :     

        (user 

interface),   open source        

       .  

  (Application servers),       

    Java  open source       

     .      

      Oracle. 

      ,    

         , 

    . 

,     ,     

            

  .  

           

           

: 

      ,    

/ / ; 

          � 

           

 (Quality Assurance)           

   ; 

   continuous integration ; 

   dependency management. 
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     ,   build-     

 (deployment),      : 

     build; 

 /   build; 

  /  build ; 

        , 

    build- . 

7.5     

7.5.1       DoS / DDoS  

        "Rate Limiting" /  

"Throttling"             -

,          , 

     -  (Web Services)   

.  

           

   , -   ,      

URL/URI. 

           

    ( .    )  

             

   . 

7.5.2       

   ,       

          ,   

        ,  

         . 

            

      ,    

,     . 
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    �     ;    

       . 

        /   

             

     . 

            

         .    

   (Use Cases)        

 ,   -    �   

 Memcached  Redis    Redis GeoAPI     -

        , 

   . 

         : 

             

       ; 

       ; 

         -    ; 

    ; 

 ,         . 

            

  . 

7.5.3  

    -       

        -     

   -   1 ,   1     

95%  ,       (Network Latency)  

      .      

       ,   

,      . 
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      . 

7.5.4   HTTP/2  HTTPS 

     ,      

      HTTP/2  HTTPS     

        : 

  header compression; 

   brotli   ; 

  HTTP pipelining; 

 HTTP/2 Server push,   ,  

 (CSS, JavaScript   .). 

          

TLS cipher suites         - 

AES-GCM  x86      (   AES-NI CPU 

),  ChaCha20/Poly1305    (    ARM 

). 

   /    HTTP/2,     

fall-back   HTTP/1.1.         

     ,  / ,  

HTTP/2,   . 

7.5.5    

           

    ,         

   , .      

/         . 

          

     - ,     / , 

      . 

    ,       

 ,  SHA-256.  ,        
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(  ,   .),       , 

         . 

          

    ,        

,          , 

      910/2014,       

  1  2017 . 

         

         Java     

      Java Runtime,       

         . 

      : 

       ,    

,            

  ,     �  � � 

              

    ; 

   -    ,   -  

 (Browser Plug-ins),        

  ,     ,      

           

      ; 

       ,     

   . 

7.5.6         

           � 

      �  60%,    , 

      (Continuous Integration),   

       ,     

      ,      

(Dependency Management). 
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  ,        

,           

. 

7.5.7       

        ,     

        (    )   . 

          ( . BCrypt, 

PBKDF2, scrypt (RFC 7914)        ,    

         (transparent data-at-rest 

encryption). 

            

,        . 

      Self-Signed    . 

   (      )    

      HTTPS.       

     (Verified Identity),  

    TLS 1.2,      , 

  -    (Microsoft Edge, Google Chrome, Mozilla 

Firefox).          

            

. 

          ,  

     SSL Labs     

 (https://www.ssllabs.com/ssltest/).         

       (Reverse Proxy)   

 ,        

     (       

)  HTTP Header- .          

 Spoofing. 
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       (Web Services)     

  HTTPS      TLS 1.2,  

       . 

          

         ,  

 SQL , XSS       ,   , 

  ,        

. 

           

           

  OWASP (Open Worldwide Application Security Project). 

             

.    ( , , , )   

   ,       

     : 

o  ; 

o      ; 

o  (      ); 

o    ,    ; 

o        

,  ; 

o ; 

o   ; 

o   . 

           

       , , , ,    

  - ,       

ISO 8601:2006. 

          

   ,     ,    
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         III,  6  

  910/2014.         

  ,    ,     

     ,   ,   

  RFC 3161. 

       (penetration tests),     

        . 

7.5.8   

7.5.8.1       

         

          

      WCAG 2.0,   ISO/IEC 

40500:2012. 

        GET     (URL). 

     POST        , 

     . 

          

        ,  

           . 

           

     �   - ,  

       (Responsive 

Design). 

       (Captcha)      

   /  . ,     "Rate 

Limiting" /  "Throttling"     

. 6.1 �     �   . 

    Captcha     

    � �. 

             

         . 
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  ,          

        

    .       

 (Serif). 

 ,      ,      

      ,        

.           

       . 

       ,       

   .         

  . 

           . 

           . 

           

   ,     , 

  RFC 1123,    ;  

          ,   

      ,   

.  

       ,   , 

       .  

        ,  

          . 

            

.             

   .          

          

 ,        

      ; 
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      , ,   

 ,   .      

             

    HTML ,  . 

           

       (lazy load). 

7.5.8.2  

             

,   /    . 

     ,   

   ,        

 ,    , -  

,    .         

     Unicode 5.2      

  ,      UTF-8  Windows-1251  

  .  

            ( ). 

             

              

       /      

: 

o      �DD.MM.YYYY HH:MM:SS�, 

             

- ;

o          

ISO  8601:2006; 
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7.5.8.3        

            

     AJAX    ,     

   : 

o        " "  

     /     ; 

o           

     (autocomplete)    ,   

  ,           

      o        

10 ;  

            

    " " (in-line validation).     

     ,       

       . 

    ,  ,     

        ,    

,    ,      

           

           

,            

 . 

             

  ,        ,  

   : 

o       ,     

/ ; 

o        (  ,   

      ); 

o       ; 
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          , 

   ,         

          . 

   ,     

          

 ,      ,    

   (plain-text).  ,    

, ,   .       

       /    

/     . 

           

         

,      -   , 

 / /     ,     

 ,     "Mouse Hover/Mouse Over" . 

           

,            ( . 

),     ,      . 

           

   . 48, . 5  . 

7.5.8.4           

        /   

      ,      

            

   . 

            

,   ,  / /  ,  

           . 

7.5.8.5        

          -     

      ,     
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 ,           

;         

     . 

7.6   

          

  ( ),        ,   

       (  ). 

,             

  : 

 /   ; 

     ,     ; 

 ; 

 ,     , .    

   .       

; 

  ; 

 IP   ,    ,     

      /IP , hostname    (  

  )  , .   .    

      . 

           

  ,   -        

  : 

             

  ,       ;  

  ,         .    

        

   ,   SOA; 
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        ,    

   ; 

           ,  

             2 

 ;         

       ; 

            

     ;       

 . 

7.7         

      ,       

,    Oracle    . 

, 

,  -     , .    

 ,            

,      ,   . 

     (   (NoSQL))   

          ,  . .: 

       (   )     

   ,         

; 

         ,    

    . . sharding; 

          

       ; 

        ,     

 -   ;       

    ; 
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         primery key  foreign 

key,  ,    .; 

        ,   

EXPLAIN (  SQL  ),         

 ; 

      ,     

      ; 

      (batch)      

 ; 

        ,  ; 

    ORM        

   ,         

( . . n+1 selects ); 

           -

     ,    .  

8      

            

   ,  ,     

,        ,    .  

       ,     

          ,     

          .  

9    

       4   . 

10    

       4   .  
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11     

 ,   / /   

            

   : 

    ,      

   �       

; 

             

   ; 

           ; 

         

   ; 

      ,    

      ; 

       ; 

      /      

     ; 

          

  ; 

       ,   

        ; 

           

 . 

      �  �  

   ,    ,   ,  

     ( /  )    

 ( )  . 

      �  �    

           -

     . 

12    

 12        . 
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13  

13.1.    

     ,   , 

    ,      , 

       . 

          

 (ODF/  /Office Open XML/MS Word DOC/RTF/PDF/HTML  .),  

 /           

     ,     . 

,        ,  

          . 

       (API), 

   , ,     . 

         /   

(SDK)       , ( )  Java  .NET. 

            

 API- : 

o     (end-point)      

   ; 

o       ( , ); 

o       ( , ); 

o   ; 

o       . 

     (API)    

 . 

  REST -      

  API Blueprint (https://github.com/apiaryio/api-blueprint), Swagger 

(http://swagger.io)    .     

    SOAP . 

        �   

, , ,  ,       

. 
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. 

 ,         

 ,      . 

 ,     ,   

,         . 

13.2    
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     (     ); 

     / . 

o   , . web services (    API)  

/    /  /          

,    : 

       ,   ; 

  , ,   /web service; 

    /web service �       

  ; 

        (GET, POST, PUT, 

DELETE), ,   ,    ; 

    ,       /web 

service; 

      /web service. 

o     ,    , 
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o         
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o    . 
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