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1111-8P 

Cisco FMC1600 
    

    
 

WZP25110DA0, 
WZP2512023J 25.11.2024 

Cisco  
UCSC-C220-
M5SX 

    
    

 
WZP25100BZK, 
WZP251104MV 25.11.2024 

Cisco 
AMPPC3000 

    
WZP25160BUT 25.11.2024 

Cisco SAN 
 DS-

C9396S 

     
 JPG21470078, 

JPG2147006D 1.7.2023 
Cisco SAN 

 DS-
C9396T 

     
 JPG2741002Q, 

JPG273800BB 31.10.2026 
 

 
2.1.1     ,    

 
      ,    : 

-  � 4  ASR1001X 
-   � 4  NGFW 2110 
-    1 - 4  N7702 
-    2 - 4  N2K-C2348UPQ  
- SAN  � 2  DS-C9396S 

2.1.2       
      .2.1.1,     

          
,      ,   

   : 
-       � Cisco AMPPC3000 
-       - Cisco ISE Virtual Machine 
-      � Cisco Stealthwatch Virtual Machine 
-         � FMC1600 
-   1 � Cisco Catalyst C9500-16X 
-   2 � Cisco Catalyst 9300X-24Y 
-   3 - C9300-48UB 
-   4 - C9300-24UB 
- Cisco  C1111-8P 

Cisco  UCSC-C220-M5SX 
- Cisco SAN  DS-C9396T 
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 0º  +40 ºC 
3.1.5          

10%  85% 
 : 

3.1.6      8  1 GE  , 
     -   SFP 

3.1.7      4  1/10 GE  , 
     -   SFP/SFP+ 

3.1.8      1  USB  
3.1.9      1   ( )  
3.1.10     RJ-45 10/100/1000BASE-T    
3.1.11       6  -

  SFP, Copper,  100 ,    -
5C°  85C° 

   : 
3.1.12      38 Gbps 
3.1.13    IPsec   18 Gbps 
3.1.14     4000 IPSec  
3.1.15     2 000 000 Firewall  
3.1.16     4 000 000 IPv4  
3.1.17     16 000  
3.1.18     8000 VRF 
3.1.19     2 000 000 NAT  
3.1.20      16 GB DRAM,    

  64 GB 
3.1.21        20 G   

 : 
3.1.22    IPSec   IKE/IKEv2    

    : 
- Encryption: 3DES, AES-128  AES-256    CBC  GCM 

. 
- Authentication: 748,1024  2048  RSA, 256  384  ECDSA. 
- Integrity: MD5, SHA, SHA-256, SHA-384, SHA-512 

3.1.23    MACsec-256 
3.1.24    Generic routing encapsulation (GRE)  
3.1.25      IPv4  IPv6 
3.1.26     Firewall    : 

- Statetfull inspection firewall 
-    Layer 3  Layer 4  

      
3.1.27         (ACL)   

  Layer 3  Layer 4  
3.1.28    MPLS   L2  L3 VPN  
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3.2.5           
10%  85% 
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3.2.6       8  10 /100 /1 GBASE-T  

 
3.2.7       8  1/10 GE  , 
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3.2.8         ,  

   . 
3.2.9       1  USB  
3.2.10       1   ( )  
3.2.11       1  1/10 SFP    

   : 
3.2.12        21 Gbps  

 statefull inspection firewall, IPS  deep packet inspection (1024B ) 
3.2.13      4 000 000   
3.2.14      170 000    1  
3.2.15      6.7 Gbps   TLS 

 
3.2.16      10 Gbps IPSec  
3.2.17      7 000 VPN  

 : 
3.2.18     IPSec   IKE/IKEv2    

      : 
- Encryption: 3DES, AES-128  AES-256. 
- Authentication: preshared key, RSA  ECDSA. 

        -       Integrity: SHA, SHA-256, SHA-384, SHA-512. 
3.2.19     SCEP      
3.2.20     OSCP      
3.2.21          
3.2.22     802.1Q VLAN 
3.2.23       ,    

IPS  
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Anti-Malware         
3.2.25     ,      

    Web URL        
3.2.26         : 

- RIP  RIPv2 
- OSPFv2  OSPFv3 
- BGPv4 

3.2.27      IGMPv2  PIM-SM  
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