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REQ.11.          
           
,   MITRE ATT&CK framework. 

REQ.11.          
         

    ,   . 
REQ.12.         , 

     Mitre ATT&CK framework. 
REQ.13.          

   ,      
        ,  

          . 
REQ.14.          , 

          
  . 

REQ.15.            
          

       . 
REQ.16.   ,     ,   

        . 
 

REQ.17. 

        
    ,         

        .    
          , 

            
,          . 

REQ.18.    ,     
     ,       

  ,    . 

REQ.19.           
Supervised, Unsupervised  Deep learning   ,  

          , 
 Command and Control, Hidden tunnels, Reconnaissance, Lateral movement, 
    .       
           

   . 
REQ.20.         , 

     VPN. 
REQ.21.          PCAP    

    . 
REQ.22.    ,    , 

      ,      
,   ML ,     . 

REQ.23.    ,     
   ,   AES-256 . 

REQ.24.    ,      
        . 



 
 

6 

REQ.25.          
  ,         
.  

REQ.26.    ,     
           . 

REQ.27.    ,     
  ,     . 

REQ.28.          
     /   AWS, Microsoft Azure, M365. 

REQ.29.        , 
       open-source   

IDS,           
. 

REQ.30.        , 
   ,     Entra ID (Azure ID) 

REQ.31.        , 
          Entra 

(Azure ID) 
REQ.32.    ,    

      
REQ.33.    ,      

Account take-over  
REQ.34.        , 

   ,     
/  ,    Kerberoasting, DCSYC    

LDAP . 
REQ.35.           

 ,          
      ,   

       .    
         . 

          
  SPAN ,  (mirror) , TAPs,    

    VMware. 
REQ.36.            

          
 IP . 

REQ.37.         
    . 

REQ.38.             
 -   3 . 

REQ.39.            
     API . 

REQ.40.    RESTful API   Active Directory,   
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