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REQ.21  Spanning Tree  - BPDU Guard  Root Guard. 

REQ.22  
          
   . 

REQ.23  

 IP forwarding     : 
  �  200Gbps. 
 Forwarding �  150Mpps. 
 MAC  � 32000. 
 IPv4  � 32000. 
 IPv6  � 16000. 
 Multicast  � 8000. 
 1000  VLAN. 
 SVI  � 1000. 
   � 16MB. 

REQ.24  DRAM - 8GB. 

REQ.25  

Statefull Switch Over (SSO)        : 
 . 
 STP. 
 802.3ad. 

REQ.26       SSO. 
REQ.27  Jumbo frames - 9198 . 
REQ.28  Spanning Tree � IEEE 802.1d, 802.1w  802.1s. 
REQ.29   Private VLAN. 

REQ.30  
          

  . 

REQ.31  

 : 
 RIP, RIP-NG. 
 OSPFv2  OSPFv3. 
 BGP. 
 IS-IS. 
 IGMPv2  IGMPv3 snooping. 
    PIM-SM  PIM-SSM. 
    . 
       VRF lite  . 
 VRRP. 

REQ.32  IEEE 802.3ad LACP . 
REQ.33  IEEE 802.3ad         . 
REQ.34  IEEE 802.1AB (LLDP)  LLDP-MED. 
REQ.35        . 

REQ.36  

QoS   ,  : 
 HQoS. 
 8      . 
         Layer2, Layer 3  Layer 4 

 , 802.1p  DCSP . 
 Traffic policing. 
 Traffic policing           CIR, 

PIR  burst . 
 Traffic shaping. 
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    PIM-SM  PIM-SSM 
     
 VRRP 

REQ.29    IEEE 802.3ad LACP  
REQ.30     IEEE 802.3ad          
REQ.31    LLDP   

REQ.32           
  DPI     

REQ.33  

  QoS   ,  : 
  8      . 
            

Layer2, Layer 3, Layer 4  Layer 7  , 802.1p  DCSP 
 

 Traffic policing     
 Traffic policing           CIR 

PIR  Commited Burst . 
 Traffic shaping     
          

    ,     
   

          
   . 

     (PQ) 
   Weighted ail Drop (WTD)     

 
 DSCP  802.1p         

 

REQ.34  
         

  

REQ.35  
         MAC 

,      802.1x   
 

REQ.36  

        : 
     GUI 
 RMON. 
 IPv4/v6 ping 
 DNS 
 TFTP 
 FTP 
 NTP    
 SSHv2  SNMPv3 
       16000   

 IPFIX, Netflow, JFlow        
  

     ,     
      -  

         . 
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   ICMP 

REQ.15  

      /   , 
   .      DHCP .   

         DHCP    
   /     

     ( .     
Windows ,       ) 

REQ.16           
    (DNS - Domain Name System) 

REQ.17     DNS     10 000 DNS 
   

REQ.18       DNS   
  RFC 2136 

REQ.19            
  ,    RFC 1996 

REQ.20      DNS    IPv4,    IPv6 

REQ.21      DNS Anycast   IPv4  IPv6 
(  BGP  OSPF ) 

REQ.22      DNSSEC      
    DNS  

REQ.23      DDNS  

REQ.24         DNS   
  GSS-TSIG  

REQ.25      MultiMaster DNS  

REQ.26  
      IDN (Internationalized Domain 

Names)        punycode (   
) 

REQ.27      IDN  DNSKEY , DS , NSEC 
, NSEC3PARAM   RRSIG  

REQ.28      EDNS0    RFC 
6891 

REQ.29  
        , 
  DNSSEC: DSA, RSA/MD5, RSA/SHA1, RSA/SHA-256, RSA/SHA-

512, ECDSAP/SHA-256, ECDSAP/SHA-384 

REQ.30    DNSSEC      DNS 
 

REQ.31         DNS   
 

REQ.32  
         

   TFTP, FTP, HTTP      
    NTP (Network Time Protocol) 

REQ.33  

         
.          

.             
        

REQ.34  
         ,  

        ,  
  

REQ.35        ,  
 

REQ.36          IPv4  IPv6 
,  , ,  API  
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REQ.37  

       : 
 -     
 - RADIUS  
 - TACACS+  
 - LDAP 
 - Microsoft Active Directory 

REQ.38  
          DDI 

.       ,   
    

REQ.39          SNMP (Simple Network 
Management Protocol) 

REQ.40  
       (backups)  

 ,         (  
TFTP, FTP, SCP) 

REQ.41            
  Ansible, Puppet  Chef 

REQ.42           
    ,  CSV  JSON 

REQ.43  

         
  DNS    ,   

 ,        
    DNS.      10 

   DNS , :     
FQDN,   -   ,    
 FQDN,   ,   ,     

  DNS  

REQ.44  

         
  DNS, -     , 

    Powersource/DNS Messenger,    
    ,   DNS   TXT  

REQ.45  
      Response Policy Zones 

(RPZ)    DNS         
 

REQ.46           
,    ( , ,   ) 

REQ.47            
  Syslog  (TCP  UDP) 

REQ.48  

       ,  
   ,        . 

         
 ,  , DNS    DNS . 

REQ.49          
  TLS (Transport Layer Security) 

REQ.50           
  (2FA) 

REQ.51           
         (ACL) 

REQ.52          DDoS  DNS  DHCP 
 

REQ.53            
     ,     

REQ.54             
          

REQ.55           
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REQ.56  
         

        
 

REQ.57  

         DNS   
          

 -     :     
,     ,     

NXDomain  (   ),  (    
IP ).        , 

  .       
   IP . 

 -            
      IP   .     

        �     
        

   SOA  NS.      
         

     FQDN (DNS    
    ,   DNS      

      
 -           

/IP ,     ,       
    IP       ,  

- .         
           . 

         
   ,    API,     

     . 
 -           

 ,     

REQ.58  

      DNS     
      

 -    IP  
 -  DMZ DNS ,      IP   

            
 -   ,   .     

   Windows, Mac OS, Android  iOS 
  ,   ,    

 -    ,   APT  
 -     IP ,     
 -   ,    
 -   IP ,     
 -   ,    ,    

     (DGA) 
 -   IP      TOR  
 -   ,    
 -   ,       
 -   ,     .   

      -  500    
  (    ). 

 -   ,      
 ,          
,      ,    ,  
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REQ.59  
          

     DNS ,     
RPZ,      DNS  

REQ.60  
          API  

 CSV, STIX, XML, JSON  CEF       
  SIEM,       

REQ.61  

         
  /IP,     ,    

    ,      , 
         , 

    

REQ.62  

 DNS         
  DNS      ,  

          
      DNS.    

  10    DNS      : 
    FQDN,      2  3   

   ,     
  FQDN,       FQDN, 

    ,     DNS 
 (       ).  DNS 

    DNS ,     
  ,   DNS  

REQ.63   DNS         
 DGA  DGA   DNS  

REQ.64  

 DNS        
          ,   

        , 
   , ,  , 

  . 

REQ.65          (High 
Availability - HA)    ,  DNS, DHCP  IPAM 

REQ.66            
     

REQ.67        (failover)  
      

REQ.68          
        

REQ.69           
 (load balancing)  DNS  DHCP  

REQ.70          
(Rolling Updates),         

REQ.71         (Disaster Recovery) 
        

REQ.72           
        

REQ.73         ,    
     10 . 

REQ.74          DNS, 
DHCP  IPAM  

REQ.75  
          , 

     SIEM (Security Information and Event 
Management)  

REQ.76           
  IP , DHCP   DNS  
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REQ. 19. 
       , : OSPF, 

OSPFv3, RIP 1 /RIP 2  BGP-4. 

REQ. 20. 
      : SSL offload, 
   SSL   ,    SSL 

         .  

REQ. 21. 
        IP    

    SSL (        
). 

REQ. 22.     SHA2 (Secure Hashing Algorithm).  

REQ. 23. 
          

  (Virtual Service Level). 
REQ. 24.       TLS  1.2  1.3. 
REQ. 25.       TCP  HTTP . 
REQ. 26.     HTTP . 

REQ. 27. 
     HTTP ,    

       .   

REQ. 28. 
           RFC 2616 

 HTTP 1.1. 

REQ. 29. 
           

           
  . 

REQ. 30. 
        , 

         . 
REQ. 31.     TCP . 

REQ. 32. 
            

   . 

REQ. 33. 
            

,     ,  WAF , API 
  , API , BOT      .   

REQ. 34.     OOP       
     SSL . 

REQ. 35. 
           

WAAP   . 

REQ. 36. 
      ,    
  Captcha . 

REQ. 37. 
       ,    

,      ,     
 ,      . 

REQ. 38.       ACL . 

REQ. 39. 
           

  . 

REQ. 40. 
           

   .        - . 
REQ. 41.       SNMP  1,2  3. 

REQ. 42.        API   
   . 

REQ. 43. 
          Syslog. 
     : BSD syslog-RFC3164  IETF syslog-

RFC5424. 

REQ. 44. 

    -  .    
         :  

,    ,     
   . 
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REQ. 45. 
    AAA      

,     RADIUS, TACACS+  LDAP. 

REQ. 46. 
          

(     ),     ,  
      . 

REQ. 47. 
           

    . 

REQ. 48. 
           

,    /          
. 

REQ. 49. 
        

      (  5 
 ).  

REQ. 50. 

         (upgrade 
   ),       

     ,     , 
    . 

REQ. 51. 
          

 (   TCPdump). 
 

REQ. 52.            
. 

REQ. 53. 
      /      

      . 

REQ. 54. 
           

   ,       
   3  . 

REQ. 55. 
           

  (latency)       . 

REQ. 56. 
         , 
 HTML  PDF. 

REQ. 57. 
       (dashboard),   

    150  . 

REQ. 58. 
     (dashboard)     

    ,    GEO    
. 

REQ. 59. 

         , 
    SSL  HTTP ,       

 ,          , 
  .  

REQ. 60. 
    �  5�       

    .   5   ,  
,   ,  , IP   . 

REQ. 61.            
 ISP   .  

REQ. 62. 
      ,     

   DNS   multi-homed . 

REQ. 63.          DNS . 

REQ. 64. 
        ,   
     . 
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REQ.14       ,        
              

,      . 
REQ.15             

         . 
REQ.16             

   .pdf   . 
REQ.17         . 
REQ.18            ,    

 Microsoft SQL Server, MySQL, Oracle. 
REQ.19          Microsoft Exchange . 
REQ.20          Windows  . 
REQ.21          SharePoint . 
REQ.22           ( )  

     (     ),  
       ,        

  ,           
  -  . 

REQ.23           
       ,    

       .  
REQ.24         ,    

       . 
REQ.25      Dashboard    ,       

    ,   ,     
. 

REQ.26         ,     
    ,       

 . 
REQ.27         .      

   ,           
  . 

REQ.28           ,      
 . 

REQ.29         ,      
 ,      ,    

 ,    ,          
,             

.      ,     
   email    . 

REQ.30         ,       
 ,       ,  

 ,      ,   
     ,    . 

REQ.31         ,       
                

  ,   ,         
 . 

REQ.32         ,      
     ,      

 , ,       . 
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; 

           
      ; 

 ,   ,     , 
,             

  ; 
          

     ,  , 
       ; 

         ,   
     ,    

    ,   ,    
   (      

,      ); 
           

    /    ,  
  , ,  /     
   .     
    ( )        

   ,         
 ,      ; 

    ( )         
        ( ).  , 

           
; 

        5    (  
  ), 8        9.00 .  17.30 . 

         ; 
            

       (   
  )     ; 

             
  -       9.00 .  17.30 .; 

 ,   ,      
/         

.     /    
    ; 

    ,    ,   
        ,  

   ,    .  
            
 ; 

  ,   /       
   ,      

     ,  ,    -  
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IV.    

 
        4     

 . 

         -  
             

,    . 

 

V.    
 

           
 , . , . �  . �  1  . ,, "  6. 

                    
  


