UHOOPMALIMOHHO Bx.N230-00-251/27.11.2025
OBCAYXBAHE Codus

IIpuioxenne Ne 2
KBbM paMKoB gorosop MC-117/09.10.2024 r.

3ASIBKA no Pamkos gorosop Ne MIC-117 ot 09.10.2024 r. X
(I10-16-3093/09.10.2024 r. 5a HO A])

3ASIBKA no Pamkos gorosop Ne MIC-117 ot 09.10.2024 r. (m
(I10-16-3093/09.10.2024 r. sa HO A]]) (akTyaIH3HpaHA)

Ilo3mnms ot Ne no peo om
IIT-2025 r.: -
Onncanre Ha npoekT | Jocmaexka Ha uHmepHem cebp3aHoCn! U OCu2ypaeare Ha sauuma
cpriaacao IIT: om DDoS amaxu

CPV kox 72411000-4

Per. HOMep HA IHCMO
or MEY 3a
YTBBpP/KIaBaHe HA MEYV-16107/30.10.2025 2.
NPOeKTA /CTAHOBHINE
10 MPOEeKTAa
H3ucKBaHe 3a 10CTHI
10 KIacHQHOHpPaHA
nHGopManHs

JA/HE

CrolBoOCT: (ciotinocmma ciedea oa
cvomeememea Ha 3anodxcesama e Ilnaw-
epaguxa) 6e3 I1C, e m.u. pazouexa Ha
cmotiHocmima 3a npoexmu Ha yacmu/ ¢
axkpeoumue/ agaHcoeo

2.14

HE

56 550.00 ne. 6e3 J14C

Ha yacmu, kakmo cieoea:

* 3a nepuooa om 17.10.2025 2. 0o 31.01.2026 2. cneo
noonuceane Ha npuemo-npeoagameses NpomoKo. no
471. 6 om 0o206opa, yoocmoeepaeauy npuemMane Ha
u3gLPUIEHUTNE OElHOCINIU 110 OCUZYPABAHE HA
Hrmepnem u 3awyuma om DDOS amaxu u usoadesa
gaxmypa na cmotinocm 13 650.00 ne. 6e3 JJ/IC 3a
CbOMeemHUA NePUoo.

Kwm npuemo-npeoasamentius npomoxo.n ce npuiaza
00K1a0 3a u3ebPUIEHUMe OelHOCNU 3a CLbONEEINHUA
nepuoo.

3a nepuooa om 01.02.2026 2. 00 31.10.2026 2., Ha
mpumeceyue, cied noonuceane Ha npuemo-
npeoaeamener nPomMoxoa no 4. 6 om 002080pa,
yoocmoeepaeauy npuematre Ha usevpuieHume oelHocmu
no ocuzypaeare Ha Hrumeprem u 3awuma om DDOS
amaxu u usoadena gaxkmypa sva cmotirocm 11 700.00
1e. 6e3 JIJIC 3a coomeemHtus mpumeceveH nepuoo.
Kwm npueso-npeoasamentius npomoxo.n ce npuiaza
OO0K1a0 3a U3BbLPUIEHUME OelHOCINU 3d CLbONEEINHUA
nepuoo.

3a nepuooa om 01.11.2026 2. 0o 31.12.2026 2. creo
noonuceane Ha npuemo-npeoagamesieH npomoxoa no

Hauun 3a Ii1amane: (e0HOKpamHo, Ha
yacmau, nepuoouYHo, ABAHCOBO U OP.)

1 Ot6ens3Ba ce B CiTydaii 9e 3aABKaTa € aKTyalH3HpaHa
2 CrriacyBaHO MeKIy CTPAaHHTE C OTVIe]l OCHTYpPSBaHE HAa HENPEKbCHATOCT Ha HHTepHeT H DDOS 3ammHTa 3a
AMC neHHOCTHTe IIO NIPOEKTa ¢a CTapTHPAIH OT 17.11.2025 r., npeH NOAMHCBaHE HAa HACTOAIIATA 3asABKa.

3anvyaBaHuUATa B JOKYMEHTUTE ca Ha OCHOBaHWMe un. 4 ot O6wma pernameHT
OTHOCHO 3alumMTaTa Ha gaHHuTe - Pernament (EC) 2016/679 1




un. 6 om 002080pa, yoocmogepasauy npuemane Ha
u38bpULeHUME OCUHOCU NO OCUSYPABAHE HA
Hnmepnem u 3auwguma om DDOS amaxu u usoadena
npes m. anyapu 2027 e. pakmypa na cmounocm 7
800.00 ns. 6e3 J/IC 3a cvomeemHus nepuoo.

Kvm npuemo-npeoasamennusn npomoxon ce npunaza
00K1a0 3a U38vpuLeHume OetHOCmuU 3d CbOMEEMHUS
nepuoo.

I1amane ¢ akpeaAMTHB MJIN AaBAHCOBO
JA/HE

HE

I[OKyMeHTI/I 3a IJ1almaHe ¢ akpeauTuB
HJIH AaBAHCOBO

Henpunosicumo

Cpok Ha usnbJaHeHue: (om oama — 00
oama unu 8 meceyu, axko He e 008bp3aH ¢
KOHKpemHa 0ama)

om 17.10.2025 2. 2. — 31.12.2026 2.°

I'apanuuonen cpok: (om dama — 0o
oama unu 8 meceyu, ako He e 068bp3aH ¢
KOHKpemHa oama)

Henpunoorcumo

OTuuTaHE: (NEPUOOUUHO — NOCOUBA Ce
nepuoo, eOHOKPAamHo, CPokK 3d
omuumane, omuemuu OOKyMeHmu)

Ha wacmu, kaxmo cneosa:

* 3a nepuooa om 17.10.2025 2. 00 31.01.2026 2. ¢
noonucearne Ha npuemo-npedasamenet nPomoKos no
u1. 6 om 002080pa, YOOCMOBePABAU NpUeMane Ha
u3BbpULeHUME OCUHOCTNU NO OCUSYPABAHE HA
Humepnem u 3auwguma om DDOS amaxu

Kvm npuemo-npeoasamennus npomoxon ce npunaza
00K1a0 3a U38bPULeHUMEe OeUHOCTIU 30 CbOMBEMHUS
nepuoo.

* 3a nepuooa om 01.02.2026 2. 0o 31.10.2026 2., na
mpumecedue, ¢ NOONUCBAHE HA NPUEMO-NPeOasameieH
NPOMOKON NO 4. 6 0m 002080pa, YOOCMOBePABALY
npuemMare Ha u3gvpuleHume OeuHOCmuU No OCULYPABAHE
Ha Humeprem u 3awyuma om DDOS amaxu

Kvm npuemo-npeoasamennus npomokon ce npunaea
00K1a0 3d U38bPULeHUME OCUHOCTIU 30 CbOMBEMHUS
nepuoo.

* 3a nepuooa om 01.11.2026 2. 00 31.12.2026 2. ¢
noonuceane Ha npuemo-npeodasamenet nPOMoKoJ no
u1. 6 om 002080pa, YOOCMOBepABaU NpUemMane Ha
UsBvpULeHUMe OeUHOCNU NO OCUSYPABAHE HA
Humepnem u 3auwguma om DDOS amaxu

Kvm npuemo-npeoasamennus npomokon ce npunaea
00K1a0 3d U36bPUIEHUME OCTHOCMU, U30A0eH Npe3 M.
anyapu 2027 a.

[Mpunoxenusi: (Hanp: mexnuvecku
napamempu, 0opazyu Ha OmyemHu
0oKyMeHm)

Texnuyecku napavempu

Hacrosimara 3asiBka 1a ce U3I'bJIHH NPH YCJOBUSATA HA NPUJI0KeHHTe TexHHUecKH

napamMeTpH.

3AABKATA e U3TOTBEHA OT:

PbkoBoauTe1 HA MPOEKT MO 3asiBKATA
ot crpana Ha BEHE®OUILIUEPA
(Hamp: mpeAcTaBUTEN HA NUPEKIUITA —
3asBuTEN ):

Toonuc:

3AABKATA e ONIOBPEHA OT:




IToonuc:

KoopaaHaTop Ha 10roBopa 0T CTPaHA
Ha BB3JIOZKUTEJIA:

IToonuc:
PbKoOBOIHTEI HA JOr0BOPa OT CTPaHAa
Ha BEHEPHITUEPA:
3ASBKATA e IIPHETA 3A U3ITbJIHEHHE OT U3IIBJIHUTEIA:
IToonuc:
PbKoBOIHTEI HA IPOEKT MO0 3asiBKaTa
Ioopuc:

PbKoOBOIHTE I 10 H3bIHEHAETO HA

Jlorosopa ot ,AEpopMannoHHO
odcayxBane” AJl

3adenexcka: C eOHa 3aaexka Moz2am 0da ce ev3nazam nogeye om eour npoexm no I1I, camo xoeamo me
ca eOHOMUNHU U YNPABTEHUEMO UM (8b31a2aHe, UNbIHEHUe, OMYUNAHe) Modice Od ce U3EbLPUIed
Cb2ACHO ONUCAHUME 8 MAbaUYama om 3a21aeHama CMPAanuYyd Ha 3aaexama napamempu u auya. B
mosu cayyail e mabnuyama ce 006agsam Heo6xo0UMUA Opotl pedoege, 3a ONUCEAHE HA CLOMEEMHUIME
npoexmu. Koeamo npoexmume He ca eOHOMUNHU, Me ce eb31acam ¢ 0MoeHU 3aA8KU.




TEXHUYECKHU MIAPAMETPHU

3a

OcurypsiBane Ha UnTepHeT 1 3amuTta or DDOS aTtaku 3a Hy»kAuTe HA AIMUHHCTPAUUATA HA

Ml/lHl/lCTepCKlrlﬂ CbBET

I. OPEAMET
[TpenMeTsbT Ha 3asiBKata € ocurypsiBaHe Ha MHTepHeT, npenocrtaBsHe Ha 3awura ot Distributed
Denial of Service (DDoS) aTaku 3a AiMuHUCTpauusaTa Ha MUHUCTEPCKUsI ChBET.

chyraTa Mo NpeaoCTaBdHE HA HHTepHeT BKJIFOYBa:

Wsrpaxnane Ha MHTepHET CBBP3aHOCT 3a AJMHMHHCTpalysaTa Ha MHHHUCTEPCKHS ChBET Ha
anpec Oyn. ,,Kuasz An. Joamykos“Ne 1 u yi. ,,Cepauka" Ne 6, 1000 Codust.

AnmuHucTpauusaTa Ha MUHUCTEPCKUsl ChbBET pasioJjiara cbC coOcTBeHa AS perucrpupaHa B
RIPE u co6etBeno [P anpecHo npocTpaHcTBO. AIMUHUCTpauusTa Ha MUHUCTEPCKUS ChBET LIE
005U 110 4 knac C Mpexu ¢ myOnu4YHM aJpecu, KOWTO 1ie M3IM0J3Ba yciayrata U uie obaar
3alUTeHN. AJIMUHUCTpALMATa HA MUHUCTEPCKUS ChBET TpsAOBa J1a HarpaBU HEOOXOJUMUTE
npomenu B ctpanuuara Ha RIPE u na mo3Bonu u3nos3BaHe Ha MHTEpHET yciyra npe3 AS
16344, coberBeHoct Ha MHpopmatmonHo OOCIysKBaHe.

AnMuHHCTpanusaTa Ha MUHUCTePCKUS ChBET TPsOBA Mla TIOMBJIHU (OPMYJISIP 32 pa3pelieHue 3a
M3Mo3BaHe Ha o0auHo 6asupana DDoS 3amura — Ipunoxenue 1

W3rpanenata MIHTepHET CBbP3aHOCT OTrOBApsi MUHUMYM Ha CJIEIHUTE napameTpu;

- OcurypeHa ckopocT 3a 00MeH Ha JaHHU - 600 Mbps (cuMeTpruyeH 10CTbIl).

- CBbBp3aHOCT MeXIy TEXHUYECKH LIeHTpoBe Ha MHpopMaioHHo oocimyxkBane 1 AMC
¢ rapantupano MTU ot 1500 Gaiita.

- MurepHeT nocThOBT TpsOBa Ja IMO3BOJISIBA TapaHTUPaH MAOCTBI, KaKTO [0
MEXAYHapOnHOTO MHTepHET NpoCTpaHCTBO, Taka U 10 ObJArapCcKUTe NOCTaBUMLM Ha
WHrepHer.

- CBbp3aHOCTTa MEXIy TEeXHHUYECKM LeHTpoBe Ha MHpopMalmoHHO oOciykBaHe U
AnMuHMCTpauusITa Ha MUHHMCTEPCKHS ChBET CleBa Ja € peaju3upaHa Mpe3 JBe
HE3aBUCHMU TbMHHM BJAKHA Mpe3 pa3MyHU TpaceTa.

- T'apanTupaHa npomyckaresHa cnocoOOHOCT Ha KaHajla B IBETE IIOCOKU 10 TOUKATa Ha
TpaHCMUHUPaHEe Ha Bpb3kara - 100%

- 100 % cumerpuunoct Ha ycnyrara (Upload/Download = 1/1)

- Bucoka HameXnHOCT 1 nOCTBITHOCT Ha MHTepHeT ycimyrara

- Hanuunoct Ha ycimyrara Ha mecevHa 6a3a - 99,9%

- JoctsisT mo UHTEpHET € HEOTpaHIMYEH 110 KOJIMUYECTBO Tpaduk

OCI/IprHBaHe Ha nmoaapbiKKa 3a BpEMETO Ha JOroBopa CbC CICAHUTE MUHUMAJIHU MapaMeTpu:

- OcurypeHa JICHOHOIIHO TEXHMYECKO 00Ciy)XBaHe Ha KiIMeHTUTe - [lomapbikka Ha
KpaitH1 MPEKOBH YCTPOICTBA 1 KaOeJIHH TpaceTa.

- OcwurypeHo yrnpaBieHHETO U MOAAPHKKaTa Ha IHTepHeT 10cThIIa B peXUM Ha padoTa
2477

- B pamkute Ha | yac OT mojaBaHe Ha curHan 3a npobGiem c¢ WMHTepHeT nocrbia,
MpoOJIeMBT Ja ce NUarHOCTHLMPA U J1a 3aIT0YHe OTCTPaHSIBAHETO MY.



VemyraTa mo mpegocTaBsHe Ha 3amuTa oT Distributed Denial of Service (DDoS) atak# H BKIIOYBa
CIIETHOTO PeIIeHHE:

REQ. 1.

Tun pemeHne: XuOpHIHO pemeHHe moj (opMaTta Ha oOlmadHa yciayra H (GH3HIECKH
ycTpoicTBa 3a DDoS 3ammTa B MpeskaTa Ha JOCTaBYHKA Ha yClIyrara.

REQ. 2.

Kommonerntn 3a xmbpugaa DDoS 3ammTa Ha MpEXOBH cloeBe 3 H 4, KaKTo H
KoMmoHeHTH 3a Web DDoS 3amuTa H 3amuTa Ha yed npunoxkeHHa (WAF) Ha MpeXKOBH
cioH 7.

OOGmagHa yciIyTa 3a 3alIaTa.

REQ. )

Mucneknua | 3amuTa oT DDoS B peaiHo BpeMe.

Kamanuret ot MuEEMYM 600 Mbps 9HCT TpadHK.

OyHKITHH 3a 3amuTa oT kpunTHpanH flood ataku Ha 6a3a moBemeHHe, TLS HHCIIEKITHA,
3allATa Ha MPHIOKEHHA H HHPOpPMaIHA 3a 3amnaxH (threat intelligence).

REQ. 7.

3amuTa OT ye0-0asHpaHH aTakH cpemry npunoxeHHA mo OWASP ToplO mopena,
CTaHJApTHH ye® aTakd, aTakd ¢ (okyc BBPXy JaHHH H JaHHH 3a JOCTBI, KaKTO H
Heno3HaTH 0-day aTakh.

OyakiuA 3a WAF Mofayna: H3MONI3BaHE Ha HETaTHBEH HIH IO3HTHBEH MOJET Ha
CHT'YPHOCT, 3amuTa Ha API, ynpasneHHe Ha 60TOBe, KOHTPOII Ha OCTHIA, I€0-NOTHTHKH
3a IP ajgpecn, THMHTHpaHe Ha oOeMa TpadHK KBbM IPHIOKEHHATA, H3IIONI3BaHE Ha
HaIpeJHATH IPaBHIa 3a CHTYpPHOCT, H3noa3Bane Ha ERT Active Attackers Feed (EAAF)
TEXHOJIOTHA 3a 3alIHTa.

MHcnekTHpaHe Ha KpHOTHPaH (SSL) TpadHk.

REQ. 10.

(DYHK].IHH 3a 3amIHTa Ha 0a3aTa Ha H3BECTHA 3 CIIy4BamiH C€ B MOMEHTA aTaKH (attackers
feed). Ch3aJICHH H IIPEIOCTABCHH OT IIPDOH3BOJHTEA HAa PEIICHHETO.

REQ. 11.

ABTOMAaTHYHA CHHXPOHH3AIIHA MEXKIy KOMIIOHEHTHTe Ha HH(OpPMAIHA 3a aHOMAIHO
MpEeJKOBO TIOBEJICHHE H 3a 3aceueHH aTakl (defense messaging).

REQ. 12.

Cm-xxponnmpaﬂe Ha IOIHTHKHTE 3a CHIYPHOCT H IIapaMETpPHTE 3a HOPMAJIHO
IIOBE€ICHHE (baseline) Ha MpPEKOBHTE IIPOLECH MEKOY IJIOKATHHTE H obnagnHTe
KOMIIOHCHTH Ha PEIICHHETO.

REQ. 13.

IIpemocTaBiHe Ha HHpOpPMAIHA B PEryIPHH OTIETHH JOKYMEHTH Ha pedepeHTHO
CpaBHEHHe Ha o0eMa MPEXOBH Tpa(HK IO BPEMETO, KOraTo HjAMa aKTHBHH aTakKH C
obemMa Ha TpadHKa MpPH TPOTHYAINA aTaka, ¢ BBH3MOXKHOCT 3a IpealpHeMaHe Ha
ABTOMATHYHH 3aITHTHH MEPKH CPENIy aTaKHTe CIIope] 00EMHTE HM.

REQ. 14.

ABTOMAaTHYHO H3BECTsABaHE IIPH HACTHIIHIA aTaka (KaTo Ja HMa OMIIHA 32 aBTOMAaTHIHO
TeHepHpaHe Ha pcap (aiin cleq 3aBbpIIBaHEe Ha aTakaTa). Jla MOJKe J1a Ce MpeJoCTaBsd
HH(OpMAaIHA 3a MapaMeTpHTe Ha HaJ0)KeHaTa MOIHTHKA 3a CHIYPHOCT Ha PENIeHHETO,
KOATO € CIIOMOTHANA 3a CIIHPAHEeTO Ha JaJeHa aTakKa.

REQ. 15.

IIpenocTaBsiHe Ha [ETAilIHH OTYETH CBC CleAcTBeHH aaHHH (forensics) oTHOCHO
BB3HHKHAIH aTaKH.

REQ. 16.

3pppImBaHe Ha aHATH3 Ha oBeJeHHeTo Ha IT Mpexara (network behavioral analysis).
PemeHHeTo a MOXKe Ja H3MOI3Ba MEXaHH3MH 3a caMoo0yJeHHe H 3aCHYaHe Ha 3aIUIaxH
CIIopeZi IPOMEHHTE Ha 06eMa MpPeKOBH Tpah)HK H APYTH HETOBH ITapaMEeTpPH.

REQ. 17.

3acHJaHe Ha 3allTaXH Ha 6a3aTa Ha cOOGCTBeHa 0a3a OT JaHHH ¢ pemyTanHH Ha IP agpecH.
KOATO Jla Ce MOATbpKa H OOHOBABAa OT IMPOH3BOJHTENA Ha PENIEHHETO B IEpPHOIA Ha
TIOJIPB/KKATA.

REQ. 18.

OyHKIHH 32 3acHdade Ha cbMHHATeNeH TCP, TLS 1 DNS tpaduk mo Mozena challenge-
response 3a aBTeHTHKHPaHe Ha H3TOYHHKA Ha TpadHKa.




[Mpennassa or SSL Flood artaku, 6e3 na € HEOOXOAMMO J1a Ce MPeaoCTaBs KoY U1

REQ. 19. N
cepTu(dUKaT Ha yCTpoiicTBaTa Ha PElIeHHEeTO.
[TopabpkaHe M3MOA3BAHETO HA PHUYHO BbBEIECHM HAlpegHAlU MpaBujia 3a KOHKPETHU
REQ. 20. | numuTu (thresholds) 3a /32 IP cbBmageHus 3a BCsKa MOJMTHMKA 3a CUTYPHOCT Ha
peLIeHHeTO.
Amnanuszupade Ha nosenaenuero Ha DNS Tpaguk. [la Moxe na ce narpaxiaar curHatypu
REQ. 21. | B peaHO Bpeme 3a Bb3HUKHAJIU aTaKy U /1a C€ aBTeHTUKUPAT U3TOUHULMTE HA MPEKOBUS
Tpaduk 3a cripaBsiHe ¢ water-torture ataku, DNS flood ataku u Amplification aTaku.
REQ. 22. | 3acuyane u aa 6J0KMpaHe Ha HeMo3HaTH 10 MoMeHTa 3aruiaxu (0-day 3amuTa).
REQ. 23. | 3acuyane u 61okupane Ha burst aTaku 1 botnet aTaku.
3ajaBaHe U peryJjMpaHe aBTOMaTUYHO MParoBu CTOHHOCTH 3a Opoii: makeTH B ceKyHIa
REQ. 24.
(PPS), tpan3akuuu B cexynna (TPS).
REQ. 25 OyHKLMOHAHOCT 32 aBTOMAaTUYHO Ch3JaBaHe HA IMHAMUYHU CUTHATYPU NOCPEACTBOM
" 77" | aHanu3MpaHe Ha Tpaduka.
REQ. 26 OcurypsiBane Ha 3amurta oT UDP ataku, TCP ataku, DNS araku., BOJTyMETpUYHH aTaKH,
"7 | ICMP araku, HTTP araku.
REQ. 27 OcurypsiBaHe Ha 3alidTa OT CJEJAHWTE TUIOBE aTaku, MPOMYCKAaHKW JerMTHUMHUs

norpedutencku Tpaguk: SYN Floods , RST Flood, TCP ECE Flood, TCP NULL Flood.




[Tpunoxenue 1

Letter of Authorization

To: Radware Ltd / SecurityDam (AS 198949)

(Third Party Company)

Subject: Letter of Authorization
Date: March 26, 2024

This letter gives explicit permission to Radware Ltd. / SecurityDam (AS 198949) to advertise or host the
following networks:

ASN And/ Or IP Block(s)
ASN And/ Or IP Block(s)
ASN And/ Or IP Block(s)
ASN And/ Or IP Block(s)

Full Name: ...coiiiiniiiiiiiiiiinnetiieiieiennssticesssnnssscsccsnnes
J 1T 13 11) | ORI

(Authorized Signature)
[Please add your name, title and company name here]



