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          . 
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    Ansible,       
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    Ansible play-book,       
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1  

1 

egp30-

VM10 

G2S2 

2CPU, 8GB 

RAM 

Ubuntu 

20.04.1 LTS 

172.23.130.20 API Gateway 

Portal 

2  

2 

egp30-

VM11 

G2S2 

2CPU, 8GB 

RAM 

Ubuntu 

20.04.5 LTS 

172.23.130.21 API Gateway 

Portal 

3  

 

gp30-

VM15 

G1S1 

4CPU, 8GB 

RAM 

Ubuntu 

20.04.1 LTS 

172.23.130.25 Azure DevOps 

agent 

Ansible 2.9 

Hashicorp 

KeyVault 
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Management 
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4   

 

  1 

egp30-

VM5 

G2S2 

2CPU, 8GB 

RAM 

Ubuntu 

20.04.1 LTS 

172.23.130.15 FormIO 

Enterprise 

7.4.0 

PDF Server 

3.3.8 

5   

 

  2 

egp30-

VM6 

G2S2 

2CPU, 8GB 

RAM 

Ubuntu 

20.04.1 LTS 

172.23.130.16 FormIO 

Enterprise 

7.4.0 

PDF Server 

3.3.8 

6     

 1 

egp30-

VM1 

G2S6 

8CPU, 

32GB RAM 

2x256GB 

Disks 

Ubuntu 

20.04.1 LTS 

172.23.130.11 FormIO 

Enterprise 

7.4.0 

PDF Server 

3.3.8 

Min.IO - 2021-

05-16T05-32-

34 

Integrations 

Service 

7     

 2 

egp30-

VM2 

G2S6 

8CPU, 

32GB RAM 

2x256GB 

Disks 

Ubuntu 

20.04.1 LTS 

172.23.130.12 FormIO 

Enterprise 

7.4.0 

PDF Server 

3.3.8 

Min.IO - 2021-

05-16T05-32-

34 

Integrations 

Service 

8     

 3 

egp30-

VM3 

G2S6 

8CPU, 

32GB RAM 

2x256GB 

Disks 

Ubuntu 

20.04.1 LTS 

172.23.130.13 Min.IO - 2021-

05-16T05-32-

34 

Keycloak 
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Process Engine 

(Camunda) 

9     

 4 

egp30-

VM4 

G2S6 

8CPU, 

32GB RAM 

2x256GB 

Disks 

Ubuntu 

20.04.1 LTS 

172.23.130.14 Min.IO - 2021-

05-16T05-32-

34 

Keycloak 

Process Engine 

(Camunda) 

10   

  

 1 

egp30-

VM7 

G2S2 

2CPU, 8GB 

RAM 

2x256GB 

Disk 

Ubuntu 

20.04.1 LTS 

172.23.130.17 MongoDB 

Database 4.4.5 

11   

  

 2 

egp30-

VM8 

G2S2 

2CPU, 8GB 

RAM 

2x256GB 

Disk 

Ubuntu 

20.04.1 LTS 

172.23.130.18 MongoDB 

Database 4.4.5 

12   

  

 3 

egp30-

VM9 

G2S2 

2CPU, 8GB 

RAM 

2x256GB 

Disk 

Ubuntu 

20.04.1 LTS 

172.23.130.19 MongoDB 

Database 4.4.5 

13   

 

 1 

egp30-

VM12 

G2S2 

2CPU, 8GB 

RAM 

2x256GB 

Disk 

Ubuntu 

20.04.1 LTS 

172.23.130.22 Apache SOLR 

Apache 

ZooKeeper 

Redash, 

Cube.js 

14   

 

 2 

egp30-

VM13 

G2S2 

2CPU, 8GB 

RAM 

2x256GB 

Disk 

Ubuntu 

20.04.1 LTS 

172.23.130.22 Apache SOLR 

Apache 

ZooKeeper 

Cube.js 
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15   

 

 3 

egp30-

VM14 

G2S2 

2CPU, 8GB 

RAM 

2x256GB 

Disk 

Ubuntu 

20.04.1 LTS 

172.23.130.24 Apache SOLR 

Apache 

ZooKeeper 

16   SQL 

 

 1 

egp30-

VM16 

G2S4A - 

Generation 

2, 8xCPU, 

RAM 16 

GB 

Disk � 

2x500GB, 

1x200GB 

Win2018Std 

(100 GB) 

G2 

172.23.130.26 SQL Cluster 

Resource for 

Keycloak and 

Process Engine 

(Camunda) 

17   SQL 

 

 2 

egp30-

VM17 

G2S4A - 

Generation 

2, 8xCPU, 

RAM 16 

GB 

Disk �

2x500GB, 

1x200GB 

Win2018Std 

(100 GB) 

G2 

172.23.130.27 SQL Cluster 

Resource for 

Keycloak and 

Process Engine 

(Camunda) 

18   egp30-

VM18 

Generation 

1, 4xCPU, 

RAM 8 GB 

Ubuntu LTS 

20.04.1 

172.23.130.31 Zabbix 

19 Domain 

controller 

EGP30-

fiodc1p  

G2S2 

2CPU, 4GB 

RAM 

Windows 

Server 2019 

Standard 

172.23.130.28 Domain 

controller 
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5.6.    

            

       .    
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6.1.       
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           , 
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  .   
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         ,     
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    �   �  �   �,   
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 ,    /      
        ,   

    ;  

o   ,       
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     ;  

6.1.2. [ ]        
        ( . §1, .2  ) 

     
         

          
  (  . 61    ). , 

   ,         
       4,    ( . .  

   ),   3,  ,        
    ;       

         
   ;  

     ,     
,       ,    

      ,  . 1.3   
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    ,        
 . 1, . 1  2       ,     

  ,     ,      .  

       ,       4, 
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,  .10 ,  2  .  

         ,  
  :  
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      );  
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,             
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       .   
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   2.   

      .       

   ,        
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     ;  

       ,     

  ,   ;  

 ,   ;  

    (   ),   ;  

       ,  ; 

        ;  

      ;  

    ,   ; 

     /  ,  

 ,     ,   .  
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   ,    ,       

,   , ,   , 

  ,   ,     .  
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            � BPMN.  
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 1: [ ]  

 2:  
      ,     

   ,   5.7    
.  

             

    .       

,   ,        

 .       ,   

/         

  ,      ,    
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  ,          
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       .  
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 .  

        , 
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,           

          .  
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6.7.1.    (incident management)  
           

     ,    :  

1-     �           

  .           

, ,         

    ,      

,     2-   .  

2-     �          

    ,  ,     

 .    :      

1-     ,     ,  

           , 

          

;  

3-     �       ,  

 ,     2-    ,  

   ,      

      ,      

,      ,    

     (Problem Management)      

   .  

             

  ,   ,    , 

      ,  , 

    ,       

    .   

6.7.2.    ( ) (problem management)  
          ,  

     /     ,   , 

    , ,   /  

,           

     .       

 :   

�            

(root-cause analysis),      ,    

    .   
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�      �       
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      7/24/365.  ,   

     ,      1  4.  
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 4  
        

  
  

  
, max  

  
, max  

       
  

, max  

1  30   2       6   

2  1   4       12   

3  1    1       7    

4  1    1       14    
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�        3;  

�    1  2 ,          
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�         ,     
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           ,  : 

   * 

F1     
  2.0 
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F2     

  
    

,  
   

F3     
  

   
,  

    

F4    
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*
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 (RegiX): 
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,    
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� �;  

-     
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  �
   

    
   

   - . 
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.
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F12     
     

     
,   

   -
 

F13        
      

    
 .  

      
,   

   
 

F14        
    

    
     

     , 
    

 ,   
     

    ,  
   ,  

    
.  

     
,   

   
    

. 

7.1.3.      
      *  

F15  

  

    
      

(webservices)     
    

    (sync 
pull)   ,     

    1   95%  
,      
   .  

     , 
   

F16  

  

      
     

   
     

 ,  
    
. 

     , 
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F17  

  

      
     

     
  ,  
        
     

  .  

     , 
     
. 

F18  

  

     
      

   �push�  �pull�,  
    � 

     
     

       
   (use cases), 

   .  

     , 
   

 F19  

  

      
     

(Distributed Caching)  �  �, 
   /    

    
,     

   (Cache 
Coherency)     

,    .  

     , 
   

F20  

  

     
   ,  

     
     
 ,  

,     
   ,   

     
    

.  

     , 
   

7.1.4.      

      *  

 
F21      

      
     

 910/2014  .  

     , 
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F22  

  

        
     

     
     

  � -  
v2.0,      

  ,  § 5  
     

.   
      

  SAML 2.0 /  
OpenID Connect.  

    . 

F23  

  

      
      

    -  
,    

   ,  
 ,     
    

  .  

      
   .  

      

F24  

  

     
    

      
      

    
 .   

     
  ,    
 ,       
   �  �.  

     , 
     
 

F25  

  

       
     

  (in-line validation),  
    ,  

     
 � �, � �  � �.  

     , 
     
. 

F26       
    
    

      

     , 
     
. 
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  ,    
      

  .  
     

  ,      
    .  

  

F27  
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    . 
      

    
,     

     
 ,  

     
  � �    
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F28  
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     , 
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7.1.5.    

      *  
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  ,  , 
     

2013/37/       
       

    .  
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F30  

  

       
     

,  ,    
       

    
   2007/2/     

   .    
    ,   
   2007/2/     

     
 .  

     
,   

   
. 

F31  

  

      
      

,       
 ,       

,      
   ,  

    ,   
      

https://data.egov.bg/,     
    ,  

       
 ( ).  

  

  

   
,   

   
. 

F32  

  

        
      

  ,    
,       ,  

  .  

     
,   

   
. 

F33         
    ,  

    . 
      

   .  

     
,   

   
. 

7.1.6.     

      *  

F34       
     

,     
.    :  

  ;  
    ;  

         

   � ODF, Excel, PDF, 

HTML, TXT, XML, CSV    

 .  

     
,   
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7.1.7.    

      *  

F35      
     

    ,  
     

 , , , 
     .  

     
,   

   . 

7.2.       
7.2.1.       

      *  

NF1    ,   
    , 

      
     .   

     , 
   

NF2        
,      

      , 
,   ,  

,    , 
      

 ,    
    ,  

      
  ,   

    
,     
  . 42, . 1  

       
. 

     , 
   

NF3  

  

  

   

     

    :  

� GPL (General Public License) 3.0;  
� LGPL (Lesser General Public License);  
� AGPL (Affero General Public License);  
� Apache License 2.0;  
� New BSD license;  
� MIT License;  
� Mozilla Public License 2.0  
� EUPL (European Union Public License).  

     , 
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NF4    (Source Code),  
 ,     

     
      

       
      

      , 
 V �    �   

.  

    

NF5       
  ( )   

      
 .    

    
( )     
( , , )   

     
,      . 

   ,   
     

     , 
 .   

    

NF6       
       

     
,     

   ,  
  , ,   

.  
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   ,   

       
     

.  
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.  / 
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 . 
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NF8        

      
   -  , 

  .  
      

      
   

( )  
;  

    
   , 

       
   .  

 �    
   

. 

NF9   ,   
    

     
 (SOA, MVC  
)   - ,  

     
     

 .   
     

,    - 
Service Oriented Architecture (SOA).  

 �    
   

. 

NF10      
      

     
       

 (Web Services),     
       

,     �  
   .    

 /   
       
   � 

Application Programming Interfaces (API). 
    

        
      
. 

 �    
   

. 

NF11      
    

   .  

 �    
   

. 
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NF12   ,  
       

       
       

24      .  

 �    
   

. 

NF13     , 
   ,   

       
 :  

    URL- ;  
  GET ;  
  HTTP header (Accept  

).  

 � 
  

   
 

  
   

. 

NF14       
     
    (SDK) 

      
 (.NET, Java, PHP).  

 �    
   

 

NF15       
  ,  

      
      

.  

 �    
   

 

NF16        
   , 

   
  ,   
 .    

   
       

 ,   
, , 

   , 
     . 

 �     
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NF17      
     

      
  .   

  ,   , 
     

     .  
       

     , 
      

,    
,   , 

   , 
      . 

      
     

,      
 .  

 �    
   

. 

NF18       
  (   
)      

/  ,     
    

,    
 (     
     

)     , 
  , 

    
  ( ).  

 �    
   

. 

NF19      
( )      

     
     

(Clean Pipe) �    
     

 , TCP   
.     

  ,    
     

     
     

     
    

     
. 

 �    
   

. 

NF20         
   (  Solr, 

Elastic Search).     
      

.  

 �    
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NF21       , 
       

  ( . .  
multitenancy),      

       
.  

 �    
   

. 

NF22       
,      

   .  

 �    
   

. 

NF23         
 .  

 �    
   

. 

NF24        
     ,  

      
    

 �    
   

. 

7.2.3.   ( )       

      *  

NF25      
   

 ,   
   .  

      
    
     

 .  

   

NF26       
     

,    
.     
   :  
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;  

�     
   

 ;  
�       

,   
 ;  

�     
   

;  
�       

 ;  
�      

    
 ,   

 ;  
�      

 unit tests  code 
coverage  50%,    

 Continuous Integration 
(CI)  � build bots, unit tests 
run,    

/   
   .  

  

NF27       
   , , 

      
    ,   

  ,   
    

     
   .  

    
  

 .  

NF28      
     

    ,  
   ,    

  - ,  
     

 .  

    
  

 .  

NF29      
   , 
   

,     
    

      
   . 

    
  

 .  
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NF30      
   

     
  (fork)   
     

   ,   
     

(ttps://git.egov.bg/explore/projects).  
   

   �upstream repo� 
,    

  / commit 
identificator.  

    
  

 .  

NF31        
    , 

      
fork     

   . 
    
     

     
 �pull requests�    

   
    

   .  
     

    .  
      

     
     

.  ,    
  

,   
  ,  

 ,    
     

   .  

    
  

 .  

7.2.4.        

 �       .     
       :  

  e  

  
  

(Development)  

[ ]  Development      
,     .     

      ,   
   � continuous integration ,   

   .  
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Staging  
[ ]  Staging        

   Development   Production .    
   ,     .  

  

(Sandbox,  
Testing)  

[ ]  Sandbox  ,       
,     ,      

 .  

  

(Production)  

[ ]   ,       
        .  

[ ]           
     .      , 

         .  

[ ]          
   .  

7.2.5.   ,     
      *  

NF32  ,     
,     

     
     . 

       
   -  

     
     
      

  .      
       

       
 .  

    

NF33    , , 
,   ,  

     , 
       

        
.      

       
 ,    
    

(https://git.egov.bg/explore/projects).   
    ,   

,   ,    
       

         
  �mock up� , 

        
. 

.    
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NF34       
     

      
     

:  

�      

,    

/ / ;  

�    50%    

   [    

    � 

50%     20%  
];  

�   continuous integration 

;  

�   dependency management.  
     

     .  

    

NF35       , 

  build-      

(deployment),     

 :  

�     build;  
� /   build;  
� , /  build 

.  
     

  ,    
 build- .  

    

7.2.6.     
7.2.6.1.       DoS/ DDoS   

      *  

NF36  

  

      
 "Rate Limiting" /  "Throttling"  

        
   - ,    

     
 ,   

   -  (Web 
Services)   . 

 � 
  

   
 

  

NF37      
    

     
,    ,   
   URL/URI.  

 � 
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NF38       
      

   
( .    )  

     
       

    .  

 � 
  

   
 

 

7.2.6.2.         

      *  

NF39    , 
       
      
    ,  

       
  , 

       
   .  

 � 
  

  

     
  

NF40       
     

     
 ,    
,    

 .  

 � 
  

  

     
  

NF41       
     

    �   
  ;    

       
.  

 � 
  

  

     
  

NF42       
  /     

        
    

    .  

 � 
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NF43       
      

      
     . 

     
 (Use Cases)     

    , 
  -    

�    Memcached  
Redis    Redis GeoAPI   

  -  
     

  , 
   .  

 � 
  

  

     
  

NF44       

    :  

     
      

      

   ;  
     

  ;  

     

    -

   ;  

    

;  

 ,     

    .  

      
      

  .  

 � 
  

  

     
  

7.2.6.3.    

      *  

NF45       
     

     
   -    

    -   1 
,   1   

  95%  ,    
   

(Network Latency)     
    [    

   
     

 ,   

 �       
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,    
  ]. 

      
. 

 7.2.6.4.   HTTP/2  

      *  

NF46       
,     

   
    HTTP/2 

    
  

    
  :  

 header compression;  

  brotli   

;  

 HTTP pipelining;  

HTTP/2 Server push, 
  

,  
 (CSS, JavaScript 

  .).  

[ ]  

  

   
   

 

NF47    
    

   TLS cipher 
suites    

   
  - AES-

GCM  x86    
  (     

AES-NI CPU ),  
ChaCha20/Poly1305   

   (  
  ARM ).  

 
 

  

� 
  

  
   

 

NF48    /  
  HTTP/2,   

  fall-back 
  HTTP/1.1.  
     

      
 ,  

/ , 
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 HTTP/2,  
  

7.2.6.5.    

      *  

NF49      
    
     

  - , 
    

/ ,     
  .  

[ ]  

  

 

NF50    
  ,  

     
 ,  SHA-

256.  ,     
   

(  ,   
.),     

  , 
     

   
 .  

   

NF51      
   

   
    

,    
    , 

    
    

 ,  
   

   
910/2014,       

  1  2017 .  
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NF52       
   

    
   

    Java 
       

   Java 
Runtime,      

  
    

    
.   

    :  

    
   , 
   , 

     
   

     
,   
   

 �    
   

     
     

  ;  
   -

   ,  
 -  

 (Browser Plugins),  
    

   
 ,  

    
  ,   

     
     

   
   

    
;  

     
  , 

    
   . 
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7.2.6.6.           

      *  

NF53        
    �  

     �  60%, 
   ,   

    (Continuous 
Integration),     

     , 
       

   ,    
  (Dependency Management);  

    

NF54   ,    
     , 

     web 
    .  

   

7.2.7.        

      *  

NF55         
,     

        
(    )   .  

       
  ( . BCrypt, PBKDF2, 

scrypt (RFC 7914)      
  ,      

      
 (transparent data-at-rest encryption).  

   

NF56        
     ,  

      
.  

   

NF57       Self-Signed 
   .  
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NF58    (    
  )    
      

HTTPS.       
     

(Verified Identity),   
  TLS 1.2,     

 ,   -
   (Microsoft Internet 

Explorer, Google Chorme, Mozilla Firefox).  
     
      

      
    .  

     
  

NF59        
   ,  

     
SSL Labs      
(https://www.ssllabs.com/ssltest/).  

         
     

 (Reverse Proxy)    
,     

    
    (   
    )  HTTP 

Header- .      
     Spoofing. 

   

NF60       
  web   Reverse Proxy 

     , 
       

 ,  -  
 TLS 1.1.     

      
      

      
 ,    

    .  

     
  

NF61      web  (Web 
Services)      

 HTTPS    
  TLS 1.2.  
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