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 . 
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 ,   , 
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 .   
      

 ,     
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  "  �. 
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  (in-line validation),  
      

     
 " ", " "  " ". 
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  .  
      

,        
  . 

 

 
   

  
. 
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  ,   
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    . 
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. 





 

38 

,      
2007/2/        

 
  . 
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     , 
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   * 

       
       

   ,  V 
�    �  

. 
NF5      

  ( )   
      

   . 
     

 ( )     
( , , )    

    
,      . 

   ,   
     

     , 
 . 
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,     

   ,  
  , ,   
. 
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   * 

NF7       
  

 .  
      

     
 ,   

     
 . 

 /  
    /  

  ,    
   . 
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   -  , 
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   * 

  .  
     

     
      

( )  
; 

    
   , 

      
   . 

NF9  ,   
    

     
 (SOA, MVC  
)   - , 

     
     

 .   
     

,    - 
Service Oriented Architecture (SOA). 

 

 

NF10     
      

     
      -

 (Web Services),     
       

,     �  
   .    

 /   
      

    � 
Application Programming Interfaces (API). 

    
        

      
. 
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   . 
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42 

   * 

24      
. 

NF13    , 
  - ,   

      
  : 

    URL- ; 
  GET ; 
  HTTP header (Accept  ). 

 

 

NF14      
     
    (SDK) 

      
 (.NET, Java, PHP). 

 

 

NF15     
  ,  

     
      

. 

 

 

NF16      
    , 

   
  ,   
 .   

   
    

     
,   , 

,   
 ,   

   . 
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  .  

   ,   , 
     

     . 
      

       
,       

,    
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   * 

,   , 
   , 

      . 
      

     
,      

 . 
NF18      

  (   
)      

/  ,    
    

,    
 (     
     

)     , 
  , 

    
  ( ). 

 

 

NF19     
( )      

     
     

(Clean Pipe) �   
     

  , 
TCP   .    

   , 
       

     
      

     
     

    . 
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   . 
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   ( . . 
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NF22     
 ,   

    
  . 
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 .  
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     ,  
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   * 
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,     

 .    
      

    
    . 
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,    . 
     

  : 
       

      
       

     
 ; 

     
    

; 
       

,    ; 
       

 ; 
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   * 

     
     , 

   ; 
      

 unit tests  code coverage  
50%,     Continuous 
Integration (CI)  � build bots, unit 
tests run,    

/     
 . 

NF27      
   , , 

      
    ,   

  ,   
    

     
   . 
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    ,  
   ,     

 - ,  
     

 . 

 

 

NF29     
   , 
   , 

      
     

     . 
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(fork)      

     , 
     

 (ttps://git.egov.bg/explore/projects). 
   

   "upstream repo" 
,    

  / commit 
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   * 

identificator. 
NF31        

   , 
      

fork     
   . 
    
     

     
 "pull requests"    

   
    

   .   
       

 .    
      
      

  .  , 
     

,    
 ,   

,    
     

   . 
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 e 
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 Development      , 
    .       

    ,   
   � continuous integration ,   

   . 
Staging  Staging         

  Development   Production .    
   ,     

. 
 

(Sandbox, Testing) 

 Sandbox  ,       
,     ,     

  . 
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(Production) 

  ,         
      . 

            
   .      ,    

      . 
           

 . 

7.2.5.   ,    

   * 

NF32 ,     , 
      

      
  .    

       -
      

     
      

  .      
        

       
. 

 

 

NF33   , , 
,   ,  

     , 
       

        
.      

       
 ,     

  (https://git.egov.bg/explore/projects). 
 ,     , 

  ,   ,  
        

         
   �mock up� 

,       
  . 
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   * 

      
,    

/ / ; 
    50%    

    20%  
   ; 

   continuous integration 
; 

   dependency management. 
       

      
. 

NF35      ,  
 build-      deployment), 

     : 
     build; 
 /   build; 
  /  build 

. 
     

  ,    
 build- . 

 

 

7.2.6.    

      DoS/ DDoS  

   * 

NF36       
 "Rate Limiting" /  "Throttling"  

        
   - ,    

     
 ,   

   -  (Web Services) 
  . 

 

 

NF37      
       

 , -   ,  
    URL/URI. 
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   ( . 
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 . 

 
      

   * 

NF39   , 
      
      
    ,   

      
  ,  

       
  . 
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 ,    
,     

. 
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    �    
 ;      

     . 
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  /     

        
      
  . 
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(Use Cases)       

  ,   
-    �  

  Memcached  Redis  
  Redis GeoAPI    

 -    
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   * 

 ,    
. 

NF44      
    : 

       
      
      

 ; 
      

 ; 
       

  -    ; 
    ; 
 ,      

   . 
       

       . 

 

 

 

   * 

NF45    -   
    

     
   -     

   -   1 ,  
 1     

95%  ,     
  (Network 

Latency)      
   [    

   
     

 ,   
,     

 ]. 
      

. 

 

 

 

  HTTP/2 

   * 
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   * 

      
     HTTP/2 

     
     

  : 
  header compression; 
   brotli   ; 
  HTTP pipelining; 
 HTTP/2 Server push,  

 ,  
 (CSS, JavaScript   .). 

NF47    
      TLS 

cipher suites     
    - 

AES-GCM  x86    
  (   AES-NI CPU 
),  ChaCha20/Poly1305  

  (    
ARM ). 

 

 

NF48   /   
 HTTP/2,    
 fall-back   

HTTP/1.1.      
        

,  / , 
 HTTP/2,   

. 
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  - ,    
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 . 

 

 

NF50     
,       

 ,  SHA-256.  , 
       

(  ,   .),  
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     , 
      

   . 
NF51       

     
   ,   

     , 
      

   ,  
     

910/2014,        
 1  2017 . 
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  Java        

   Java Runtime,  
      

      
  .  

     : 
      

 ,    , 
       

      
,    

   �    
      

       
  ;   

-    ,   
-   (Browser 

Plug-ins),      
    

,     
   ,   

       
      

     
  ; 

       
,     

   . 
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   * 
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    �  

     �  60%, 
   ,   
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Integration),     

     , 
       

   ,    
  (Dependency Management); 

 

 

NF54  ,    
     , 

     web 
    . 

 

 

7.2.7.       

   * 

NF55        
,     

        
(    )   .  

       
  ( . BCrypt, PBKDF2, 

scrypt (RFC 7914)      
  ,      

       
(transparent data-at-rest encryption). 

 

 

NF56       
     ,  

      
. 

 

 

NF57      Self-Signed 
   . 

 
 

NF58   (    
  )     

     HTTPS. 
       

    (Verified 
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   * 

 TLS 1.2,      
,   -   

 (Microsoft Internet Explorer, Google 
Chorme, Mozilla Firefox).  

     
       

      
  . 

NF59        
  ,    

   SSL Labs  
    

(https://www.ssllabs.com/ssltest/).    
       

     
(Reverse Proxy)    , 

      
     

 (       
)  HTTP Header- 

.        
   Spoofing. 
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  web   Reverse Proxy 

     ,  
      
 

,  -   TLS 
1.1.     

      
       

     
 ,    

    . 

 

 

NF61     web  (Web 
Services)      

 HTTPS    
  TLS 1.2. 
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55 

   * 

 ,   SQL 
, XSS       

,   ,   ,  
     

   . 
NF63      

      
        

    OWASP 
(Open Web Application Security Project). 
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  ( , , 
, ) 

    : 
  ; 
      

; 
  (     

 ); 
    , 

   ; 
       

 ,  
; 

 ; 
   ; 
   . 

 

 

NF65     
       

      , , 
, ,     

 - ,   
    ISO 8601-2:2019. 

 

 

NF66     
        

,     , 
      

      III,  6 
   910/2014.    

     
  ,   
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   * 

     
     , 

  ,   
  RFC 3161. 

NF67       
 (penetration tests),     

      
  . 
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 X.509,    . 
     

 TLS (Transport Layer Security - 
   ),  1.2  

- ,    RFC 5246, 
  IETF 

 

 

NF69    
     

    , 
   TLS (Transport Layer 

Security -    ), 
 1.2  - . 
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WCAG 2.1. 
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    EN 301 549, 
    . 58 , . 2  3  . 

 

 

NF72        GET 
    (URL).    
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  POST      
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 . 
NF73    
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  �   - 
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Design).    Captcha,  
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   . 
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 � �. 
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   * 

      
(HTML, JavaScript  .)    

    -    
. 

NF77      HTML 
Frames,         

 . 
 

 

NF78      
        
  : 

     
HTML5 (HTML Semantic Elements);  

 JSON-LD 1.0 (http://www.w3.org/TR/json-ld/);  
 Open Graph Protocol (http://ogp.me)  

     
       

 . 

 

 

NF79         
    

      
   . 
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,      

      
     

     
. 

      
 (Serif). 
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   ,     
   . 

      
       

    . 
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. 
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     .  
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    . 
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 ,    
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  . 

 

  
    

  
 - 

 

NF86        
  ,    

     
,   . 

 

 

NF87       
,   ,   

     . 
 

 

NF88       
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 . 
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     . 
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 . 
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60 

   * 

       
       HTML 

,  . 
NF91      

        
    (lazy load). 

 
 

NF92     
      

 ,   
   . 

    , 
     

      
      . 47  
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  ,    
        

egov.bg   : [   
].egov.bg. 

: iara-iss.egov.bg, strategy.egov.bg  . 
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 . 
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-  , web 
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   Unicode 5.2  

      
,       
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NF95     
    

,     
 . 
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   . 
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 . 
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     , 
       

 , , 
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NF98       
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 . 

NF100        
    ( ). 
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 /     

 : 
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  -   
   ; 

      
   ISO 8601-2:2019. 
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 : 
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 ; 
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    ,    
     

       
       10 

. 
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    " " (in-line 
validation).      
    ,    

      
    . 

NF104    ,  , 
      

      
,    ,    

,      
     

      
      

     ,  
       

    
. 

 

 

NF105       
      

  ,    
    ,  

   : 
       

,     / ; 
        (  

,      
   ); 

       . 
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    , 

   ,   
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   ,  
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 ,    
, ,   .  
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 ,    
  � ,  ,   

 ,  (     
    - ),  

 ; 
         

 / : 
-     (    ,  

 ,  "  
 ", "   "; 

-       , 
     ; 

-       
       

/    
,      
  . 
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 ( , ,  

,   , 
 ,     

.)    (RSS 2. , Atom  
),     

    
  . 

  

NF115       
    

,      
       

     
,       

    
;     

    
     . 
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NF116 

,       
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 : 
 /   ; 
   ,     

; 
 ; 
 ,     ; 
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 IP     . 
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 ,   
    ;    
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. 
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NF123        
  .  

 

NF124       
 ,      

-   ;   
       

 . 

 

 

NF125       
  foreign key.  

 

NF126        
,   EXPLAIN (  

SQL  ),      
    . 

 

 

NF127      
,       

    . 
 

 

NF128      (batch) 
     

. 
 

 

NF129        
,  .  

 

NF130    ORM      
     

,       
  ( . . n+1 selects ). 
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    -    

  ,    
. 

 

 

NF132        
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1. ; 
2. ; 
3.   ; 
4.    ; 
5.  -   (    

    ); 
6.   ,   

  ; 
7.    (   

); 
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8.    . 84, . 3  -
  ; 

9.    ; 
10.  ;  
11.  ,     

 . 
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,      
 : 
      
    ; 
      

,      
,      

. 
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   . 
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 . 
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 ,    ( , 
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NF138      , 
  ,  

,     
  ,  head rs  
    

 

 

NF139       HTML, 
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NF140      -   
   , 
     
     URL. 

 

 

NF141        
headers,     .  

 

NF142       
(connection Timeout) - ,   

   headers  , 
   ,     

        
. 

 

 

NF143        
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.  

 

NF145  (cookies)   : 
    (security flag),  

 ,  � �  
 

 

      SSL 
; 

  HTTP only,   
,  � �    
   ,    

,    . 
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  DNS,     

DNSSEC (Domain Name System Security 
Extensions); 

 

 

NF147      (Logs)  
   : 
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    ,   
 ,    

,    
,  , 

      
 ,    

     
   , 

   -     
,   , 

  ,     
    

   
; 

         
   ,   
 ; 

      
    

    
 ,    

 NTP V4 (Network Time Protocol, 
 4.0  ),   RFC 5905  

IETF  2010 .,    
    

  UTC (Coordinated Universal Time),  
; 

        
    -    
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8.3.  3 � � 
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  . 

8.4.  4 � � 
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; 
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        . 
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         ,    
                

. 
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8.6.  6 �  � 
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 . 
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/               
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 ,        ,   
       ; 

        (API), 
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      /   (SDK)       
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    API- : 
-     (end-point)      

   ; 
-       ( , ); 
-       ( , ); 
-   ; 
-       web ; 
      (API)     

; 
   REST -       

 API Blueprint (https://github.com/apiaryio/api-blueprint), Swagger (http://swagger.io)   
 .         SOAP ; 
         �   , 
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  ,         
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  ,     ,   
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